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ABSTRACT

Deepfake detection technology primarily combines artificial intelligence and machine
learning, including deep learning techniques such as Multi-layer Perceptrons (MLP),
Convolutional Neural Networks (CNN), and EfficientNet etc. to detect deep fake videos or
images using this model. An overview of deepfake detection systems is given in this
abstract, along with a focus on important methods, difficulties, and potential future
developments. There are several methods for detecting deep fakes, such as analyzing facial
features and artifacts using images, analyzing voice characteristics and lip-syncing using
audio, and utilizing hybrid approaches that combine several modalities. Difficulties in
detecting deep fakes include the quick development of methods for generating deep fakes,
the scarcity of labeled training data, and the susceptibility of detection systems to hostile
attacks. Despite these obstacles, continuous research endeavors seek to augment the
efficiency and expandability of deepfake detection systems via developments in digital
forensics, machine learning, and interdisciplinary cooperation. In the future, deepfake
detection research will focus on creating multimodal detection systems, integrating
blockchain technology for tamper-proof authentication, and investigating explainable Al
methods for analyzing detection data.
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CHAPTER 1
INTRODUCTION

1.1 Overview

Regarding digital media, deep fakes represent an emerging threat in cyberspace [1] around
the world nowadays. Deepfake is mainly fake video using people's images or changing the
abstracts of faces like nose, mouth, eye, ear, backgrounds, etc. A hybrid of the terms "deep
learning" and "fake" [2], deep fakes are incredibly lifelike films that have been digitally
altered to show individuals saying and acting in ways that have never actually occurred [3].
Stated differently, deep fakes employ artificial intelligence (AI) and facial mapping
technologies to replace a person's face in a video with that of another person [4]. Deepfakes
are computer-generated images that are so lifelike that it is nearly impossible to tell them
apart from actual images or movies [5].

Combining the terms deep learning and fake results in the phrase deepfake. Using deep
neural networks, deepfakes are produced that show events that never occurred in an attempt
to amuse, discredit people, propagate false information, and other purposes [6]. Artificial
intelligence (AI) technology creates deepfake, synthetic media, which includes photos,
movies, and audio. These types of media depict things that are not genuine or have never
happened [7]. By using deep fake videos, social, economic, and other activities are done the
wrong way. The capacity of deepfakes to disseminate misleading information that seems to
originate from reliable sources is the biggest threat they provide. For instance, a deepfake
film purporting to show Ukrainian President Volodymyr Zelenskyy pleading with his
soldiers to surrender was made public in 2022 [8]. A deepfake featuring Mark Zuckerberg
bragging about how Facebook "owns" its users fooled the founder of the company [9]. An
edited film of President Obama was created using video editing in this Buzzfeed piece
featuring actor/director Jordan Peele, highlighting the risks associated with manipulating
video technology [10]. Deepfakes threaten International security, hold Potential for

anti-terrorismt [ 11], the percentages of this occur are increasing day by day continuously.
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Fig-1.1.1: Relative publication data obtained from Dimensions database [12] at the end of
2024 by searching “deepfake generation” and “deepfake detection” as keywords: (a) number
of deepfake-generation-related scholarly papers from 2014 to 2024; (b) number of
deepfake-detection-related papers from 2014 to 2024.

EfficientNet

A class of convolutional neural networks (CNNs) called EfficientNet was created [13] with
the goal of achieving cutting-edge performance while using less computing power.
EfficientNet, which was unveiled by Google Al in 2019, maximizes accuracy and efficiency
by methodically increasing the network's depth, breadth, and resolution by the use of
compound scaling [14]. By ensuring balanced scaling, this method produces models that,
when compared to standard architectures, perform very well on picture classification tasks
while using less computing power [15]. EfficientNet models have achieved impressive

©Daffodil International University, Bangladesh 2



results on benchmarks like ImageNet, making them a popular choice for various deep
learning applications.. An enhanced target identification method based on EfficientNet is
suggested to increase the detection accuracy for small-scale targets in complicated scenarios
[16]. Artificial intelligence (Al)-generated phony face videos are now easier to create than
ever because to the rapid advancements in media generating methods. Facebook launched
the Deep Fake Detection Challenge (DFDC) to hasten the creation of innovative methods to
reveal forged movies. This challenge showcased many techniques to address this issue. All
of the winners, according to an analysis of the best-performing systems, used EfficientNet
networks that had previously been trained using films of people manipulating their faces
[17].
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Figure 1.1.2: Schematic representation of EfficientNet [18]

Original Convolutional Neural Networks (CNNs)

A particular kind of deep learning technique called a Convolutional Neural Network (CNN),
or ConvNet, is primarily designed for applications requiring object identification, such as
picture categorization, detection, and segmentation [19]. Ths seminal paper marks a
significant milestone in the development of Convolutional Neural Networks (CNNs).
Published in Neural Computation in 1989, this research introduces a multi-layer neural
network architecture designed for visual pattern recognition tasks. The paper [20]
demonstrates the effectiveness of backpropagation in training deep neural networks for the
specific task of handwritten digit recognition, showcasing remarkable accuracy and
efficiency. This article [21] discusses methods for identifying deepfakes.This preprocessing
technique makes use of convolutional neural networks (CNNs) as well as other neural
networks. The result is ultimately what distinguishes the real image from the fake. After the
model has been trained on a dataset, this is achieved by using an appropriate CNN to
classify the pictures as true or false.
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Figure 1.1.3: Schematic representation of CNN [22]

Xception

The Xception (Extreme Inception) model, an extension of the Inception architecture, is
highly effective for deepfake detection due to its superior performance in capturing intricate
patterns in image data. Introduced by Frangois Chollet, Depthwise separable convolutions,
which greatly decrease computational cost while retaining good accuracy, are used in
Xception in lieu of the traditional Inception modules. The architecture comprises entry,
middle, and exit flow, each consisting of convolutional layers and residual connections,
enabling the model to learn complex features efficiently. For deepfake detection, Xception's
ability to extract and analyze subtle facial details makes it a robust choice, often
outperforming traditional convolutional neural networks in identifying manipulated images
and videos. This research [23] provides a precise and extremely effective approach for
identifying deepfakes, which are a serious danger to society since they are becoming widely
available via mobile apps. By using the cutting-edge Xception network, a convolutional
neural network (CNN), we tackle the problem of recognizing and classifying deepfakes in
both pictures and movies.
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Figure 1.1.4: Schematic representation of Xception [24]

Multilayer Perceptron (MLP)

One kind of feedforward artificial neural network that is often utilized for applications like
deepfake detection is the Multilayer Perceptron (MLP). An input layer, one or more hidden
layers, and an output layer make up the MLP architecture. Numerous neurons that are totally
linked to the neurons in the layers above and below may be found in each layer. Typically,
elements collected from visual data, such as pixel values or more abstract features produced
from convolutional layers in a previous CNN, are fed into the input layer in the context of
deepfake detection. By executing nonlinear transformations on the inputs, the hidden layers
enable the model to acquire intricate patterns and representations that are essential for
differentiating between authentic and altered pictures. The output layer typically consists of
a single neuron with a sigmoid activation function that determines whether or not the input
picture is a deepfake based on a likelihood score. The MLP is a potent technique for spotting
minute abnormalities and discrepancies typical of deepfakes because of its capacity to
capture complex connections within the data.

©Daffodil International University, Bangladesh 5



1.2 Background and Present State

Deepfake technology has rapidly advanced over the years, posing significant challenges in
detecting and preventing the spread of manipulated content online. As of right now,
anomalies in facial expressions, auditory signals, and visual clues are detected using
advanced algorithms and machine learning approaches in deep face identification. On the
other hand, deepfake generation has become increasingly accessible to the general public,
making it crucial for researchers and tech companies to stay ahead in developing robust
detection methods. With the rise of social media and digital platforms, the need for effective
deep face detection tools is more pressing than ever to combat the potential misuse of this
technology for malicious purposes. Deep fake creation and detection will need constant
improvement as technology develops in order to preserve digital content integrity and shield

people from the damaging impacts of false information.

Deepfake detection is a fast developing subject with substantial technology advancements
and persistent problems. The dynamic nature of deepfake technology requires ongoing
research and collaboration between engineers, ethicists, politicians, and legal experts, even
though existing detection approaches show promise. Creating resilient and flexible methods
to shield people from the possibly dangerous effects of deepfakes is the aim.

W

Figure 1.1.5: Trend in Google searches for deep fake queries [25]. (adapted from

google.com) Retrieved from Google Trends:
https://trends.google.com/trends/explore?date=2016-01-01%202023-01-12&qg=deepfake

©Daffodil International University, Bangladesh 6



1.3 Problem Statement

Deepfakes are synthetic media that have been altered to look real, and they are becoming
more and more realistic due to the rapid growth of deep learning algorithms. The
authenticity and confidence of information in the digital sphere are seriously threatened by
this technology. It is possible to utilize deep fakes with evil intent, like;

> Spreading false information and propaganda: fake news videos that can sway public
opinion and affect elections can be made using deep fakes.

> Reputational harm: Produced videos using deep lakes have the potential to harm
people and companies' reputations.

> Financial fraud: Deepfakes are useful for financial fraud since they allow people to

imitate each other.

> Becoming harder to tell real news from fake: The increasing usage of fake news can
cause people to lose faith in established media outlets.

The development of strong and trustworthy deep face detection algorithms is therefore
imperative. It should be possible for these systems to:

> Declare with high confidence which videos are real and which are deep fake.

> Extrapolate to previously undiscovered deep fakes made wusing various
methodologies.

> Possess scalability and processing efficiency for real-time use.
> Resist hostile attacks, such as deep fakes, that target detection systems explicitly.

Due to the following reasons, creating such a system is a difficult task: Deepfake-generating
techniques are always evolving. It becomes harder and harder to identify deepfake creation
processes as they advance in sophistication.

In spite of these obstacles, creating deep fake detection systems that work is essential to
counteracting the harmful effects of this technology and preserving information integrity in
the digital era.

©Daffodil International University, Bangladesh 7



1.4 Objectives

The main driving force behind this endeavor is to create a trusted platform where users can
upload a video to check if it is fake or real. That’s why people can easily authenticate the
news and others. The digital age's ability to trust information is seriously threatened by the
quickening growth of hyper-realistic synthetic media, or "deepfakes," produced using deep
learning techniques. Democracies, institutions, and people themselves may be severely

damaged by their capacity to modify audio and video material with ease.

The development of deep fake detection systems is primarily motivated by the following
reasons:

1. Countering Misinformation and Disinformation: By influencing public opinion and
reducing trust in traditional media sources and other internet platforms, deep fakes can
be used to control misinformation and disinformation.

2. Safeguarding Individuals and Institutions: Deepfake can be used to damage the
individual reputations of people and injure the reputations of institutions, which can be
harmful to all. A deep fake detection system would shield people and organizations

from nefarious manipulation for safeguarding.

The main objective of this paper is to develop a secure and transparent web platform where
users can upload videos and images to detect fake or real shows as output.

This research makes the following key contributions:

1. Explore and select benchmark datasets for the deepfake detection system.

2. Achieving high accuracy with less FPR results in significantly lower power
consumption on the existing dataset.

3. Creating a dataset focusing on the local celebrity.
To develop a hybrid model for detecting with audio and video analysis.

5. To develop a website in which people can upload a video to check whether this video is

deepfake generated or not.

In conclusion, detecting deep fakes is not just a technical challenge but a social and ethical
imperative. By building robust and accessible detection systems, we can safeguard the
integrity of information, protect individuals and institutions, and promote responsible use of
technology in our increasingly interconnected world.

©Daffodil International University, Bangladesh 8



1.5 Scope and Limitations

The research will offer a thorough overview of the deep fake detection landscape, covering

both image and video-based analytic techniques. Important facets of the project's scope

consist of’

Comprehending Deepfake Technology: This basic knowledge will be the starting
point for delving into the nuances of deep fake identification.

Methods for Deep fake Detection: These will comprise image-based analysis
techniques like digital forensic analysis, artifact detection, and face feature analysis.
Hybrid methods that combine audio and picture analysis will also be investigated.

Challenges with Deep fake Detection: The study will address the challenges, which
include the rapid advancement of deepfake generating techniques, the scarcity of
labeled training data, the vulnerability to adversarial attacks, and the computational

intricacy.

Evaluation Metrics and Performance: The research will examine the metrics for
evaluating deepfake detection systems' performance, such as accuracy, precision, recall,
and F1 score.

Current Deepfake Detection Systems: A survey and comparison of current

open-source and commercial deepfake detection systems will be carried out.

By drawing this line in the project scope, we hope to give stakeholders the information they

need to navigate this intricate and quickly changing field and to gain a thorough grasp of

deepfake detection systems.

©Daffodil International University, Bangladesh 9



1.6 Report Organization

The suggested report has a thorough format that walks readers through the methodology,
conclusions, and ramifications of the study. Every chapter has a distinct function and adds to
the document's overall cohesion and depth.

Chapter 1: Introduction

The quick spread of deepfakes produced by deep learning algorithms puts information
trustworthiness in danger and might be detrimental to institutions, individuals, and
democracy. Deepfake detection systems are designed to defend against malicious
manipulation, refute misinformation and deception, and preserve reputations. This study
describes the creation of a transparent and safe online platform for identifying deep fakes.
Achieving high accuracy with low false positive rates, building a user-friendly website for
deepfake verification, choosing benchmark datasets, and producing a local celebrity dataset
are some of the major achievements. The initiative aims to maintain information integrity

and encourage responsible technology usage by developing strong detection mechanisms.

Chapter 2: Literature Review

A thorough analysis of pertinent literature and earlier research is provided in the background
chapter. This section provides a thorough overview of the deep-learning techniques to deep
fake detection and production, as well as the theoretical underpinnings, technical
developments, and methodology associated with deep fake detection. It lays forth the
background for the present investigation and identifies knowledge gaps.

Chapter 3: Research Methodology

The study's methodology is described in the research methodology chapter. It offers
understanding of the model architecture, data gathering techniques, study design, and the
justification for selecting particular methodology. The chapter also covers any restrictions
that could affect the study as well as ethical issues.

Chapter 4: Implementation
This chapter presents the experimental results obtained from the application of the result of
learning and web platform of deepfake detection. Detailed about train model, model

architecture, system testing and the evaluation of the whole model.

©Daffodil International University, Bangladesh 10



Chapter 5: Result and Analysis

Deepfake movies have the potential to damage public trust in the media and other public
sources in addition to swaying public opinion. The ability to produce realistic recordings of
public people, politicians, or celebrities behaving or speaking in ways they have never done
might have a significant impact on society and democracy. How to avoid deepfakes and their
drawbacks are covered in this chapter.

Chapter 6: Impact on Society. Environment and Sustainability

Aside from influencing public opinion, deepfake films can undermine confidence in the
media and other public sources. The capacity to create lifelike recordings of politicians,
public figures, or celebrities talking or acting in ways they never did might have profound
effects on democracy and society. This chapter explains how to prevent deepfakes and their
negative effects.

Chapter 7: Conclusion and Future Research
The whole report is summarized in this last chapter. It provides suggestions for real-world
applications and further research in addition to summarizing the main results and restating

the study's conclusions. Here is a description of the implications for future study.

1.7 Summary

An overview of the growing issues surrounding deepfake technology, which uses
sophisticated machine learning algorithms to create extremely convincing fake media, is
given in the introduction. Deepfakes were first exciting because of their creative potential,
but because of their ability to trick and manipulate, they have come to be associated with
anxiety in society. The prevalence of deepfakes undermines confidence and feeds
disinformation campaigns, endangering the integrity of visual media. As a result, creating
reliable deepfake detection systems has become crucial. Systems for facial and speech
recognition can easily be tricked by fake content. Additionally, not every kind of deep fake
has the ability to compromise biometric systems. In this paper, we propose a method for
detecting deep fakes using deep learning algorithms to get the highest accuracy.

©Daffodil International University, Bangladesh 11



CHAPTER 2
LITERATURE REVIEW

2.1 Overview

To enable a comprehensive comprehension of the fundamental ideas and techniques used in
our investigation on "Intelligence for Deepfake Detection: An Experimental Measure to
Combat Rising Cyber Threat," By utilizing intelligence tools such as machine learning
algorithms, facial recognition technology, and digital forensics, we can develop robust
systems to detect deep fakes accurately. These tools can analyze patterns, anomalies, and
inconsistencies in images or videos to identify potential deep fakes. Additionally, by
gathering intelligence on emerging deepfake trends and tactics used by threat actors, we can
stay ahead of the curve and proactively defend against new threats. Deepfake detection
techniques are a collection of advanced approaches designed to recognize material that has
been altered.

This approach relies heavily on image analysis, where computers examine pixel-by-pixel
minutiae to find discrepancies that point to the existence of a deep fake. For example,
distortions or artifacts in the picture may indicate manipulation. Moreover, the identification
of deepfakes involving human beings depends on the detection of irregularities in face
features. Algorithms may detect digital alteration in videos by closely examining non-verbal

signs like eye movements and facial expressions.

2.2 Related Works

For the last couple years, there has been a concerted effort by various authors to develop
methods for identifying deep fakes. This study [26] is about the morphing attack detection is
a crucial research area, categorized into four main categories. The study uses digital images
from Ferrara by 2014, extracted from 70 videos, and uses CNN, VGG16, and customized
models. The proposed model achieves 89% accuracy, 90% FNR, 40 precision, and 79%
VGG accuracy, highlighting the security risk posed by these attacks.

This paper's primary goal is to build a deep hybrid neural network model to detect deep fake
videos. proposes a deep learning approach using multilayer perceptron (MLP) and
convolutional neural networks (CNN) to detect fake videos. [38] The proposed model
provides good classification results, with an accuracy of 84% and an AUC score of 0.87.
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First of all, load all video data, and then do two different frame extractions (1) convert the
image to numerical form by using CNN; and (2) identify facial landmarks. By using MLP,
the coordinates of the eyes, nose, and lips are extracted. Using this data, the number of eye
blinks and the shape of the eyes, nose, and lips are also extracted. Then combine the two

methods and check the connotation layer to classify the deep fake as real or fake

2.3 Comparative Analysis and Summary

An essential part of this study on "Intelligence for Deepfake Detection: An Experimental
Measure to Combat Rising Cyber Threat" is the comparative analysis that illuminates the
subtle distinctions and complementary aspects of different approaches. By comparing the
performance metrics and methodologies of the studies mentioned, a clearer understanding
emerges regarding the effectiveness and limitations of each approach. The study
underscored the importance of precision and the challenges associated with high
false-negative rates (FNR), which can impact the reliability of detection systems in
real-world applications.

On the other hand, the deep hybrid neural network model utilizing MLP and CNNs provided
promising results [38], with an accuracy of 84% and an AUC score of 0.87. This approach
emphasized the significance of combining image-based analysis with facial landmark
extraction to enhance detection accuracy. The integration of eye blinks and facial feature
shape analysis further refined the detection process, showcasing the advantages of a hybrid
methodology.

Comparing these approaches reveals that while both models demonstrate substantial
accuracy, the integration of multiple techniques, such as combining CNN with MLP, can
enhance detection capabilities by leveraging the strengths of different algorithms. The
analysis of non-verbal cues, such as eye movements and facial expressions, emerged as a

critical factor in improving the robustness of deepfake detection systems.

Overall, by offering a thorough grasp of the present state-of-the-art in deepfake detection,
this comparative study sets the scene for the next chapters. It highlights the importance of
continued research and innovation in this field to address the evolving threats posed by
deepfakes. In order to counter the growing cyber danger of deepfakes [53], it is important to
have detection systems that are reliable, flexible, and multifarious. The findings gathered
from this study are used to enrich the debate on the effect on society, suggestions, and

implications for future research.
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TABLE 2.3.1: Comparative Analysis Table

Auth Contribution Research Dataset Dataset Model/A | Proposed
or Gap/Limitation Name/Sou | Size/detai | lgorithm | Model/Perf
Nam rce Is s ormance

e

K. Morphing Attack Classified into 4 Digital 34000 CNN, CNN:
Raja Detection - main categories and images images VGG16, | Accuracy:
etal Database, morphing attacks Ferraraby | extracted | Customi 89%
[26] Evaluation pose a threat to FRS 2014, from 70 zed

Platform and systems and leave a (printed videos Model VGG:
Benchmarking major security risk to and (X+Y) Accuracy:
any nation where the scanned) 79%
malicious actor images,
enters.
V. Face Recognition | Estimates a textured 200 Morphin | Accuracy:
Blan | Vendor Test with | 3D face model from a | Morphable | textured g Attack 73%
z et Computer single image, along Model of | Cyberwar | Detectio
al. graphics and with all relevant 3D faces e (TM) n (MAD)
[27] | mapping from 2D scene parameters,
images to a 3D such as 3D
representation orientation, position,
focal length of the
camera
CAV | Enables automatic | This uses a 2D image Own 33,000 Face Accuracy:
Eet replacement of base, but sometimes created faces De-Ident 68%
al. faces across 2D images are not Dataset ification,
[28] different poses, detached from light Switchin
lighting, facial conditions. g Faces
expression, image
resolution, image
blur, and skin tone
IEE | contribution is the | Need to improve the IARPA 1275 Face Accuracy

E semi-supervised detection of 3D Janus CS2 videos segmenta 77.2%
Conf | labelling of the expressions and tion, 3D
eren | face segmentation sensitive face face

ce system and face landmark detection. shape
Publ swapping fitting,
icati pipeline. Face
on et swappin

al. g and
[29] blending

N. The limitation is the SMDD, 500k Inception | Accuracy:
Dam first SMDD data set only | LMA-DR | synthetic -MAD, 88%
er et synthetic-based creates MAs using D (D), images MixFace

al. dataset SMDD, one morphing MorGAN- Net-MA
[30] 30,000 attacks LMA, D,

and 50,000 bona MorGAN- PW-MA
fide samples GAN, and D
FRLL-Mor
ph.

E. provide an GAN-based FERET FERET: | OpenCV, | OpenCV:
Sark open-source morphing techniques [12], Reference | FaceMor | Accuracy:
ar et | morphing tool and | are not well-studied | FRLL [13] s: pher, 59.8 -

al. publicly available 418439, | StyleGA 97.8%
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[31] datasets Probes: N2,
418,439 | MORGA
FRLL: N-II
Reference
1,984,
Probes:
4,153
CSD They propose a Used dlib, which is CelebA,K | 200,000 feed-for | Accuracy:
Let novel solution accurate onlyuptoa | STAR,VG images ward 87%
al. which is inspired certain degree of G,VGG-Fa convoluti
[32] | by recent progress head rotation and ce,ImageN onal
in artistic style gains may be et neural
transfer, and possible when using network
defines the the VGGFace to
concepts of network for the perform
content and style | content and style loss face
as functions in the | as suggested by Li et swappin
feature space of al. g using
convolutional style
neural networks transfer.
trained for object
recognition.

S. Effective Ist Gen.: Combine | Autoenc | Accuracy:
Was deepfake The paper lacks a UADFYV, approxim oders LSTM+C
eem detection comprehensive Deepfake- ately and NN 96%
etal. | solutions for face survey on deepfake TIMIT 8200 generativ | CNN 81%
[33] and expression face and expression 2nd Gen.: videos e

swap efforts to swap techniques, (DFD), adversari
protect the necessitating this (DFDC-P), al
authenticity and study. MNIST+, networks
trustworthiness of (FSh),
visual media. Celeb-DF,
3rd Gen.:
(DFDCQ),
(WDF),
DF-Platter,
(FMFCC-
V), (OF),
(FN),
(FFIW),
(KoDF),
(DF-1.0)

G. By forcing the They only with FaceForen 96000 InfoSwa | Accuracy:
Gao produced InfoSwap method but sics++ images p 60.41%
et al. identities to also space with the (FF++) after
[34] maintain work part of face datasets pre-proce

appropriate detection like nose, ssing
distances from the eye, lip etc. 4000
targets, they images t
employ the IB
principle for
disentangled
representation in
order to recover
the minimally
required identity
and perceptual
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information..

A. A self-supervised They work with The BAIR | dataset of | Warfram | Accuracy
Siar framework for motion video and robot 22496 e, 93.8%
ohin | image animation, describe two key pushing, videos VoxCele
et al. utilizing a points displacements The b
[35] | first-order motion and local affine UvA-Nem

model with transformations. o, The
learned key points VoxCeleb,
and local affine Following
transformations, Tulyakov
coupled with an
occlusion-aware
generator,
outperforming
existing methods
on various
benchmarks.

A. the new approach | They work with very CMU 7KHzto | DTW-ba LSP
Mou to speech few articles and it is ARCTIC 1KHz sed accuracy
sa et morphing that work only with speech audio Alignme 30-40%

al. avoids the higher degrees of corpus. nt
[36] extraction of unsupervised

fundamental as morphing between
well as the any two utterances.
detection of
phone or syllable
boundaries

A. providing a united The gap between a 124,000 | Xception | Accuracy:
Firc taxonomy for comprehensive DFDC deepfake | , Capsule 83%
etal. | facial and speech survey on deep fake preview, videos Network
[37] deep fakes and creation and Cele-DF and

providing an detection methods v2, DSP-FW
overview of deep and the lack of FaceForen A.
fake creation tools security analysis sics++,
regarding the UADFFV
potential threats
posed by deepfakes
to biometric systems.

U. A method to It struggles with face (DFDC), used 318 (MLP) | Accuracy:
Kos extract facial detection in low-light | FaceForen videos and 84%
arka features such as conditions and does sics++ (CNN) to
ret eye blinks, eye not handle videos detect

al. shape, lip shape, with multiple people deepfake
[38] and nose shape in the frame, also videos

from the facial they don't work with using
landmarks. A larger datasets for facial
deep hybrid completeness. landmark
neural network S.
model to detect
deep fake videos
using both facial
landmarks data
and image frame
data

R. the selection of Work with only 1st Total Xception | UADFV
Tolo specific facial Xception, Capsule Generatio videos , Capsule | accuracy:
sana regions, and Network, and n: 13.877. Network, 79%
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etal. | fusion approaches DSP-FWA but they UADFV There are | DSP-FW
[39] in order to need more options (2018), 3,070 real A
develop more such as physiological | FaceForeni videos
robust fake measures, temporal cstt+ from
detectors. An features, or 3D (2019) YouTube
in-depth decomposition 2nd and
comparison in Generatio 10,807
terms of n: Fack
performance Celeb-DF videos
among Identity v2 (2019),
Swap databases of DFDC
the Ist and 2nd Preview
generation. (2019)

H. Detecting Anticipating the DFFD(201 Real CNN + | Accuracy:
Dan | manipulated facial predicted attention 9) Images:5 | Attention 91.3%
get | images and videos | maps for manipulated 8703, mechanis

al. is an increasingly face images and Deep m
[40] | important topic in | videos would reveal Fake

digital media hints about the type, Images:
forensics. magnitude, and even 240336
intention of the
manipulation.

T. To detect The main limitation OWN 8 videos GAN Accuracy:
Jung Deepfakes of integrity and 8 87.5%
etal. | generated through verification images
[41] the generative algorithms performed

adversarial only on the basis of
network (GAN) pixels.
model via an
algorithm called
DeepVision to
analyze a
significant change
in the pattern of
blinking

U. To create deep create only superior CelebDF 7000 CNN Accuracy

A. fake detector detectors based on images 91.3%
Ciftc facial expression

iet

al.

[42]

Hu | Investigate visual The quality of the CelebV, 250,000 | LE-GAN CelebV:
etal. | features of facial produced landmark VoxCelebl images CSIM =

[43] landmark the image was from 0.661
manipulation unsuitable, requiring more than PRMSE =
a 7000 2.68
massive amount of celebrities AUCON =
target images 0.672
VoxCeleb1
PRMSE =
1.58
AUCON =
0.793
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Ke Examine feature The model has Celeb-DF 7000 DF-UD Accuracy

& restoration limited images 88.92%
Wan using transfer performance on

learning low-level

& artifact features

[45]
Alna Analyze visual Experiments were DFFMD 299 kb of | ResNetV | Accuracy
im artifacts of performed JSON 2 with 79.88 %
et al. manipulated on limited datasets of data VGG19

[46] masked masked

faces faces

Abd | Provide a hybrid Experiments of DFDC and 1,08500 | BiLSTM | Accuracy

ul method that feeds training model acts Face images -based 96.23 %
Qadi the slowly Forensics residual

ret ResNet-Swish-Bi network

LST™M
al. classification with
[47] video input
consisting of
consecutive
targeted frames.

2.4 Open Issue

Deepfake photos and videos are produced on a daily basis in vast quantities because to the
widespread availability of software and technologies that make them. Academic academics
now face significant challenges when examining and deciphering deep fake photos and
movies. The absence of high-quality datasets is one of the biggest issues the researchers are
dealing with. The scalability of the deep learning techniques used today is a problem. Stated
differently, face swapping is detected by the deepfake algorithms [33] by using fragmented
data sets. Nevertheless, using their methods on extensive datasets might lead to
unsatisfactory outcomes. The scalability problem is another obstacle that the researchers
need to take into account. Secondly, future research has to concentrate on developing more
scalable and reliable models that can be used with any size and quality of high-quality
information. In addition to the aforementioned difficulties, it is well recognized that big
datasets are necessary for the training phase of deep learning models in order to get
satisfactory results. Unfortunately, these datasets are either restricted or need authorization
from social media providers. Fourth, new forms of created pictures and videos that the
existing deep learning models may not be able to detect may arise as a result of the quick
growth of deep fake GAN algorithms. Therefore, it is evident from all of the aforementioned
difficulties that there is a strong need to create scalable and reliable deep learning models in
order to identify phony photos and videos.
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2.5 Summary

Important developments and ongoing shortcomings in the field of morphing attack detection
and deepfake prevention are highlighted by the thorough evaluation of several research
contributions. First off, much progress has been achieved in developing databases,
assessment platforms, and benchmarking techniques for morphing attack detection thanks to
research like [26]. Classifying morphing attacks thoroughly and assessing the security
concerns they may pose to facial recognition systems is still urgently necessary, though.
Accurately recognizing 3D emotions and sensitive facial features remains a difficulty,
despite research initiatives such as [27] focusing on estimating textured 3D face models
from single photos. Furthermore, while utilizing 2D picture bases and ignoring differences

in lighting conditions, [28] presents automated face replacement capabilities.

In addition, although [29] presents synthetic-based datasets for the purpose of morphing
attack detection, the use of a single morphing approach creates restrictions that impede
thorough assessment. In a similar vein, [31] notes the gaps in knowledge on new risks to
biometric systems and emphasizes the need for an extensive study on deepfake development
and detection methods. Further evidence of ongoing difficulties with detection accuracy
comes from research like [38], which has trouble with face identification in low light and

trouble processing movies, including many subjects.

Studies such as [34] employ the information bottleneck principle for disentangled
representation in their methodology, but the analysis's breadth is constrained by the use of a
single approach. Furthermore, even if [35] suggests a self-supervised framework for picture
animation, certain drawbacks in practical applications are overlooked due to the dependence
on motion video input. Analogously, [37] offers a unified taxonomy for deep fakes including
the face and speech, but it does not do a thorough security study of all possible dangers,
which leaves important gaps in our knowledge of the hazards associated with deepfake
technology.

Finally, a comparison study across identity swap databases from several generations is
presented by [26], which emphasizes the necessity of using a variety of detection methods in
addition to Xception, Capsule Network, and DSP-FWA. All things considered, filling up
these holes and overcoming these constraints together can result in stronger and more
successful tactics to counter morphing assaults and slow down the spread of deep fake
technology.
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CHAPTER 3
RESEARCH METHODOLOGY

3.1 Overview

The research investigates advanced deep learning approaches for detecting deepfakes, a
rising cybersecurity threat, by evaluating the performance of a hybrid model with
EfficientNet+Xception & Multi-Layer Perceptron (MLP), Convolutional Neural Networks
(CNN), and a hybrid CNN+Multi-Layer Perceptron (MLP) model. The methodology begins
with the collection of a comprehensive dataset from publicly available sources like
FaceForensics++ [54] and DFDC [49], ensuring a balanced composition of real and fake
samples. Pre-processing steps include frame extraction, normalization, data augmentation,
and face alignment to enhance model robustness. Each model architecture is meticulously
designed: EfficientNet leverages efficient scaling for resource optimization, the CNN is
custom-built for feature extraction, and the CNN+MLP hybrid combines the strengths of
CNN for feature extraction with MLP for classification. The models undergo rigorous
training with hyperparameter optimization, early stopping, and learning rate scheduling to
prevent overfitting and ensure efficient convergence. Performance evaluation employs
metrics such as accuracy, precision, recall, F1-score, and AUC-ROC, along with confusion
matrix analysis. Comparative analysis of performance and computational efficiency
highlights the most effective model, providing insights into their practical applications in
cybersecurity. The implementation utilizes Python with libraries like TensorFlow, Keras,
PyTorch, OpenCV, and Scikit-learn, ensuring a robust and flexible development

environment.

In this paper, we try to develop a custom website to detect deep fake videos, using the
classification algorithms in deep learning. We use a public dataset like the latest databases of
the 2nd generation, such as Celeb-DF [48] and DFDC [49], and create our own dataset by
using our local celebrity, and then combine both of the datasets for training purposes. After
successfully training our model by using deep learning algorithms, we then dynamically
change our single dataset and show the result.
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3.2 Data Collection Procedure

A. Datasets

The dataset used for this study comprises a total of 106,948 frames, meticulously curated to

balance real and deepfake images, ensuring robust model training and evaluation.

Real

Deepfake

Deepfake

Deepfake Deepfake

The dataset is categorized into real frames and deepfake frames, with the following detailed

Deepfake

Fig- 3.2.1: combine dataset

breakdown:
Real Frames

Total Real Frames: 3,746. The dataset includes 3,746 real frames, with a breakdown of
gender representation as follows:

Proportion of Real Images (Fermale vs. Male)

Male Real Images

56.3%

Female Real Images

Figure- 3.2.2: comparison between female and male among the real videos

This distribution ensures that both male and female subjects are adequately represented in
the real image subset, contributing to a balanced dataset for training and evaluating deepfake

detection models.

Female Real Images: 2,109 and Male Real Images: 1,637
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TABLE 3.2.1: Real Frame Collection Details.

Gender No of videos | Avg duration of each video Total frames
Female 15 28.12 second 2,109
Male 15 21.83 second 1,637

Deepfake Frames

The deepfake frames were generated using two different deepfake creation technologies,

ensuring a diverse representation of synthetic content:

TABLE 3.2.2: Deepfake Frames Distribution Table

Technology Male Deepfake Frames Female Deepfake Frames Total Frames
Technology-1 31,611 28,028 59639
Technology-2 21592 21971 43563
Total 53,203 49,999 103,202
TABLE 3.2.3: Deepfake Frame Collection Details
Gender Roop-face Akool Al The average No of Total frame
swapper duration of videos
each video

Female 15%15=225 | 15*%15=225 26.51 sec 450 59,639

Male 15 videos* 15 | 15% 15 =225 19.36 sec 450 43,563

face =225

The deepfake frames were created by manipulating real videos to generate realistic fake
content. Both technologies applied sophisticated face-swapping and generative techniques to
produce high-quality deepfakes. The dataset was further processed to ensure the faces in the

frames were accurately detected and cropped, maintaining uniformity across all images.
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Overall Dataset

Total Dataset Size: 106,948 frames

Distribution of Images in Each Category

Deepfake Female
Real Male

Real Female

Deepfake Male

Figure- 3.2.4: Overall Distribution of whole dataset

The pie chart illustrates the distribution of images across different categories in the dataset.
It shows a significant dominance of deepfake images compared to real images. Specifically:

o Deepfake Female images constitute the largest portion, representing 56.3% of the
dataset.

e Deepfake Male images account for 37.4%.

e Real Female images make up 3.6%.

e Real Male images are the smallest group, comprising 2.8%.

Number of Real vs Deepfake Images

100000 1

80000 -

60000 -

Number of Images

40000 -

20000

Real Deepfake
Image Type

Figure- 3.2.5: Overall Distribution of Real and Deepfake images
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The bar chart provides a clear comparison of the count of images in each category:

o Deepfake Female images are the most numerous, exceeding 30,000 frames.

e Deepfake Male images follow with over 20,000 frames.

e Both Real Female and Real Male images have significantly lower counts, each
with fewer than 4,000 frames

B. Process of Data Collection

Another main contribution of this paper is to create a benchmark dataset. To create the
dataset, inside the main data have 2 different folders male and female. In this dataset, We
have selected 15 males and 15 females, a total of 30 people based on our Asian
subcontinent. On the other hand, We have also selected 15 for male and 15 for female videos
to make deepfake videos by using those faces. To make deepfake videos, We have chosen 2
technologies, (1) roop-face swapper technology and (2) Akool Al tool.

Roop-face swapper technology [S50]: With this technology, we have created a total of 450
videos (15*15 =225 videos) for both male and female persons. This technology sets up and
utilizes the ‘roop’ repository, which facilitates a face-swapping technology designed to
replace faces in videos with a specified photo, leveraging deep learning and GPU
acceleration. After cloning the repository and installing necessary dependencies including
‘onnxruntime-gpu’, ‘opennsfw2’, and ‘keras’, it configures paths for a source photo and a
folder of input videos. Each video undergoes processing where the faces are swapped with
the specified photo using the ‘roop” tool. Parameters such as frame and output video quality
are adjusted for optimal performance, utilizing CUDA for GPU acceleration. This
technology is valuable for applications in video editing, deepfake detection, and creative
media production, offering automated face replacement capabilities to enhance or alter video
content seamlessly.

Akool Al tools [51]: Using these Al tools, we have created a total of 450 videos (15*15
=225 videos) for both male and female persons AKOOL's face-swapping app is an
industry-leading tool designed to boost your marketing team's efficiency and generate
eye-catching advertising campaigns in minutes. This Generative Al platform helps
innovative companies transform stock images and easily create personalized visual
marketing adverts for commercials, social media content, and e-commerce platforms--at a

fraction of the cost of hiring an experienced graphic designer.
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C. Frame Extraction and Face Cropping Procedure

We have used a Python script to process videos to extract and save faces from frames using
the MTCNN (Multi-task Cascaded Convolutional Networks) face detector [52]. It imports
necessary libraries such as “os’ for file and directory operations, "cv2' (OpenCV) for video
capture and image processing, 'MTCNN" for face detection, and 'matplotlib.pyplot’ for
displaying images. The script defines paths for the source folder containing videos and the
destination folder where the extracted face images will be saved.

The “get all videos™ function traverses the source folder and its subfolders to collect all
video files with the “.mp4" extension, returning a list of video file paths. The
‘process_videos' function initializes the MTCNN face detector and iterates over each video
file path. For each video, it captures the video and retrieves its frames per second (FPS),
setting a frame interval to capture roughly 5 frames per second. For each frame at the
specified interval, it detects faces using MTCNN. If faces are detected, it processes only the
first detected face (‘face 0"), cropping the face from the frame, resizing it to 500x500 pixels,
and saving the cropped face image to the destination folder. Optionally, it displays the face

image using ‘'matplotlib® for verification.

In the main execution section, the script calls "get all videos™ to get a list of all video files
in the source directory and its subfolders, ensures the destination folder exists (creating it if
necessary), and calls ‘process videos' to process the videos and save the detected faces.
This script effectively handles the task of face detection in videos, processes approximately
5 frames per second by adjusting the frame interval, and saves only the first detected face in
each frame, making it suitable for applications requiring efficient face extraction and
storage.

Preprocessing

Frame Extraction

Frames are extracted from videos at a consistent interval (e.g., every 1 second) using
libraries like OpenCV. This step generates a sequence of images that capture different
moments in the video, providing a comprehensive representation of the video content. We
have chosen 5FPS (Frame Per Second) for frame extraction for both real and deepfake
videos to collect frames.
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Normalization

Pixel values of the extracted frames are normalized to a specific range, typically [0, 1] or
[-1, 1]. We have chosen the labels ‘0’ for real video image frames and ‘1’ for deepfake video
image frames. First of all, select the path of different types of dataset paths then define the
real (0) or fake (1). Normalization standardizes the input data, ensuring that the model trains
more efficiently and converges faster. It also helps in stabilizing the learning process.

Data Transformation and Augmentation

We have applied it to the images using the transforms.Compose function from the
torchvision.transforms module. This function allows for the chaining of several
transformations that will be applied sequentially to each image. The first transformation,
transforms.Resize (224, 224), resizes the input image to 224x224 pixels. This is necessary
because certain models, like ResNet, require input images to be of a fixed size. Following
this, transforms.RandomHorizontalFlip() is used to randomly flip the image horizontally
with a probability of 0.5. This technique is a form of data augmentation that helps improve
the generalization ability of the model by increasing the diversity of the training dataset
artificially.

The next transformation transforms.RandomRotation(10), randomly rotates the image by up
to 10 degrees in either direction. This further enhances the robustness of the model to
variations in the orientation of input images. After these augmentation steps
transforms.ToTensor() converts the image from a PIL Image or numpy.ndarray format (with
shape H x W x C) into a torch.FloatTensor (with shape C x H x W) and scales the pixel
values to the range [0.0, 1.0].

Finally, the transforms.Normalize(mean=[0.485, 0.456, 0.406], std=[0.229, 0.224, 0.225])
transformation normalizes the image using the specified mean and standard deviation values
for each color channel (Red, Green, Blue). These values are typically used for pre-trained
models in PyTorch and help to speed up the convergence of the model during training while
also maintaining numerical stability.

Face Detection and Alignment

A face detection algorithm (e.g., MTCNN - Multi-Task Cascaded Convolutional Networks)
is used to locate and extract facial regions from each frame. By focusing on the face, which
is the region of interest for deepfake detection, this step helps in reducing noise and
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irrelevant information. Aligning faces ensures consistency in the facial features across

different frames, which is crucial for accurate model training.

These steps collectively prepare the video data for deepfake detection by ensuring that the
input is standardized, varied, and focused on the critical facial regions where manipulation
often occurs. Each step plays a vital role in improving the quality and effectiveness of the
deepfake detection model.

Training:

The training loop iterates over a specified number of epochs (num_epochs = 10 in this case).
For each epoch:

The model is set to training mode and an accumulator is initialized to track the cumulative
loss for the epoch. Within each epoch, the data is iterated over in batches using train_loader,
where inputs are the data and labels are the corresponding ground truth labels. Both are
transferred to the appropriate computing device (e.g., GPU) using inputs.to(device) and
labels.to(device). The optimizer's gradients are reset and a forward pass through the model
computes the predicted outputs. The loss between predicted outputs and actual labels is
calculated. Backpropagation is performed to compute gradients of the loss with respect to
model parameters, followed by an optimizer step to update model parameters based on the
gradients. The current batch's loss is added to running_loss, and every 100 batches, the
current epoch, batch index, and batch loss are printed for monitoring.

After completing an epoch of training: The model is switched to evaluation mode and
validation loss is computed similarly to training, but without backpropagation. The
validation loss is accumulated and averaged over all batches in test loader. At the end of
each epoch, both training and validation losses are recorded, representing the average loss
per batch for that epoch.

Finally, after completing all epochs, the training loop concludes with a message indicating

that training is complete.

Results:

Three parts based on the original individual network topologies, transfer learning, and
ensemble methodologies show the experiment outcomes.
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3.3  Hardware/ Software Requirement

Hardware Requirement:

To run the detection of deepfakes, the instrumentation involves a combination of hardware
and software components designed for optimal performance and accuracy. On the hardware
side, a powerful GPU-enabled workstation (such as NVIDIA RTX 3090 or Tesla V100) is
essential for efficient training and inference of deep learning models. The software stack
includes Python as the primary programming language, with key libraries such as
TensorFlow and PyTorch for model development, training, and deployment.
TensorFlow/Keras or PyTorch will be used to implement the EfficientNet, CNN, and
CNN-+MLP hybrid models. For data preprocessing, OpenCV is crucial for tasks like frame
extraction, face detection, and alignment, while NumPy and Pandas facilitate data
manipulation and analysis. During the training phase, Jupyter Notebooks or integrated
development environments (IDEs) like PyCharm or Visual Studio Code are used for
scripting and debugging. The training and evaluation pipelines include hyperparameter
optimization tools like Keras Tuner or Ray Tune, and performance metrics are calculated
using Scikit-learn. Additionally, visualization tools such as Matplotlib and Seaborn will be
employed to plot training progress and evaluation results. Finally, the trained models are
deployed in a real-time detection system using TensorFlow Serving or Flask APIs, ensuring
they can process live video feeds or batch image inputs effectively for deepfake detection in
practical applications.

Software Requirement:

The deepfake detection web application will enable users to upload videos, which the
system will process to detect deepfake content using advanced neural networks. The
application will support user authentication and authorization, allowing registered users to
upload video files in various formats. Using OpenCV, the system will extract video frames
and employ MTCNN for face detection. Detected faces will be cropped, preprocessed, and
fed into EfficientNetBO and Xception models for feature extraction. These features will be
concatenated and passed through a fully connected layer with a sigmoid activation function
to make predictions. The application will display the results, indicating whether the video
contains real or deepfake content with a confidence level, and will include visualizations of
training and validation metrics. The frontend will be developed using React.js or Vue.js, and
the backend will utilize Django or Node.js, with PostgreSQL or MongoDB for data storage.
The system will ensure secure data handling, scalability, and reliable performance,
leveraging cloud storage and GPU-based compute resources for efficient processing.
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34 Proposed Methodology/ System Design

Deepfake technology, which uses artificial intelligence to create realistic but fake videos,
has raised significant concerns regarding the authenticity of video content. This detailed
workflow outlines the steps involved in detecting deepfake videos using advanced neural
network models, specifically EfficientNetBO and Xception. The process involves extracting
frames from an input video, detecting and preprocessing faces, extracting features using two
different models, and finally making a prediction about the authenticity of the faces. This
comprehensive methodology ensures reliable detection of deepfake content.

Inout Video File

1

Video Frame Extraction

!

Face Detection using MTCNN

Face Cropping & Processing

EfficientNetBO Model Xception Model
Feature Extraction Feature Extraction

Concatenate Feature

1

Fullv Connected laver Sigmoid Activation

!

Deep Fake / Real Prediction with Confidence Level

Figure-3.4.1: Deep fake Detection System Workflow
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Input Video File:

The deepfake detection process starts with an input video file provided by the user. This
video file, which can be in formats such as MP4, MOV, or AVI, contains sequences of
frames that will be analyzed for the presence of deepfake content. The initial step involves
loading the video file into the system, which serves as the raw data source for the subsequent

stages. This step is crucial as it sets the foundation for the entire detection process.

Video Frame Extraction:

After receiving the input video file, the next step is to extract individual frames from the
video. This is achieved using video processing tools like OpenCV, which allows for reading
and manipulating video data frame by frame. The extraction process involves iterating
through the video file and capturing each frame, converting the continuous video stream into
discrete images. These frames are then stored for further analysis. Extracting frames is
essential because it allows the system to analyze each frame separately for facial features

and other relevant information.

Face Detection using MTCNN:

With the frames extracted, the system proceeds to detect faces within each frame using the
Multi-task Cascaded Convolutional Networks (MTCNN). MTCNN is a robust and accurate
face detection algorithm that identifies the presence and location of faces in images. This
step involves scanning each frame to locate and mark regions where faces appear. The face
detection process is critical as it ensures that the subsequent steps focus only on the relevant
portions of the frames, i.e., the faces. Accurate face detection is essential for reliable

deepfake detection.

Face Cropping & Preprocessing:

Once faces are detected in the frames, the next step is to crop these faces and preprocess
them for further analysis. Cropping involves isolating the face region from the rest of the
frame, creating a smaller image that contains only the face. Preprocessing typically includes
resizing the cropped face images to a standard size (e.g., 224x224 pixels) and normalizing
pixel values. These preprocessing steps are necessary to ensure that the face images are in a
consistent format suitable for input into neural network models. This step enhances the
quality of the input data, leading to more accurate feature extraction and classification.

EfficientNetB0 Model Feature Extraction:

The preprocessed face images are then fed into the EfficientNetBO model for feature
extraction. EfficientNetBO is a powerful convolutional neural network architecture known
for its efficiency and performance in image classification tasks. This model extracts
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high-level features from the face images, capturing essential patterns and characteristics that
can help distinguish between real and deepfake faces. The features extracted by
EfficientNetBO0 serve as critical inputs for the next stages of analysis.

Xception Model Feature Extraction:

In parallel with the EfficientNetB7 model, the Xception model is also used to extract
features from the preprocessed face images. Xception, which stands for "Extreme
Inception," is another advanced convolutional neural network known for its accuracy in
image classification and recognition tasks. By leveraging two different models
(EfficientNetB7 and Xception), the system can extract a diverse set of features, enhancing
the robustness and reliability of the final predictions. The features from both models
complement each other, providing a richer representation of the face images. This
redundancy increases the system's ability to detect subtle differences between real and fake
faces.

Concatenate Features:

Once the features are extracted from both EfficientNetB7 and Xception models, they are
concatenated to form a single, unified feature vector. Concatenation involves combining the
features from the two models into a larger vector that encompasses all the relevant
information captured by both models. This step ensures that the subsequent classification
process benefits from the comprehensive feature set derived from both models, potentially
improving the accuracy of deepfake detection. The combined features provide a holistic

view of the face, capturing various aspects that may indicate whether the face is real or fake.

Fully Connected Layer & Sigmoid Activation:

The concatenated feature vector is then passed through a fully connected (dense) layer,
which serves as the final classification layer. This layer applies a series of weights to the
input features and produces a single output value. The output value is then passed through a
sigmoid activation function, which squashes the value to a range between 0 and 1. The
sigmoid activation function is particularly suitable for binary classification tasks, as it
produces a probability score that indicates the likelihood of the face being real or a
deepfake. This step is crucial for transforming the extracted features into a meaningful
prediction.

Deepfake / Real Prediction with Confidence Level:

The final step involves making a prediction based on the output of the fully connected layer
with sigmoid activation. The system determines whether the face in the video is real or a
deepfake by comparing the output probability score against a threshold (typically 0.5). If the
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score is above the threshold, the face is classified as a deepfake; otherwise, it is classified as
real. Additionally, the system provides a confidence level, representing the certainty of the
prediction. This confidence level helps users understand how reliable the prediction is,
enabling them to make informed decisions based on the results. This step is the culmination

of the entire process, delivering the final verdict on the authenticity of the faces in the video.

By following these detailed steps, the deepfake detection system systematically processes
the input video to accurately identify deepfake content, leveraging advanced neural network
models and comprehensive feature extraction techniques. Each step builds on the previous
one, ensuring a thorough and reliable analysis of the video data. This detailed workflow
ensures that the deepfake detection system is robust, accurate, and reliable, providing users
with confidence in the results produced. Deepfake or real related to the performance of
machine learning classification models are used to assess efficient net base approaches.
Evaluations include AC, precision, recall, F1-score, and confusion matrix (CM). In those
measures, there are additional variables called TP, TN, FP, and FN (FN).

Accuracy:

Accuracy of the classification model is one metric. The anticipated percentage of the model
is its accuracy. The proportion of correctly categorized images to total samples is known as
accuracy. Equation of accuracy.

Accuracy=(TP+TN)/(TP+TN+FP+FN)

Precision:

Precision is the chance of a positive label and how many are positive. Precision shows how
many accurately anticipated instances were positive. Precision is helpful when FP matters
more than FN. Mathematically, it's this equation.

Precision=TP/(TP+FP)

Recall:

The number of correctly categorized positive predicted events is measured by recall or
sensitivity. Recall is a useful statistic in cases when FN outperforms FP. An further statistic
for classification accuracy that accounts for both recall and precision is the F1-score. Since
recall and accuracy are harmonic means, a thorough comprehension of these two metrics
may be obtained from the F1 score. When Precision and Recall are equal, it performs best.
Utilize the following equation to calculate it:

Recall=TP/(TP+FN)

©Daffodil International University, Bangladesh 32



F-1 Score:

A recall-precision measure of classification accuracy is the F1 score. The F1-score provides
a comprehensive view as it is the harmonic mean of Precision and Recall. When precision
and recall are equal, they are ideal. formula.

F-1 Score=2*(Precision*Recall)/(Precision+Recall)

Specificity is defined as the proportion of individuals with a negative test result who do not
have the illness. A very particular test works well for ruling out most people who don't have
the illness. This is why a positive result on an extremely specialized test might rule out the

disease for a particular individual. The following is the equation:
Specificity =TN/((TN+FP))

The model can only imitate the training set of data so closely before it starts to lose its
capacity for generalization. A specific table format known as the confusion matrix (CM)
may be used to evaluate the performance of an algorithm. Critical predictive criteria
including memory, specificity, precision, and accuracy are shown using CM. Confusion
matrices can be very handy since they provide straightforward evaluations of values such as
TP, FP, TN, and FN. Based on the research questions, the following sections address the
research questions of this investigation.

EfficientNet

EfficientNet is a family of convolutional neural networks (CNNs) that have demonstrated
state-of-the-art performance on a variety of computer vision tasks. Developed by Google Al,
EfficientNet models achieve high accuracy while being more computationally efficient than
many other architectures. This efficiency is achieved through a novel compound scaling
method that uniformly scales the depth, width, and resolution of the network.

Original Video

18

Splitting the Cropping a face  Applying augmentation Classifying a Averaging
video into frames out of a frame methods frame predictions

Figure-3.4.1: Working Flow with EfficientNet
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3.5 Project Management and Financial Analysis

In this paper, we introduce a system like a web platform to detect whether a video is a
deepfake or not. For developing this project, we need to manage scope analysis objectives
and constraints on the dataset. To develop this project, we need to take on key
responsibilities and risk management on a user-friendly and secure platform.

To develop this proposed project, we need to analyze the financial activities. We try to create
our own dataset, which is made by local celebrities and needs to be costly. To develop this
project, hosting on a web platform has to be costly. To maintain, to make it more secure,
have some cost about that.

TABLE 3.5.1: Estimated Cost for Machine Learning based Project

SN Components Estimated Cost (BDT)

01. Hardware/Infrastructure 40,000-45,000

02. Visiting Stakeholders 1,500-3,000

03. Software and Tools 7,000-10,000

04. Data Collection and Processing 4,000-5,000

05. Documentation and Report Writing 500-1,000

06. Miscellaneous (e.g., licenses, tools) 500-1,000

07 Web Platform and Hosting 20,000 - 40,000

07. Contingency (10% of total) 1,500-3,000
Total Estimated Cost 75,000 - 90,000
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3.6 Summary

The suggested technique offers a methodical and exacting approach to creating a website
interface and deepfake detection system. EfficientNet's efficient architecture, strong feature
extraction capabilities, and adaptability make it a powerful tool for deepfake detection. By
fine-tuning pretrained models and employing advanced training strategies, EfficientNet can
effectively identify deepfake content, contributing to the fight against misinformation and
digital manipulation. Using a variety of datasets, cutting-edge machine learning algorithms,
and iterative development procedures, the methodology seeks to provide a dependable and
approachable solution for preventing the dissemination of false media material in the digital
age.
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CHAPTER 4
IMPLEMENTATION

4.1 Overview

In this research, we attempt to use deep learning classification algorithms to create a unique
website for the purpose of detecting deep fake films. We make use of a public dataset similar
to the most recent databases from the second generation, namely DFDC and Celeb-DF and
create our own dataset by using our local celebrity, and then combine both of the datasets for
training purposes. After successfully training our model by using deep learning algorithms,
we then dynamically change our single dataset and show the result.To do thorough
investigations, a thoroughly thought-out setup of hardware, software, and data resources is
required. Powerful central processing units (CPUs) and graphics processing units (GPUs)
are two examples of the high-performance hardware that makes up the computational core.
PyTorch and TensorFlow are two deep learning frameworks that are used to create transfer
learning models in a Python programming environment. The experimental dataset is derived
from a variety of medical pictures and is carefully preprocessed, standardized, and
normalized to provide a reliable and representative input for training and assessing the
model. Part of the model setup that is crucial is the use of pre-trained deep EfficientNet
topologies together with pneumonia detection fine-tuning.

To maintain ethical standards, ethical issues like informed consent and patient data
protection are included into the setup. To promote openness, repeatability, and future
cooperation in the field of advanced pneumonia diagnosis, thorough documentation
including code details, model architecture, hyperparameters, and outcomes is kept up to date
throughout the experimentation phase.

4.2 Train Model/ Prototype Design
Model Architecture and Process

Video Input: The process begins with input videos that need to be analyzed for real or fake

content.

Face Detection (MTCNN): Multi-task Cascaded Convolutional Networks (MTCNN) is
used for detecting faces in the video frames.
This step extracts the face regions from the video frames, producing a dataset of cropped

face images.
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Cropped Face Dataset: The extracted faces are organized into a dataset containing both
real and fake face images.

Feature Extraction
Xception Network: One branch of the model uses the Xception network to extract features
from the face images.

EfficientNet-B7: Another branch uses EfficientNet-B7 to extract a different set of features
from the same images.

Feature Stacking:The features extracted by the Xception network and EfficientNet-B7 are
combined (stacked) to form a unified feature set.

Feature Selection: In order to enhance the classification performance, the most relevant
characteristics from the combined set are chosen in this stage.DC,

Classification (MLP): A Multilayer Perceptron (MLP) is used to classify the face images as
either real or fake based on the selected features.

Feature

stacking
Feature
selection

Xception
Cropped =
face dataset

Videos MTCNN

q Feal i i Rea
’- — - : - E{E
T qﬁ ) > = E

Xception feature

EfficientMNel-B7
feature

EfficientNet-B7

Figure-4.2.1: System Architecture

Prototype of Web Page

Our cutting-edge web application offers three main features to explore and create with
advanced facial manipulation technologies:

Face Swap in Photo: Effortlessly swap faces in your photos with our state-of-the-art face
swap technology. Upload a photo, select the faces you want to swap, and watch the
transformation happen instantly. This feature uses advanced algorithms to seamlessly blend

facial features, ensuring natural and realistic results.
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Deepfake Video Creation: Create deepfake videos by applying face swap technology to
video content. Upload your video and select the face you want to replace. Our system
processes the video to replace the selected face with a new one, maintaining natural
expressions and movements. This feature allows for creative video manipulations, producing

high-quality deepfake videos that appear astonishingly real.

Deepfake or Real Video Detection: Ensure the authenticity of video content with our
deepfake detection feature. Upload a video, and our system will analyze it to determine if it
contains deepfake content. Leveraging advanced neural network models, we provide a
detailed report with a confidence level indicating the likelihood of the video being real or a
deepfake. This tool is essential for verifying video authenticity and combating
misinformation.

aswap  Video Face Swap

@9 Face Swap

Upload a Video Identify if this video is real or fake.

Upload Video oc GIF
Max 500MB, Up to 30 minutes

Your file selected. Now put your email.

» 0007029

rakib38324@gmail.com

After Processing, we send it into rakib383z4@gmail.com this email

Start Detection

22) a8
vyof

Develop by Aminut Isiam Rakib & Raisul Isiam Hridoy
Providing reliable tech since 2024

Figure-4.2.2: Web Page Prototype

These features harness the power of the latest Al and machine learning technologies,
providing users with intuitive, powerful tools for facial manipulation and deepfake
detection.
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4.3 System Testing and Model Evalution

Deepfake technology poses significant cybersecurity challenges. This project implements a
deepfake detection system using MTCNN for face detection, Xception and EfficientNet-B7
for feature extraction, and an MLP for classification. Here we outline the system testing and
model evaluation process.

System Testing

1. Unit Testing:

Face Detection (MTCNN): Verify accurate face detection and cropping in various
conditions.

Feature Extraction: Ensure correct feature extraction by Xception and EfficientNet-B7.
Feature Stacking and Selection: Confirm proper feature combination and selection.
Classification (MLP): Test MLP accuracy with known real and fake images.

2. Integration Testing: Validate the end-to-end pipeline from video input to final
classification. Test with real-world scenarios and various video formats.

3. Performance Testing: Measure processing time and system scalability.

Evaluate performance on different hardware configurations.

Model Evaluation

1. Data Preparation: Split dataset into training, validation, and test sets with balanced real
and fake faces.

2. Training and Validation: Train MLP on training set, tune hyperparameters with
validation set, and monitor loss/accuracy.

3. Performance Metrics: Accuracy, Precision, Recall, F1 Score, ROC-AUC: Measure
overall and class-specific performance.

4. Testing: Evaluate final model on test set and generate confusion matrix.

Compare with baseline and state-of-the-art models.

5. Robustness Testing: Test model's performance under various perturbations and
adversarial examples.

6. Interpretability: Use SHAP or LIME to understand feature importance and model

decision-making.

4.4 Summary

Through comprehensive unit, integration, and performance testing, alongside detailed
evaluation metrics and robustness checks, this approach ensures the deepfake detection
system is reliable and effective in combating cyber threats.
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CHAPTER S
RESULT AND ANALYSIS

5.1 Overview

The performance of various models for deepfake detection was evaluated using test accuracy

and test loss metrics. Here is a summary of the results:
1. EfficientNet:

e Test Accuracy: 0.9813

e Analysis: The hybrid model combining EfficientNet, Xception and Multilayer
Perceptron (MLP) outperforms the CNN with a significantly higher test accuracy of
98.13%. This indicates that EfficientNet is more effective in feature extraction and
classification, providing a more accurate deepfake detection capability.

2. CNN (Convolutional Neural Network):

e Test Accuracy: 0.9317

e Analysis: The CNN model demonstrates strong performance with a high accuracy of
93.17% and a comparatively minimal test loss, suggesting its efficacy in
differentiating between authentic and counterfeit faces. But there's still opportunity
for growth in terms of generality and accuracy.

3. MLP + CNN (Hybrid Model):

e Test Accuracy: 0.9104

e Analysis: The hybrid model combining MLP and CNN achieves an accuracy of
91.04%, which is slightly lower than the standalone CNN model. This suggests that
the integration of MLP with CNN in this configuration may not provide additional
benefits and could introduce complexity that impacts overall performance.

5.2 Experimental/ Simulation Result

In this work, we used a structured experimental technique to assess the effectiveness of
several models for deepfake detection. Convolutional neural networks (CNNs), EfficientNet,
and hybrid models that combine CNN and MLP are among the models that were examined.

The following summarizes the main findings:
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TABLE 5.2.1: Accuracy for EfficientNet+ Xception (Hybrid Model), CNN and

Hybrid Model (CNN + MLP)
Architecture Training Accuracy Model Accuracy
EfficientNet, Xception 98.13% 98%
and MLP
CNN 93.17% 93%
CNN + MLP 91.04% 91%

The performance of different models for deepfake detection, including EfficientNet, CNN,
and a hybrid CNN+MLP model, was evaluated using precision, recall, F1-score, and support
metrics.

EfficientNet, Xception, MLP (Hybrid Model):

EfficientNet demonstrated exceptional performance in detecting both real and deepfake
images. For real images, it achieved a precision of 0.99, recall of 0.98, and an F1-score of
0.98, with a support of 526 images. For deepfake images, the precision was 0.97, recall 0.98,
and F1-score 0.98, with a support of 382 images. Overall, EfficientNet attained an accuracy
of 0.98 across 908 images. The macro and weighted averages for precision, recall, and

F1-score were consistently 0.98, indicating balanced performance across both classes.

CNN:

The original CNN network also performed well but was slightly less accurate than
EfficientNet. For normal images, the CNN achieved a precision of 0.92, recall of 0.97, and
an Fl-score of 0.94, with a support of 526 images. For deepfake images, the precision was
0.95, recall 0.88, and F1-score 0.92, with a support of 382 images. The overall accuracy for
the CNN was 0.93. The macro and weighted averages for precision, recall, and F1-score
were 0.93, indicating good but slightly less consistent performance compared to
EfficientNet.

©Daffodil International University, Bangladesh 41



CNN+MLP (Hybrid Model):

The hybrid approach that blends MLP and CNN showed the lowest performance among the
three models. For normal images, it achieved a precision of 0.90, recall of 0.96, and an
Fl-score of 0.93, with a support of 397 images. For deepfake images, the precision was
0.93, recall 0.85, and F1-score 0.89, with a support of 284 images. The overall accuracy of
the hybrid model was 0.91 across 681 images. The macro averages for precision, recall, and
Fl-score were 0.92, 0.90, and 0.91, respectively, while the weighted averages were
consistently 0.91, showing a slight drop in performance and consistency compared to the
standalone CNN and EfficientNet.

TABLE 5.2.2: Precision, Recall, F1-Score, and Support (n) for EfficientNet,

Xception and MLP (depending on the number of pictures, n=numbers)

EfficientNet, Xception and MLP
Precision Recall F1-Score Support
Real 0.99 0.98 0.98 526
Deepfake 0.97 0.98 0.98 382
Accuracy 0.98 908
Macro Avg 0.98 0.98 0.98 908
Weighted Avg 0.98 0.98 0.98 908

TABLE 5.2.3: Precision, Recall, F1-Score, and Support (n) for CNN (depending

on the number of pictures, n=numbers)

CNN
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Precision Recall F1-Score Support
Real 0.92 0.97 0.94 526
Deepfake 0.95 0.88 0.92 382
Accuracy 0.93 908
Macro Avg 0.93 0.93 0.93 908
Weighted Avg 0.93 0.92 0.93 908

TABLE 5.2.4: Precision, Recall, F1-Score, and Support (n) for CNN and MLP

(depending on the number of pictures, n=numbers)

CNN+MLP
Precision Recall F1-Score Support
Real 0.90 0.96 0.93 397
Deepfake 0.93 0.85 0.89 284
Accuracy 0.91 681
Macro Avg 0.92 0.90 0.91 681
Weighted Avg 0.91 0.91 0.91 681
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EfficientNet emerged as the best-performing model with the highest precision, recall, and
F1-scores across both real and deepfake images, achieving an overall accuracy of 0.98. The
original CNN also performed well but with slightly lower metrics and an overall accuracy of
0.93. The CNN+MLP hybrid model, while effective, showed the lowest performance with
an accuracy of 0.91. These results highlight EfficientNet's superior capability in deepfake
detection, making it the most reliable choice among the models tested.

5.3 Performance/ Comparative Analysis

The confusion matrix provides a more detailed understanding of model performance beyond
simple accuracy. It helps in identifying specific types of errors (FP and FN), guiding
improvements in model training and adjustment of decision thresholds to balance between

detection accuracy and false alarms.
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Figure 5.3.1: CM after EfficientNet, Xception and MLP
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Figure 5.3.3: CM after CNN + MLP
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In summary, for deepfake detection, the confusion matrix serves as a fundamental tool to
assess the effectiveness of models in distinguishing between authentic and manipulated
videos, guiding improvements in algorithm design and training strategies.

Training and Validation Accuracy and loss of Transfer Learning of models:

Training and Validation Accuracy
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Figure 5.3.4: Training and validation accuracy and loss over the epochs (EfficientNet,

Xception and MLP).
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Figure 5.3.5: Training and validation accuracy and loss over the epochs (CNN).
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Figure 5.3.6: Training and validation accuracy and loss over the epochs (MIP + CNN)).

5.4 Summary

EfficientNet emerges as the most effective model for deepfake detection, achieving an
impressive test accuracy of 98.13%. This model's performance surpasses that of the
traditional CNN model, which, while robust, does not reach the same high level of accuracy.
The hybrid MLP + CNN model, though conceptually innovative and promising, currently
underperforms compared to both the CNN and EfficientNet models. To unlock the full
potential of the hybrid model, further optimization and extensive experimentation are
required.

After the training phase, these models will be integrated into a comprehensive web platform.
This platform will not only facilitate deepfake creation but also provide advanced deepfake
detection and face-swapping functionalities. Users will be able to generate realistic
deepfakes, verify the authenticity of multimedia content, and swap faces in images and
videos, leveraging the cutting-edge capabilities of EfficientNet and other deep learning
models. The platform aims to offer a user-friendly interface while maintaining high accuracy
and reliability in its operations.
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CHAPTER 6
IMPACT ON SOCIETY, ENVIRONMENT AND SUSTAINABILITY

6.1 Impact on Life

The rise of deepfake technology poses significant threats to individuals, institutions, and
society. Using deep learning algorithms for deepfake detection is crucial to mitigate these
threats and protect information integrity.

Personal Reputations and Privacy:

Deepfakes can damage personal reputations and invade privacy by creating explicit or
damaging content. Detection systems help protect individuals by identifying and removing
harmful media promptly.

Public Trust and Media Integrity:
Deepfakes undermine public trust in the media by spreading misinformation. Reliable
detection systems maintain media credibility and ensure the public receives accurate

information.

Institutional and Organizational Security:

Deepfakes can be used to impersonate executives and manipulate communications, causing
financial and reputational harm. Detection systems safeguard institutions by verifying the
authenticity of digital content.

Political Stability and National Security:
Deepfakes can influence elections and incite violence, threatening political stability and
national security. Robust detection systems help governments counteract malicious deepfake

campaigns.

Legal and Ethical Implications:

Deepfakes raise legal and ethical issues around consent, privacy, and intellectual property.
Detection systems assist legal authorities in enforcing digital content laws and holding
creators accountable. Deepfakes significantly impact personal privacy, public trust,
institutional security, political stability, and legal frameworks. Intelligent deepfake detection
systems are essential for combating these cyber threats and ensuring responsible Al use in
the digital age.
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6.2 Impact on Society & Environment

Societal Impact
Countering Misinformation and Disinformation:

The dissemination of false narratives that have the potential to sway public opinion, upend
political situations, and erode confidence in conventional media is made possible by
deepfakes, which represent a serious threat to the accuracy of information. By employing
deep learning algorithms for deepfake detection, society can better identify and mitigate

these fabricated media, ensuring that information remains trustworthy and credible.

Protecting Reputations:

Deepfakes can be used maliciously to damage individual reputations, harm professional
careers, and defame public figures. A robust detection system can shield individuals from
these attacks, maintaining personal and professional integrity and preventing the emotional
and psychological distress caused by such violations.

Safeguarding Institutions:

Institutions, including governments, corporations, and educational bodies, are vulnerable to
deepfake attacks that can tarnish their reputations and undermine their authority. Deep
learning-based detection systems can help preserve institutional credibility, prevent fraud,

and maintain public trust in these entities.

Enhancing Public Awareness:

Increasing public knowledge of deepfake presence and risks may also be greatly aided by
the creation and use of deepfake detection tools. Educating the public on how to identify and
report suspected deepfakes can foster a more informed and vigilant society, reducing the
overall impact of these deceptive media.

Environmental Impact
Resource Utilization:

Developing and running deep learning algorithms for deepfake detection requires significant
computational resources, which can lead to high energy consumption. This energy use
contributes to the carbon footprint of data centers and computing facilities. However,
optimizing algorithms to achieve high accuracy with lower power consumption can mitigate
this environmental impact.
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Promoting Sustainable Practices:

By focusing on efficient algorithm design and leveraging green computing technologies, the
development of deepfake detection systems can promote sustainable practices within the
tech industry. Researchers and developers can prioritize energy-efficient models and explore

renewable energy sources for powering data centers.

Long-Term Environmental Benefits:

While the immediate environmental impact of deepfake detection involves energy
consumption, the long-term benefits include reducing the spread of misinformation that can
lead to social and political instability. Stable societies are better equipped to address
environmental challenges collectively, making the indirect impact of combating deepfakes
significant for environmental sustainability. The deployment of deep learning algorithms for
deepfake detection has profound implications for both society and the environment. By
combating the spread of misinformation, protecting reputations, and safeguarding
institutions, these technologies contribute to a more trustworthy and stable societal
framework. Additionally, by emphasizing energy-efficient practices and sustainable
development, the environmental impact of these technologies can be managed effectively.
Ultimately, deepfake detection systems not only address a pressing cyber threat but also

promote responsible and ethical use of technology in our interconnected world.

6.3 Ethical Aspects

This report's objective is to investigate the use of deep learning algorithms for deepfake
identification and the moral ramifications of doing so in the fight against the growing danger

that modified or fake videos represent to the internet.

Deepfakes are artificial intelligence (Al)-generated pictures or movies that change
pre-existing material or superimpose the face of one person onto another, so manipulating
reality. As these technologies advance, there is a growing concern about the potential misuse
deepfakes for malicious purposes, such as spreading misinformation, fake news, or even
blackmail. Deep learning algorithms provide a viable method for identifying deepfakes.
Large datasets of actual and altered movies may be used to train these algorithms to find
patterns and traits that tell genuine videos apart from deepfakes.

While the use of deep learning algorithms for deepfake detection shows promise, it also

raises several ethical considerations. One major concern is the potential violation of privacy
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rights, as these algorithms may require access to vast amounts of personal data to effectively
learn and detect deepfakes.

In addition, there's a chance that algorithms may unintentionally discriminate against certain
people or groups on the basis of gender, color, or other characteristics. This is known as
algorithmic bias. This might cause deepfake detection to produce false positives or false
negatives, reinforcing societal prejudices and disparities already in place. In conclusion, the
use of deep learning algorithms for deepfake detection presents both opportunities and
challenges in combating the rising cyber threat posed by fake videos. It is essential to
address the ethical implications of using these algorithms and ensure that they are deployed
responsibly and with respect for privacy and fairness.

6.4 Sustainability Plan

In order to counter the danger posed by synthetic media, the deepfake detection project's
sustainability strategy prioritizes long-term viability, efficacy, and flexibility. Key strategies
include continuous improvement of detection algorithms, scalable cloud-based
infrastructure, and robust data security measures. Financial sustainability will be achieved
through grants, a freemium model, and partnerships with tech companies. Operational
sustainability involves user education, regular performance and security audits, and
adaptability to emerging threats. Additionally, the project emphasizes environmental
sustainability through energy-efficient computing and partnerships with green data centers.
This comprehensive plan aims to maintain the platform as a reliable and trusted tool against
deepfake cyber threats.

6.5 Summary

Deepfake detection technology has a profound impact on society by enhancing the integrity
of information, protecting individuals and organizations, and fostering trust in digital
environments. While there are environmental considerations due to the computational
demands of deepfake detection, ongoing efforts to optimize and improve efficiency are
crucial. Ultimately, the sustainable development and deployment of deepfake detection rely
on ethical practices, collaboration, and regulatory frameworks to ensure long-term benefits
for society.

©Daffodil International University, Bangladesh 51



CHAPTER 7
CONCLUSION AND FUTURE WORK

7.1 Conclusions

The study "Intelligence for deepfake detection: an experimental measure to combat rising
cyber threat" offers a thorough examination of cutting-edge AI methods in the field of
cybersecurity. Using a dataset of 3746 authentic photographs and 104201 deepfake photos,
the research delves into how well deep EfficientNetB-7 distinguishes and separates two
categories of images or videos: actual and deepfake. In order to construct a deepfake video
utilizing face swapping technology and distinguish between actual and deepfake films, this
work explains three deep learning based models, generates a dataset using local celebrities,
and creates a web platform. The emergence of deepfake technology presents serious
problems for media integrity, cybersecurity, and public confidence. This research examined
the effectiveness of EfficientNet, Xception, and Multi-Layer Perceptron (MLP) models in
detecting deepfakes. EfficientNet and Xception showed high accuracy, with EfficientNet
balancing performance and computational efficiency and Xception excelling in image
classification tasks. The MLP model, while simpler, highlighted the importance of model
architecture in deepfake detection.

7.2 Further Suggested Works

Future research should aim to expand the dataset to include a broader range of subjects and
scenarios. By incorporating diverse faces, lighting conditions, and backgrounds, the models
can be trained to detect deepfakes more accurately across a variety of contexts. Additionally,
including more types of deepfake manipulations, such as audio deepfakes and more complex

video alterations, will further strengthen the models' robustness.

Future research should investigate the integration of additional cutting-edge deep learning
approaches, such as Transformer-based models and Generative Adversarial Networks
(GANSs), even though this study concentrated on EfficientNet, Xception, and MLP models.
These models have shown promise in various image and video processing tasks and could
enhance deepfake detection capabilities. Combining multiple detection techniques in a
hybrid model could also improve overall accuracy and reliability.
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Implementing real-time deepfake detection is crucial for practical applications, especially in
social media and live streaming platforms. Future research should focus on optimizing the
models for real-time processing and ensuring they can handle high volumes of data without
significant performance degradation. Techniques such as model compression, pruning, and

distributed computing should be investigated to enhance scalability and efficiency.

The proposed web platform should undergo continuous development to improve its user
interface and user experience. Incorporating feedback from users and cybersecurity experts
will help in making the platform more intuitive and effective. Additionally, providing
comprehensive tutorials and educational resources within the platform will enhance user

understanding and engagement.

The ethical implications of deepfake technology need to be thoroughly examined. Future
work should focus on developing guidelines and policies to govern the use and detection of
deepfakes. Collaborating with legal experts, policymakers, and ethicists will be essential in
creating a framework that balances technological advancements with privacy and security

concerns.

Exploring the application of deepfake detection techniques in other domains, such as fraud
detection in financial institutions, authentication in secure communications, and integrity
verification in digital forensics, can open new avenues for research. Adapting and testing the
models in these varied contexts will demonstrate their versatility and practical utility.

Deepfake technology is rapidly evolving, and so should the detection models. Future
research should focus on developing adaptive learning mechanisms that allow models to
continuously update themselves based on new data and emerging deepfake techniques.
Implementing automated retraining pipelines can ensure that detection models remain

effective against the latest deepfake methods.
By addressing these areas in future work, researchers can further enhance the effectiveness

and applicability of deepfake detection technologies, ultimately contributing to a more
secure and trustworthy digital landscape.
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7.3 Limitations/ Conflict of Interests

This research, while comprehensive, has several limitations. The dataset, although
substantial, may lack sufficient diversity in terms of faces, lighting conditions, and
backgrounds, potentially limiting the models' effectiveness in real-world scenarios. The
focus on EfficientNet, Xception, and MLP models excludes other advanced techniques that
could enhance detection accuracy. Additionally, the current implementation does not support
real-time detection, which is crucial for practical applications. The proposed web platform,
though promising, requires further development to improve user interface and experience.
There are no reported conflicts of interest associated with this research. All findings and
recommendations are based solely on the experimental results and the objective to advance
deepfake detection technologies in the field of cybersecurity. The researchers have no
financial or personal interests that could have influenced the outcomes of this study.
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Appendix A

Course Outcomes, Complex Engineering Problems (EP) and Complex

Engineering Activities (EA) Addressing

Title: INTELLIGENCE FOR DEEPFAKE DETECTION: AN EXPERIMENTAL
MEASURE TO COMBAT RISING CYBER THREAT

Student ID: 202-15-3813 & 202-15-3832

CO Description for FYDP

CO

CO Descriptions

Phase -1

CO1

Integrate recently gained and previously acquired knowledge to identify a
deepfake detection problem for the Final Year Design Project (FYDP)

PO1

CO2

Analyze different aspects of the goals in designing a solution for this FYDP

PO2

Co3

Explore diverse problem domains through a literature review, delineate the
issues, and establish this goals for the FYDP

PO4

CO4

Perform economic evaluation and cost estimation and employ suitable
project management procedures throughout the development life cycle of
the FYDP

PO11

Phase -1I1

CO5

Design and develop technical solutions and system components or processes that
meet specified requirements, ensuring compliance with public health and safety
standards, as well as considering cultural, socioeconomic, and environmental
factors in this FYDP

PO3

CO6

Choose and apply appropriate methodologies, resources, and contemporary
engineering and IT technologies to address complex engineering processes,
encompassing prediction and modeling, while adhering to relevant constraints in
this FYDP

POS

CO7

Analyze societal, health, safety, legal, and cultural considerations, along with
associated responsibilities, in the context of professional engineering practice and
the resolution of this problem, employing logical reasoning guided by contextual
understanding.

PO6

CO8

Comprehend and evaluate the enduring sustainability and impact of professional
engineering endeavors in addressing intricate engineering challenges within
social and environmental frameworks.

PO7

CO9

Implement ethical principles and adhere to professional standards and norms in
this FYDP

POS8

CO10

Capable of operating proficiently both individually and as a team member or
leader across diverse teams and interdisciplinary settings in this FYDP.

PO9
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CO11 | Proficiently communicate with the engineering community and broader society | PO1
regarding complex engineering endeavors, including the ability to comprehend 0
and generate comprehensive reports and design documentation, as well as provide
and receive clear instructions throughout this FYDP.

CO12 | Acknowledge the importance of self-directed and life-long learning within the | PO1
evolving landscape of technology, and possess the readiness and capability to 2
engage in lifelong learning endeavors.

Addressing CO (1 to 8), Knowledge Profile (K), Attainment of Complex
Engineering Problems (EP), and Attainment of Complex Engineering Activities
(EA)

Addressing CO (1 to 8), Knowledge Profile (K), Attainment of Complex Engineering
Problems (EP):

Justification
oo Attain Referen
SN | EP Definition ment co (with Knowledge Profile) ces
This project demonstrates fundamental | Page
engineering (K3) principles by no:
employing deep neural networks, data
augmentation techniques, and diverse [1-5]
CNN architectures for image processing
and classification tasks. The project | Section:
demonstrates  specialist knowledge
(K4) by conducting transfer learning | [l.1]
with advanced CNN, EfficientNet B7,
Xception, MLP architectures, enhancing | Page
Col, deepfake detection accuracy in video no:
Coz, images.
EP1: Depth CO3, [44-47T]
of Yes COs,
1 Knowledge CO6, Section:
) required CO7
and [5.2]
CO8
The project applies engineering Page
practice & design (K5) by the figure of no:
process of experiments. The project
addresses engineering practice & | [36-38]
technology (K6) by employing hybrid
models. Section:
[4.2]
Page
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no:

[29-32]
Section:
[3.4]
This project ensures K8 (Research Page
Literature) by synthesizing insights no:
from recent studies, to advance
deepfake detection using deep learning, | [12-18]
showcasing a comprehensive
understanding of current methodologies. | Section:
[2.2,2.3]
This project addresses EP-2 by Page
recognizing the hurdles in deepfake no:
EP2: Range detection, including limitations of
of CO2, | traditional methods and the complexities | [18-19]
2. Conflicting Yes and of integrating transfer learning and deep
Requirement CO7 [ CNNs. Through comparative analysis, it | Section:
s confronts challenges in understanding
spatial distributions, offering insights (2.4,
for refining diagnostic methodologies. 2.5]
This project addresses EP-3 by | Page
meticulously comparing experimental no:
EP3: Depth outcomes, highlighting Transfer
CO02, . _—
of Learning as the chosen significant [ [40-44]
3. . Yes and ) .
analysis req solution for enhancing deepfake
A CO6 : . . . .
uired detection amidst multiple potential | Section:
approaches.
[5.2]
This project using Deepfake detection
. . - Page
involves understanding a variety of >
complex issues spanning technical, no:
EP4: ethlcal., an.d sqmetal domains. [12-18]
o . Technically, it requires knowledge of
4. Familiarity Yes CO8 . . .
machine learning, particularly deep .
of Issues . . . Section:
learning, to identify and combat
sophisticated fake media generated by [2.2
Al algorithms, in line with EP-4 1
2.4]
standards.
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EPS:
5. | Extemdsof 1 cos N/A N/A
application
codes
EP6:
Extends of
stakeholders
6. involved and No CO8 N/A N/A
conflicting
requirement
s
This project's comprehensive approach | Page
addresses  high-level problems by no:
integrating various components across
EPT: data collection, statistical analysis, and | [21-29]
7. Interdepend Yes CO5 [ proposed methodology, ensuring a
ence holistic solution to complex challenges | Section:
in deepfake detection which ensures
EP-7. [3.2,
3.3,3.4]
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Addressing CO11 with Complex Engineering Activities (EA) [Some or all of the following]:

EA Attainm Justification
SN Definition ent CO References
Our project utilizes diverse resources Page no:
such as high-performance computing
infrastructure, GPUs, deep learning [29-33]
EA1: Range frameworks, annotated datasets, and
of Yes ethical considerations to ensure
1. resources systematic research and contribute to
advancements in pneumonia detection Section:
through transfer learning and deep
learning algorithms. [3.4]
EA2: Level
2. of No N/A N/A
interaction
Web-based deepfake detection with Page no:
primary data creation fosters EA3: 4447
Innovation by enabling scalable [44-47]
3 EA3: Yes testing and continuous improvement.
) Innovation CO11 User-generated data enhances
detection accuracy, addressing digital Section:
. . ection:
security needs through cutting-edge,
adaptive solutions. [5.3]
EA4: This prpject contributes to society by Page no:
improving cyber awareness through
Consequen .
advanced deepfake detection methods,
ces for . . . [48-51]
. while also promoting environmental
4, society and Yes L . .
sustainability by employing efficient .
the . ) Section:
. computational resources and adhering
environme to ethical guidelines for patient data
nt . g p [6.1, 6.2, 6.4]
privacy.
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This project expands “upon existing Page no:
research by examining a novel
approach in deepfake detection [12-18]
5 EA-5: Yes through deep learning, demonstrated )
’ Familiarity through preliminary terminologies and .
. . Section:
a comprehensive comparative
analysis, offering new insights into the [2.1,2.3]
field.
Addressing CO (4, 9, 10, and 12):
SN COs | Attainment Justification References

This project addresses CO4 by integrating

effective project management and financial Page no:

1 CO4 Yes oversight, ensuring meticulous planning, [34-35]
resource allocation, and budget estimation Section:
for optimal resource utilization throughout [3.5,3.6]
the research lifecycle.

The project demonstrates adherence to
ethical principles by prioritizing patient
privacy, obtaining informed consent, and Page no:
transparently documenting the research [50-51]

2 CO9 Yes ) . .
process, ensuring responsible knowledge Section:
dissemination and societal well-being [6.3]
through the ethical application of advanced
Al technologies which comply with CO9.

Capable of operating proficiently both
individually and as a team leader in
developing a deepfake detection system, Page no:

3 Co10 Yes demonstrating technical expertise, [29-32, 34, 36-38]
problem-solving, and effective collaboration Section:
across diverse and interdisciplinary teams to [3.4,3.5,4.2]
integrate sophisticated models and web
applications for this project with CO10.

The project's dedication to continuous

learning (CO12) and adaptation within the

dynamic technological landscape is reflected

L0 . . Page no:

in its comprehensive data collection, [21-33, 40-47]
rigorous statistical analysis, meticulous "

4 CO12 Yes Section:
methodology development, and thorough [32.33.34.35
experimental results and  analysis, oL

: . . 5.2,5.3]
showcasing a commitment to staying
updated and refining techniques to address
modern challenges.
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