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ABSTRACT 

 

 

With the increasing adoption of IoT technologies, securing IoT networks has 

become increasingly critical. Traditional intrusion detection systems face 

challenges in IoT environments due to resource constraints and the complexity 

of these networks. This tpes of research develops, evaluates, and implements an 

intrusion detection system incorporating deep learning algorithms, blockchain 

technology, and a hybrid placement approach within a multi-agent framework. 

The system comprises modules for response, analysis, data management, and 

data collection. Testing is conducted using the NSL-KDD dataset from the 

National Security Lab-Knowledge Discovery and Data Mining.  The findings 

indicate that deep learning approaches are viable for intrusion detection in IoT 

networks. 

 

Keywords: intrusion detection system,  Internet of Things, blockchain, multi-

agent system 
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Chapter 1(Introduction) 

 
Introduction 

 

 

IOT refers to a network of interconnected objects that communicate data using standardized protocols. This 

interconnected system is becoming more pervasive, as advancements in IoT are embedding intelligence 

into everyday works. IOT has rapidly emerged as one of the most dynamic sectors within contemporary 

computing and communication technology, influencing various industries, from automotive automation to 

agriculture. Due to its interaction with numerous connected devices in daily life, IoT is sometimes referred 

to as the Internet of Everything (IoE). It is estimated that by 2025, there could be up to 21.5 billion 

connected devices. 

 

 

  

 

One significant factor contributing to security challenges in IoT is the sheer number of nodes—devices 

connected within the network—where a security breach in one node could compromise the entire system. 

Common security threats faced by IoT systems include botnets, ransomware, distributed denial of service 

(DDoS) attacks, remote surveillance, routing attacks, and data leaks. Although security systems are 

generally considered the first line of defense against such attacks, the complexity and diversity of IoT 

systems make this approach less effective. 
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Intrusion detection systems (IDSs) have gained prominence as a more resilient solution in recent years. The 

concept of IDS was first introduced by James in 1980. IDSs are designed to detect unauthorized access 

within a designated area, where any host attempting unauthorized access to other nodes within an IoT 

environment is classified as an intruder. A typical IDS comprises three key components: an agent, an 

analysis engine, and a response module. The response module then processes the information received from 

the analysis engine. Despite advancements in IDS performance and reliability, attackers have developed 

increasingly sophisticated methods to bypass these systems. Moreover, traditional IDSs are not well-suited 

for managing the diverse network layers found in IoT environments. 

 

Recent advancements in intelligent systems have led to the integration of distributed IDSs with various 

machine learning techniques, including artificial neural networks (ANN), deep learning, and reinforcement 

learning. However, the complexity of IDSs presents significant challenges for traditional ANNs. To fully 

harness the potential of IDSs in real-world scenarios, these shortcomings must be addressed.  

 

 

 

 

Purpose of the Study 

 

Research indicates that the NK, or TL, is the important target for attacks. This study primarily aims to 

explore the feasibility of using blockchain technology within a multi-agent system (MAS) to enhance 

intrusion detection. The goal is to develop an intelligent IDS capable of detecting intruders and 

preventing attacks in IoT environments. This involves evaluating current IDS models based on 

machine learning techniques and analyzing previous attacks on IoT systems. Additionally, the study 

assesses the limitations of existing IoT devices and proposes a strategy that leverages machine learning 

to defend against unanticipated intrusions at both the network and transport layers. Various 

optimization techniques are explored to improve IDS efficiency. 

 

The remainder of this document is structured as follows: Section 2 provides an overview of IDS and 

related technologies. Section 3 introduces the IDS test and details its modules. Section 4 discusses the 

experimental results. Finally, Section 5 presents the conclusions and suggestions for future research. 
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Chapter 2(Literature Review) 
 

 

2. Literature Review 

 

 

Find out more about the most recent studies on IDS, which for IOT devices, a comprehensive 

assessment of the literature has been done. A thorough examination of the potential risks in the Internet 

of Things domain and the IDS-based defences against them was conducted. Protocols for IoT system 

communication were also considered. 
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2.1. History of Intrusion Detection System 

 

 

IDS is typically comprised of both hardware and software techniques, and it monitors systems and 

network environments in order to detect hostile activity. Put another way, intrusion detection systems 

(IDS) are used to identify intrusions and send out prompt notifications. All things considered, IDS 

protects the networks and systems. IDS is typically used in conjunction with an intrusion prevention 

system and placed subsequent to the firewall. In the domains of IoT security and privacy research, IDS 

is not a novel phrase. A substantial number of publications have been released in the last several years.  

 

    
 

IDSs based on hosts go through audit and log records to identify signs of intrusion. To safeguard 

host security from all angles, this type of intrusion detection system is typically deployed on critical 

servers. Compared to network-based IDS, host-based IDS has the advantage of offering more specific 

information, a lower false alarm rate, and less complexity. On the other hand, it makes the application 

system less effective and overly dependent on the host's log data and monitoring capabilities 

[15].Network-based IDSs require attention due to the peculiarities of the Internet of Things and the 

large number of IoT devices that can be connected to the network. Network-based intrusion detection 

systems (IDS) are able to identify potentially malicious activity and irregular network data flow. It has 

no effect on the business system's performance and does not modify the host settings. Normal business 
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operations won't be impacted, even in the event that the network IDS fails. One issue is that, in order to 

detect threats, network-based intrusion detection systems only examine the segment's direct connection 

and ignore adjacent network segments. Using network-based IDS to process encrypted sessions is 

similarly challenging. [16]. 

 

 

 

2.1.1. Detection Methods 

 

 

Intrusion detection techniques are divided into four main groups based on the types of intrusion 

attempts that occur (Figure 1) 

 

 

 

 

Figure 1 :  Detection Method 

 

Signature-based techniques start by scanning the network for data and then compare it to a feature 

database. The scanned data will be regarded as an intrusion if it is discovered to match the features in 

the signature database. The fact that it can precisely identify the kind of attack is a benefit. It is 

comparatively easy to use, and not a lot of resources are needed. 
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Setting rules and thresholds ahead of time is necessary for system administrators using specification- 

based methodologies. IDS monitors the state of the network and system in accordance with the 

administrator-established rules and thresholds [17]. When a rule is broken or the threshold is surpassed, 

the IDS will identify an unusual circumstance and take appropriate action.The approaches based on 

anomalies rely on comparing traffic patterns and recognizing anomalous patterns. The benefit of 

employing this technique is that it makes it possible to identify novel and unidentified invasions. The 

method's main drawback, meanwhile, is that it frequently produces significant false positive rates. To 

increase the robustness of anomaly-based intrusion detection techniques, research is currently 

concentrating on integrating machine learning algorithms into these techniques.     

 

The employment of any combination of the aforementioned detection techniques within a single IDS 

is referred to as hybrid approaches. By addressing the limitations of a single technique, this strategy 

can improve the overall dependability of the Internet of Things system. The clear disadvantage is that 

the IDS as a whole will get extremely big and complicated. This will increase the resource 

requirements and make the system as a whole harder to run. Large amounts of time and resources will 

be required for the intrusion detection procedure, particularly when the IoT system involves numerous 

protocols. 

 

2.1.2. Placement Strategy 

 

 

Multiple monitoring nodes are used in centralized intrusion detection systems (Figure 1) to analyse 

host or network activities. The primary server or node will then get the data (either alerts, system logs, 

or network logs) for additional analysis. The central server load will grow as the system gets more 

complicated, which will lower system performance and possibly even lead to security issues. The 

majority of data interaction in an IoT environment takes place at the network and perceptual layers, and 

IoT facilities are dispersed and complexly distributed. For this reason, IoT device intrusions cannot be 

successfully detected by the centralized IDS [18]. 
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Different duties are assigned to each of the components that make up Distributed IDS (DIDS). 

Usually, they divide up the monitoring duties. For instance, in an Internet of Things context, the risks 

that affect the network layer, perception layer, and application layer are distinct, necessitating the use 

of specialized intrusion detection modules for each. By doing this, the system's security can be 

significantly increased without requiring the modules to share and store a lot of data. Its tremendous 

scalability allows it to be tailored to future IoT contexts, which is its main advantage. The drawback is 

that there may be significant resource consumption and communication expenses [18]. 

 

Recent studies have offered a few hybrid placement options. The network is divided into distinct 

sections using the first hybrid placement technique. A node with intrusion detection capabilities will be 

present to keep an eye on other nodes. These nodes are also accountable for keeping an eye on the data 

package that is flowing from their nearby nodes. In the event that unusual activity is discovered, it is 

assumed that attackers have hacked the nearby nodes. After gathering data from the nodes, the border 

router decides whether or not there has been an intrusion. Also to be mentioned is the superior accuracy 

of hybrid IDS with dispersed components compared to centralized IDS. The hybrid system does, 

however, require a lot of resources . 

2.2. Previous Research  

 

 

A primary goal of this research is to enhance the IDS of IoT [17]. An summary of the advancements 

and enhancements of IDS for IoT is given in this section. These can be categorized according to the 

deployment plan, detection technique, and target threats. Bostani (2017) presented a hybrid and 

unsupervised intrusion detection method to identify sinkhole and selective-forwarding attacks for IoT 

[20]. In order to detect any discrepancies.   
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detect and identify reply, fake, and jam assaults .In 2017, Kapton et al. [22] also presented a technique 

to enhance communication between different  by combining blockchain technology and multi-agent 

systems. In order to integrate communication via the  they put out an architectural protocol. A protocol 

that might work with autonomous agents is the end product. The suggested protocol helps to predict 

the resilience of variable working states and guarantees the security of the communication process. 

This has prompted more research into the potential integration of multi-agent systems and blockchain 

technology. 

 

According to Calvaresi et al. [23], the combination of MAS with blockchain technology (BCT) can 

distribute trust and eliminate.  They created and put into use a system that integrated BTC, which was 

based on Hyperledger Fabric, with MAS, which was based on the Java agent development framework 

(JADE). The solution establishes a reliable community by extending the control of the agent 

identification to the Hyperledger Fabric membership service. Additionally, services utilizing the ledger 

are supplied to the association agent. Agent reputations are computed and stored transparently using 

mechanisms based on the interactions' evaluations and the agents' communication patterns. A variety 

of test cases are used to assess the system. Both user- dependent and autonomous actions make up 

agent behaviours.  Actions are integrated with smart contract techniques. The solution is scalable and 

robust because to the available Hyperledger Fabric implementation. A traditional command-line 

interface makes testing simple and quick .  MAS and BCT  in practical settings raises additional ethical 

questions. The immutability of the ledger, and the achievement .Users' privacy may be jeopardized by 

intentional or inadvertent system malfunctions, as the framework entirely .Eliminate middlemen in 

disputes, there are still questions about the software's dependability and the BCT environment's 

verification procedure. 
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Calvaresi et al. [24] examined blockchain technology and multi-agent systems in 2018. Their 

analysis came to the conclusion that the difficulty of applying blockchain technology is comparable to 

the issues with multi-agent systems that have been previously discussed for other application domains. 

Many aspects were covered, including needs and motivations, application areas and processes, 

strengths and limits. The authors stressed that, in addition to discussing potential benefits, a thorough 

assessment of these systems is required.   

 

Agents in  frequently precarious situations where achieving "consensus" becomes unfeasible. It is 

not an easy process to find conflicts of interest among agent to resolve the ensuing sign. The model put 

forth by [25] looks at cooperative tendencies by taking into account the likelihood that each agent in 

the environment will cooperate. CP have the potential to increase the collective payoff. The best 

candidate action sets are then chosen using the  NBS  algorithm. It is anticipated that reducing memory 

footprint and "convergence time" will solve these problems. However, high dimensional settings with 

large state space are not yet suited for the existing solution.  Compared to traditional IDS, this was 

shown to be more successful in recognizing IoT Fog orchestrate assaults. 

 

    .
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Reinforcement learning is employed by the system to minimize aircraft delays, both during flight 

and prior to take-off. When evaluated in a constrained configuration, Block Agent performed better at 

handling delays than conventional ATFM systems. In order to make the system feasible for widespread 

adoption, the authors want to improve it. 

 

A hybrid Internet of things architecture that enables decentralized data management via blockchain 

was presented by Casado-Vara et al. [28]. This architecture allows for the optimization of the 

blockchain-to-IoT link through a compute distribution based on the edge computing paradigm. Data 

management is another component of this hybrid architecture. This includes a big data ecosystem that 

makes managing massive volumes of data in the blockchain easier. To improve data quality and false 

data detection, a new game theory-based method is suggested and applied to the data gathered by IoT 

devices. The suggested hybrid architecture optimizes the current end-to-end designs. 

 

 A method for extracting features from IoT data were proposed by Li et al. in 2019 [29]. The 

suggested intrusion detection system (IDS) can handle sample misclassifications, spatial limits of data 

clustering issues, and lack of appropriate training sets by utilizing deep migration learning.  While the 

results demonstrate that our suggested system outperforms existing approaches and efficiently shortens   

declines with compression. Le et al. proposed a new deep learning-based model in 2019 [30] for 

network intrusion detection. An intelligent intrusion feature selection . This step produced a dimension 

reduction that produced  that were crucial for intrusion detection. Building numerous IDSs and training 

them with the chosen characteristics was the next step in the process. Several deep learning techniques, 

such as recurrent neural networks (RNN), were used in the learning process. 

 

A novel intrusion detection approach for IoT devices with limited resources was suggested in 

another noteworthy study that Arshad et al. published in 2019 [31]. The goal of this approach is to keep 

edge router and Internet of Things device intrusion detection separate. In order to give the edge router a 

comprehensive overview of the network. This framework's drawback is that sensitive data may be 

included in the raw packets that the edge router receives from the host node. 
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A three-layer IDS approach was presented by Anthia et al. in 2019 [32] in order to differentiate 

between real-time harmful activity in home IoT devices. To detect and categorize threats, this 

architecture relies on identifying the kind and profile of each IoT device's typical activity. Scripts to 

launch multilevel attacks that mimic an attacker's activity and organized action data from a real test bed 

have been used to assess this IDS architecture. Future research should look into ways to get around the 

significant requirement for feature engineering and data labelling. Machine learning approaches are 

effective, according to responses to a survey done in 2019 by Chaabouni et al. [33]. The authors came 

to the conclusion that highly were shown using machine learning-based intrusion detection 

frameworks. They support more research and development, integrating IDSs with cutting-edge  .The 

above  highlight recent developments in IDS for IoT development.   

 

 

2.3. Technology 

 

 

 Technology underlying our suggested IDS, which uses blockchain technology and a multiagent 

system, is explained in this section. 

 

2.3.1. Multi-Agent System 

 

 

In computer science and artificial intelligence (AI), an agent is defined as the intelligent behaviour 

of computer software. In general, are referred to as "multi- agent." A Multi-Agent System (MAS) 

comprises several agents and represents a development and utilization .Using a MAS,  made simpler 

and more modular. Through their individual responsibilities, the agents are in charge of 

communication and coordination. Each agent in the MAS can be both an individual and a cluster 

because it is fully autonomous and form-independent [24,36,37]. Despite having diverse design 

patterns and being written in several languages, the agents should employ standard communication 

modes that encourage reciprocal communication, which is absent from single agent systems. 
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Every agent has a unique set of characteristics and guidelines for operation. They carry out tasks 

while the entire MAS is operating in accordance with these action rules. Humans are able to solve 

certain difficult phenomena Four fundamental qualities that agents should possess mostly demonstrated 

by the system's intellect. The ability of an application system to evaluate and comprehend various 

types of data and knowledge through learning, reasoning, and other methods is referred to as 

intelligence [38]. The term "agent capability" describes an agent's capacity to receive signals from the 

outside environment and respond on its own initiative based on its own understanding. 

 

In order to evaluate the agent-based computing (ABC) IoT's feasibility for IoT developmen. Even 

though the authors claimed that there are no technological barriers preventing the IoT ecosystem from 

being fully realized in terms of computation, storage, and communication, more attention is still 

needed to address the ecosystem's many development challenges. According to the analysis, 

interoperability, automaticity, and distributed intelligence can be programmed into SO and IoT systems 

to varying degrees through the application of ABC. Compared to alternative strategies like component-

oriented, object-oriented, and service-oriented computing paradigms, this modelling offers advantages. 

Moreover, the agent-based simulation can validate several design options before to the deployment 

stage. When used in combinatio, agent-based approaches can carry it out methodically and effectively. 

According to the report, many SOs and IoT systems find that using an agent-based development 

strategy is a wise decision. The suggested system in this study makes use of the JADE MAS platform 

[39], which offers a straightforward yet effective task execution and composition architecture. 

Asynchronous message passing is used to facilitate agent- to-agent communication. Because JADE 

is built on Java, it works with all platforms. JADE is compatible with several Java-oriented 

environments, including   and Android devices. Additionally, a network setup with partial connectivity 

is supported by JADE. 
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2.3.2. Machine Learning 

 

 

2.3.3. Deep Learning 

 The phrase "Deep Learning" has become more and more prominent in recent years. Similar to 

ANNs, deep learning draws inspiration from the overall architecture and operations of the brain.  It 

creates a layered data flow network by having input and output layers. The terms deep neural network 

(DNN) and deep structured learning can also be used to characterize deep learning [40]. The hidden 

layers are the primary distinction between deep learning and ANN learning. The input and output 

layers are arranged hierarchically, followed by the hidden levels. It is more resilient than a normal 

ANN. The amount of data in the real world is increasing, which causes data complexity to rise. The 

inherent quality of deep learning is its capacity to learn from a huge body of data or from earlier layers. 

Because of this characteristic, deep learning is a very strong and potent contender for machine learning 

model selection, particularly when it comes to categorizing data from unlabelled sample datasets [41]. 

 

Multi-Agent Reinforcement Learning 

 

 

Through ongoing training and learning from the beginning, the computer is able to complete the task 

thanks to reinforcement learning (RL) techniques [42]. Recent years have seen the development of 

DeepMind and its success at challenging challenges, such as Alpha Go, where RL has demonstrated 

significant research promise [43]. RL has a long history because research on it was first conducted in 

1979 by Sutton et al. Although RL was first employed in the realm of intelligent control, it has since   

used   areas as science and technology have advanced. In the fields of computational intelligence and 

machine learning, reinforcement learning is crucial. 

 

The environment of multi-agent systems is controlled by the order in which the various agents act.  

Since MAS design rules dictate the RL method, concurrent isolated RL (CIRL) can be used in 

situations where a single agent solely uses an unsupervised learning strategy and does not 

communicate with other agents. Applying interactive reinforcement learning allows for the 

interaction learning of several agents. While multi-Agent RL 
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2.3.4. Blockchain 

 

 

 

 

The two most widely used platforms for developing blockchain. They both use the same basic 

technologies. Ethereum provides access to the Ethereum virtual machine (EVM). Applications 

intended for general customers are the focus of public blockchains and smart contracts. The highly 

modular architecture of Hyperledger Fabric makes it better suited for corporate applications. It applies 

business logic more freely and offers a great deal of freedom. The objective is to use blockchain 

technology to streamline work and trade procedures, thereby resolving the inter-firm credit issue. 
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Chapter 3(Methodology) 

 
 

 

 

2.3.5. System Functions 

 

The Smart, Efficient, Secure, and Scalable (SESS) system enables IoT network administrators to monitor 

IoT devices based on network traffic data [34]. The monitoring scope is determined by criteria set by the 

administrator. Administrators can customize by adjusting various parameters. The data process module then 

handles the gathered data, performing initial attack detection through feature classification. This data is 

subsequently divided into two categories: a training dataset and an unknown dataset. These datasets are 

forwarded while the unknown dataset is used to evaluate the model's performance. The response module 

processes the results according to the administrator’s predefined configuration. All activities are recorded in 

the blockchain ledgers of hosts that incorporate the SESS module.
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2.3.6. User Characteristics 

 

 

An IoT network administrator can utilise the system to detect intrusions, add data, modify the data 

processing and detection criteria, and, if needed, decrease the number of agents. The system 

components for expansive IoT networks will be installed and run on many hosts. This implies that an 

administrator is needed for every SESS module. The modules under their supervision ought to be 

configurable by these administrators. 

 

This paper's [34] intrusion detection system (Figure 2) uses a multi-agent technique. Every agent is a 

comparatively autonomous entity. Modules for agents are divided into four categories. Through 

communication agents housed in every module, they are able to communicate with one another. Each 

module can function very independently in this fashion, which lessens the need for dependencies 

between components. A collection module, a data processing module, a detection and analysis module, 

and a reaction module make up the entire system. Because FIPA-ACL is supported by numerous 

 

 

groups, SESS adopts it as the agent communication language for the Foundation of Intelligent Physical 

Agents (FIPA-ACL). Through interactive reinforcement learning, all four of the communication agents 

will be enhanced and changed. This implies that every agent has an impact on other agents. 
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Feedback is generated by each successful action taken by other agents and is communicated to the 

communication agent in the same module. Communication agents gather input from other agents in the 

module and compile it into a feedback report. Communication agents will receive training from the 

feedback reports. Communication agents will receive credit for their contributions to the feedback. 

Every move that agents of communication make will be regarded as a transaction. Most security 

concerns will be brought up by communication agents since they are the only agents with the authority 

to give directives. Only the system manager will have access to the blockchain's smart contract, or 

chain code, which will record transactions. 

 

 

 

2.4. System Development 

 

Traditional IoT configurations face several challenges, including weak device security, centralized data 

control, rigid architecture, compatibility issues with certain communication protocols, and difficulties in 

coordinating actions among diverse stakeholders. These problems must be addressed by the intrusion 

detection systems (IDS) implemented within IoT networks. 

 

Blockchain technology, with its decentralized approach to storing and exchanging communication 

messages—essentially commands that direct system behavior—can significantly improve device security. 

By employing mutually agreed-upon smart contracts to govern agent behavior and system performance, 

blockchain also helps establish trust among different parties. Agents within the system allow it to scale 

flexibly, making it adaptable to various IoT topologies and communication protocols. As IoT networks 

continuously expand, the system must evolve rapidly. While blockchain ensures the security of the growing 

network, agents assist in adapting to these dynamic changes. The source code for this system is available on 

GitHub [50] and has been shared with the open-source community.
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2.4.1. Blockchain Component 

 

 

Private chains are employed in this system to protect agent-to-agent communication. The technology 

synchronises the start and stop times of the blockchain node and embedded database within the same 

agent. Agents' uses and storage of disc data will be accelerated by the addition of the most recent 

interactions to the cache area, which will also shorten search times. By conducting a local search of the 

recently updated data, storing a copy of the database (DB) in each agent will lower the overhead of the 

communication agent. The blockchain module's super node is the communication agent of the 

detection and analysis module. It is used to ensure that every node in the network may receive the full 

blockchain ledger. Complete nodes will be all other agents of communication. They are necessary for 

verifying each communication record in the blockchain and hold and distribute the complete 

blockchain ledger. Each module has additional agents that can be turned on as light nodes and 

connected to their parent node, the communication agent. These light nodes are meant to detect any 

tampering with their parent node and simply carry the block headers of the block. In addition to 

regulating and validating communication agent behaviours and guaranteeing system security, the 

blockchain module is utilised to foster trust in multiple-party IoT networks, each with its own set of 

agents. 

 

Agent Account 

The agent’s name, agent public Key, and agent privateKey will all be kept in the Agent Account 

object. The create Public and Private Key function will produce these keys. The cryptographic 

technique known as the Elliptic Curve Digital Signature Algorithm (ECDSA), which is also used to 

encrypt Bitcoin accounts, encrypts the keys. This guarantees that the appropriate agent can only 

generate specific communication messages. Agents can safeguard their data during communication by 

randomly generating their unique public and private keys using the ECDSA cryptographic technique. 

 

Blockchain 

Common methods that are required for blockchain products are contained in this class. These 

techniques are mostly applied to cryptographic algorithm-based encryption and decryption. 

 

Communication 

Among communication agents, the Communication class serves as a message container. 

Communication agents have a significant influence on the system's operation since they are the  b 
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information exchanged between communication agents. A hash, data, a prior communication hash, the 

sender agent's private Key signature, the sender's public Key, and the recipient agent's public Key are 

all contained in communication objects. This communication object's identifier is the hash argument. 

The information that the sender agent wishes to convey to the destination agent is contained in the data 

argument. The hash value of earlier communication agents, which is used to keep track of the sequence 

of pertinent communication objects, is the preaches parameter. The sender agent's public Key can be 

used to validate the signature argument, which is generated using the sender agent's private Key. It is 

employed to confirm that the sender is the one who submitted the information. The public Keys of the 

sender and receiver agents are the sender and recipient arguments, respectively. 

 

Block 

A blockchain is a chain made up of various blocks. A block hash includes its own hash value, the 

hash of the preceding block, the generation time, Merkle Root, and the maximum block height. The 

calculation of Merkle Root is done recursively. Up to the calculation of the tree root, each successive 

tree layer is determined using the hash of the communications in the block as a basis. The first tree 

layer is determined in this manner. Target communication may be efficiently tracked and its integrity 

confirmed with the Merkle Root. This block's location is determined by the preceding hash, and the 

hash serves as an identification value. The block will be added to the blockchain and the Merkle Root 

and hash computed whenever the list's size reaches MAX_BLOCK_HEIGHT. After that, the modified 

blockchain will be broadcast to further modules and stored on the local host. The following page 

displays an illustration of a block created with blockchain technology. 

 

Contract 

All of the communication process's business logic is contained in the contract class. There are 

defined validations and permissions. They have to do with the particular communication messages that 

an agent can send to other agents and the timing of when this communication activity can be 

considered legitimate. Only this smart contract can be used by communication agents to initiate the 

communication function. Other agents that have new functions and are governed by communication 

agents may still be added to or withdrawn from the system, as this contract solely governs 

communication agents. To preserve scalability and security, the contract is exclusively utilized to 

protect communication between communication agents inside the management layer. Blockchain will 

initialize when the detection and analysis module is launched. Communication and block genesis will 

be recorded in the blockchain, which will then be disseminated to other modules and stored locally on   
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why it initializes this blockchain. The Contract specifies the kinds of communications that can be sent 

and stored. Only system managers have the ability to modify smart contracts prior to their initiation. 

Once the system has been initialized, they cannot be modified. 

 

Example of block: 

BOX 1 
 

 

 
The agent’s name, agent public key, and agent private key are stored in each communication agent's Agent 

Account. The ECDSA cryptographic technique encrypts these keys to guarantee that only the authorized agent is 

able to create and access specific communication messages. Agent accounts are created during the initialization of 

agents in the system. Only the procedures specified in the smart contract may be used to process communication 

messages that communication agents need to transmit, including commands and feedback. Only after confirming 

the data's integrity with the sender public key, the data, and the signature can recipients examine the message. 

Additionally, communication agents' ability to send and receive messages is determined by smart contracts. Every 

communication agent has data, data, sender and recipient, hash, and previous Hash information.The sender's 

private key and unprocessed data are used to compute the signature. Every block has the hash of the previous 

block, its own hash value, the Merkle Root, the maximum block height, the creation time, and communications. 

Every communication message sent by the communication agents is detailed in the communications. The 

calculation of Merkle Root is done recursively. Each successive tree layer is computed based on the preceding tree 

layer until the tree root is determined. The first tree layer is determined using the hash of the communications in 

the block. 
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Target communication may be efficiently tracked, and its integrity confirmed with Merkle Root. 

This block's position is determined by the previous hash, and its identification value is determined by 

the hash produced by Sha256. The block will be added to the blockchain after the size of the 

Communication list reaches MAX_BLOCK_HEIGHT, after which Merkle Root and hash will be 

computed. After that, the modified blockchain will be broadcast to further modules and stored locally 

on the host. 

 

Starting and halting simultaneously, the solution combines an embedded database and a blockchain 

node in the same agent. Cache will be expanded to include interactions, which will speed up data usage 

and storage in agents and decrease search times. 

 

2.4.2. Detection and Analysis Module 

 

 

Malicious traffic and patterns are identified and analysed by this module. The Java classes that we 

utilized to construct this module are described below. 

Communication Agent 

 

 

The detection and analysis module's communication agent is called the Communication agent. 

Figure 3 provides an explanation of this procedure. The Communication agent will instruct the 

detection agent to detect a new data package upon receipt of a communication from the data process 

module. The detection report will be sent to the Communication agent by the detection agent after the 

detection process is complete. The Communication agent will get the detection report packaged into a 

communication object. The Communication agent will send a command to the training agent in the 

event that it receives a communication object indicating that the training set has been changed. A 

training report will be forwarded to the Communication agent and the Communication agent once the 

training agent has completed training the model. 

 

Detection Agent 

The Detection agent will begin utilizing the DNN model to examine the new data package and 

identify assaults as soon as it gets instructions from the Communication agent. A detection report will 

be prepared and forwarded to the DACommunication agent once the process is complete. 

 

Training Agent 

The Training agent will begin training the DNN model using the revised training dataset as soon as 
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it receives instructions from the DACommunication agent. A training report will be prepared and 

forwarded to the DACommunication agent upon completion of the process. 

 

 

 

 

 

 

Figure 3 Process for detection and analysis. 

 

DNNUtil 

The methods that are pertinent to DNN model management are included in this class. Using 

normalization techniques, the new raw dataset will be standardized and normalized. The transform 

Process function and file allow for the examination and modification of the modified structure. 
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2.4.3. Response Module 

RCommunication Agent 

 

The response module's communication agent is the RCommunication agent. The RCommunication 

agent will instruct the response agent after receiving the Communication message with the training 

report or the detection report. The local host will store these reports. 

 

Response Agent 

Following an instruction from the RCommunication agent, the reaction agent will begin creating 

data visualization charts for the users based on the administrator's reaction plan. It will also alter host 

and firewall security in response to orders from the RCommunication agent. The following is the 

sequence of procedures for the intrusion detection system SESS (Figure 4): 

 

 

 

 

 

 

 

Figure 4 Smart, efficient, secure, and scalable (SESS) system sequence diagram. 
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Data Visualization 

Using the BarChartUtil and LineChartUtil classes, data visualization is managed. Chart dimensions 

and themes are examples of parameters that can be changed. 

 

2.4.4. Data Process Module 

 

 

This module's (Figure 5) main goal is to process data for the host, network, and other agents. 
 

 

 

 

 
Figure 5 Process of data management agents. 
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Data from the network and the host are handled by the network data management agent and the host 

data management agent, respectively (Figure 5). Pre-processing of the data, such as missing value 

processing, data integration, and data standards, is required of both agents. The data will be scanned 

following the pre-processing phase in accordance with intrusion detection criteria created by other 

open-source IDS communities and/or system manager regulations. The pre-processed data will also be 

compressed and packed. The intrusion detection package keeps track of the identified intrusion 

behaviors and the associated processing steps. The intrusion detection package is forwarded to the 

response agent once this has been compared to the detection agent's result. To increase the detecting 

agent's accuracy, the labeled data are combined into a training set package. 

 

The only agent that has the ability to change the database is the database agent (Figure 6). Only with 

a command from the communication agent can it alter the database. Based on the information supplied 

by the communication agent, the database agent modifies the database upon receiving the update 

instruction from the communication agent. Following database modifications, the database agent 

notifies the communication agent of any feedback. 

 

 

 

 

Figure 6 Process of database agent. 



26 

©Daffodil International University 

The host data process agent, the network data process agent, and the database agent are all under the 

management and control of the data process communication agent (Figure 7). It gives data process 

agent commands, receives responses from the agents, and transmits data packages from the collecting 

module to the agents. To ensure that the system is current, it requests that the database agent do routine 

updating checks. Additionally, this agent interacts with other communication agents and modifies its 

workflow in response to system conditions. 

 

 

 

 

 

 

Figure 7 Communication agent for data process. 
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Chapter 4(Experimental Analysis) 
 

 

3. Experimental Analysis 

 

 

3.1. Dataset 

 

 

The Defense Advanced Research Projects Agency (DARPA) Intrusion Detection Assessment 

initiative, a major project was undertaken by the MIT Lincoln Laboratories in the year 1998 has 

established to identify and assess the intrusion detection performance of system. This evaluation 

project's creation of a data set for modeling different threats is a significant accomplishment. But the 

dataset is too big, making it difficult to compare various intrusion detection techniques fairly. 

Furthermore, the recorded feature information is excessively complicated, utilizing disparate protocols 

and formats that are incompatible with the process of selecting feature qualities.Only network traffic 

data was included in the network security audit data set KDDCUP99, which was released by Professor 

Stolfo of Columbia University's Intrusion Detection Laboratory and colleagues in 1998 after it was 

examined and assembled from the IDS data set of MIT Lincoln Laboratory [51]. 

 

Some of the KDD99 data sets' intrinsic issues are resolved by the NSL-KDD dataset. Many intrusion 

detection systems are developed using the NSL-KDD data set. Despite its ongoing shortcomings, this 

data collection can serve as a useful baseline for academics comparing various intrusion detection 

techniques. The NSL-KDD training and test sets have appropriate sizes, and the evaluations conducted 

by various researchers will yield consistent and comparable findings. Three distinct protocols provide 

the data in the NSL-KDD data set: Internet Control Message Protocol (ICMP), User Datagram Protocol 

(UDP), and Transmission Control Protocol (TCP). There are 39 distinct attack types and four (4) attack 

classes (DoS, Probe, R2L, and U2R) in the NSL-KDD data set [52]. The NSL-KDD data collection is 

the source of data used in this study's intrusion detection simulation. 

 

The protocols and attacks included in this dataset are useful for IoT environment intrusion detection 

research, even though the data from NSL-KDD is not specifically for IoT environment testing. The 

attack types in this dataset are also real-world occurrences. TCP and other IoT networks and protocols 

are becoming increasingly significant since cloud platform connections and traditional application 

layer connections are crucial components of IoT environments. For this reason, the NSL-KDD dataset 
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is utilized as an IoT dataset. The NSL-KDD dataset's samples are classified as anomalies or normals. 

30% of the "Train + 20%" dataset is utilized as a validation dataset, and the remaining 70% of the 

subset is used as a training dataset. As a test, 1200 data samples from the "Test+ dataset" subset are 

employed as dataset (Tables 1 and 2). 

 

 

Table 1: Train Attack Types + 20% 
 

 

Major 

Attack 

Types 

Types Attack Types 

DOS Reverse, Terra, Neptune, Pod, smurf, dropped tear 

Probe Nmap, portsweep, Satan, and IPsweep 

R2L imap, spy, guess_passwd, multihop, ftp_write, phf, warezmaster, and 

warezclient 

U2R load module, buffer overrun, and rootkit 

 

Table 2: Forms of attacks on the Test+ subset of data. 
 

 

Major 

Attack Types 

Types Attack Types 

DOS Back, Land, Neptune, Pod, mailbomb, processtable, udpstorm, apache2, 

smurf, and teardrop 

Probe mscan, saint, Satan, IPsweep, Nmap, and portsweep 

R2L Sendmail, httptunnel, xsnoop, snmpguess, snmpgetattack, Warezmaster, 

Guess_passwd, named 

U2R rootkit, buffer_overflow 
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3.2. Evaluation Measures 

 

 

Accuracy, precision, recall, and F1 score will be used to gauge intrusion detection ability. The 

number of samples in the prediction pair divided by the total number of samples is the accuracy. 

Prediction results provide the basis of the precision [53]. It shows the proportion of genuine positive 

samples among the positive prediction samples. The recall for the original sample shows the proportion 

of accurately anticipated positive cases in the sample. The precision rate and recall rate of the model 

are calculated and taken into account in full by the F1 score. The higher the F1-score, the higher the 

model quality. It is also necessary to take overfitting into account. 

 

3.3. Pre-Processing. 

 

 

One-hot coding, z-score measurements, and the same schema are used to standardize all of the raw 

data for the training, validation, and test datasets. Rather than employing categorical variables based on 

individual datasets, one-hot encoding employs the categorical variables from all training, validation, 

and test datasets for this experimental design. To avoid the dummy variable trap, one category variable 

per parameter that requires one-hot encoding is eliminated. 

 

The output label is the final field, "class." One hot encoding must be used to convert multiple-valued 

variables, such as protocol_type, service, and flag, to numerical values. Protocol_type, service, and flag 

all had one category value eliminated in order to prevent the dummy variable trap.Additionally, the 

"class" field is encoded with numerical values. 

 

3.4. Findings and Discussions 

 

 

The detection and analysis module's performance has been determined by comparing its results in 

various scenarios (Tables 3–5). 
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Table 3: Accuracy of intrusion detection throughout varying epochs 
 

 

 

Table 4: Accuracy of intrusion detection across various batch numbers. 

 

 

 

 

Table 5: Accuracy rate of intrusion detection for varying batch sizes 
 

 

 

It is demonstrated that the DNN model performs better for the batch sizes of 48, 300, and 100 epochs 

than for the other values examined by evaluating the detection and training module with these batch 

sizes, numbers, and epochs. While the accuracy of the test set is 83.17%, the accuracy rate using the 

validation set is 98.27%. The test set's precision is 83.53%. The test set's recall is 84.14%, and its F1 

Score is 83.94%. These indicate that the system's DNN model can effectively differentiate between 

legitimate data flow and assaults. These tests also show that, even in cases when the training set 

contains fewer samples, taking an adequate number of epochs can guarantee that the model performs 

well. The performance of intrusion based on various datasets is displayed in Table 6. They are shown 

as mentioned: F1 score on validation set as FV, accuracy on test set as AT, precision on test set as PT, 
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recall on test set as RT, and F1 score on test set as FT. Accuracy on validation set as AV, precision on 

validation set as PV, recall on validation set as RV, and F1 score on test set as FV. The accuracy of 

detection under various data-splitting settings is summarized in Table 7. It's possible to modify the 

model to handle more complicated datasets. 

 

Table 6: Intrusion detection performance with various training sets. 
 

 

 

 

 

 

Table 7: Accuracy rate of intrusion detection considering various circumstances for data splitting 
 

 

 

 

 

 

 

 

A brief summary of the parameters of the data derived from NSL-KDD is provided in Table 8 

below, along with the data's serial number. 41 parameters were used in all, as listed below. 
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Table 8: Utilized NSL-KDD settings [35] 
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Table 8: Continued. 
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The performance of the detection and analysis module on various parameter counts is displayed in 

Table 9. It is crucial to understand how varying parameter counts impact the system's performance 

because the SESS intrusion detection system is intended to be utilized on various IoT network scales 

and some parameters are challenging to gather on certain IoT networks. 

 

Table 9: Performance of intrusion detection using various parameters 
 

 

 

 

 

Table 9 above utilizes an epoch of 100, 300 as the batch number, and 48 as the batch size. The NSL- 

KDD dataset has forty-one parameters in all. 

 

Because different IoT networks have different types of services, which have a significant impact on 

the normalization process, the first parameter to be deleted is service. The DNN model has an accuracy 

of 82.33% on the test set when the service parameter is removed, which is 0.84% less than when all 41 

parameters are used. The DNN model's accuracy on the test set is 80.75% when the data sets use 25 

parameters, and it rises to 81.33 when we use just 17 parameters. 

 

Because some parameters must be paired with other parameters in order to detect attacks, the 

accuracy for 17 parameters is higher than the accuracy for 25 parameters. Some parameters lose their 

combination parameters when the number of parameters is decreased from 40 to 25, which negatively 

affects the weighting procedure. The accuracy rises when these combination characteristics are 

eliminated. 
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The DNN model has an accuracy rate of 78.08% when only seven parameters are employed, namely 

duration, protocol_type, flag, src_bytes, dst_bytes, count, and srv_count. Thus, even if the collection 

module is unable to obtain a large amount of information from the IoT network, the DNN model still 

has a respectable level of detection capability. With the following parameters only: duration, 

protocol_type, src_bytes, dst_bytes, count, and srv_count. The DNN model performs with 72.68% 

accuracy and 68.74% recall on the test set. In this instance, the accuracy rate has decreased due to the 

parameter flag's removal. This demonstrates how crucial the flag parameter is. The flag argument, 

however, further muddies the normalization process. The flag parameter should be eliminated in order 

to examine the system's performance on an IoT network that offers limited details, as it can be 

challenging to record in specific situations.With just five parameters included in the data sets, the DNN 

model's accuracy on the test set is 72.33%. The DNN model has 73.92% accuracy on the test set if the 

data sets include protocol_type, src_bytes, dst_bytes, and count as parameters. This indicates that a 

greater performance is obtained using four parameters rather than five or six. 

 

The DNN model has a 71.75% accuracy on the test set but only a 58.15% accuracy on the validation 

set if the data sets have three parameters. This is due to Dropout's use in the DNN model. During the 

training phase, certain weak classifiers will be randomly removed using this regularization strategy. In 

this case, applying dropout to the validation set will have an impact on accuracy. This issue can be 

fixed by increasing the batch size or doing away with the dropout technique, albeit doing so can cause 

an overfitting issue as well. The DNN model has an accuracy of 89.23% on the validation set and 70% 

on the test set if dropout is eliminated. The DNN model exhibits 68.5% accuracy on the test set if the 

data sets only employ the parameters src_bytes and dst_bytes. 

 

The accuracy rate on the test dataset is 43% when dst_bytes is the only parameter used, yet the F1 

Score is 0% for both the validation and test datasets. It indicates an overfitting issue when every 

sample in the data sets is categorized into a single class. This is a result of some hyper-parameters 

being too high for one parameter datasets, such as the number of epochs. 

 

This model performs well on the TCP and ICMP datasets, as demonstrated in Figure 8 (accuracy 

rate is 99.1% and 98.1%, respectively). On the other hand, the UDP protocol's accuracy rate is only 

93.7%. One explanation for this is that there aren't many UDP protocols in the data set. Another factor 

is the peculiarities of the UDP protocol. DNN does well (accuracy rate of 97%) on a dataset where the 

values are classes for various attack kinds. Nonetheless, some assault types that are present in only a 

small percentage of the data are difficult to differentiate. 



36 

©Daffodil International University 

 
 

 

Figure 8: Precision across several methods 

 

 

To summarize up, these tests demonstrate the SESS system's usefulness across a range of IoT 

network sizes. With a detection time of about 0.18 s during the experiments, the system can identify 

attacks and take action against them instantly. The training time, the detection time, and the stages of 

initializing and loading the data model were all taken into account while recording the timing. This 

timing could change depending on a number of factors, such as the server's hardware, other resources 

being used, memory requirements, etc. To ensure that the suggested model can function in a fast-paced 

living context, more study and research are actually required for these metrics. The multi-agent 

reinforcement learning process will also use the results of these experiments to establish statuses. 

 

3.5. Limitations 

 

The outcomes of these tests demonstrate that this method is applicable to various IoT network sizes, 

supporting even more intricate networks. However, additional study in this field is still required. Even 

though the DNN model has a fairly good accuracy rate in identifying various attack kinds, it is unable 

to effectively recognize certain rare assault types. Future work will need to address the long learning 

curve of agents and the requirement for huge training sets. More research is needed to understand how 

several agents might work together effectively in a big IoT network. Future solutions must also address   
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4. Conclusions 

Chapter 5(Conclusion) 

 

 

In this paper, a deep learning, blockchain, and multi-agent system-based intrusion detection system 

was developed. We have provided a detailed description of how each model component functions as 

well as how the entire system operates. Because multi-agent systems are flexible, this novel IDS can be 

used in a range of IoT scenarios with different scales. Since every activity taken by communication 

agents will be documented on blockchain, the system is protected against dangers such as information 

manipulation and disclosure. By using a multi-agent reinforcement algorithm, the system's 

performance can be continuously enhanced. Neural network application is researched. According to the 

simulation results, on the same kind of IoT network, the deep learning algorithm performs better than 

conventional techniques. Because blockchain technology secures ACL communication and smart 

contracts control agent communication, the deployment of blockchain technology guarantees that this 

system can be dispersed to various remote hosts. The NSL-KDD dataset studies show that DNN can 

detect intrusions with high accuracy on the transport layer of an IoT context. When it comes to 

differentiating anomalous from normal, the DNN model performs better than other machine learning 

techniques like decision trees. This illustrates how deep learning methods can be used for IoT device 

IDS. The tests show that the system performs well in a variety of settings, including networks with 

varying degrees of complexity and attack kinds. 

 

Future Work 

 

 

The article proposes an intrusion detection system model for the Internet of Things based on the 

research of multi-agent technology, block chains, and neural networks. The next stage is to execute the 

system in an actual environment and continuously develop the modules so that every agent can 

collaborate effectively with every other agent. The next step is to gather IoT network data sets so that 

the detection model may be trained, which will enhance system performance. Further research into the 

creation of datasets featuring innovative assault kinds is also a possibility. More dependable and quick 

multi-agent algorithms might be employed to train the communication agents and streamline the 

feedback training procedure, which would enhance system performance. It may be possible to 

investigate more complex deep learning methods to enhance system performance. We have tested the 

block chain on a smaller version, therefore in the next iteration, we may use multi agent reinforcement   
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blockchain. Implementing an unspent communication output pool is a good idea for larger-scale IoT 

networks in order to control communication order. Another option is to test against UNSW-BN15 

datasets. An IoT data simulator [54] or any other tools of a similar nature could be utilized to produce 

data in order to further assess the correctness of the IDS in future IoT system testing. 
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