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Abstract

Credit card fraud is a major challenge for Bank, business owners, credit card users, and
transactions services companies, causing every year substantial and growing financial
losses. Detecting fraud patterns in credit card transactions is very common problem which
is hard to solve. With the ever-growing amount of data generated by credit card
transactions, it has become impossible for a human analyst to detect fraudulent patterns in
transaction data sets. As a result, the design of credit card fraud detection techniques has
increasingly focused in the last decade on approaches based on machine learning (ML)
techniques that automate the process of identifying fraudulent patterns from large volumes
of data. This project focuses on predictions of whether a credit card transaction is
fraudulent or no. To solve this problem, we first build a machine learning model. Then, use
existing training data to train the model and evaluate how good its accuracy is.

Keywords: Machine Learning, Credit Card Transaction and Data Set.
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CHAPTER I

Introduction

Now a days worldwide online purchases, bills, fees, and many other payments people can
pay using credit card, so some peoples find out new ways to do transactions illegally. This
IS a very big issue in the modern world, anyone can do transactionseasily by entering
credit card information which may be fraud or legal. To improve performance based on
computerized collective data or previously acquired data is known as ML. A machine
learning algorithm has two tracks: training and testing. Ifwe train data set using
algorithm ML can predict with accuracy transactions is fraudor legal. There are ways
to predict and find out fraud transactions using ML.

1.1 Overview

The main goal of this project is to implement ML Algorithms using Binary
Classification, Anomaly detection to find out fraud transactions with credit cards apply
with ML.NET and find the best algorithm with fraud detection accuracy.

1.2 Problem Statement

This problem focuses on predicting whether an initiated credit card transaction(with
related information) is trustworthy or fraudulent. The input dataset of the transactions
contains only numeric input variables that are the result of the previous Principal
Component Analysis transformations. Unfortunately, for confidentiality issues, the main
features and additional background info are not available, but theway I build the
model doesn’t change. V1 to V28 are the principal features agreedwith PCA,
’Amount’ and ’Time’, which were not transformed by PCA. ’Time’ carriesthe elapsed
seconds of the dataset. Credit card transaction ’Amount’ example usefor dependent
cost sensitive learning. Response variable ’Class’ takes value 1 Fraud and otherwise
0. [1]. This dataset is very unstable, Class positive (fraud) accounts for 0.172Using
those datasets, when predicting it will analyze a transaction’s input variables and
predict a fraud value of false or true.

©Daffodil International University
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1.3 Motivation

With ML Detect Credit Card Fraud is a data process exploration by a Data Scientist
that will provide the best results in development of an anti-fraudulent transaction model.
This is accomplished by uniting All the convenient features of credit carduser’s
transactions, where Amount, Product Category, User Zone, Date, Provider, Client’s
Behavioral Patterns, etc. Those data then run through a subtly trained model that
patterns find and rules so that it can categorize a transaction as fraudor as legal.

1.4 Objective

Detecting fraud is a set of operation that are taken to prevent money or property from
being obtained through false pretenses. Cheating can happen in ways and across many
industries. Most detection methods combine numerous fraud detection records to form a
coherent summary of valid and invalid payment data to make a decision. This decision
must consider IP address, geolocation, device identification, BIN data, global
longitude or latitude, historic transaction patterns, and the actual transaction
information. In practice, this means that traders and issuers use inside and outside
information to apply a set of analytical algorithms or business rules to provide
analytics-based responses that detect fraud.

Specific goals of this thesis that should be mentioned:

+ Provides information about Introduction, objective of the project.

+ Introduce the concept of detection credit card fraud, detecting Credit Card
Fraud with ML, Existing System, description about Problem, Dataset.

+ Provides information about Technology used, Machine Learning Process.

1.5 Assumptions & Limitations

+ Credit card fraud not detect real time there are a fixed data set.

- Need to calculate and evaluate manually click there are no auto systems

©Daffodil International University
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CHAPTER 11

Literature Review

2.1 Overview

Most of the existing system is based on Python or R Language. Here | tried to
solve this problem using ML.Net.

2.2 Problem

This problem focuses on predicting whether a credit card transaction (including related
information/variables) is fraudulent or not. The transaction input dataset carry
numerical input variables only that are previous result of PCA transformations.
Unfortunately for privacy reasons, the original attributes and other background dataare
not available, but the way I build the model does not change. Features V1 to VV28are
main components acquired by PCA Amount, Time. property of Time containsthe
elapsed seconds between every transaction and record of the first transaction. The
>Amount’ is the Card transaction amount. This property used for example, for cost
aware learning. The Class property is a feedback variable and has a value of 1 if true
and O if false. [1]. Considering the positive class (fraud), the dataset is significantly
imbalanced 0.172Using these datasets, | build a model that analyzes the transactional
input variables while making predictions and predicts false or true fraudulent values.

2.3 Dataset

Training and test data were based on public datasets available on Kaggle, originally
from Worldline and ML Group at ULB (http://mlg.ulb.ac.be ) collected by.The
dataset holds credit card payment transactions from Cardholders of European in
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http://mlg.ulb.ac.be/

Table 2.1: European Attributes dataset
SL..| Features | Description
1 Time between_the cuttlng-e_dge _
transaction and the first transaction.
2 Amount Transactions amount

0 - no fraudulent

3 Class
1 — fraudulent

Sep-2013. This dataset represents transactions made over 2 days, 4,444 out of 284,808transactions
with 492 fraud cases.

2.3.1 Principal Component Analysis

Main factor analysis is an unmanaged mastering set of rules used for dimensional reduction
in ML. that is a statistical manner that transforms correlated characteristic observations
right into a linearly uncorrelated set of capabilities with the use ofan orthogonal
transformation. those new converted capabilities are known as main components. it’s far
one of the maximum common gear used for exploratory facts evaluation and predictive
modeling. a method to lessen variance and extract strong patterns from a given dataset

©Daffodil International University
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CHAPTER I1I
Technology Used & Machine Learning

Process

3.1 Technology Used

Here | attempted to illuminate this issue utilizing .net system with computer program
machine learning library ML.NET.

3.2 Prerequisites

+ Visual Studio (I’'m utilizing VS2022)
+ ML.NET Show Builder (I'm utilizing v1.5.5)
+ ASP.NET Core (I’'m utilizing v5.0.0)

+ Credit Card Extortion Discovery Dataset (I’m utilizing kaggle dataset)

3.3 .NET Framework

The .NET System could be a computer program system created by Microsoft. DOT
NETFramework is totally free, open-source, cross platform, designer stage for building
numerous distinctive application type using .NET, Create for web, portable, desktop,
recreational and 10T with dozens of dialects, editors and libraries.

3.4 Languages

.NET applications can be written in C#, F#, or Visual Essential. Modern, simple,
object-oriented, and kind-secure programming languages include C#. A programming
language like F# might make it simple to write concise, active and effective code.

©Daffodil International University
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For developing kind-secure, OOP programs, Visual Essential is an approachable
dialect with a true language structure.

3.5 Cross Platform

Cross Platform Regardless of whether I’m writing my code in C#, F#, or Visual Basic,
any reliable OS will be able to execute it natively. Different. NET executions handle
the heavy lifting for me. For example,.NET Center is a cross-platform.NET execution
that can run console apps, servers, and websites on Windows, Linux, and macOS.
Websites, services, mobile apps, and more are supported by Windows’.NET System.
For walking programs on all of the essential portable running frameworks,
Xamarin/Mono is a.NET application.

3.6 Libraries

Microsoft and other companies maintain a robust package environment based on.NET
Standard to increase utility. Microsoft and other companies maintain a robustpackage
environment based on.NET Standard to increase utility. Over 90,000 bundles are
included in the package management NuGet, which was created specifically for this
purpose.

3.7 Why C#

C# is one of GitHub’s top five programming languages and a cutting-edge, creative,
open-source, cross-platform object-oriented programming language.

3.8 ML.NET

A free, open-source, cross-platform device learning framework built just for is called
ML.Net. Net developers. A free machine learning library for the C# and F#
programming languages is called ML.Net. | developed and incorporated unique ML
models into my.Net applications using ML.Net without the need for prior ML
expertise. ML.Net is an extensible platform that powers diagnosis and has VS tooling
as well as a cross-platform CLI. Microsoft uses technologies such as Windows,
Power-Point Plan ldeas, Bing Advertisements, and much more [6]. The ML preview
release. Internet changes include focused designs N-gram creation, newbie relief, etc.
Regression tasks, multiple classifications, and double classification. Additional ML
tasks
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like unusual location and advice structures have already been handed, and alternative
strategies like profound mastering may be covered in future modifications.

3.9 Machine Learning Process

+ Information: The information can be crude, organized, and unstructured. It can
be in any form as long as, the information is of tall quality to work upon.

+ Information Arrangement: Within the information planning stage, the in-
formation are cleaned and wrangled and set up for the modeling.

+ Model Training: The models are prepared utilizing different calculations as best
suited for the reason of usage.

+ Evaluate: The demonstrate is tested and assessed and the method of preparing and
testing is iterated to deliver a brilliant demonstrate. With this an appropriate higher
prediction model is created for use.

. Deploy: They assessed and tried information is presently conveyed as per the
requirement of the framework.

3.10 ML Task - Binary Classification

Parallel or binomial classification is the assignment of classifying the componentsof a
given set into two bunches (foreseeing which gather each one has a place to) onthe
premise of a classification run the show. Settings requiring a choice as to whetheror not
a thing has some subjective property, a few indicated characteristics.

3.11 ML Task - Anomaly Detection

Peculiarity (or exception) Location is recognizable evidence of something unusualand
an event or observation that raises suspicion by varying basically from the majority of the
data. Typically, the atypical things will decipher to a few kind of issue such as bank fraud,
a basic deformity, restorative issues or blunders in a content.

3.12 Binary classification

An administered ML errand that’s utilized to foresee which of two classes (categories)
an occasion of information has a place to. The input of a classification

©Daffodil International University
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Calculation is a set of named cases, where each name is a numbers of either or 1.
Output of the algorithm binary classification could be a classifier, which I can utilize
to anticipate the class of unused unlabeled occurrences. Cases of parallel classification
scenarios incorporate:

+ Understanding opinion of Twitter comments as either” positive” either”
negative”.

- Diagnosing whether a quiet encompasses a certain infection or not.
+ Making a choice to check an email as” spam” or not.

+ Deciding on the off chance that a photo contains a specific thing or not, such
as a pooch or natural product.

3.13 Binary classification trainers

One can prepare a binary classification show utilizing the taking after calculations
algorithms [2]:

+ PriorTrainer

+ AveragedPerceptronTrainer

+ GamBinaryTrainer

+ SdcaNonCalibratedBinaryTrainer

+ LightGbmBinaryTrainer

+ LbfgsLogisticRegressionBinaryTrainer
. FastTreeBinaryTrainer

+ FastForestBinaryTrainer

+ SdcalogisticRegressionBinaryTrainer

+ FieldAwareFactorizationMachineTrainer
+ SymbolicSgdLogisticRegressionBinaryTrainer

- LinearSvmTrainer

©Daffodil International University
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Table 3.1: Binary classification inputs and outputs

Output
Column C_Iqlun;n Description
Name yp
Score Single The crude score that was calculated by the show
. The anticipated name, stands on the hints of the score.
Predicted I . "
L abel Boolean A negative scores are equal to wrong and a positive scores charts
to genuine.

3.14 Inputs and outputs of Binary Classification

For best comes about with parallel classification, the preparing information oughtto be
balanced (that is, rise to numbers of positive and negative preparing information). Lost
values should be dealt with some time recently preparing. The input name column
information must be Boolean. The input features column information must be a fixed-
size vector of Single. These coaches yield the following columns:

3.15 Training Algorithm Details

Choice trees are non-parametric models that perform an arrangement of basic tests on
inputs. This choice method maps them to yields found within the preparing dataset
whose inputs were comparable to the occasion being handled. A choice ismade at
each node of the double tree information structure based upon a degree of similitude that
maps each occasion repetitively through the branches of the trees until the fitting leaf node
is come to and the yield choice returned.

Decision trees have a few points of interest:

+ They are productive in both computation and memory utilization amid
preparing and prediction.

+ They can speak to non-linear choice boundaries.
+ They perform coordinates highlight determination and classification.

+ They are strong within the nearness of boisterous highlights.

Quick woodland may be an irregular woodland usage. The show comprises of a package
of choice trees. Every tree in a choice timberland yields a Gaussian dispersion by way of
expectation. An accumulation is accomplished over the outfit of trees to
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discover a Gaussian conveyance closest to combination dissemination all trees in the
model. This choice timberland classifier comprises of a gathering of choice trees [7].
Generally, ensemble models give way better scope and exactness than single choice trees.
Each tree in a choice timberland yields a Gaussian dispersion.

3.15.1 Random Forest

Subjective Forest can be an energetic machine learning calculation that can be utilized
for an assortment of errands checking backslide and classification. It is an equip
strategy, 10 meaning that a subjective timberland appear is made up a giganticnumber
of small selection trees, called estimators, which each make their claim desires. The
arbitrary forest show combines the figures of the estimators to make a more precise
expectation.

3.15.2 Anomaly detection

This assignment makes an irregularity discovery show by utilizing Central Component
Analysis (PCA). PCA-Based Peculiarity Discovery makes a difference me to construct
a show in scenarios where it is simple to get preparing information from one course, such
as substantial transactions, but troublesome to get adequate tests of the focused on
peculiarities. An established technique in ML, PCA is habitually utilized in explorative
information analysis forasmuch as it uncovers the inward formation ofthe information
and clarifies the change in data. PCA works by analyses information that take on
numerous factors. It looks for interrelations among the factors and decides the
amalgamation of standards that better captures contrast in results. Theseassociated
highlight standards are utilized to make a much compact highlight space called the
central components.
Anomaly detection envelops numerous vital assignments in machine learning:

+ Distinguishing exchanges that are possibly fraudulent.
+ Learning designs that demonstrate that an organize interruption has occurred.
+ Finding anomalous clusters of patients.

+ Checking values entered into a framework.

Since irregularities are uncommon occasions by definition, it can be troublesome to
gather a delegate sample of information to utilize for modeling. The calculations

©Daffodil International University
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Table 3.2: Anomaly Detection inputs and outputs

Output Type Description

The non-negative, boundless score

Score Single .
g that was computed by the model of anomaly detection

A true/false grade illustrating
Predicted Label | Boolean | if the input is an anomaly

(Predicted Label=true) or not (Predicted Label=false)

included in this category have been particularly outlined to address the center
challenges of building and training models by utilizing imbalanced information sets.

3.15.3 Trainer of Anomaly Detection

| can prepare an irregularity discovery show utilizing the taking after algorithm:

- Randomized Pca Trainer

3.15.4 Inputs and outputs of Anomaly detection

Input highlights essential to be a static-sized vector of individual. This coach outputs
the following:

3.15.5 Training Algorithm Details

This coach employment the beat eigenvectors to surmised the subspace containing the
normal lesson. For each unused occurrence, it computes the standard contrast between
the raw include vector and the anticipated include on that subspace. In casethe blunder
is close to 0, the occasion is considered ordinary (non-anomaly). More particularly,
this trainer trains a surmised PCA employing a randomized strategy for computing the
singular value decay (SVD) of the framework whose columns are the input vectors.
The model created by this coach contains three parameters:

+ A projection lattice UU
+ The cruel vector within the unique include space mm
+ The cruel vector within the anticipated include space pp

For an input include vector xx, the inconsistency score is computed by comparingthe
L2L 2 standard of the first input vector and the L2L 2 standard of the anticipated vector.
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CHAPTER IV

Implementation

4.1 Proposed System Overview

Here | tried to solve this problem using ML.Net. In ML.Net Two ways | tried to
find out the fraud Transaction and its accuracy.

+ Binary Classification

+ Anomaly Detection

Because ML.NET also has feature like Auto Machine learning features. Some scenario
like Binary/Data classification, value prediction, Image Classification,
Recommendation, Object Detection are included in Auto ML but scenario like
Anomaly Detection, Forecasting & Clustering are not included in Auto ML. So |
tried both way with Auto ML using Binary classification & without Auto ML using
Anomaly Detection.

4.2 Fraud detection in credit cards (based on anomaly detection)

First 1 need to build a machine learning model. Then | train model with existing
training data, evaluated its accuracy how good is, and lastly I consume the model to

Table 4.1: Fraud detection in credit cards (based on anomaly detection)

'V'T'—'Net API | Status | App | Data | Scenarios| ML Algorithm

ype Tasks

v 161 Dynamic- Undated ;I;Vr\llsi)le csv file Fraud Anomaly Randomized
o API P apps ' Detection | Detection PCA

©Daffodil International University

12




predict a fraud for a sample credit card transaction.

ML (Machine Learning) Technique

Machine learning is used for dynamic analysis for traffic and uses WEKA tool
for detection method. It has two techniques for classification- supervised and
unsupervised. In Supervised technique there is a training data set as input to train the
system model for the expected output but in unsupervised technique there is no
training/known data set and it works based on the prior knowledge or the statistical
information.

Supervised technique has so many classifiers in order to classify data such as - KNN,
LR, SVM, Random Forest, Naive Bayes, Bayesian Network etc. To achieve our system
purpose efficiently we are using the supervised machine learning technique and trained
our proposed FIS (Fuzzy Interference System) with the NSL-KDD dataset and the
selected classifier.

4.3 Procedure

Build Train Evaluate Consume

Figure 4.1: ML.NET process (anomaly detection)

In figure 4.1 shows ML.Net process/ steps for Anomaly Detection. Steps are -

4.3.1 Model Build
Building a model includes:
+ Prepare data and split data for training and tests.

+ Load the data with Text Loader by specifying the type name that holds data’s
schema to be mapped with datasets.

+ Create an Estimator and transform the data with a Concatenate() and
Normalize by LP Norm.

+ Choosing a trainer/learning algorithm Randomized PCA to train the model
with.
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4.3.2 Train model

Preparing the show may be a preparation of running the chosen calculation on a
preparing data to tune the parameters of the show. It is executed within the Fit ()
strategy from the Estimator protest. To perform preparing, | got to call the Fit ()
strategy while providing the preparing dataset (creditcard.csv) in a DataView object.

4.3.3 Evaluate model

I require this step to conclude how precise the show is. To do so, the model from
the past step is run against another dataset that was not utilized in training
(creditcard.csv). Assess () compares the anticipated values for the test dataset and
produces different measurements

4.3.4 Consume model

After the demonstrate is prepared, | can utilize the Anticipate () API to anticipateon
the off chance that a transaction is an extortion, employing a IDataSet.

4.4 Trainer Console Result

Figure 4.2: Trainer Console Result

©Daffodil International University
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In figure 4.2 shows Anomaly Detections Trainer Results. Showing 2 rows with the
columns which data peek in DataView and shows ROC curve with Detection rate at
false positive count.

4.5 Prediction Console result

In figure 4.3 Predictions from saved model: Test 5 transactions, from the test data
source, that should be predicted as fraud (true).

Figure 4.3: Prediction Console result screen 1

In figure 4.4 Predictions from saved model: Test 5 transactions, from the test data
source, that should be predicted as fraud (false).

©Daffodil International University
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Figure 4.4: Prediction Console result screen 2

4.6 Fraud detection in credit cards (binary classification)

Table 4.2: Fraud detection in credit cards (binary classification)

ML. App . ML .
NET API Status Type Data | Scenarios Task Algorithm
. Two- FastTree
v16.1 Ryér:amlc- Updated ;Neb .csv file Eréatggtion class Binary
PP classification | Classificatio
n

4.7 Solution

To illuminate this issue, to begin with construct a machine learning demonstrates. At
that point I prepared the model on existing preparing information, assess how great its
precision is, and in conclusion I consumed the demonstrate to anticipate an extortion
for a test credit card exchange.

16
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Build Train Evaluate [ Consume ]

Figure 4.5: ML.NET process (Binary Classification)

In figure 4.5 shows ML.Net process/ steps for Binary Classification.

4.8 Procedure

ML.Net Builder for Model is an intuitive VS extension that builds, trains, and
deploys custom gadgets that learn about models. Model Builder can use automated
machine learning (AutoML) to discover my own gadgets, gain knowledge about
algorithms and settings, and find better answers to the scenarios. Model Builder
applications do not require gadgets for knowledge and understanding. All I want is the
stats and the hassle is solved. Model Builder generates code that includes the versionin
your .Net application. Model Builder is currently in preview.

4.8.1 Making a Demonstrate Builder Extend

Creating the Model Builder Project When first launched the Model Builder, myself were
asked in the project name. This creates an mbconfig composition file in theproject.
[mbconfig] file tracks all operations in the Model Builder so myself restartthe session.
After training mbconfig file:

+ [Model.consumption.cs]: This file contains a [Modellnput] and Model Out- put
schemas and the prediction functions generated to consume the model. It
contains.

+ [Model.training.cs]: This file holds the training pipeline (info transformations,
algorithms, algorithmic hyper parameters) selected by A model maker to train
the model. This pipeline can be used for model retraining.

+ [Model.zip]: This is a sequential ZIP file represents a trained ML.NET
model.When creating the mbconfig file, | was asked for name. This name applies
to training, consumption and model file. In this situation the name used is model.

©Daffodil International University
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When | made the mbconfig record, | was provoked for a title. This title applies to
utilization, preparing, and demonstrate records. In this case the title utilized is the
model.

4.8.2 Scenario

Scenarios describe prediction myself want to make from the data. Each scenario is
associated with a different machine learning task, including: Classifying fraudas
true or false falls under the binary classification task. Therefore, choose a data
classification scenario.

+ Binary

+ Multiclass

+ Clustering

+ Regression

+ Recommendation

+ Inconsistency detection
+ Ranking

+ Determining

For illustration, the situation of classifying extortion as genuine or wrong falls beneath
the binary classification assignment. For this reason, select the information
classification situation.

©Daffodil International University
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O FLE EDIT VIEW GIT PROECT BULD DEBUG TEST ANALYZE TOOLS EXTENSIONS WINDOW  HELP « P | Credit Card Fraud Detection ® - o5 «x

B-=BO > & +||Debug ~||AnyCPU ~ | | Binary_Cassification - P usepes-D F-U- 8B B & Liveshare R

2
g
>
g
2

Select a scenario

x0qjooy i

Train with your data
arios

G ' I
A $UL EEN

Data classification Image classification Recommendation

Local Azure Local Local

& Feedback

Figure 4.6: Select Scenario (Data Classification).

In figure 4.6 shows Data Classification Selection for Train data.

4.8.3 Environment

Depending at the scenario, a person or a user can educate his gadget getting to know
the version domestically on his pc or with inside the cloud in Azure. When education
domestically, paintings within side the limits of the pc sources (CPU, memory, disk).

Training with inside the cloud lets in you scale your sources to satisfy the wishes of
the scenario, particularly for huge datasets.

+ Local CPU training is supported for all scenarios except object detection
+ Image classification supports local GPU training.

+ Azure training is supported for image classification and object detection.
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O FILE EDIT VIEW GIT PROJECT BUILD DEBUG TEST ANALYZE TOOLS EXTENSIONS WINDOW  HELP 3 trl+( b Credit_Card_Fraud_Detection ‘ g (=} X

B-=2BE + " +| Debug ~||AnyCPU ~ | Binary_Cassification -/ P isExpress - D> & - ()-b B8 & LiveShare B
% MLModel.mbconfig® + X
g Scenario Select training environment
S: Environment What are the differences in training locally vs. in cloud

Dsa Local CPU environment

Train (] tm'g:r:onmmmm Processor  AMD Ryzen 5 5500U with Radeon Graphics

Figure 4.7: Select Training Environment (Local CPU).
In figure 4.7 shows Select training environment for Train data.
4.8.4 Data

After selecting a scenario, the model builder asks for a data set data is used for training,
scoring and selection for the finest model of a scenario. The Model builder support set
of records in .txt, .tsv, .csv and SQL DB formats. If .txt file has, the

columns will have ,, ; or: If the data set consists images files, they support .jpg and
.png types.
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00 FILE EDIT VIEW GIT PROJKCT BUILD DEBUG TEST ANALYZE TOOLS EXTENSIONS WINDOW  HELP earch (Ctrl+C ;) Credit_Card_Fraud_Detection . = o X

- B-=B0 + % +||Debug ~||AnyCPU ~ | [Binary_Cassification - Pisepes-D G-O- BB B & LiveShare R

L MLModel mbconfig® = X
-1
Scenario Add data
g Environment In order to build a model, you must add data and choose your column to predict.
= How do | get sample datasets and learn more
g2 Data

Train Input

Evaluate Data source type

@ File (.csv, .tsv, tt)
Consume sQL server

Next steps DMy Thesis\New\creditcard.csv Browse..

Column to predict (Label): (U

Class *

Advanced d

options.

Data Preview
10 of 284,807 rows, and all 31 columns (including O columns that are ignored).

0 -13598071336738  -0.0727811733098497 253634673796914  1.37815522427443  -0.338320769942518 0462387777762292  0.239598554061257 0.0986979012610507 0.363786969611213 0.0907941719789316
0 1.19185711131486  0.26615071205963 0.16648011335321  0.448154078460911 0.0600176492822243 -0.0823608088155687 -0.0788029833323113  0.0851016549148104 -0.255425128109186 -0.166974414004614
1 -135835406159823 -1.34016307473609  1.77320934263119  0.379779593034328 -0.503198133318193 1.80049938079263 0.791460956450422 0.247675786588991 -1.51465432260583 0.20764286521669%6

1 -0.966271711572087 -0.185226008082898 1.79299333957872  -0.863291275036453 -0.0103088796030823 1.24720316752486 0.23760893977178 0377435874652262 -1.38702406270197 -0.054951922471374S
2 1.15823309349523  0.877736754848451  1.548717846511 0403033933955121 -0407193377311653  0.0959214624684256 0.592940745385545 -0270532677192282 0.817739308235294 0.753074431976354
2 0425965884412454 0.960523044882985  1.14110934232219  -0.168252079760302 0.42098688077219 -0.0297275516639742 0.476200948720027 0260314333074874 -0.56867137571251 -0.371407196834471
4 122965763450793  0.141003507049326  0.0453707735899449 1.20261273673594  0.191880988597645 0.272708122899098  -0.00515900288250983 0.0812129398830894 0.464959994783886 -0.0992543211289237
7 0.644269442348146 1.41796354547385 1.0743803763556 -0.492199018495015 0.948934094764157  0.428118462833089  1.12063135838353 -3.80786423873589  0.615374730667027 1.24937617815176

7 -0.89428608220282 0.286157196276544  -0.113192212729871 -0.271526130088604 2.6695986595986 3.72181806112751 0.370145127676916  0.851084443200905 -0.392047586798604 -0.410430432848439
9 0.33826175242575  1.11959337641566 1.04436655157316  -0.222187276738296 0.49936080649727 0.24676110061991  0.651583206489972 0.0695385865186387 -0.736727316364109 -0.366845639206541
q »

R Feedback

Figure 4.8: Add Data (Select creditcard.csv File from Local Path)
In figure 4.8 shows Add data file (.csv) for build a model.

4.8.5 Choose the output to predict (label)

Selecting Outputs (Labels) for Prediction A dataset table containing training samples
rows and qualities of columns. Each line has:

- Labels (attributes we want to Prediction)
- Features (used as attributes input for predicting labels).

This is my output label class and the traits are the quantities, V1-V28 (anonymized
traits).
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Figure 4.9: Label and Features (Column to Predict Label)

In figure 4.9 shows select column to predict (label) for response.

4.8.6 Train

After select scenario, data, environment, labels, Model Builder model can train model.

4.9 What is Training?

Training is defined as the procedure in which a model builder trained a model on how to
response my own queries in a given scenario. Once model is trained, then the model is
able to make assumptions on never-before-seen input data. Model Builder uses
automated machine learning (AutoML), so no input or configuration is required during
training.

In figure 4.10 shows time to train (seconds).
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Table 4.3: Model Builder Dataset Wise Average Train Time

Edit View Git Project Buld Debug Test Analyze Tools

| Debug ~ AnyCPU

Train

Specify a time to train for evaluating various models.

How long should | train for?

Training setup summary v

Time to train (seconds): () 1800

Start training

Extensions

~ P IS Express ~ ¢ -

Window  Help Search (Ctrl+Q yel

A @

Credit Card

Figure 4.10: Train (Model Builder Trains the Model)

Size of Dataset | Average time for train
0-20 MB 20 sec

20 - 200 MB 20 min

200 - 700 MB 35 min

700 - 1.5 GB 80 min

1.5 GB+ 3.5+ hours

4.10 How long ought to I prepare?

Model Builder uses AutoML to examine different models and determine the better
outcomes model. Longer preparation times permit AutoML to pursue many models
with a settings of broad range. The following table outputs the typical time it takesto

achieve better performance on a set of sample datasets on nearby computers.

These numbers are a direct as it were. The precise length of preparing is subordinate

on:

+ The input of the model is highlighted column

« The list of columns

- ML task
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-

In this training execution of machine, CPU, disk, and memory are used

It’s by and large prompted that I can utilize more than 100 columns as datasets with
less than that may not deliver any comes about.

In figure 4.11 shows training time (seconds) with models accuracy.

D Fle Edit View Gt Project Buld Debug Test Analyze Tools Extensions Window Help  Search (Ctl:Q P | Credit Card © - o %
o~ PRI U Y - @ - | Debug ~ AnyCPU - P lsEpressc 4 ¢ - i@ {62 Live Sharel AT
P
£ MLModelmbeonfig* + X =
- -
g
g 8
z Scenario Train
Environment Specify a time to train for evaluating various models.
How long should | train for?
Data
Training setup summary v
Train
Time to train (seconds): () | 1800
Stop training % 29 minutes, 49 seconds remaining...
& Feedback s
Training results
v
Output v o X
Show output from:  Machine Learning - MUModel - | = | #a

set log file path to C:\Users\logs\MLModel-EORZY3.txt
start nni training
Experiment output folder: C:\Users\Experiment-SSYLTL

Trainer MicroAccuracy MacroAccuracy Duration #Iteration |
e SdcaMaximumentropyMulti 0.9988 0.5000 1.7 ] | -l
11 SdcaMaximumentropyMulti 0.9988 0.5000 2.5 1 |
|2 LbfgsMaximumEntropyMulti 0.9991 0.6714 0.6 2 |
[J Ready A Add to Source Control « A&

Figure 4.11: Training Time (Specify Time to Train for Evaluating Model)

In my scenario it will take 1800 seconds (30 minutes) time to train the machine.
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Table 4.4: Top 5 Models

Trainer

Micro Macro

Duration
Accuracy| Accuracy

Iteration

499 FastForestOva

0.9998 0.9286 12.5

499

430 FastForestOva

0.9998 0.9428 36.1

430

472 FastForestOva

0.9998 0.9428 39.3

472

447 FastForestOva

0.9998 0.9428 42.8

447

451 FastForestOva

0.9998 0.9428 76.2

451

4.11 Top 5 models explored

+ Best accuracy: 99.98

- Best Model: FastForestOva

+ Training time: 1789.36 seconds

+ Models explored (Total): 568

0 Fle Edit View Gt Project Buld Debug Test Anslyze Tools Extensions Window Help  Search (Cil+Q) Pl creditcad @ - o x
‘0-0| @2 M| Y- | pebug ~ Anycru - b ISEpess v 0 G v | | @, & Liveshare 57
-
3 MLModelmbconfig* + X - &
g
EJ: Scenario Train
Environment Specify a time to train for evaluating various models.
How long should | train for?
Data
Training setup summary
Train
Time to train (seconds): () |1800
Evaluate
Consume Train again ' Training complete
Next steps L.
Training results
Best accuracy: 99.98%
Best model: FastForestOva
Training time: 1789.36 seconds
Models explored (total): 568
Generated code-behind:  MLModel.consumption.cs, MLModel.training.cs
& Feedback Next step
Output > B x

Show

[ Ready

Figure 4.12: Training Results
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In figure 4.12 shows training results with accuracy and best model (FastForestOva).

4.12 Evaluation

Evaluation is defined as the method of measured how excellent a model is. Model Builder
uses a model trained on previously collected data to make predictions on new test data.
Then evaluate the model to see how well its predictions match reality. A modeler
divided the training data into a training and test set. Train model on training data (80%)
and evaluate the model on test data (20%).

4.13 How can I understand the performance of my model?

Scenarios are a type of data that can be used in machine learning tasks. Every MLtask
has its own performance metric. A standard metric for classifying problems is
accuracy. A model’s accuracy is defined by its ability to correctly predict the outcome
of a test on a data set. If the model accuracy is judged to be good based on other metrics
like AUC, the model accuracy should be at least 50%.

4.14 Consume

After the evaluation phase, the version generator outputs version documentationwith
code. We use this to display the version in our application. ML.NET Fashion is saved
as a .ZIP file. The code to load utilizing the version is introduced as a new task in the
answer. Model Builder further provides a sample console application that we can run
to peer versions with actions. Additionally, we can use our version to create tasks using
the model builder. Model Builder is currently developing the following projects:

+ Console Application: Create a console application .NET Core console
application to predict from the version.

« Web API: Create an ASP.NET Core Web API that can be used to consume
Releases over the web.
4.15 Implementation (binary classification)-

After consume the Machine Learning Model in my project | build simple user interface
to detect the transaction is fraud or not. Here figure 4.13 firstly | enter the
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1st transaction data from kaggle data set as input.

Daffodil

Unternatio

RLrT nale
University

Home Upload Fraud Prediction

Credit Card Fraud Prediction using ML.NET

Time
0

Ve

0.46238777

V12

-0.61780083

V18

0.02579058

V24

0.066928074

After click on the predict button in figure 4.14 | get prediction result as below
Prediction: 0

Vi

-1.3598071

\

0.23959856

V13

-0.9913899

V25

0.12853935

Score: 0.9996613
Its mean the transaction is not fraud and its accuracy is 0.9996613.

V2 V3
-0.072781175 2.5363467
V8 Ve
0.0986979 0.36378697
V14 V15
-0.31116936 1468177
Vao V21
0.2514121 -0.018306779
V26 V27
-0.18911484 0.13355838

Figure 4.13: Implementation screen 1
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-0.33832076

V11

-0.55159956
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0.20797125

Va3

-0.11047391

Amount

149.62



Daffodil

“University

Credit Card Fraud Prediction

Heome Upleoad Fraud Prediction

Prediction: 0 (Fraud Not Detected)

Time
o]
V6
046238777
V12
-0.61780083
V18
0.02579058
V24

0.066928074

Vi

-1.3598071

V7

0.23959856

V13

-0.9913899

V19

040399295

V25

0.12853935

Figure 4.14: Implementation screen 2

V2

-0.072781175

Ve

0.0986979

V14

-0.31116936

V20

0.2514121

V26

-0.18911484

using ML.NET

Score: 0.9996613

V3

2.5363467

Vo

0.36378697

V15

1.468177

Va1

-0.018306779

Va7

0.13355838

V4

1.3781552

V10

0.09079417

V16

-0.4704005

vaz

0.27783757

V28

-0.021053053

V5

-0.33832076

V11

-0.55159956

V7

020797125

V23

-0.11047391

Amount

148.62

Then | enter the 542nd transaction data from kaggle data set as input in figure

4.15.

After click on the predict button | get prediction result as below

Prediction: 1

Score: 0.0021387264
Its mean this transaction is fraud and its accuracy is 0.0021387264.
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Daffodil

Dhelewnalional, Home Upload Fraud Prediction
Uniiversity ?

Credit Card Fraud Prediction using ML.NET

Prediction: 1 (Fraud Detected)

Time V1 W2
406 -2.3122265 1.951992
Ve V7 va
-1.4265453 -2.5373874 1.3916572
w12 V13 W14
-2.8999074 -0.5952219 -4.2892537
V18 V19 W20
-0.016822468 0.4169557 0.12691055
W24 W25 V26
0.3201982 0.044519167 0.1778398

Score: 0.0021387264

V3 V4

-1.6098508 3.9979055
Vo V10

-2.7700894 -2.772272
V15 V16

0.3897241 -1.1407472
Va1 V22

0.51723236 -0.035049368
w27 V28

0.261145 -0.14327587

Figure 4.15: Implementation screen 3

V5

-0.5221879

Vi1

3.2020333

V17

-2.8300557

V23

-0.46521106

Amount

0

In this Kaggle data set | found 492 Transaction is fraud from 284807 transactions.

Then | randomly change the input data to see is it give the accurate result.
After click on the predict button | get prediction result as below in figure 4.16

Prediction: 1
Score: 0.001042977

Its mean this transaction is fraud and its accuracy is 0.001042977
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Credit Card Fraud Prediction

Prediction: 1 (Fraud Detected)

Time V1 V2
7526 0.008430365 4137837
Ve A\ Va
-3.3530595 -1.6317347 0.15461245
W12 V13 Vi4
-9.854485 -0.30616665 -10.691196
W18 V19 V20
0.11645252 -1.9346657 048837823
W24 Va5 V2o
0.12893999 1.4884872 0.5079627

Figure 4.16: Implementation screen 4
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Score: 0.001042977
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va
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V15
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V21
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V4
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V10
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CHAPTER V

Future Work & Conclusion

5.1 Overview

This chapter will conclude summary our future scope to further develop of my project.

5.2 Future Work

In the future, 1 will do more studies and will try to consume the best model in real time
applications. Will try to integrate this process with a live payment gatewaysystem to
predict fraud and stop if anyone can try for Credit Card fraud transactionspayment in
Core Banking System and payment gateway on both ends with notify theclient. | will
try to build an application with this process in the banking industry forpredicting
and overcoming fraudulent transactions.

5.3 Conclusion

In this project, we explored machine learning applications such as anomaly detection,
binary classification, random forests, and randomized PCA. The purpose of this project
is to use ML.Net to create a ML algorithm for credit card fraud detection anddetermine
the most accurate algorithm. There are two methods of fraud detection here. One
method is anomaly detection and the other is binary classification. After completing
the entire machine learning process in ML.NET the program can detect fraud in any
credit card transaction and it also show the result accuracy.
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