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Abstract

The problem of Android malware detection in imperatively demanding conditions
(i.e., an increasing number of applications are being developed at a fast pace as
well as ever-growing threats) is investigated. In this article, we suggest a machine
learning approach to the problem including data acquisition, pre-processing, feature
engineering methods and models. We can see that Bagging Classifier achieves Top
Performance metrics bagging the same with Precision, Recall and F1-score of 0.84,
thus leading to Overall Accuracy being (0.84), though Random Forest astonishing
too having metrics as 0.81 Experimental evaluation against existing techniques shows
that our ensembles can detect intricate malware patterns, robustly addressing the
limitations of metadata-based detection strategies. We also integrate Explainable
Al methods to improve the interpretability and understandability of the decisions
made by our model, making it easier for trust in cybersecurity implementations.
The work underscores the necessity for evolving learning schemes to encompass new
threats and future investigations aiming to exploit deep learning techniques, cross-
platform detection strategies, and implications regarding user privacy and ethical
concerns. This work gives a wealthier gainful binary to envision portable security

look into field and in malware detection and avoidance specifically.
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Chapter 1

Introduction

This chapter kicks the research off by providing a background of Android mal-
ware and how it is used — one that has come to grow, adapt, and change with
time. The following explains the particular goals, zeroing in on how well machine-
learning techniques work for malware detection versus traditional methods. The
drive underscores a necessity for strong detection mechanisms and basically the fact
that the current models may not be sufficient, especially with respect to traditional
permission-based security. Finally, the problem statement discusses difficulties in
exemplifying malware instances, obfuscation methods and requirement of real-time

detection.

1.1 Overview

This study aims at improving the Android malware detection using a systematic
approach with machine learning algorithms. The main goal is to provide a model
that can generalize well and detect known and even unknown malware with high
accuracy, whilst remaining interpretable for user transparency. The study starts
with the architecture of the model, highlighting how these different parts contribute
to having a better method for malware detection. It breaks down into several key

phases;

1. Datasets: Multiple sources — App Store and Malware Repository are utilized
to get a comprehensive dataset. This dataset contains information regarding
different applications, their corresponding features and metadata as to whether

the application is benign or malicious.

1
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2. Pre-processing: It is a very important stage where the following activities
are needed to be performed on the data (cleaning, handling the categorical
variables, balancing class imbalances and splitting the data into train and
test dataset) These steps are essentially required to get the data in shape for

making effective models.

3. Feature Engineering: Features take under consideration for model perfor-
mance! It starts from scaling, normalization and creating new features which

can capture the complex relations within the data.

4. Building the Model and Testing:: Machine learning algorithms, such as
a Decision Tree or Random Forest, or SVC used to construct a forecasting
model. The effectiveness of these models is then evaluated using a different

testing dataset.

5. Performance Review:: The study uses confidence and performance metrics
(accuracy, precision, recall and Fl-score) to evaluate the appropriateness and
effectiveness of the models. The evaluation is important to know about the

limitations and features of them.

6. Explainable AT (XAI): Uses techniques like SHAP, LIME to improve model
transparency. They give the insight into how model makes decision and well

as reasoning which helps in building a trust on your model and debugging.

7. Decision Making: Then, based on how well the model does and its inter-
pretability, one makes decisions about deployment. This refers to testing for
robustness, how easy it is to integrate and the degree of compliance with qual-
ity standards. The proposed research provides great potential to contribute
positively to the Android malware detection field, especially in the context on
ongoing changes and adaptations in a variety of malware type, and regarding

transparency models (i.e., which are critical for cyber security).
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1.2 Motivation

Recently, there has been a flurry of interest in the research community on using
machine learning based detection approaches for Android malware as the traditional
forms of detecting these have started to become obsolete due to significantly higher
sophistication level exhibited by these malwares. Machine learning (ML) methods,
especially deep learning (DL), have demonstrated improvement of detection accuracy
and effectiveness from many field-scale datasets in application for different features.

The salient feature attributed to the ML-based malware detection is its potential
in utilizing different features extracted from Android applications. For instance,
Kim et al. highlight the Android Manifest permissions it defines. xml files, can be
treated as strong signals for potential malicious software behavior that are hard to
obfuscate [1]. Similarly, Onwuzurike et al. emphasize the importance of behavior
modeling, where a sequence of API calls is captured to detect malware patterns
that evolve over time [2]. This is supported by Li et al, who propose to use a set
of opcode sequences that are analyzed via convolutional neural networks (CNNs)
to evaluate the dynamical behavior of an application for maliciousness [3]. Static
analysis and dynamic analysis are better integrated to give a more powerful view of
an application behaviour [4].

Deeper applications of deep learning have further revolutionized the field of mal-
ware detection. Yuan et al. The solution is simply that signature-based approach
will not be enough to capture the variety of Android malware and that feature
extraction and ML methods need to get more sophisticated too [4]. The work of
Niu et al. [5] further proves that deep learning models are able to properly encode
the temporal aspect of pipeline inspections when some knowledge is available for
inspection, e.g.; from the static features and more importantly by combining both
methods above renders high classification accuracy. In contrast, the hybrid mod-
els suggested by Lu et al. [6] demonstrate the ability of combining multiple deep
learning architectures to improve detection performance.

Even though it has been a great evolution, still malware detection has some
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challenges. Hefter et al. showed that the metadata-based inspection has limita-
tions as the shown sophisticated malware could change the metadata attributes to
avoid detection, therefore generating false negatives [7]. Bakir et al. employed
auto-encoder feature extraction to introduce DroidEncoder, but it performs poorly
on the complexity of modern malware behaviors [8]. Igbal et al. integrated with
proposed RThreatDroid, which uses multiple data modalities for ransomware de-
tection, however also adds computational overhead [9]. Chow et al., on the other
hand, addressed concept drift in malware classifiers as well [10], while Balikcioglu
et al. tested the use of LSTM models for feature extraction, with potential missed
important behavioral differences [11]. Alam et al. introduced MORPH (A concept
drift adaptation technique for neural networks) [12]; Muzaffar et al. proposed an
active learning method for Android malware detection and they also required high
quality labeled data [13].

Due to this, the detection methodologies needs to advance continuously as well
due to the challenges faced by obfuscation techniques and rapid evolution of mal-
ware. For instance, Maray et al. present an analysis of the effectiveness of dynamic
analysis on various obfuscated, encrypted or packed malicious features (i.e., crypter
algorithms), and then demonstrate the benefit that ML and DL can bring towards
learning novel threats [14]. A detailed review on Android malware detection via a set
of machines learning based ensemble methods was presented as well by [15] where it
has been mentioned that among other techniques, the ensemble approach improves
classification accuracy and reliability. These challenges need to be addressed by fur-
ther research, to the end of incrassation the efficiency of machine learning systems
occurrence in Android malware detection.

Several machine learning methods can be used to tackle these problems. The
first is practically to improve the robustness of malware classifiers using ensemble
learning methods like boosting and bagging that combine the strength of multiple
models to lessen false negatives; hence helping to mitigate detection rates [16]. In

addition, semi-supervised and unsupervised learning approaches can remove the req-
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uisition of a large amount of labeled data by enabling models to take advantage of
unlabeled data for improved generalization in order to adapt more effectively against
new malware behaviors [17]. In a similar manner, an anomaly detection algorithm
like Isolation Forest or One-Class SVM could be employed to detect new types of
malware by detecting deviations in the behavior of the application which have not
been seen before [16]. Online learning algorithms have been used to solve the prob-
lem with concept drift, which is that as malware techniques change over time, old
classifiers might become invalid and won “t make good predictions without adapting
themselves to their changing environment [17]. Lastly, reducing the complexity of
current malware detection may be possible by leveraging feature selection methods
for dimensionality reduction and focusing on the most meaningful features that in
turn can help to have more interpretable decision models—overall enhancing model
interpretation and performance. Further investigation on these techniques will be
necessary to improve the performance of machine learning-driven malware detection

Systems.

1.3 Problem Statement

The incredible growth of Android devices has caused them to become a key target
for malware, which creates major security issues for both users and developers. This
is because advances in traditional security protection techniques are not keeping pace
with the increasing sophistication of malware, such as polymorphic and obfuscated
variants, thus rendering conventional detection methods inadequate [18]. Traditional
method like signature-based approaches are unable to detect the new arising malware
that could bypass varied evasion techniques [7].

The latest studies proved that machine learning (ML) became a great solution to
improve the efficacy of Android malware detection [19]. Many current models have
some limitations, such as using labelled datasets that could be incomplete and not
representing all the possible variants of malicious software behaviors (due to which

they may introduce an bias at their classifications) [13]. Further, the expensive
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nature and complexity of deep learning models due to their enormous number of
parameters make them hard to employ in real-time systems [20].

In addition, there is a severe urgency for ML models used in cybersecurity to
make the decision-makings processes transparent. A lot of models have black box
predictions and provide little in terms of interpretable performance indicators that
could guide some interventions to address false positives and negatives [12]. Unfor-
tunately, the lack of interpretability of DL, models does not only hinder user trust
but also tremendously restrict its practical deployment in dynamic threat land-
scapes [21].

Therefore, the purposes of this research are:

Create a machine learning approach to Android malware detection model in-

corporating the changing landscape of threats.

e Increase the explainability of the detection model to make it more transparent

and help users and stakeholders trust it.

e Performance evaluation and comparison with existing methods to demonstrate

that our approach is better performing in a real-world application.

e The goal of this research is investigating the trade-offs due to these challenges
and provide a better understanding of approaches used in Android malware
detection which will contribute to existing anti-malware solutions, enhancing

a secured Android environment.

The spread of malicious apps in the Android operating system is a growing con-
cern as it proliferates and evolves with an ever-increasing number of new applications
built to attack it. To this end, several methods are researched which can broadly
be grouped under static, dynamic and hybrid analysis techniques. Static analysis
works by analyzing application code without executing the code, while dynamic
analysis observes the behavior of an application during runtime. Hybrids use these

two together to improve detection shelter and sinteny accuracy.
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Recent research has shown that the Android malware composition change is
quite drastic, reaching expected 6300 new examples every day [22]. This disturbing
figure further afield illustrates that there is an incredibly high-demand for the need
of efficient detection methods. As the traditional permission-based security model
in Android has failed special attention needs to be paid to detection strategies, due
the apparent ease that attacker have bypassing these controls [23,24].

According to the research, machine learning (ML) techniques are found to be
suitable for detecting malware as they can learn from huge dataset and change ac-
cording to new threats unlike signature-based methods [25,26]. For example, hybrid
models (where ML is combined with static and dynamic analysis) have reached
the detection accuracies of 98.69% [27]. Further, the control flow graphs and even
opcode sequences have also been studied to improve the detection of malware capa-
bilities [28,29].

Detecting obfuscated malware Obfuscation by the malicious entities renders a
significant challenge to detection, since many of the malware are designed under be-
havioral deception techniques [30,31]. This has led to the evolution of sophisticated
detection techniques, from ensemble learning to deep neural networks (DNNs) for
more accurate labelling of the obfuscated malware [26]. When used with static fea-
tures that can be derived from applications code, Data-Mining approaches based on
Machine Learning (ML) showed detection rates of more than 96% while maintaining

a low false positive rate [19].

1.4 Organization of the Project

The dissertation is organized as follows:

e o Chapter 1 Introduction. This chapter has provided a brief overview,
motivation and problem statement for the following chapters. The dissertation

then addresses the contribution.
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e o Chapter 2 Literature Review and Background of the Study. This
chapter deals about purpose and significance of the project and related liter-
atures reviews. It would then clearly address the limitations of existing work

since these are the issues that this is meant to focus on.

e o Chapter 3 Methodology. This chapter describes the methodology adopted
for the solution to problems which have been discussed in this dissertation.
First, we briefly introduce the structure of the proposed model. Next, it talks

about important modules of the model in detail with relevant pseudocodes.

e o Chapter 4 Experimental Results and Analysis. In This chapter we
describe the experiment and results which we want to achieve in this thesis.
We first show the experimental process in dataset collection, preparation, and
analysis among other things. This is followed by the analysis of the results

from the experiment.

e ¢ Chapter 5 Conclusion and Future Work. Last, this chapter summarizes

the dissertation indicating the limitations and future works.
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Chapter 2

Related Works

This chapter discusses various works in malware detection using machine learn-

g approaches.

2.1 Related Work

Machine learning for android malware detection is a trending research area.
Shifu et al. proposed Hindroid, which applies neither feature selection nor neural
networks, but merely standard multi-kernel learning with SVM for Android malware
detection [32]. Though Hindroid is functional, it seems to be based in some degree
on SVMs and more traditional machine learning methods that are less suitable to
the constantly shifting malware landscapes and complex habits of behavior.

A call flow graph along with one-class SVM were also used to detect Android
malware by Sahs and Khan [33], providing resistance to the some extent against
known malware behavioral patterns. But this technique can be difficult to catch
new and zero days patterned malwares, since new viruses do not follow the call flow
graph patterns.

Studies have shown that machine learning is a promising method of detecting
Android malware, specifically for the recognition of currently unknown malwares [18]
While this may promise, the dependence on labeled datasets for supervised learning
is a limitation as it might not necessarily reflect the diverse set of Android malware
behaviors. Additionally, the combination of machine learning and deep learning and
clustering has been suggested to improve Android malware detection models [34].

Deep learning models are great for untangling the complex relationships, but they
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can also be very resource-hungry and might require tons of computational power on
training and inference.

Moreover, ensemble machine learning methods have been employed to improve
the performance of Android malware detection [19]. Nevertheless, merging multiple
classifiers and feature sets might raise complexity and model overhead — two ob-
stacles that could impair real-time detection capacities. Literally, they (e.g., SVM,
Random Forest and J48) were employed for classifying Android applications as mal-
ware or benign in a lot of papers [19]. These algorithms are powerful but may not
necessarily be able implicitly to give the reasons for their decisions, which is crucial
in relation to false positives and negatives while detecting malware.

Machine Learning Detection of Android Malware: Android malware detection
has made machine learning-related strides, but each comes with its own challenges
and tradeoffs. Hefter et al. The skills of metadata-based detection in Android
security were already amply demonstrated by past investigations into detection using
attributes like permissions and API calls [7]. On the other hand, metadata-based
approaches might be at risk with to evasions that modify or hide metadata fields.

Bakir et al. [8] leverages auto-encoder based feature extraction to improve the
resilience of malware detection systems. First, while the auto-encoder model was
highly effective in capturing latent features, it may suffer from diversity and com-
plexity of modern malware behaviors which can potentially restrict on detection
capabilities for novel evolving adversaries.

Igbal et al. [35]proposed a hybrid ransomware detection approach combining
image analysis, text mining and code inspection. This holistic method improves
threat assessment but incurs computational overhead, affecting the scalability and
real-time capabilities for detection.

Chow et al. Concept drift was considered, e.g., in malware classifiers by N.
Revett Jr. [10] to develop frameworks for changing malware behaviors. Continuous
retraining and concept drift adaptation in real-time environments can consume sig-

nificant computational resources, which very often precludes practical deployment
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in any resource-constrained setting.

Balikcioglu et al. [11] the use of LSTM models for feature extraction was em-
ployed to examine the effect of disassembly methods and data characteristics on
malware detection accuracy. Although LSTM models do a good job capturing se-
quences, they may miss important very small changes needed for accurate detection.

Alam et al. MORPH, a concept drift adaptation technique for neural networks in
the field of malware detection was introduced by [12]. Although adaptive its organic
nature may struggle with the fast-changing malware landscapes and over time this
could result in a diminished detection performance.

Muzaffar et al. Active Learning for Streaming Android Malware Detection [13].
Although effective in refining models, active learning effectiveness comes at the ex-
pense of broader requirements for high-quality and representative labeled data that
may be expensive or difficult to produce on-the-fly settings.

Vidal et al. Another research [21] was based on behavioral analysis, suspicious
boot sequence is analyzed for malware detection. Of course, it is difficult to rely on
behavioral analysis which increases the chances of false positives since this largely
depends on behavioral anomalies.

Kumar et al. [36] proposed as well a MIL-based hardware solution called RT-
HMD, for malware detection. However, hardware-based approaches can encounter
compatibility problems with different device architectures whilst improving real-time
capabilities.

Chaieb et al. Bertroid: A bert-based model for malware detection [20]. While it
is resilient to changes in the threat landscape, the large computational requirements
and sophisticated training process of BERTroid may reduce its scalability within

resource-constraint environments.
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Table 2.1: Summary table of the related works on Android

malware detection using machine learning, highlighting their

approaches and limitations.

Study

Approach and Meth-

ods

Limitations

Shifu et al. [32]

Multi-kernel SVM with
Hindroid

Limited adaptability to rapidly

evolving malware landscapes

Sahs and | Call flow graphs with | Difficulty in detecting novel and
Khan [33] one-class SVM zero-day malware
Research Re- | General promise of ML | Reliance on labeled datasets for su-
view [1§] in Android malware de- | pervised learning

tection

Rathore et al. [34]

Integration of ML, DL,

and clustering

High computational resources re-

quired

Yerima et al. [19]

Ensemble learning tech-

niques

Increased complexity and model

overhead

Hefter et al. [7]

Metadata-based detec-

tion

Vulnerable to evasion techniques us-

ing obfuscated metadata

Bakir et al. [§]

Auto-encoder based fea-

ture extraction

Difficulty with diverse and complex

malware behaviors

Igbal et al. [35]

Hybrid approach with

image analysis, text

mining, and inspection

Computational overhead impacting

scalability

Chow et al. [10]

Frameworks for concept

drift adaptation

Resource-intensive retraining in

real-time environments

Balikcioglu et
al. [11]

LSTM models for fea-

ture extraction

Limited ability to capture subtle

variations in malware behavior

Continued on next page
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Study

Approach and Meth-

ods

Limitations

Alam et al. [12]

MORPH: Concept drift

adaptation for neural

Challenges in rapidly evolving mal-

ware landscapes

networks
Muzaffar et | Active learning frame- | Dependency on high-quality labeled
al. [13] work data for real-time settings
Vidal et al. [21] Behavioral analysis | Increased false positives from be-

through boot sequence

havioral anomalies

analysis

Kumar et al. [36] | Hardware-based =~ MIL | Compatibility issues across different

formulations device architectures

Chaieb et al. [20] | BERTroid: Malware de- | Computational — complexity — and

tection with BERT ar- | training requirements

chitecture

2.2 Summary

It also delves into a number of ways Android malware detection can be done,
and discusses situations wherein these techniques may suffer. It opens by analyzing
classical machine learning methods for malware analysis like the multi kernel SVM
model from Shifu et al., showing that this kind of solutions tend to perform well
but have trouble keeping up with new trends on malware development. Although
the one-class SVM with Sahs, et al.; call low graph method reported by Khan 45 is
robust to known malware, it lacks efficacy in distinguishing new threats.

In short, machine learning definitely has very large promises when it comes to
detecting unknown malware — but it is also heavily dependent on the datasets that
are supplied, and an unknown classification will be much more likely when compared

to Android malware behaviors as a whole. Rathore et al. offer a way to counter
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this by combining all of the data in such a way that — if perfect blanks, correct
blanks and incorrect matching are simultaneously aimed for optimal performance,
respectively — the best ratio is going to come out. suggest the idea of unifying
deep learning (DL) and clustering, but these models need plenty of computational
resources. However, ensemble learning is complex because it combines several mod-
els, and as published by Yerima et al., it has high accuracy which leads to low-time
processing for object detection in real-time fashion.

Recent work, e.g., Hefter et al. using metadata-based detection In contrast, the
approach by Bakir et al., which leverages features of minification and obfuscation
resistance (in a domain invariant ways), feature type obfuscation and autoencoders
offer novel techniques but are still susceptible to evasion or have difficulty general-
izing across malware variations. A few other approaches are notable such as Hybrid
approach, active learning and drift adaption of behaviors changes in malware. All of
these methods help in improving the malware detection process to some extent, but
each one has its trade-offs such as increased computational overhead, false positives
or the need for frequent retraining.

In sum, literature accumulated presents some historical challenges and improve-
ments on Android malware detection strategies to preserve the trade-off between
**accuracy™* of malicious sampling discovery, **generalizability™* for an open threat
environment with diversified nature of malware samples generating daily, and **real-
time mobile security** that imposes an immediate overhead on a resource-constrained

setting, as shown int Table 2.1.
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Chapter 3

Methodology

In this chapter, we describe the proposed methodology and how this work is ac-
complished. This chapter presents the main contribution of the project. First of
all, we figure out and discuss the architecture of the proposed model. Then, we dis-
cuss some preliminary steps and overview behind that methodology. Then, important

modules of the model are discussed elaborately with necessary pseudocodes.

3.1 Methodology

The methodology for detecting Android malware using machine learning involves
a structured and systematic approach to ensure the accuracy, reliability, and inter-
pretability of the developed model. The process begins with the collection of a com-
prehensive dataset of Android applications, encompassing both benign and malicious
samples. Subsequent steps include rigorous data preprocessing, feature engineering,
model building and testing, performance evaluation, and the application of explain-
able Al techniques to elucidate the model’s decision-making process. Each step is
designed to enhance the model’s performance while maintaining transparency and

robustness, as shown in Figure 3.1.

3.1.1 Data Collection

The most basic and initial phase to know Android malware detection using ma-
chine learning is the data collection phase. This consists of creating diverse datasets
that serve as the foundation for the analyses on Android applications from differ-

ent sources like app stores, malicious databases, and online resources. Benign and
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Figure 3.1: Overall processing phases for Android malware detection using machine

learning

Malicious applications, with features, behaviours and their metadata.

Dataset = {(zi, i) }ieq

Where z; represents the features of the i-th application, and y; represents its

label (1 for malware, 0 for benign).

3.1.2 Data Preprocessing

Data preprocessing is one of the crucial and indispensable steps in making sense

of the raw data. This is a three step process consisting of:-

3.1.2.1 Data Cleaning

Transformation: Cleaning data involves deleting duplicates, treating the missing

values, dealing with garbage and sometimes irrelevant information. This step will
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clean the data to ensure that there are no inconsistent data and noise due to an

imbalance in the dataset.

JZ‘; = fclean (xz)

Where feean is the cleaning function applied to the features z;.

3.1.2.2 Handling Categorical Variables

For example, categorical feature (permission types or API categories) are con-
verted to numerical representation such as one hot encoding. This step is needed to

standardize these features for easier consumption by machine learning algorithms.

33;/ = fencode(x;)

Where fencode 18 the encoding function.

3.1.2.3 Data Balancing

In many cases, high bias is caused by the imbalanced nature of malware datasets
where benign samples outnumber malicious ones. Also, to balance the dataset,
we use techniques like SMOTE (Synthetic Minority Oversampling Technique) that

would ensure model doesn’t become biased toward majority class.

Datasetpalanced = SMOTE(Dataset)

3.1.2.4 Splitting the Data

The balanced dataset is divided between training and testing datasets. That is,

the model is fitted on the training set and then it is evaluated using a testing set.

Datasetiyain, Datasetiest = split(Datasetpajanced, ratio)
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3.1.3 Feature Engineering

Which means choosing and changing certain features, in order to improve the
performance of a model. Scaling, normalization, as well as potentially other new

features with poly transformations or interactions between features.

1’;” = ffeature(x;/)

Where fieature represents various feature engineering techniques.

3.1.4 Model Building and Model Testing
3.1.4.1 Model Building

Predictive models are constructed using different machine learning algorithms.

Below written are few of the popular algorithms for malware detection:

e Decision Trees and Random Forests
e Support Vector Machines (SVM)

e Neural Networks

The models are trained using the training dataset.

Model = train(Modelgype, Datasetirain)

3.1.4.2 Model Testing

Test the model: after training the models are tested on some external testing
dataset to see how well they do. Predictions are made, Performance metrics are

calculated.

Predictions = Model(Datasetest )

©) Daffodil International University Page 18



3.1.5 Performance Evaluation

To be sure about the accuracy and reliability, several metrics are used to evaluate

the performance of the models. These metrics include:

3.1.5.1 Accuracy

The proportion of correctly classified instances.

TP 4+ TN
TP + TN+ FP + FN

Accuracy =

3.1.5.2 Precision

The proportion of true positive instances among the instances classified as posi-

tive.

TP

Precision = m

3.1.5.3 Recall

The proportion of true positive instances among the actual positive instances.

TP

Recall = F5=%

3.1.5.4 F1l-score

The harmonic mean of precision and recall.

Precisi 11
Flscore — 2 x recision x Reca

Precision + Recall

Where TP, TN, FP, and FN represent True Positives, True Negatives, False

Positives, and False Negatives, respectively.
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3.1.6 Explainable AI (XAI)

Therefore, we use Explainable AT — a group of techniques to interpret the de-
cision of the model — this helps us to understand and analyze how our model
differentiate between benign and malicious apps. This part for providing insights of
the model’s decision making process, SHAP (SHapley Additive exPlanations) and

LIME(Local Interpretable Model-agnostic Explanations) are some techniques used.

Explanation = XAI(Model, z;)

Explainable AI (XAI) is an indispensable component to build machine learning
models for Android malware detection. Even complex traditional machine learning
models like deep neural networks are capable of providing high accuracy, they of-
ten work as a ”black box” which does not allow any explainability on the working
decision-making process. The opaque nature of these technologies is highly prob-
lematic, especially in the context of cybersecurity, where it is vital that we can
provide an explanation as to why a model made a certain decision so that we may
trust those that implement them, hold them accountable for their results, and take

further action where necessary. Benefits of this approach includes:

e Transparency: XAl techniques are helpful to understand how machine’s decision-
making. This transparency is crucial for security professionals to know why
some applications are being flagged as malicious, and this information can be

useful to enhance the model and fix any biases.

e Trust: Users and stakeholders are less likely to trust a model if they do not
think they understand how it operates. Explanations for predictions contribute
towards building a trust in the system that it would elicit accurate and reliable

results over its predictions.

e Debugging and Improving Models: By analyzing which features the model
learns to consider important, developers can recognize problems in the train-

ing data or model building process. We constantly keep our engines well
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maintained and calibrated, to be sure they deliver the required accuracy and
robustness.
3.1.7 Decision Making

This leads to the deployment of the model in real-world applications based on
how well it performs and its interpretability; This means, the model works as ex-
pected and can able to use for real world problems with tradeoffs between fulfill
requirements such as accuracy or explainability. Each of these encompass their

decision-making processes:
e Assessing the robustness and dependability of the model.

e Integration into existing systems.

e Ensuring compliance with regulations as well as ethics.

3.2 Summary

In this chapter, first we discuss about some definition which related with our
work. Next are some various kinds of meme. Afterwards, we need to design the
architecture and look for it extensively. In the last section, we present our algorithm

to effectively recognize religious abuse on Twitter and to track it.

©) Daffodil International University Page 21



Chapter 4

Experiment and Result Analysis

This chapter presents experiment and results that have been targeted to accom-
plish in this dissertation. First, the experimental procedures including dataset col-
lection, preparation and analysis are demonstrated. Since the proposed model is
based on a supervised approach for detecting and tracking religious abuse in social
media using data set based on a real scenario, so the experiment is mainly focused
on designing abuse detection model. Then the results obtained from experiment are

analyzed.

4.1 Experiment Environment Setup

Establishing the experimental environment is essential to make both the analysis
and model training efficient and reproducible. Here is the brief representation of

software and libraries used for this malware detection project.

4.1.1 Software and Tools

e Google Colab: This is an online Jupyter notebook environment provided by
Google. Question 8: Online Python Question 9: What is an online compiler
to execute the written python code in our browser, which helps us writing

collaborative projects and also help it accessing fast cloud-based GPUs.

e Python: The programming language being used in the project. Its vast array
of libraries make python very good for data science and machine learning

problems.
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4.1.2 Libraries

e Pandas: Its an open-source data manipulation tool and it is use to perform
data manipulation tasks. It offers data structures and functions you need to

manipulate structured data, and makes manipulating textual tables easy.

e NumPy: Used for numerical computing. Offers support for arrays and ma-

trices, as well as mathematical functions to operate on these data structures.

e Matplotlib and Seaborn: Used for Data visualization Matplotlib — is used
to create static, animated, and interactive visualizations in Python Seaborn
— built on top of Matplotlib and provides a high-level interface for drawing

attractive and informative statistical graphics in Python.

e Scikit-Learn: a rich ML library, Tools for Data Mining and Data Analysis
— It has simple, efficient tools for data mining and data analysis, accessible to
everybody, and reusable in various contexts. It includes implementations for a
number of classical machine learning algorithms like classification, regression,

clustering and dimensionality reduction.

e Warnings: It is used for warning dealing with multiple warnings which can
happen while training and evaluating of machine learning model without col-

lapsing any analysis flow.

4.2 Dataset Collection and Preparation

The dataset choose to use in this project is Android Malware Detection, from
kaggle. Dataset Description The dataset consists of many feature vectors, each with
9 features extracted from 10,000 malicious and 10,000 benign APKs. This method of
tracking network activity for bad behavior is a key indicator that the malware could
be present. Machine learning models are really good for them because they can look
at incoming data in the system and make predictions about what something new

might be—that it smells like Malware, even though the individual patterns that

©) Daffodil International University Page 23



comprise it have never been seen before. This dataset also includes features like

requested permissions, API calls used and network activity.

4.2.1 Summary of the Dataset

The dataset includes features that assist in detecting and classifying various

types of malicious applications on Android devices. This dataset consists of:
e Number of Entries: The dataset contains 355,630 instances (rows).

e Number of Features: There are 85 columns representing various features of
the applications, including network activity, permissions requested, API calls

made, and more.

e Labels: The dataset includes four labels, each representing a different category
of applications:
— Android_Adware: Applications that display unwanted advertisements.

— Android_Scareware: Applications that scare users into purchasing unnec-

essary services or software.

Android_SMS_Malware: Applications that send unauthorized SMS mes-

sages.

— Benign: Legitimate, non-malicious applications.

4.2.2 Label Distribution

It is also a very unbalanced dataset in terms of labels, a key point for model
training and validation. First of all, let’s analyze the distribution of the labels as

follows:
e Android_Adware: 147,443 instances
e Android_Scareware: 117,082 instances

e Android_SMS_Malware: 67,397 instances
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e Benign: 23,708 instances

This dataset is a slight variation of the ’Cobranded’ partion retrieved from CIC
repository which offers wide range of datasets for cybersecurity studies. Because
of the more number of infected instances over non-infected (boring) ones dataset is
very imbalanced and that’s why you have to use data balancing methods to prevent

your machine learning model from biased towards those majority classes.

4.2.3 Data Loading and Initial Exploration

The first step in the pipeline was to convert the data into a pandas DataFrame
so it could be easily manipulated and analyzed. This step was to load the data from
a CSV file. In my case the first step in exploration of the dataset was to check what
is inside it, I mean number and types of all features and distribution of y(reply)

variable as well.

e Loading the Data: We load our data using pandas’ read_csv function that
reads this CSV file into a Data Frame. Which you can then manipulate more

easily and process with pandas awesome data processing framework.

e Initial Inspection: The data was printed on the top 5 rows of dataset for
initial checking. Check the structure of the dataset.( column names, data types

and some sample values.)

4.2.4 Data Cleaning

It is very important to get the data in optimum shape before any analysis and
to do so, Data cleaning is one of most impotent steps. This is comprised of deleting

data that is inaccurate or inconsistent.

e Removing Irrelevant Columns: Drop the Timestamp column as it has no
use for Analysis. Standardized features Selection: This step ensures that only

relevant features are included in the dataset.
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e Handling Missing Values: Most machine learning models cannot work with
missing values. The missing values were checked in the dataset and solutions
like filling the with proper substitutes or deleting rows having the missing

values were done.

4.2.5 Handling Categorical Variables

Since the machine learning models work with numeric input, therefore we need

to convert these categorical variables into a numerical value.

e Label Encoding: The above feature engineering techniques required convert-
ing Categorical variables into Numerical, where Label Encoding was used for
the same. For this, I decided to have integer mappings for the unique category

values. Required for models that cannot take in categorical directly.

e Ensuring Completeness: After encoding all the labels, we did a check to
see that there were no NA s introduced into our data, due to label encoding.
All matters were deal with in order to preserve the dataset enforceability.

4.2.6 Checking for Missing Values

Missing values were thoroughly checked even after initial data cleaning stage for

making sure it is an immaculate dataset.

e Sum of Missing Values: It returned the total count of null values in each

column. Identified and improve columns with missing values appropriately.

e Handling Strategies: Imputation with the column mean or median, drop

rows or columns including a high percentage of missing values.

4.2.7 Data Balancing

The class imbalance will result in the biasing of the model towards one majority

class, which give rise to poor performance on minority classes.
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¢ Resampling Technique: Oversampling the minority class using the SMOTE
method: For example, over-sampling the examples of rare output to make it
equal with the number of common outputs. For this, we used the resample

function from sklearn’s utils module.

e Ensuring Balance: All the classes were checked in the balanced dataset for
an equal count of samples.btnSave This step is essential in order for the model

to be trained on a relatively uniformly distributed selection of all classes.

4.2.8 Splitting the Data

It is a standard practice to split the dataset between testing and training sets in

order to validate the model on unseen data.

e Train-Test Split: Used the train test split function from sklearn to split the
dataset into two sets, one for training and another for testing. In general, 80%

of data used for training and 20% of it using for testing.

e Shuffling Data: A few intervening steps has to be undertaken such as: The
data had been shuffled prior to splicing to insure that each set would be rep-

resentative of the entire structure.

e Verifying Splits: Sizes of train and test sets are verified to make sure ev-
erything was split correctly in the first place. The dimension of the feature

matrices and target vectors were printed to verify this.

4.2.9 Feature Importance

It is essential to know which of the features are important for our target variable

so that we can interpret and optimize our model.

¢ RandomForestClassifier: We calculated feature importance using a Ran-
domForestClassifier. It returns a list of important features from most to least

importance in terms of contribution towards the prediction.
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e Feature Ranking: The selection of features were ranked by importance
scores. It helps us to identify the best N features that are most important

for the model to do the ranking.

e Visualization: The list of became a horizontal bar chart displaying the fea-
ture importances This visualization helps to spot the important features In no

time.

Now that we have a prepared dataset, next thing is we need to train different
types of machine learning models using the same for detecting malware effectively.
This means testing different models, hyperparameter tuning, and using metrics to
measure performance of a model — like accuracy, precision breakout and fl-score.
The end goal is to build a strong model which can classify whether Android appli-

cations are benign or malicious based on behavior and feature associations.

4.3 Exploratory Analysis of the Dataset

The Fig. 4.1 illustrates how the class labels are distributed in our dataset, for
each of the Android malware classes (VirusShare.A and Genome respectively) along
with benign samples. The samples are mostly dominated by the Android Adware
class, and then followed by the categories of Android Scareware, and Android SMS
Malware. This imbalance stresses the importance of ensuring that when training a
model, it does not become biased towards simply predicting that most/all individuals
are non-recidivist.

Moreover, the class distribution indicates a severe level of imbalance especially
for the minority class ’ Benign’. The Android Adware class is the major class (with
an imbalance ratio of 6.22), as it has around 6.22 times more instances compared
to the minority class (as Fig. 4.2). Similar to the above mentioned example, the
Android Scareware class in this family has the imbalance ratio of 4.94 which means
that nearly 4.94 times more instances of majority than minority classes are there in

it. Additionally, the Android SMS Malware class remains significantly imbalanced
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Figure 4.1: Class label distribution in the dataset.
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Imbalance Class Ratio with Respect to Minority Class

Android_Adware Android Scareware Android SMS_Malware
Majority Class Label

Figure 4.2: Imbalance class ration with respect to Benign class.

with a ratio of unbalancing close to 2.84 for the minority over the majority class. The
ratios demonstrate the vast disparity between the majority classes and the minority
class, highlighting the cassification.

The dataset sample used in this study consist of 42 different attributes with
missing values. Fig. Visualization and null value counts for columns that have
missing values in our dataset are shown in the image 4.3. All the bars in the plot
represent all null values of a column and its height indicates how many null entries
each columns have. In the x-axis, we have x-tick labels as names of the columns
which are having missing values and for y-axis it shows count of na values in that
particular column. This visualization enables a quick look at how much data we are

missing in different features of our dataset. The amount of columns that have null
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Columns with Null Values and Their Counts
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Figure 4.3: Visualization of columns with null values in the dataset used for this

study, aiding in assessing missing data across features.

values are also shown under the graph.

This could potentially take a little while to pinpoint what the key features for
detecting malware in android are, but hey that is why we experiment and analyse!
Nevertheless, there are features that are typically seen as more useful as they may
help to identify malicious behavior. Following are few common features that most

android malware detection consider:

e Source IP and Destination IP: These can indicate suspicious communica-
tion patterns, especially if the source IP is associated with known malicious

servers or if the destination IP is an unusual or suspicious address.

e Source Port and Destination Port: Unusual port usage or connections to

well-known malware-related ports can be indicative of malicious activity.

e Protocol: Certain protocols may be more commonly used by malware (e.g.,
UDP for command and control communication), so analyzing protocol usage

can be insightful.

e Flow Duration: The duration of a flow can indicate whether the communi-

cation pattern is typical or anomalous.

e Packet Length Statistics (Max, Min, Mean, Std): Anomalies in packet

©) Daffodil International University Page 31



length distributions may suggest malicious activity, such as encryption or ob-

fuscation techniques used by malware.

e Flow Bytes/s and Flow Packets/s: Unusually high or low rates of flow
bytes and packets may indicate suspicious activity, such as a DDoS attack or

data exfiltration.

e Flag Counts (e.g., FIN, SYN, RST, PSH, ACK, URG): Anomalous
flag counts or combinations of flags can be indicative of specific types of attacks

or malware behavior.

e Packet Length Variance: High variance in packet lengths may indicate
abnormal packet fragmentation or manipulation, which could be a sign of

malicious activity.

e Init_Win _bytes_forward and Init_Win_bytes_backward: Window size
information can be relevant for detecting certain types of attacks, such as

TCP-based attacks.

e Active and Idle Times (Mean, Std, Max, Min): Anomalies in active
and idle times can indicate abnormal behavior, such as prolonged periods of

activity or inactivity associated with malware execution or evasion techniques.

e Total Fwd Packets and Total Backward Packets: Unusually high num-
bers of packets in either direction may suggest suspicious activity, such as data

exfiltration or reconnaissance.

e Label: This is the ground truth indicating whether the flow is associated with
malware. While not a feature to be used in the detection model itself, it is

crucial for training and evaluation.

The graph (as shown in Fig. 4.4) is used to express the flow duration patterns and
features of flows for each flow classes, which can be used to analyze and compare the

two in turn. On the Horizontal Axis (Flow Duration) we can visualize how long flows
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Distribution of Flow Durations for Different Classes
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Figure 4.4: Distribution of Flow Durations for Different Classes.

stays on average and in each bin represents a different mean flow duration. Figure 2:
Vertical Axis (Frequency) vs. On the other hand of flow duration falling within the
range on the Horizontal Axis @ Number of flows in each interval [ Frequency axis |
Fig. Also, the histogram bars represent how long flows take to complete for Android
Adware, Andrew Scareware, and Android SMS Malware classes as well as Benign
flows. The height of the bar represents how often flow durations occur within each
respective range on the Horizontal Axis, which can then be compared with other
classes of flows.

The graph (as shown in Fig. 4.5) variances that are given across flows in di-
verse classes, looking for indications of aberrations or methodologies regarding to
malevolent network ways. For instance, a packet length variance of 0 means different
possible things depending on flow specifics and networking context. In some cases, it
may be typical behavior, but in others (relatively rare) behavior within your service

is an abnormality and a threat that needs to be investigated further.
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Figure 4.5: Distribution of Packet Length Variance for Different Classes.

The Figure 4 shows the distribution of packet length variance for different classes.
This is crucial for Feature selection, model building and so on. Figure: The figure
below shows a correlation heatmap between to visualize the pairwise correlations
between features in our dataset. The heatmap (in Fig. This figure (4.6) offers a
way of looking at all the features in relation to each other. In the heatmap, each
cell is the correlation coefficient between two features as a value from -1 to 1. If
the value is close to 1 it means then there is a strong positive correlation, if it
is near -1 this tells us that there is a strong negative correlation. A value of 0
would indicate no correlation. High positive correlation is represented by yellow and
high negative correlation is blue, which make these relationships easy to identify
due to the color gradient from dark blue to yellow. The heatmap show that some
features are highly correlated with just one another. A lot of these features do seem
to cluster together (in particular, all the various packet length and count related
features appear in a couple different groups) suggesting that they are measuring

similar things about network traffic. It is important to find these highly correlated
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feature because they could be redundant. This will generate the exact error that we
are trying to avoid: overfitting with lots of redundant features, and a huge corpus
that actually worsens our model. Do not allow registered user model performance.
Along with the correlation heatmap, histograms for all features were plotted to
comprehend the distributions. These histograms provided valuable insights into the
data, including the skewness in the data, existence of outlying values and the overall
distribution of values. Visualizations were used to understand how features are
distributed and whether they need transformation or normalization before passed

into the machine learning algorithms.

4.4 Result Analysis

This section represents the result analysis of machine learning approaches used

in this work.

4.4.1 Feature Importance Analysis

Random Forest model is trained resulting as a 99%accuracy of features that play
most important roles in classifying the Android malware. The importance scores
from the model gave us an added perspective into which features help in making
accurate predictions. The relative importance scores of all features were visualized
in an explanatory plot as a bar chart (Figure 4.7). This is the visualization that
allows us to interpret which features mainly explain the predictive power of the
model. Top features are listed by importance from most to least important, making
it easy to identify the top contributors. Feature importance: Analysis in the way of
visualization is critical for not only selection but also understanding which features
are driving your model. This can help us to build a simpler model that will be
computationally fast and we could help the performance of our model by removing

noisy or redundant features. As we analyze the top features in Figure 4.7 are:

1. Fwd Avg Bytes/Bulk: 0.2501
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Correlation Heatmap of the Dataset
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Figure 4.6: Visualizing pairwise correlations between features to identify highly
correlated and potentially redundant features for better feature selection in model

building.
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2. Unnamed: 0: 0.0941
3. Flow ID: 0.0547

4. Source Port: 0.0368

5. Destination IP: 0.0315
6. Source IP: 0.0300

7. Flow IAT Min: 0.0261
8. Flow IAT Max: 0.0255
9. Flow Duration: 0.0247
10. Fwd Packets/s: 0.0244

The features identified as the most important for Classifier of choice Random
Forest The most important functionality is the “Fwd Avg Bytes/Bulk” with a large
margin to many of the others. That is to say, an important judgment dimension of
whether it is malicious or not lies in the average number of bytes per bulk forward
transmission in Android applications. Furthermore, the characteristics from network
flow (e.g., “Flow ID,” “Source Port” and “Destination IP”) and inter-arrival time
such as (“Flow IAT Min” and Flow IAT Max”) were significant. While the exact
reason for these features is unclear, although they provide potentially important

features of network behavior from benign applications to malware.

4.4.2 Model Performance Analysis

We implemented a wide range of machine learning models to test the effectiveness
of different classifiers in detecting Android malware. The classifiers we used in this

work are:
e Gradient Boosting

e Random Forest
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Figure 4.7: Visualization of the top features contributing to Android malware de-

tection.
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AdaBoost

Decision Tree

Multi-layer Perceptron (MLP)

Bagging Classifier

Logistic Regression

K-Nearest Neighbors (KNN)

Naive Bayes (Gaussian)

Every model is trained based on the training set which of course is 80% of that in
data, then subsequently evaluated against the test set. The accuracy, precision, re-
call, and F'1-score were the most important metrics for evaluation. Finally, confusion
matrices were created to see how the models performed in terms of true positives,
true negatives, false positives and false negatives. Figure 4.8 shows the top ten

features extracted, also exhibit source code used for training models.

4.4.2.1 Performance Analysis of Classifiers

In this section, we provide a thorough evaluation of the classifiers analyzed with
their efficiency in detecting malware. The performance metrics of individual classi-
fiers (precision, recall, F1-score and accuracy) are reviewed in Table 4.1.

Our studying ultimately provides us with various clues as to how the different

classifiers have performed:

e Gradient Boosting obtained a performance equilibrium among precision,
recall, Fl-score and accuracy at 0.70 This indicates that the result is stable
with an acceptable performance for applications in malware recognition and

anti-malware services, as well as to reduce false positives.

¢ Random Forest was the best performing model, obtain the highest precision

(0.81), recall (0.81), Fl-score (0.80), and accuracy( 0.80). The approach used
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Table 4.1: Performance Metrics of Classifiers
Classifier Precision | Recall | F1-Score | Accuracy
Gradient Boosting 0.70 0.70 0.70 0.70
Random Forest 0.81 0.81 0.81 0.81
AdaBoost 0.62 0.52 0.53 0.52
Decision Tree 0.81 0.81 0.81 0.81
Multi-layer Perceptron 0.52 0.42 0.24 0.42
Bagging Classifier 0.84 0.84 0.84 0.84
Logistic Regression 0.34 0.42 0.31 0.42
K-Nearest Neighbors 0.49 0.50 0.49 0.50
Naive Bayes (Gaussian) 0.38 0.33 0.24 0.33

for ensemble-based mechanism is extremely successful because handling a vari-
ety of intricate patterns and complexities relates to the characteristic inherent

in the malware detection task.

AdaBoost, on the other hand, was a lot weaker at 0.52 indicating the prob-
lems possibly related to a lot of class imbalance or limitations on model adap-

tation to the look of data.

Decision Tree performance on a similar level to Random Forest, which could
hint at the overall predictive strength of the decision tree by its hierarchical

nature.

Multi-layer Perceptron performed the worst, especially in recall and F1-
score, which hints at possible problems with model tuning or lack of specificity

to this use-case.

Bagging Classifier showed a promising and consistent high value perfor-
mance like Random Forest getting standout metrics and reached 0.84 for pre-

cision, recall, F1-score, as well as accuracy.

Logistic Regression had a lower precision and Fl-score, with an accuracy

©) Daffodil International University Page 40



of 0.42 signifying difficulties capturing the complex relationships within the

dataset.

o K-Nearest Neighbors did so-so with an accuracy of 0.50, performing weaker

in capturing patterns when compared to tree-based and ensemble methods.

e Naive Bayes (Gaussian) showed the worst performance among others spe-
cially in recall and F1-score due to its assumption of independence among fea-

tures that is not accurate for more complex relationship in malware datasets.

The insights obtained from Table 4.1 indicates productivity of different classifiers,
and we see from above plot that Bagging Classifier was best performing classifier in
our study, if you observe the table, it is having high precision, recall, F1-score and
accuracy giving correct prediction of malware sample. These findings highlight the
necessity of using strong ensemble methods or decision tree based techniques to en-
sure effective performance in malware detection dumps. The comparative study also
reinforced the importance of selected models based on an accurate understanding of

complexity and required properties from different tasks. as shown in Figure 4.8.

4.4.3 Comparative Analysis

This section delivers a comparative study of different techniques that are being
used in the domain of Android malware detection based on their respective approach,
techniques and results. In this study, we use Ensemble Methods—specifically Ran-
dom Forest and Bagging Classifier—to overcome the problem of classifying malicious
applications with a dataset taken from kaggle. We summarize the outcomes of our
approach in Table 4.2, which shows excellent precision, recall, F1-score and accuracy
metrics (0.81 for Random Forest; 0.84 for Bagging Classifier). Ensemble methods
provide a new idea for the analysis of malware patterns again and have good per-
formance in various scenes.

Bakir et al. Fazly and Mendz [8], examined the potential of utilizing Droid En-

coder—an auto encoder that extracts abstracted features from APKs over various
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Figure 4.8: Comparative analysis of the different classifiers.

diverse and intricate behaviors of malware. It follows a rigorous feature extraction
methodology as opposed to the data-level fusion adopted by ensemble methods, and
hence can be used for understanding the subtleties of Android malware behaviors
that may not be captured with ensemble models. Conversely, Hefter et al. In ad-
dition, the challenges of metadata-based detection were pointed out by Zhang [4],
also arguing that this class of method is susceptible to evasion techniques using ob-
fuscated metadata. Our ensemble based approach addresses some of these concerns
by focusing more on sound feature-based detection than metadata reliance.

The studies by Yerima et al. [7] and Chaieb et al. Ref. [19] also add to the
comparative framework. Yerima et al. demonstrated that ensemble-based learning
provided high accuracy in detecting malware, thus it is a reliable model for handling
various datasets and types of malwares. In contrast, Chaieb et al. [20] explained
computational complexities and training that one can expect while creating the

BERTroid (BERT for malware detection) architecture. Our results do differ—the
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ensemble methods we examined might not provide much if any improvement over
other techniques, but they are still competitive and come with less computational
cost making them well suited for real-time applications in mobile security.

Finally, this work results can be used to improve Android malware detection.
Through its strong performance and contribution towards addressing the inevitable
challenges in malware behavior detection, our work clues in valuable revelations into
cyber security practice — especially as most threats today, especially within mobile

environments drive away from low level detection mechanisms.

4.5 Discussion

It was a study about Android malware detection with a dataset which only
came from Dataset: From Kaggle with 355,630 instances and 85 features. The
main purpose was to study real life Android malware dataset, develop machine
learning based models and ensemble learning methods in particular, Random forest
and Bagging classifier for the task of accurately classifying Android applications as
malicious or benign based on their behavior.

This echoes the relative success of these most robust ensemble learning tech-
niques, in particular Random Forest and Bagging Classifier. Those models showed
good precision, recall, F1-score and accuracy across all classifiers — it outperformed
other ones like AdaBoost, Multi-layer Perceptron and Logistic Regression. With its
ensemble-based approach, Random Forest could capture the complex patterns and
relationships within the data set while still being able to mitigate overfitting and
handle feature correlations effectively.

The results were, therefore, interpreted in context after analyzing them compar-
atively (with different methodologies) which assisted to bring context for the results.
Studies by Bakir et al. [8] and Yerima et al. Same for MAVs where previous work
on this topic to achieve high accuracy was also by using ensemble techniques [19].
A notion supported by these comparisons is the robustness and efficacy of ensem-

ble methods across datasets and malicious software families, which lends itself to
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real-world cybersecurity settings.

This research poses further consequences for use of this model in cybersecurity
applications. This study also recommends to implement ensemble methods for an
improved malware detection system deployed in mobile security domains. We plan
to pursue future research directions such as sophisticated feature engineering, deep
learning architectures designed for mobile security tasks and adversarial learning
methods specially developed to improve the robustness against new evasion tactics
proposed by malware authors.

In addition, investigation into real-time deployment situations and the need to
scale will further ensure the operational relevance of these techniques in cybersecu-
rity systems. With mobile malware steadily increasing in innovation and complexity,
refinement and adaptation of detection techniques will be essential to remain ahead
of the curve.

The reliable performance of ensemble methods in this study did have certain
limitations that should not go unsaid. This involves the computational complexity
associated with training and deploying ensemble models on resource-constrained
mobile devices and biases that might be introduced due to dataset depictions and
feature engineering choices. Solving these problems will be key towards making

malware detection solutions practical and thus more reliable and scalable.

4.6 Summary

This chapter examines the efficacy of different ML models in the detection of
Android malware, specifically focusing on ensemble methods such as Random Forest
and Bagging Classifier. These models showed high values for precision, recall, F1-
score and accuracies(0.81 and0.84) respectively, in comparison with other classifiers
(Gradient Boosting, AdaBoost or Logistic Regression). The results from the analysis
show that ensemble methods have the ability of dealing correctly with high organized
malware into complex patterns, and that is represented by in ”Fwd Avg Bytes/Bulk”

feature. Some comparative insights from earlier studies validate the robustness and
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fidelity of ensemble learning; however, competing methods reach complexity and
evasion risks compared to both metadata-based detection models as well as BERT

architectures.
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Table 4.2: Comparative Analysis of Malware Detection Approaches

Study Approach | Performance Insights
and Meth-
ods
This Ensemble Achieved high precision, recall, F1-score, and
Study Methods: accuracy (0.81 for Random Forest, 0.84 for
Random Bagging Classifier). Demonstrated robust
Forest, performance in detecting malware patterns
Bagging and complexities.
Classifier
Bakir et | DroidEncoder:Focuses on feature extraction using auto-
al. [8] Auto- encoder, potentially addressing diverse and
encoder complex malware behaviors differently from
based ensemble methods.
feature
extraction
Hefter et | Metadata- Vulnerable to evasion techniques using obfus-
al. [7] based cated metadata. Your approach with ensem-
detection ble methods avoids some of these vulnerabil-
ities by focusing on feature-based detection.
Yerima et | Ensemble Achieved high accuracy in malware detec-
al. [19] Learning tion. Your study reinforces the effectiveness
Techniques | of ensemble methods with similar or superior
performance metrics.
Chaieb et | BERTroid: | Focuses on computational complexity and
al. [20] Malware training requirements with BERT architec-
detection ture. Your ensemble methods provide com-
with BERT | petitive performance with potentially lower
architec- computational overhead.
ture

affodil International University
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Chapter 5

Conclusions and Future Work

In this chapter, we summarize the research works presented in this dissertation

and make final concluding remarks with a few directions for future works.

5.1 Summary of the Dissertation

The dissertation investigated the intricacies of conduction malware detection in
Android using machine learning (ML) techniques. Leveraging such data, we then
covered major drawbacks of standard detection routines, which mostly are over-
whelmed by the speed with which mobile threats progress. Our results also showed
that ensemble methods such as Random Forest and Bagging Classifier improves the
detection accuracy, precision, recall and F1l-score. The systematic approach used
in this study consists of data collection, preprocessing, feature engineering, model
building and tuning as well as exhaustive performance evaluation. More impor-
tant, is that the inclusion of Explainable Al techniques ensured transparency and
interpretability to make sense about why it made predictions.

The results suggest that machine learning methods can provide large gains in the
ability to detect sophisticated malware patterns, and proper dataset regularization is
necessary for combating classification biases. In short, our study provides important
observations which may be used as guidelines to better deploy and develop advanced

detection systems for the protection of mobile devices users.
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5.2 Future Research Directions

The next studies will probably try to improve detection of Android malware

with:

e **Incorporation of Deep Learning**: Fusion of DL runners in the hybrid mod-
els could help to catch more compound malware behavioral patterns and thus

enhance detection rates.

e **Real-Time Adaptation**: Building upon security frameworks, which fea-
ture continuous learning methods to update the model so as to include new
emerging malware, is critical toward maintaining its success for real-world ap-

plications.

e **Feature Expansion®™: Creating systems, for learning to enable the model
to adjust to emerging malware threats in time will be essential for ensuring

effectiveness, in practical scenarios.

e **Cross-Platform Detection™*: Exploring features, like studying behavior and
analyzing network traffic patterns may improve the models ability to detect

threats that were previously unknown.

e **User Privacy and Ethical Considerations**: Expanding the study to incor-
porate methods that can detect across platforms may enhance the significance

and practicality of the results.

In research it is important to explore the ethical aspects and privacy issues
associated with gathering and analyzing data, for mobile malware detection. By
following these instructions and implementing them effectively the realm of detecting
Android malware can make strides offering strong defense against the increasing

variety of cybersecurity risks.
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Appendix A

Appendix

A.1 Snapshot of Dataset
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Appendix B

B.1 Snapshot of Dataset

A3:
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