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ABSTRACT

Telecommunication fraud, especially through techniques like phishing calls, poses a
significant threat, resulting in substantial financial losses and compromising sensitive
personal data. While technological advancements have made life easier for consumers,
they have also introduced new vulnerabilities. Phishing through phone calls, wherein
individuals are tricked into revealing sensitive information, is a prevalent method
employed by fraudsters. Traditional approaches use blacklists of known fraudulent
numbers to detect phishing calls that are ineffective against new or previously unseen
numbers. To tackle the problem, | propose a system leveraging conversation transcript
analysis, combining an Automatic Speech Recognition (ASR) model to convert audio
to text and Natural Language Processing (NLP) techniques to analyze the text. Two
datasets are used in my experiment: a transcription dataset generated by a Bangla
ASR system and a clean conversational dataset. | demonstrate that fine-tuning deep
learning models to increase accuracy works well on transcription data provided by
ASR. The study utilizes four deep learning models: Artificial Neural Network (ANN),
Recurrent Neural Network (RNN), Long Short-Term Memory (LSTM), and
Bidirectional Long Short-Term Memory (BiLSTM). The results demonstrate that the
RNN model attains the best accuracy of 97% on the clean conversational dataset. In
the transcription dataset, both LSTM and ANN models achieve highest accuracy of
83%. The results emphasize the capability of optimized deep learning models to
improve the identification of fraudulent phone calls, especially in situations where the
data is provided by ASR system. This provides a strong and effective approach to
detect telecommunication fraud.
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CHAPTER 1
INTRODUCTION

1.1 Overview

Concerns about fraud extend globally, and the telecommunications and mobile
banking sector is no exception. Telecom fraud is an alarming issue because it can lead
to significant revenue loss and can cripple the credibility and efficiency of telcos.
Bangladesh has recently fallen in a trend of mobile banking setStatus As per [20], The
number of banks that currently provide Mobile Financial Services (MFS) in
Bangladesh is 17 and the average daily transaction is 4175.66 crores in January 2024
which shows clearly how this field is on the point of revolution from the perspective
of Bangladesh. This growth has also spawned fraud trends such as impersonating real
customer service representatives to scam people who are caught unawares. A
significant proportion of the population is skeptical about using mobile financial
services (MFS) over fear of falling victim to fraud in numerous forms. According to a
report, compromised PINs were one of several methods of fraudsters who employed
this. Furthermore, fraudsters regularly utilize impersonation and account takeovers.
Oftentimes times scammers will call acting like reputable agents or managers. These
are made up of many different types of manipulative practices to get victims to
disclose personal information. With the recent growth of mobile financial services, it
is imperative to reduce fraud and support the healthy development of such services by
conducting research on fraudulent activities in mobile financial services in
Bangladesh.

NLP models are already very successful in different realms, but the application of
these models in this specific field was largely unexplored till now. I strongly believe
that NLP models are best suited for detecting suspicious phone calls, based on
language analysis. These conversational cues help these models analyze the language
patterns that are written by the scammers which can assist in identifying possible
attempts of scam/fraud. Integrating NLP technology in MFS and telecommunication
can lead to significantly fewer people becoming a victim of fraud as well, increasing
the security and trust of mobile financial services.

1.2 Background and Present State

Researchers in the field of detecting fraudulent phone calls have typically depended
on two primary methods. An effective method is utilizing Call Detail Records (CDR)
databases to detect and pinpoint instances of fraudulent behavior. The CDR files
provide comprehensive data, including phone numbers, call durations, times,
locations, etc. This information is helpful for analyzing calling trends and identifying
any unusual activity that may suggest fraudulent behavior. Nevertheless, this approach

©Daffodil International University, Bangladesh 1



has constraints, particularly in the case of unfamiliar or previously unrecognized
numbers, which pose difficulties in detecting intricate fraudulent schemes. Recently,
there has been a growing inclination towards directly analyzing the content of phone
calls. This novel approach entails converting audio conversations into written text and
then utilizing NLP tools to examine the transcriptions. Through the analysis of the
language content of phone conversations, researchers are able to identify minor signs
and trends that might potentially suggest fraudulent actions. This technique has
demonstrated considerable potential in enhancing the precision of fraud detection by
examining the actual conversation content, rather than relying just on the information
supplied by CDRs. In an effort to improve this approach's efficacy, scholars have
investigated a range of deep learning and machine learning models. These models
have been utilized to analyze the textual data gathered from transcriptions in order to
detect fraudulent behaviors by examining linguistic trends. Furthermore, several
researchers have taken a further step by constructing Android applications that use
NLP models in real time to identify fraudulent activities during phone conversations.
These programs have the capability to promptly notify users, hence improving the
ability to detect and prevent fraudulent acts in real time.

I have investigated well-known deep learning models in my study, including
BiLSTM, LSTM, RNN, and ANN, all of which have demonstrated efficacy in NLP
classification tasks. Furthermore, I have experimented with the partial fine-tuning[21]
method of these models and the outcomes are reported in this study. To assess and
improve the effectiveness of these models in identifying fraudulent phone calls based
on their textual content, important ideas including confusion matrices, classification

reports, and hyperparameter tweaking have also been covered.

1.3 Problem Statement

Conventional telecom fraud detection systems mostly depend on blacklists of known
fraudulent phone numbers, which prove useless when dealing with unknown or newly
discovered numbers. This restriction is especially important when it comes to the
Bangla language since current solutions are not sophisticated enough to distinguish
between real and fake calls. As a result, people who speak Bangla are still quite
susceptible to other types of telecommunications fraud, such as phishing, which
involves tricking someone into giving up personal information. People who rely
significantly on telecommunication services run the danger of suffering significant
financial losses and serious security breaches due to the incapacity of present
technologies to analyze and interpret voice scripts in Bangla. In addition to

undermining consumer confidence, this inadequate fraud detection technology also
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hinders the expansion and dependability of telecom services in Bangla-speaking

arcas.

1.4 Objective

The primary objective of this study is to create a sophisticated fraud detection system
tailored to the Bangla language. The system will employ conversation transcript
analysis to improve the precision and dependability of detecting fraudulent phone
calls. The goal of this system is to overcome the shortcomings of conventional
blacklist-based methods, which frequently fall short in identifying new or unidentified
pattern phone numbers. The suggested method will evaluate voice scripts and use
deep learning models and Natural Language Processing (NLP) techniques to
successfully identify between legitimate and fraudulent calls. The research focuses on
multiple important goals to accomplish this. First and foremost, find all necessary
patterns of fraud phone call dataset. Second, the effectiveness of using and optimizing
different deep learning models—ANN, RNN, LSTM, and BiLSTM, among
others—for the analysis of recorded talks will be investigated. The ultimate goal is to
construct a contemporary, trustworthy fraud detection system that maintains the
integrity of telecommunication services and shields Bangla-speaking customers from
money losses and security concerns by concentrating on the distinctive linguistic traits
and nuances of the Bangla language.

1.5 Scope and Limitations

This research project extends its scope to address the threat of fraud attempts targeting
users of mobile banking services such as Nagad and bKash and banking services as a
whole, the telecommunication sector, e-commerce customers, and people who are
vulnerable to financial loss to scam callers. With the increasing reliance on online
banking, e-commerce shopping, and remote work opportunities, the susceptibility to
fraudulent activities has elevated, necessitating a comprehensive approach to security.
The project aims to deploy advanced voice analysis techniques to analyze different
types of voice features within the Bengali language, thereby enabling the detection of
fraud attempts that take advantage of unsuspecting users. By closely looking in on the
unique challenges posed by this specific domain, the research explores different
possible solutions to fortify the security measures of customer service systems,
ensuring a strong defense against devious practices safeguarding the financial and
well-being of users, and ensuring their security and privacy of information. This
targeted scope builds a commitment to addressing the evolving scene of fraudulent
activities, offering a specifically targeted solution to enhance the security state of
customer safety and security throughout the domain.
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There are several obstacles to overcome while putting into practice a task aimed at
detecting fraudulent phone calls in Bangla. These include the absence of data and
research in this area. The lack of a relevant dataset that is specifically focused on
fraudulent phone calls in Bangla is one of the main problems. To obtain pertinent data
in the absence of previous work in this field, it is imperative to directly connect with
persons who have had such calls. Acquiring this data, nevertheless, is not without its
difficulties because many people could be reluctant to divulge specifics of these chats
out of discomfort or privacy concerns. The limited number of open-source Bangla
ASR models exacerbates this problem. Word Error Rate (WER), which is often
introduced by ASR models, becomes crucial in real-world applications requiring
speech-based data. Creating a strong NLP model that can handle high WER and
reliably identify fraudulent phone calls is crucial to reducing this. In order to
guarantee proper categorization even in the event of probable errors generated during
voice recognition, such a model would need to account for the subtleties of spoken
Bangla, including changes in dialect and pronunciation. To put it simply, overcoming
these obstacles calls for a multifaceted strategy that includes data-gathering
techniques that are considerate of privacy issues, the development of ASR capabilities
specifically tailored for Bangla, and the construction of robust NLP models that can
function well even in not ideal speech-to-text scenarios. In order to successfully
deploy solutions to combat fraudulent phone calls in the Bangla language
environment, it will be imperative to address these obstacles.

1.6 Report Organization

The proposed report is structured with a comprehensive layout to guide readers
through the research process, findings, and implications. Each chapter serves a
specific purpose, contributing to the overall coherence and depth of the document.
Chapter 1: Introduction

The introductory chapter sets the stage by highlighting the growing threat of fraud in
Bangladesh's telecommunications and mobile banking sectors. It outlines research
objectives to develop advanced fraud detection systems for Bangla voice calls, posing
specific questions on deep learning, fine-tuning models, predictive strategies, and
NLP techniques. The chapter underscores the study's significance in enhancing
telecommunication security and consumer protection, offering an overview of the
report's structure.

Chapter 2: Literature Review

In the literature review, the goal is to present a thorough analysis of previous studies
and published material that is pertinent to the identification of fraudulent phone calls.
The purpose of this part is to explore the technological developments, methodology,
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and theoretical foundations of deep learning models, fine-tuning strategies, and fraud
detection. The background chapter aims to create a contextual framework for the
current investigation by synthesizing this data. In addition, it seeks to pinpoint areas
in which additional research is required to develop the field of fraud detection in
telecommunications, with a special emphasis on enhancing precision and
effectiveness through sophisticated Al techniques.

Chapter 3: Methodology

The study's detailed procedure is described in detail in the methodology chapter,
which provides an overview of the model architecture, data gathering techniques,
research design, and the reasons for their selection. To provide transparency and
consistency in the analysis of fraud detection in telecommunications and mobile
financial services, this section aims to shed light on the research methodology.
Chapter 4: Implementation

In this chapter, the Actual experiment is conducted. The models are used in different
datasets. Describe every model implementation of fraud phone call detection. Their
performance is analyzed with proper training and validation diagrams.

Chapter 5: Result And Analysis

This chapter presents the experimental results obtained from both a clean, manually
supervised dataset and a transcribed audio dataset. It evaluates the performance of
fine-tuning deep learning models using relevant metrics to assess their effectiveness
in detecting fraud in telecommunications and mobile financial services.

Chapter 6: Impact on Society, Environment and Sustainability

This chapter examines the social implications of the fraudulent phone call detection
system, outlining the ways in which people would be impacted on a personal and
social level. This strategy protects the fraud detection system's long-term efficacy and
dependability against changing scam techniques, fostering a safer online environment
for all users.

Chapter 7: Conclusion and Future Work

The last chapter summarizes the contents of the full report. It presents a summary of
the most important discoveries, restates the research's conclusions, and makes
suggestions for real-world uses and additional research. Researchers who wish to
build on the current work can find guidance in the discussion of the implications for
future research. A logical flow of information is ensured by this organized layout,
which leads the reader through the study process from the introduction to the

suggestions and wider consequences.

1.7 Summary
In Bangladesh, MFS is growing rapidly. The extensive use of MFS has increased
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fraudulent activities, including impersonation and account takeovers, leading to
substantial financial losses and eroding confidence in these services. Conventional
fraud detection techniques, which depend on CDRs, are inadequate in detecting
complex frauds that include unknown phone numbers. This paper presents a
sophisticated fraud detection system for individuals who speak Bangla. The system
transcribes phone call conversations using ASR and then analyses the transcriptions
using NLP techniques. To do this, advanced deep learning models like ANN, RNN,
LSTM, and BiLSTM will analyze the transcriptions. Additionally, the research will
focus on addressing the distinctive linguistic characteristics of the Bengali language.
The objective is to develop a dependable system capable of discerning between
authentic and deceitful calls, bolstering telecommunication services' security, and
safeguarding Bangla-speaking consumers against monetary damages. In order to
create reliable NLP models that can identify fraud even in noisy, real-world settings,
the project also addresses the issues of data scarcity, privacy concerns, and the high
Word Error Rate (WER) in ASR models.
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CHAPTER 2
LITERATURE REVIEW

2.1 Overview

This section examines the body of research on fraudulent phone call identification,
emphasizing the dearth of studies specifically on Bangla. Two basic study
methodologies are commonly used in this domain: the first involves analyzing Call
Detail Records (CDR) and the other involves applying Natural Language Processing
(NLP) techniques to analyze call content. The first method makes use of CDR
datasets, which offer metadata including phone numbers, hours, locations, and call
durations. To examine these databases and find trends and abnormalities that can
point to fraud, researchers use machine learning algorithms. By using the structured
nature of CDR data to identify unusual calling activities, this technique has been
efficacious in identifying specific forms of fraud. The second strategy, which has
gained popularity recently, is centered on the in-depth examination of call content.
This is turning audio recordings into text and using natural language processing
(NLP) to carefully examine the discussions for indications of fraud. Through the
examination of language and conversational clues present in the transcripts,
researchers can discern tiny symptoms of fraudulent behavior that may be overlooked
through metadata analysis. With this approach, fraudulent behaviors can be
understood more precisely and contextually.

2.2 Related Works

Jabbar and Suharjito[1] employed K-Means and DBSCAN algorithms to analyze Call
Detail Records (CDRs) in their investigation of fraud detection in telecommunications
employing machine learning. Their study sought to detect abnormalities that are
suggestive of fraudulent activity, by evaluating the effectiveness of various algorithms
using real fraud data. The findings demonstrated that the K-Means algorithm
outperformed DBSCAN in accurately detecting fraudulent activity inside CDRs. This
discovery highlights the effectiveness of the K-Means algorithm in grouping and
identifying fraudulent activities, especially in situations that include extensive datasets
commonly found in telecommunications operations. The authors emphasized the
necessity of conducting more research on alternate clustering approaches and
unsupervised learning methods, such as hierarchical grouping, in order to improve the
effectiveness of fraud detection. They recognized the changing nature of fraud
difficulties and the differences in how successful detection is for various
telecommunications providers and fraud situations. They proposed continuous study
to improve and broaden detection methods in this important field.

Xing et al. [2] present a sophisticated method for addressing fraudulent phone calls by
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employing deep learning techniques. They tackle the constraints of conventional fraud
detection algorithms that depend on manually designed characteristics, which might
become outdated as fraud strategies advance. The authors propose a system that
utilizes convolutional neural networks (CNNs), long short-term memory networks
(LSTMs), and stacked denoising autoencoders (SDAEs) to automate the feature
engineering process. These models are particularly trained to analyze CDRs and
identify subtle trends in phone number features and call behaviors that are linked to
fraudulent operations. Their experimental findings exhibit significant improvements
in performance compared to traditional methods, obtaining an accuracy rate that is
above 99%. Out of the models that were examined, the SDAE consistently performed
better than the others, demonstrating higher stability in dealing with idea drift. Idea
drift is an important factor where fraudulent behaviors change over time. The success
of deep learning in adjusting to dynamic changes in fraudulent phone numbers and
behaviors highlights its resilience, making it a strong solution for real-world
applications in telecom security. The study by Xing et al. emphasizes the significant
impact of automated feature learning on enhancing the accuracy, efficacy, and
dependability of systems designed to identify fraudulent phone calls.

Zhao et al. The work of [3] for call content analysis with telecommunication fraud
detection uses a model decision tree algorithm to build detection rules. They use the
decision tree to ensemble select keywords; they contain fraud and normal data
set-related coefficients in formulas. Traditional decision tree approaches emphasize
information gain; in contrast, this research deals with the correlation value of all
keywords for fraud detection. These correlation values will be summed over all
keywords present in a text to create the detection rule, and if the sum exceeds a
pre-set threshold, I classify the text as fraudulent; otherwise, it's normal. This
emphasizes the wuse of decision trees in generating good rules to detect
telecommunication fraud (using call content as input).

In their research, Moussavou and Park [4] propose a novel hybrid architecture that
combines a l-dimensional Convolutional Neural Network (1D CNN), Bidirectional
Long Short-Term Memory (BiLSTM) and Hierarchical Attention Networks (HANSs).
This hybrid approach combines the power of CNNs and BiLSTMs to harvest
context-aware features from word vectors ENCHMARKS The 1D CNN is successful
at identifying local feature patterns in the input data, whereas BiLSTM well
understands long-range dependencies along a sequence. Integrating with Hierarchical
Attention Networks to improve the model by focusing on important features on the
word and sentence levels. As a result of the evaluations performed on the real-world
KorCCVi v2 dataset, this model achieved accuracy and F1 scores of 99.32 % and
99.31%, respectively, which are greater than any baseline models trained by the
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authors. I will further show that the hybrid model outperforms many existing
solutions, both those that are designed on structured grids and those tailored for
unstructured grids. The results also demonstrate the comparable performance of the
present approach to other approaches available in the literature, which verify its
robustness and effectiveness.

In their study, Kumar et al. [5] concentrate on the detection of fraud calls by
supervised learning algorithms. The research uses a dataset of 5,925 records. In this
study, the performance of several machine learning algorithms (Random Decision
Forest (RF), k-nearest Neighbours (k-NN), Support Vector Machine (SVM), and
Gaussian Naive Bayes (GNB)) is being evaluated. Of all the k-NNs, SVM showed
99% accuracy. The paper discusses the need for early detection of scam calls to
prevent a wide range of fraudulent scenarios and safeguard potential victims. The
comparative analysis of various algorithms in this domain revealed that k-NN and
SVM fare well, which strictly paves the way for a concrete predictive analytics-based
fraud detection framework.

Naidu [6] collects telecommunication fraud records, including data from media and
social platforms with the assistance of machine learning (ML) that filters and selects
high-quality records. Use natural language processing (NLP) to extract features from
the text, and define thresholds to flag like scammy call content. An Android
application performs real-time fraud detection by dynamically evaluating the content
of a call. The BERT model was the best performer of whatever models were tested
from an acc and loss perspective. It gives an accuracy of 94.0% and a validation loss
of 0.16. They use this model because it is the best at predicting whether a call is
fraudulent or not.

A work by Neha[7] attempts to classify calls based on voice data transmitted between
prospective victims and callers. The authors implemented two models and tested them
with various machine-learning methods based on intent analysis of call transcripts.
The model itself is built on Naive Bayes Algorithm and Convolution neural net,
which is accurate up to 94.57% as well as 97.21%.

Natarajan et al. [8] present a novel deep-learning method for phone call (spam/ham)
classification. They transcribe calls to text and then use embedded capabilities in a
2-Path Hybrid Model (2PHM). It combines a Long LSTM with a Sentence Similarity
Network. The 2PHM, which utilizes the Universal Sentence Encoder embedding
technique, transforms call transcripts into latent feature vectors in a high-dimensional
embed space. On the other hand, their model is more accurate than well-known
Machine Learning models like Naive Bayes, K-Nearest Neighbors, Random Forests,
and Support Vector Machines with a classification accuracy of 93% and a runtime of
3 seconds.
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With a particular focus on call center applications, Ezzat et al.[9] investigates the use
of text mining techniques on transcribed audio recordings to discern the moods of
speakers. The suggested approach entails employing speech recognition technology to
transcribe audio, converting the text to a "bag-of-words" representation, and using a
variety of feature selection techniques to find pertinent keywords. Next, the study
extracts distinguishing keywords, clusters comparable calls, and classifies calls based
on sentiment using supervised and unsupervised learning approaches such as Support
Vector Machines (SVMs), Naive Bayesian classifiers, decision trees, and K-nearest
neighbor classifiers. The strategy looks for terms linked to poor customer service and
works to enhance automated systems that rate customer support conversations.
Between all the models SVM gives maximum accuracy of 94%

In another work, deep-learning neural networks were used to detect spoofed call
center conversations [10]. Their most successful results use deep CNNs with word
embedding vectors as inputs. The former allows 62% of fake calls to be identified
automatically with 43% percent accuracy.

Mawgoud et al.[11] suggest to use of artificial neural networks (ANN) for Wangiri
fraud detection of telecom datasets. Wangiri fraud which makes missed calls to lure
an expensive calling back is one of the threatening trends among has increased danger
in the telecom industry. For the dataset, authors took 1000 samples in total including
700 as normal cases and 300 as fraudulent cases. The dates and times in the data set
are converted to facet variables. A method tested a Panama-based dataset using an
ANN model with MLP and achieved 90.6% success for the telecom dataset and 85%
on the test data set. The research reveals the power of neural networks for recognizing
fraudulent patterns, even without any human interaction, and suggests using them to
improve telecom fraud detection.

Hong, B. et al[12] used Google API to transcribe the call contents and then apply
word embedding (and other NLP tasks) creating a more reliable classifier. The Long
Short Term Memory (LSTM) model was developed, and the highest accuracy of
85.61% was achieved in detecting scam calls.

Elizalde & Emmanouilidou[13] proposed shallow feature-based detection using call
detail records while their methods examine acoustic voicemails for significant
performance improvement over traditional anomaly-based phone call spam detection.
Their method can determine whether or not a call is from a human with 93%
accuracy, subsequently filtering out spam calls as long as they are coming from
humans with between 75-83% accuracy. This privacy-preserving approach, which
does not analyze the content of spoken words, demonstrates that voiced and unvoiced
audio content alone contains enough information to distinguish between call types.

This research leaves room for the broader use of this audio-based approach, to
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complement existing call behavior analytics, to minimize unwanted and dishonest

calls.

2.3 Comparison between existing works

Table 2.3.1: Comparative analysis of some work for Fraudulent Phone Call Detection

SL Author Name Used Algorithm Best Accuracy with Algorithm
No
1. | Jabbar & Suharjito K-Means, DBSCAN K-Means = 97%

(1]
2. Xing et al.[2] CNN, LSTM, SDAE CNN =99%
3. Zhao et al.[3] Decision Tree Decision tree = 98%
4. | Moussavou & Park ANN, BiLSTM,HAN Hybrid(ANN, BiLSTM,HAN) =

[4] 99.32
5. Kumar et al.[5] Random Decision Forest (RF), SVM = 99%

k-nearest Neighbours (k-NN),
Support Vector Machine
(SVM), and Gaussian Naive
Bayes (GNB).
6. Naidu[6] LSTM, BiLSTM, BERT BERT = 94%
7. Kale et al. [7] Naive Bayes, CNN CNN =97%
8. | Natarajan et al. [8] Naive Bayes, KNN, LSTM, Hybrid Model = 93%
Support Vector Machine
9. Ezzat et al.[9] Naive Bayes, Decision Tree,, SVM=94%
SVM
10. Ozlan et al. [10] Naive Bayes, Decision Tree, CNN =43%
CNN

11. Mawgoud et al. Multilayer perceptron (MLP) | Multilayer perceptron (MLP) ANN =

[11] ANN 85%
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12. Hong et al. [12] SVM,CNN,LSTM LSTM =85.61%

13. | Elizaldz et al. [13] SVM, L-SVM, CNN CNN=93%

2.4 Open Issues

Even with these developments, research on the topic of detecting fraudulent phone
calls in the Bangla language is still lacking significantly. The distinct linguistic
features of Bangla provide certain difficulties that have not been adequately addressed
in previous research. There is also an absence of performance analysis in real-world
scenarios. By using cutting-edge speech analysis methods designed especially for
Bangla, this paper seeks to close this gap and improve fraud detection's precision and
efficacy in this linguistic setting. Moreover, the influence of imperfect real-time
transcriptions on the performance of NLP models has not been sufficiently
investigated in prior research.

2.5 Summary

Two main approaches are used in research on fraudulent phone call identification: the
analysis of Call Detail Records (CDR) and the use of Natural Language Processing
(NLP) techniques to call content. CDR analysis uses machine learning to identify
fraud tendencies by utilizing metadata such as phone numbers and call durations. NLP
techniques use linguistic signals to translate audio recordings into text in order to
detect fraud. Although these techniques have proven successful in identifying
different kinds of fraud, there is a huge research vacuum concerning Bangla. The
distinct language characteristics of Bangla provide particular difficulties that have not
been sufficiently addressed. Furthermore, more research is necessary to determine
how imperfect real-time transcriptions affect the performance of NLP models.
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CHAPTER 3
METHODOLOGY/ REQUIREMENT ANALYSIS & DESIGN
SPECIFICATION

3.1 Overview

This section will present my suggested strategy for identifying phoney calls, along
with in-depth information on the methods used for data collection, data augmentation,
and data preprocessing. I'll list the gear and software I need for my job to guarantee
scalability and the best performance. This part also discusses financial analysis and
project management techniques, giving readers a comprehensive understanding of the
project's resources, scope, and financial concerns. By applying a rigorous
methodology to both technical implementation and project management, my goal is to
create a reliable and affordable system for detecting phoney calls.

3.2 Proposed Methodology

The primary objective of my suggested methodology is to identify fraudulent
telephone conversations by translating spoken language into written text and
subsequently analyzing the transcribed material using NLP. The process of
transcription conversion entails the utilization of ASR technology. Subsequently, I
employ natural language processing (NLP) methods and deep learning algorithms to
identify deceitful phone conversations by analyzing the transcribed text. The
execution of my technique is carried out in two distinct stages. I first trained my
model on a clean text dataset that was manually written after conducting interviews
with people who faced fraudulent phone calls. This dataset comprises accurately
labeled text samples that are devoid of any environmental interference or transcription
mistakes. The primary purpose of this first training is to enable the model to acquire
knowledge about the fundamental patterns and characteristics that are linked to both
fraudulent and non-fraudulent calls. However, when the model is used in real-life
situations, the transcription data will inevitably include noise caused by variables like
a loud environment and the intrinsic Word Error Rate (WER) of the ASR model. In
order to tackle this issue, I optimize my pre-existing NLP models by utilizing the
transcribed text produced by my ASR system. This step allows my model to account
for variations and inaccuracies in real transcriptions. I will try to assess different
kinds of deep learning models on the transcribed dataset, which I have fine-tuned to
ground truth annotations. This experimental contrast helps us to better understand
how fine-tuning will affect the accuracy and robustness of a model with noisy
real-world transcriptions. Their rigorous approach means that the models are able to
deal with practical scenarios well, even if the data quality is not great.
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Figure 3.2.1: Proposed Methodology

3.2.1 Data Collection Procedure

The success of fraud detection depends to a large extent on the quality of the
underlying data, so careful dataset preparation is necessary. The dataset includes 120
phone call scripts, distributed evenly between fraud and non-fraud ones. This data was
gathered by analyzing valid newspaper sources and interviews with people who had
received scam phone calls. These scripts were manually transcribed, ensuring accurate
word representation. This thorough procedure ensures both the correctness and the
appropriateness of my dataset for fraud detection methods with positive predictive
value. It is important to note that my analysis focuses exclusively on the conversations
initiated by the scammers. Therefore, I have analyzed only conversations or callers
and by using different models I will identify scammers. This systematic approach
ensures that the next analyses will be concentrated on the relevant discourse necessary
to understand patterns and methods of fraudulent communication. A sample of the
dataset is illustrated in Figure 3.2.1.1 To evaluate the performance of NLP models on
transcriptions produced by the ASR model, I have gathered a total of 480 recordings
of different individuals engaging in these conversation scripts from the callers'
perspective. A sample of the recording transcription dataset is illustrated in Figure
3.2.1.2 This comprehensive dataset serves as the foundation for my analysis and

model assessment.
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Table 3.2.1.1: Table for some Clean Conversations from my collected Dataset

Callers Conversation Type

AN AT FRF 97 (T AT (I@F | A g foa 37 77 77 fH3fhe
AFTET ST SFF (FHT T FIH| 93 T (© I A JIFF RO Scoooo BT
(TAEA| T SHE| BT AT FTNE AP N TR JAF (7337 2J |
SrsTfel BIRE A FESNET S FT IE G161 AR [FF0T P00 | fAfed
e T BIF] Aae T ARG | @ TSN A e 271 (w3, s (@i fraud
BIFT @ 91 A6 A@S 5 (F e 2@ | 93 A AT N (3 (@7 fore *NF@1
A7l (o7 artfel I BT STRET 9F6T f[TFPT 9FTSH 9 Cooo BIFT (TS A FFa|
I I 51T G Qe S AF1G6 2 7T 3 7|

I, SRR, S (B fifet 7 (¥ [@1] Feifw| ST 93695 | non-fraud
Frgice oo 2@ @3 5F] F@R1 el F @it s 3mF? e
ARfbe @ET (|G SREW ARFE @G RIS Fam a7 W, snfi
CCTS F fT | SIS ST (RSITT Tl AFANE NI |

Table 3.2.1.2: Table for some transcribed Conversations from my collected Dataset

Transcribed Conversation Type

N CIAA IRET (XT AT (YF I, AT Ao fod I TT9F S
@S T 515, 92 Tl AT 5AF APTFIAT FAET FF Q5T JTHH
2@, 9F TN OIFT (TS, J1 TF CIFI6] A FIENE AR TR
T T @A RE A MY FNH6] ATE (w20 2@
TIFT AE T AN, AP HFEEF @2 A 2@, (73 AN (F o1
o @AF @, [F& I@F FA@ 07 @1 939 A [AET TE 6 @IFE fraud
OFIE FEE Fordl e T J4q1, (&7 AA{@W 51, oz a6 KT
AFTSEE A6 O ©TFT N Hfey FE, ST AT ©IHI0 QT AN
TF AFTOC [P FE 571

(31, SIST SACTRH, A (G (A FoT (N JeA(w, A1 926 Shevy
RERS (FF 5] FEMR, AEfAfF (1 (02 T 37F, AFfAfF FIo7 (F1
(R SR 39 A (I FES FA© MNEN| 65 o=y 3@ foroiw, non-fraud

3.2.2 Data Augmentation

Given the limitations of my initial dataset, To reduce the chance of overfitting, I have
used data augmentation techniques on my cleaned dataset. Specifically, I have
utilized similar alternative word augmentation techniques, which generate new scripts
by substituting words with semantically similar alternatives. This technique leverages
pre-trained word embedding models (BengaliWord2Vec) to create a relationship for
words in some semantic manner. | have used word synonyms from words having high
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similarity scores to synthetically grow my dataset without altering the core sense of
the conversations. Combining two types of network inputs, allows the model to pick
up more durable representations and reduces the risk of overfitting to only one
category of original data. Top 3 Similar alternative words for 'BI®T are 'S, 'SIIS,
'@ 1 have implemented it using a BNLP (Bangla Natural Language Processing)
library. After Augmentation, my data points increased to 1920 where 960 is fraud

script and 960 is non-fraud script.

Table 3.2.2.1: Comparison between Real & Augmented Conversation from my Dataset

Real Conversation

Augmented Conversation

S TN RSP 97 (FC BT (W@ FefR| AN
IS foa I o 97 [F3fFe aF1o+ SEFT OFF
FHET © 1 93 9 (8 Il BT JFFE ROE
S¢ooo0 BIFT (TR | J1 S| BIFT AN FIF
AN N IR AT W33 7@ Il
BRE A MIESET T FAT I CIFI6] ATTE
fTrT Fate MF| [(fey T @ 51T A® 27
SR | AP SIS FA te 27| (w3, Sy
R BIFT FET A7 A6 AP 9 (3 fte 2&|
24 S fAEE @6 (3@ (©f fae @7 911 (ST
arfe I 51 ORE AF6] [[FPT AFTEDH 9 Gooo
B (S A Fpell O 9t 51 6 Qe
APTAT AFT66 4 77 FF 0|

ST (ST TREH 96T TREST FHET
(@S FefR| Afy FfS8 519 IR MF T
SIfPTge IMBIOT TR ST (FHIA S-S
R AT - T N T JAFIF ROTES
Y000 P (TIGAIF | FH ANF
IR SR &eff NP JAF (7337 3|
S BIRETS SARTE] MASET S PIS TS
fa@s aIm@E IME FAws MNE|I J&T
AFEC I B AES T ANE@E| IR
SN AASNET (o3 271 (7Y, ST
@ P TRET [F NfF 92 9@ -(F Mres
E| I AFET ©IF T (@S o e
M fo @ff oIfy SR (cEARE oreETs
936 INF IFIGH 93 8ooo FfH INFG
TN FPA| g9 A Py o7 A=
AN IMFIST I3 IV FIE |

T, ST TR, SN (BeT FAfAC FeT (P
[A] Fefez| SATET 926N Rt Sefy 2@
@ o1 FERI I F @ Fa© 3572
AFAF ARES @FET (6 SRE@T NFE @G
fRFere Fam@ EA| BFm e, I oS FE
fafSx| SR /Y (TSI Tely ATANE HHIW |

R, SRR, S (B HebT
FES (Y@ FeAMR| IAFET ATANT =A@ Sy
RAS e o] F@EfR1 sty & ardwsy
FAO© TRP?? AP ATS (AT (RGBT
TR-@AF AFT NN FFES FA© ME|
a1 s, Jfir e ITE FE e I
ST (T3FTF S ATANE A |

3.2.3 Data Preprocessing

For advancing further into machine learning and deep learning, which are used in
NLP, proper data preprocessing is very important. It requires a methodical process to
clean the data and prepare it for analysis. I have hidden some of the personal
information of the interviewees in my dataset with special symbols to preserve

privacy during preprocessing. The names of the institutions were also removed to
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prevent any potential biases. Apart from the concerns of privacy, the corpus has been
enhanced by carefully eliminating punctuation and stop words, guaranteeing that the
final dataset is well-suited for natural language processing applications. Most of the
preprocessing tasks use a Python library called "BNLP,” which allows you to
systematically clean the data and make it into a format in which you want to train
your model, while also helping to improve the performance of the model and
providing accurate analysis in NLP applications. Table 3.2.3.1 shows the comparison

between original and preprocessed clean corpus.

Table 3.2.3.1: Comparison between Original & Clean Corpus from my dataset

Original Dataset Clean Corpus

Ay (el RS 97 (T AT (@ TR | TRF (TG A fod A f[Fa7fhe aF18S S
AT A o N =7 77 fFdfhe AFCT ST | (FHT 9 T (0 92 JFTE REE CIFT (TI&=A
O @EE T I A2 T (@ AT T FRE | A 5T FEAE AT TR I TRE
fRBE Stoooo BIFT (TA®A| &1 S| BIFT | WIESNET FUT BIFIGT 2@ GIFT ANA© SINT
A FINE AP M FIRE@ IR [ FAF BT TN@T A6 @6 TE@T 9F0
ST @ | AT SRE A MIASET TR FT | AFTCD bIFT (TS N BIFT AFT66

T BIPIGT AT [STT Fa0e M| [fen 7o
I BIFT A® 2T NG | AP SIS IS
fate 21wy, A (@A BT NET A G
JEF o (@ e 2@ Ay Afy fA@g 1Fo
(U@ (o fUte =ME@ET 71 (o7 At I o1 ©rzeE
AFBT FAFTT AF18 2 Cooo BIFT (TS FH T4 |
O S BT 6 QT SMTNT AFTST 9 T
FE g

IE, SRR, S (B Hfat g | Fifas g a2easfty Frgdies RE@f
(A [A] Fefez| AT 3GAS FRpieg & | @ f @it 7 fte b SREe e
RERS @ o F@ER e F @t FEw | @t oo fem oo s
FRF?? AT TS (FIEN (=F ORE NFE | (W8T fHfbe (b OREE U
ooTe @ Ul SIENE SNT (WSTE O | (W3FTF

APANE  HAEdm| A Ebe @I (®h
TREAE YFE @FRL {Fe0 FI@ NE|
e =, anfy eors @ faflt s sy
(RS Tely SAMTANE HH A |

3.2.4 Feature Extraction
The primary features that other researchers retrieved from their approaches of
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detecting telecom fraud include calling numbers, calling hours, calling types, etc. 1
will identify fraudulent calls using call content identification in my study. So I have
to extract features out of more and more complex data, a problem of extraction
method. TF-IDF vectorizer was used for the feature extraction. TF-IDF name stands

for term frequency-inverse document in its entire form.

Amount of times term x appears in a specific document )
Total amount of terms in that document

TF(x) = (

IDF(x) = log( Amouaitj ; gr::uurzzsfsz/oiizr:eirrlrtfx init )
TF-IDF = TF * IDF

The weighted values that TF-IDF gives us indicate the relative relevance of each
attribute. The data is weighted and ready for use in the classification algorithm after
all of these steps are completed. The stopwords from the dataset are eliminated
throughout the preparation stages. The TF-IDF vectorizer is used to transform the

remaining words into a numerical vector.

3.2.5 Model Selection & Design
Here, 1 have attempted to implement four advanced deep-learning models. The
models that I have implemented in my work are:

e ANN

e RNN

e LSTM

e BILSTM

Artificial Neural Networks (ANNs): ANNs are machine learning models that draw
inspiration from the structure and functionality of the human brain. Neural networks
are composed of linked nodes, known as "neurons," that are structured to analyze and
acquire knowledge from inputs via weighted connections. Artificial neural networks
(ANNs) are designed for specific purposes, such as pattern recognition or data
categorization. These networks modify their connections through a training process to
enhance their ability to accurately anticipate events. Backpropagation is a learning
method that enables artificial neural networks (ANNSs) to adjust and enhance their
performance using known instances. This ability makes ANNs very proficient in
dealing with intricate and non-linear correlations in data. Artificial neural networks
(ANNSs) are used in a wide range of fields, such as image and speech recognition,
natural language processing, and predictive analytics. ANNs are capable of making
educated judgments and predictions by drawing on their training data and using
generalization techniques. Research is still being conducted to improve ANN
structures, algorithms, and applications, which will increase their contribution to the
development of machine learning and artificial intelligence technologies [16].
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Figure 3.2.5.1: Architecture of ANN [16]

Recurrent Neural Network (RNN): RNN is a specialized neural network that
handles sequential data by retaining a recollection of previous inputs in its hidden
state. RNNs use this memory to evaluate context and dependencies across time, unlike
regular neural networks. Predicting the next word in a phrase or analyzing time series
data requires knowing temporal connections. It can catch patterns and make
predictions based on sequential data because its hidden state stores information from
prior inputs. RNNs are simpler than feedforward neural networks since they share
parameters across time steps. Parameter sharing speeds up sequence learning and
facilitates sequential processing applications. RNNs might struggle to learn long-term
dependencies due to disappearing or ballooning gradients during training. LSTM and
GRU RNNs improve memory retention and gradient flow control to overcome these
issues. RNN designs and training methods are being improved to improve natural
language processing, time series analysis, and other applications [17].
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Figure 3.2.5.2: Architecture of RNN [17]
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Long Short-Term Memory (LSTM): LSTM networks are a type of recurrent neural
network that is specifically developed to address the difficulties associated with
collecting long-term relationships in sequential data. Traditional RNNs have trouble
keeping useful information over time because of problems like disappearing
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gradients, which make it hard for them to learn from data from a long time
ago.LSTMs overcome these restrictions by offering a distinctive design that includes
gated cells. Cells are made up of input, forget, and output gates that regulate the
information flow in the network. The input gate regulates the incorporation of fresh
data into the memory; the forget gate oversees the selection of information to be
discarded; and the output gate decides the ultimate output by considering the updated
memory state. This organized method allows LSTMs to successfully capture and
utilize long-term dependencies, making them excellent for applications like voice
recognition, language modeling, and time series prediction that require understanding
context over lengthy durations [18].

-+
QL

tanh g
]

Figure 3.2.5.3: Architecture of LSTM [18]
Bidirectional LSTM (BiLSTM): BiLSTM improves upon regular LSTM networks
by concurrently processing input sequences in both forward and backward
orientations. The use of this dual technique enables BiLSTM to effectively capture
contextual dependencies from both preceding and succeeding stages of the sequence.
This makes it especially advantageous for tasks that require a comprehensive
comprehension of the links between words in both directions.BiLSTM is particularly
effective in natural language processing (NLP) for applications such as sentiment
analysis, text categorization, and machine translation. For example, in sentiment
analysis, the interpretation of a word might differ depending on the context in which it
is used. The BiLSTM's capacity to take into account both preceding and subsequent
words enhances its comprehension of the sentiment conveyed in a phrase. The
architecture of BiLSTM consists of two LSTM layers operating autonomously, with
one processing the sequence in its original order and the other processing it in reverse
order. After that, the outcomes from both channels are combined to give a fuller
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picture of the input sequence. This makes it easier and more accurate to see how
complex connections exist within sequential data [19].

Figure 3.2.5.4: Architecture of BILSTM [19]

Fine Tuning: Fine-tuning is the process of using the knowledge that an existing
model has already acquired as the foundation for learning new tasks. It is a subset of
the more general transfer learning technique. Fine-tuning refers to taking a pre-trained
model and further training it on a new dataset. Using the base model’s previous
knowledge as a starting point, fine-tuning tailors the model by training it on a smaller,
task-specific dataset. To avoid big changes, the learning rate for the first few layers is
set to a low number. In contrast, the later layers use a higher learning rate in order to
adjust to the updated dataset[24].

3.3 Hardware & Software Requirements
Hardware Requirements:

e High-performance computing resources: Due to the involvement of deep
learning models and machine learning models, the usage of fast, high-memory,
powerful GPUs was necessary.

e Graphics Processing Unit (GPU): A GPU is more effective when it comes to
training more machine learning models compared to a CPU. This is why
powerful GPUs are heavily used in the fields of Al and machine learning.

Software Requirements:

e Bangla ASR Model: I have used Hugging Face's Bangla ASR model for the
transcribing process. This model is based on the Whisper architecture and has
been specifically adjusted for the Bangla language. Here are some essential
model details: The model was developed using 400 hours of audio data from
the Bangla Mozilla Common Voice Dataset, which included 7,000 validation
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samples and 40,000 training samples. A small variation of Whisper with 244
million parameters. After 12,000 steps of training, the model's Word Error
Rate (WER) was 4.58%][22].

o Deep learning models: Since, the processing of natural language is involved
in this study, deep learning models were used as the primary models.

e Python programming language: Python has a great ecosystem for working
with Al and machine learning. The collection of rich libraries and huge
communities of machine learning experts online make it easier and faster to
work with machine learning.

e Web Application: For my work, I have built a web application that can be
used to detect fraud and non-fraud conversation call conversations from call
recordings. In the front end, I have used HTML, CSS, and Javascript. In the
backend, I have used the FLASK framework of Python.

3.4 Project Management & Financial Analysis
3.4.1 Project Management
o Project Objectives
A. To develop a model that can detect fraud from Bangla voice call
B. develop a pipeline between the ASR model and the NLP model
C. Make a system of combining the ASR model and the NLP model to
detect fraud phone call
e Project Timeline
e Phase 1: Project Planning and Research (10 weeks)
Phase 2: Raw Dataset Collection (12 weeks)
Phase 3: Preprocessing ( 8 weeks)

Phase 4: Model Implementation (8 weeks)

Phase 5: Result Analysis and Improvement (6 weeks)
e Phase 6: Simple Software Design (4 weeks)
e Resource Planning
A. Equipment and Tools
e Development and Testing Servers
e High-performance Computers for Development Team Design
Software (e.g. Google Colab, Google Drive)
e Version Control System (e.g., Git)
e Plagiarism Checking Tools (e.g., Turnitin)
e Highly capable computer with a good amount of RAM and
GPU
B. Software and technologies
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Front-End Technologies: HTML, CSS, JavaScript
Back-End Technologies: Python FLASK

Libraries: BNLP Library, Tensorflow, numpy, pandas
Models: Bangla ASR model for speech-to-text transcription

C. Data and Content

Voice call records collected from people
Phone call scripts collected from people

D. Training and Skill Development

Fundamental knowledge of deep learning

Fundamental Knowledge of Natural language processing
Understanding of transformer models

Ability to use several tools, like Google API and Open Al
products

Understanding of the potential use cases of the final product

3.4.2 Financial Analysis

The project has several parts that require monetary supplements, and there are several

phases to its life cycle where funding is necessary. In the research and development

process, there is the necessity of voice transcription, There are tools available for the

task for a price. Training the models requires huge amounts of processing power, and

the hardware also requires funding.

Table 3.4.2.1: Estimated cost for this work

SN Components Estimated Cost (BDT)
01. GPU for training 185,000
02. Software and tools (Google API) 1000-2000
03. Data Collection and Processing 40,000
04. Contingency 1000-2000
Total Estimated Cost | 227,000-229,000

3.5 Summary

This study seeks to detect fraudulent phone conversations by transcribing spoken

language into text using ASR and analyzing the transcriptions using Natural

Language Processing (NLP) techniques. Hand-transcribed interviews with scam call

recipients were the first step in creating a clean text dataset to ensure accuracy.

Subsequently, this dataset was enlarged using data augmentation techniques, which
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involved developing scripts that were semantically comparable to mitigate the risk of
overfitting. The preprocessing step entailed anonymizing sensitive data and
eliminating redundant components using the BNLP package. Features were retrieved
with a TF-IDF vectorizer, emphasizing the significance of distinct words. ANN,
RNN, LSTM, and BiLSTM are the four deep-learning models that were used to
handle the sequential data and identify long-term relationships. High-performance
GPUs were used together with a range of software tools, such as the Bangla ASR
model. The project, which had a 48-week duration and six phases, required careful
resource planning and had an anticipated cost of between BDT 227,000 and 229,000.
This comprehensive approach guarantees that the models are resilient and efficient in
practical situations.
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CHAPTER 4
IMPLEMENTATION

4.1 Overview

This section describes how my system was put into practice. The application of
models on two different datasets is covered in subsection 4.2, along with an
explanation of how my system handles them. It provides an overview of the process
of choosing models and integrating them, including fine-tuning. The model
implementation specifics are shown graphically in sub-section 4.3, which also

highlights the model's performance on training and validation datasets.

4.2 Train Model

In this sub-section, I will use the conversational dataset to train the deep learning
model. My two datasets are a transcription of audio files produced by Bangla ASR
and a manually created call script. In my first experiment, I will use the manually
written call script dataset to train my deep learning models. Next, I will use the
transcription dataset to fine-tune my models.

4.2.1 Train models using a clean conversational dataset

The experimental setup used to train deep learning models on a conversational dataset
gathered through one-on-one interviews is described in depth in this section. Three
subsets of the dataset were created: test, validation, and training data. In particular,
training accounted for 70% of the data, with the remaining 30% being split equally
between test and validation sets. In the phases of testing and model validation, this
guarantees balanced evaluation metrics.

I have trained four deep learning models: ANN, RNN, LSTM, and BiLSTM. Each
model was trained using the training subset, with performance monitoring on the
validation subset to optimize hyperparameters and prevent overfitting. The final
evaluation was conducted using the test subset, providing an objective measure of
each model's generalization capability.

Artificial Neural Network (ANN)

An Artificial Neural Network (ANN) trained on text scripts is used to classify
fraudulent phone calls. The ANN is trained to identify patterns in the text that point to
fraudulent activities. The ANN is made up of several layers of interconnected nodes,
each of which processes the incoming data to extract progressively more sophisticated
properties. The input layer uses the Relu activation function and L2 regularization to
prevent overfitting. The network interprets a phone call script layer by layer as it is
fed into the trained artificial neural network. To generate an output, each node in the
network gives its input weight and runs it through an activation function. The hidden
layers are where this process continues, detecting and amplifying patterns linked to
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fraudulent activity. The last layer of the ANN's classification output typically provides
the likelihood that the call is genuine or fake.
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Figure 4.2.1.1: Working Flow of ANN for my work

Recurrent Neural Network (RNN)

This RNN is made up of multiple layers of connected nodes that process incoming
input incrementally to extract increasingly complex features. Initially, the data is
reshaped to meet the input specifications of the RNN, making sure it is appropriately
organized for sequential processing. The model starts with an RNN layer that uses L2
to prevent overfitting. Another RNN layer is then added, and both are set up to return
the entire sequence of data that has been processed. An extra RNN layer comes next,
which carries on the job of finding and enhancing patterns connected to fraudulent
activity. In order to further reduce overfitting, a dropout layer is included, which
randomly removes nodes from the training set. The network then has thick layers with
ReLU activation functions to further enhance the patterns that have been learned. The
ultimate output layer produces a classification output that indicates the probability of
the call being genuine or fake using a sigmoid activation function. The model is
optimized with the Adam optimizer, constructed using binary cross-entropy as the
loss function and assessed according to correctness. A validation set was used to
evaluate performance during the training phase, which comprised several epochs with
a predetermined batch size. Lastly, a test set is used to assess the model's efficacy and
provide an accuracy score for assessing the classification performance
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Figure 4.2.1.2: Working Flow of RNN for my work

Long Short-Term Memory (LSTM)
An LSTM-based Recurrent Neural Network (RNN) is essential for carefully
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examining consecutive text input in order to categorize fraudulent phone calls. This
complex design uses dropout regularisation to strengthen generalization and prevent
overfitting, and it includes LSTM layers that are skilled at capturing complex
sequential dependencies. Dense layers activated by ReLU methodically refine learned
patterns, further augmenting its capabilities. The model ends with a crucial sigmoid
output layer that allows for accurate binary categorization. It is thoroughly evaluated
for accuracy, demonstrating its resilience in accurately identifying fraudulent calls. It

was trained rigorously with binary cross-entropy loss and optimized using Adam.
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Figure 4.2.1.3: Working Flow of LSTM for my work

Bidirectional Long Short-Term Memory (BiLSTM)

An efficient method for classifying fraudulent phone calls involves using a
Bidirectional Long Short-Term Memory (BiLSTM) Recurrent Neural Network (RNN)
to analyze sequential text input in detail. To improve generalization and reduce
overfitting, dropout regularization is incorporated into this sophisticated design. Its
many BiLSTM layers enable it to capture complex sequential dependencies in both
forward and backward contexts with ease. The model's capacity is increased by the
dense layers that ReLU activates, which refine the learned representations. Batch
normalization layers further stabilize and speed up training. Finally, the network
reaches a critical sigmoid output layer for accurate binary categorization. The binary
cross-entropy loss is used for rigorous training, and Adam is used to optimize the
model's performance. The model's accuracy is carefully assessed, highlighting its

resilience in identifying fraudulent calls.
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Figure 4.2.1.4: Working Flow of BILSTM for my work
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4.2.2 Fine-tune deep learning models using ASR Transcription Dataset

In this subsection, I will explore the impact of the fine-tuning approach in transfer
learning on my deep learning models—ANN, RNN, LSTM, and BiLSTM—using
transcribed datasets. The objective is to enhance the models' performance in practical
scenarios by leveraging additional data through a fine-tuning process. For the
experiment, the dataset has been divided into training, validation, and testing sets. In
the experiment, 70% of the data are in the training set, while the remaining 30% are
split equally between the validation and testing sets. This process involves freezing
specific layers of the pre-trained models and training the remaining layers on the new
transcribed dataset. The dataset was divided into training, validation, and testing sets.
For the RNN, LSTM, and BiLSTM models, the data was reshaped to fit the input
requirements. Specifically, the training and validation data were reshaped to
three-dimensional arrays to match the expected input shape for RNN, LSTM, and
BiLSTM layers. In these models, some layers were frozen to retain the learned
features from the initial training. The remaining layers were retrained using the
transcribed dataset. I have used callbacks for early stopping and learning rate
reduction to enhance training efficiency and prevent overfitting. Validation data was
used to monitor the performance and adjust the learning process. I have checked the
accuracy of the models before and after applying fine-tuning to the separated test data.

4.2.3 Creating Web Application using Deep Learning Models and Bangla ASR
After training the deep learning models I create a web application and make a pipeline
between BanglaASR and Fine-tuned ANN models. This application can detect fraud

and non-fraud phone calls from recordings.

4.3 Model Evaluation

4.3.1 Model evaluation for clean conversational dataset

The trained models were evaluated using a clean conversational dataset with four
deep learning architectures: ANN, RNN, LSTM, and BiLSTM. The models
demonstrated high training and validation accuracies. However, the training accuracy
was slightly higher than the validation accuracy, suggesting a potential issue with
overfitting. Nevertheless, the overall accuracy reached 90%, indicating effective
training on the dataset. Table 4.3.1.1 details the training and validation accuracy of
these deep learning models.

Table 4.3.1.1: Training Accuracy vs Validation Accuracy of deep learning models

Model Training Accuracy Validation Accuracy

ANN 0.98 0.95
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RNN 0.98 0.93

LSTM 0.98 0.94

BiLSTM 0.98 0.91

Training and Validation Accuracy of Deep-learning Models:
Represents the training and validation accuracy of the deep learning models in Figure
43.1.1, 43.1.2, 43.1.3, 4.3.1. with the number of epochs on the x-axis and the

accuracy and loss percentages on the y-axis.
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Figure 4.3.1.1: Training & validation accuracy and loss over the epochs of ANN on the clean
conversational dataset
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Figure 4.3.1.2: Training & validation accuracy and loss over the epochs of RNN on

the clean conversational dataset
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Figure 4.3.1.3: Training & validation accuracy and loss over the epochs of LSTM on

the clean conversational dataset.
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Figure 4.3.1.4: Training & validation accuracy and loss over the epochs of BiLSTM on the clean
conversational dataset

4.3.2 Model evaluation for transcription dataset

I improved deep-learning models using a dataset that Automatic Speech Recognition
(ASR) had transcribed. This approach aided in the model's ability to generalize their
noise-induced performance. I have used early stopping and regularisation strategies to
prevent overfitting because of the tiny size of the dataset.

Training and Validation Accuracy of the Fine-Tuning Process: This represents the

training and validation accuracy of the deep learning modes, with the number of
epochs on the x-axis and the accuracy and loss percentages on the y-axis.
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Figure 4.3.2.1: Training & validation accuracy and loss over the epochs of ANN on the transcribed

dataset
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Figure 4.3.2.2: Training & validation accuracy and loss over the epochs of RNN on the
transcribed dataset
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Figure 4.3.2.3: Training & validation accuracy and loss over the epochs of LSTM on the
transcribed dataset
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Figure 4.3.2.4: Training & validation accuracy and loss over the epochs of BILSTM on the

transcribed dataset

4.4 Summary

The implementation of my system is described in depth in this section with an
emphasis on employing models on two different datasets (manual call scripts and
ASR-transcribed data) and integrating them through fine-tuning. The training of deep
learning models, ANN, RNN, LSTM, and BiLSTM, on these datasets,
hyperparameter optimization, and performance assessment on training, validation, and
test sets are covered in detail in subsection 4.2. The accuracy of the models is
displayed graphically in subsection 4.3, demonstrating their usefulness and robustness
in identifying fraudulent calls. Furthermore, 4.2.2's fine-tuning with ASR-transcribed
data improves model performance and shows enhanced generalization skills.
Although there are occasionally minor overfitting issues, overall, all models achieve

high accuracy.
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CHAPTER 5
RESULTS AND ANALYSIS

5.1 Overview

The performance of several models for identifying fraudulent phone calls is shown in
this section, with measures like accuracy, precision, recall, and F-1 score being used
to assess the models. The way the results are arranged for the two distinct datasets
illustrates how well the models work with a variety of data types. I also examine how
well deep learning models perform on transcribed scripts both before and after
fine-tuning. These are described in detail in Section 5.3, highlighting the advantages
of optimizing deep learning models for enhanced performance in identifying
fraudulent phone calls.

5.2 Experimental Result

I have carried out two experiments for my investigation. One included using a clean
conversation dataset to train deep learning models. Using carefully crafted scripts, this
method allowed models to pick up the basic patterns and characteristics of common
fraud cases. Secondly, I fine-tuned deep learning models with transcription datasets to
improve performance in practical scenarios.

For evaluating models different metrics: accuracy, precision, recall, and F1-Score are
used.

Accuracy: A model's accuracy can be measured by comparing its predicted and
actual results to see how effectively it makes predictions. It is computed as the ratio of

the total number of forecasts made to the number of accurate predictions[23].

(TP+TN)
(TP+TN+FP+FN)

Accuracy =

Precision: Precision is implied as the measure of the correctly identified positive
cases from all the predicted positive cases. The precision score indicates the overall

percentage of positively predicted outcomes for all examples that were given[23].

Precision = —"F

recision =~ rm-
Recall: Recall is a measurement of correctly identified positive cases from all the
actual positive cases. it gives the overall percentage of correctly positive cases from

all the positive cases[23].

Recall = P

(TP+FN)

F1-Score: This is the harmonic mean of Precision and Recall and gives a better
measure of the incorrectly classified cases than the Accuracy Metric[23].

F1 Score=2 X%

Precision*Recall
Precision+Recall
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5.2.1 Experiment Result of Deep Learning Models on a Conversational Dataset
The evaluation of the four deep learning models—ANN, RNN, LSTM, and
BiLSTM——concentrates on their testing accuracy, precision, recall, and F1-score.

e The artificial neural network (ANN) model attained a testing accuracy of 0.95,
along with a precision of 0.98, a recall of 0.94, and an F1-score of 0.95.

e The Recurrent Neural Network (RNN) model exhibited impressive
performance, with a testing accuracy of 0.97. The system also achieved
excellent accuracy and recall values of 0.97, resulting in an F1 score of 0.97.

e The LSTM model exhibited a little discrepancy in its precision and recall
values but retained a high testing accuracy of 0.92. The accuracy achieved a
value of 0.97, while the recall reached 0.87, leading to an F1-score of 0.92.

e The BiLSTM model attained a testing accuracy of 0.92, along with a precision
0f 0.90, a recall of 0.95, and an F1-score of 0.92.

The review emphasizes the efficacy of RNNs in collecting sequential patterns in data,
rendering them especially well-suited for detecting fraudulent activities in phone call
scripts. Every model demonstrates its advantages and trade-offs in categorizing
fraudulent phone calls. Their accuracy and all the metrics are shown in Tables 5.2.1.1
and 5.2.1.2. The confusion matrix of these models is demonstrated in Figure 5.2.1.1.

Table 5.2.1.1: Training vs Testing Accuracy for my Conversational Dataset

Model Training Accuracy Testing Accuracy

ANN 0.98 0.95

RNN 0.98 0.97

LSTM 0.98 0.92
BiLSTM 0.98 0.92

Table 5.2.1.2: Precision, Recall & F1-Score for my Conversational Dataset

Model Precision Recall F1-Score
ANN 0.98 0.94 0.95
RNN 0.97 0.97 0.97
LSTM 0.97 0.87 0.92
BiLSTM 0.90 0.95 0.92
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Figure 5.2.1.1: Confusion Matrix of Deep Learning Models for the clean conversational test dataset

5.2.2 Experiment Result of Fine-tuning on a Transcription Dataset
I fine-tune deep learning models on transcription datasets to improve their
performance in practical scenarios. After fine-tuning it improves model performance

based on accuracy and other metrics. Their performance is shown in Tables 5.2.2.1
and 5.2.2.2.

Table 5.2.2.1: Training vs Testing Accuracy for my Transcription Dataset

Model Training Accuracy Testing Accuracy
ANN 0.76 0.83
RNN 0.78 0.79
LSTM 0.79 0.83
BiLSTM 0.78 0.82
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Table 5.2.2.2: Precision, Recall & F1-Score for my Transcription Dataset

Model Precision Recall F1-Score
ANN 0.81 0.81 0.81
RNN 0.75 0.78 0.77
LST™M 0.83 0.78 0.81
BiLSTM 0.82 0.75 0.78
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Figure 5.2.2.1: Confusion Matrix of Fine-tuned Deep Learning Models for the transcribed test dataset

5.3 Performance Analysis

The purpose of this research is to assess the performance of deep learning models in
identifying fraudulent phone calls through two experiments. The WER of the
transcriptions produced by the ASR system is one of the main obstacles in this
categorization assignment. To overcome this problem, I have improved my
pre-trained models using a dataset that the ASR had transcribed. Next, I assessed the
deep learning models' performance both before and after the process of
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fine-tuning.Table 5.3.1 shows the shifts in accuracy for these models.
Table 5.3.1: Accuracy Before vs After Fine-Tuning

Model Accuracy Before Fine-tuning Accuracy after Fine-tuning
ANN 0.77 0.83
RNN 0.65 0.79
LSTM 0.70 0.83
BiLSTM 0.75 0.82

Other important metrics like precision, recall, and F1-score are also necessary to fully
evaluate the performance of the system. The comparisons are shown in Table 5.3.2.

Table 5.3.2: Performance Evaluation of Before vs After Fine-Tuning

Before Fine-Tuning After Fine-Tuning
Model Precision Recall F1-Score Precision Recall F1-Score
ANN 0.71 0.84 0.77 0.81 0.81 0.81
RNN 0.57 0.81 0.67 0.75 0.78 0.77
LSTM 0.63 0.81 0.71 0.83 0.78 0.81
BiLSTM 0.67 0.84 0.75 0.82 0.75 0.78

After fine-tuning the model using the BanglaASR transcription dataset, these tables
demonstrate a significant performance improvement. After fine-tuning four deep
learning models, ANN and LSTM show a maximum accuracy of 83% with the same
F1 score.

Interface of Web Application

Fraud Call Detection System Home Link

Fraud Phone Call Detection System

It is an Al Based system that can detect bangla fraud ph

Il by analyzing the content

of the call.The system gives result of the phone call by analyzing content of the recordings

‘ Choose File ‘4f068c30»52...4535758.Wav

Status: Done

Type: Fraud

‘ Choose File | fadfc848-bS...240696f2.wav

Status: Done

Type: Fraud

‘ Choose File ‘7d5756dd—2v..8fc6c1eavwav

Status: Done

Type: Non-fraud

Add More Files
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Fraud Call Detection System Home Link

Fraud Phone Call Detection System

It is an Al Based system that can detect bangla fraud phone call by analyzing the content
of the call.The system gives result of the phone call by analyzing content of the recordings
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Figure 5.3.2 Web Application Interface 2

5.4 Summary

This section presents two experiments that were carried out to assess the impact of
transcription errors in ASR and to study the models' performance on various datasets.
Table 5.3.2, which displays the accuracy, precision, recall, and F-1 scores for every
experiment, provides a summary of the findings. RNN was the top-performing model
in 5.2.1.1, with a 92% accuracy rate. This outcome illustrates the efficacy of recurrent
neural networks within the framework of the initial dataset. Then fine-tune these
models for transcription data performance as described in section 5.2.1.2. The results
show that the LSTM and ANN models are able to achieve a maximum accuracy of
83% on the transcription dataset after fine-tuning. This investigation highlights how

model optimization tactics affect performance on transcription datasets.
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CHAPTER 6
IMPACT ON SOCIETY, ENVIRONMENT AND
SUSTAINABILITY

6.1 Impact on Life

Because of technology, we can rely on the internet and telecommunication for many
daily chores, which greatly simplifies our lives. This ease is not without risk, though,
as con artists use these tools to trick and hurt individuals. They frequently deceive
people into disclosing personal information by pretending to be someone else, and
then they utilize that information to steal money and other valuables. Emotional
distress and significant money losses may result from this dishonest action. My
solution solves this problem by using call script analysis to identify fake phone calls.
My technology can effectively discriminate between authentic and scam calls by
utilizing sophisticated deep-learning algorithms. This ability is essential for assisting
people in defending themselves against con artists, who are always coming up with

new ways to con gullible people.

6.2 Impact on Society & Environment

This study's social impact is positive. A growing number of people are falling victim
to phone call scams, which cost them a lot of money. Because of the ambiguity and
fraud fear this has caused, new technologies are being used less frequently. Many
people are also not tech-savvy, which makes them more vulnerable to scam calls. The
use of digital money transactions has grown in the current economic environment,
where many individuals are making meager salaries. Many people are easy pickings
for con artists because of their dependence on technology and economic fragility.
Fraudulent callers frequently take advantage of these circumstances with great
success. All things considered, fraud detection technology research and application
will be very advantageous to society. It helps protect people from being victims of
scams, particularly those who are less tech-savvy. Future developments in this field
will be welcomed by society and help create a more secure and safe online
environment.

6.3 Ethical Aspects

The most concerning ethical aspects in the scope of this study are the following”
e Identity Protection of Victims
e Reputation Protection of Business Entities

e Protection of the Reputation of Individuals.
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e Protection of Privacy
There is a chance that private information will be made public because the data is
sensitive. I will routinely draft phone call scripts to minimize this by excluding any
personal information. I will tell participants to use fictitious names and details where
appropriate when they record their voices reading these scripts. Additionally, I
remove company and institution names during text preparation to stop the model from
picking up biases. These safeguards ensure that the ethical components of my activity
are upheld and assist in preserving the four previously mentioned principles. I will try
to protect sensitive data and respect ethical standards in my project by putting these

safeguards in place.

6.4 Sustainability Plan

Fraud callers are always coming up with new scams and evil schemes to defraud
people out of their money. As a result, after a short while, the initially trained model is
probably going to perform poorly. Continuous data gathering and training are
necessary to keep it effective. Another major problem is adjusting to different accents
and languages. To tackle this, continuous data gathering, cooperation, and model
training are needed. I may improve the robustness and efficacy of the algorithm in
identifying fraudulent calls by adding a variety of language and accent data and
updating it on a regular basis.

6.5 Summary

The significant effects that phone scams have on people and society are discussed in
this study. While technology makes daily work easier by facilitating communication
and the internet, it also makes people more vulnerable to fraudulent activities, such as
identity theft and money laundering. This has caused fewer tech-savvy people to fear
fraud more and have less faith in new technologies. Scams are more likely to occur in
the current economic climate due to the increased reliance on digital transactions and
associated issues. This research provides a protection against fraudulent calls by
analyzing call scripts using advanced deep-learning techniques. It seeks to protect
people from monetary and psychological harm while fostering faith in technical

innovations, enhancing societal resilience and security in the digital era.
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CHAPTER 7
CONCLUSION AND FUTURE WORK

7.1 Conclusions

This research proposes an innovative approach using content analysis to identify
fraudulent phone calls. ANN, RNN, LSTM, and BiLSTM are the four deep-learning
models that are used. A technique is provided to enhance the performance in cases of
noisy transcribing. Detailed result analysis and techniques for optimizing the deep
learning models to improve transcription accuracy are also explored. The accuracy of
all models and fine-tuning effects were also briefly discussed. This all-inclusive
system uses cutting-edge deep learning algorithms to attempt to offer a practical
solution for detecting fraudulent phone calls. The work presents a particular method
targeted at improving model performance to meet difficulties caused by noisy
transcription circumstances. This method is essential for accurately identifying
fraudulent calls even in the presence of faulty data. These approaches are
accompanied by a thorough result analysis that provides insights into the efficacy of
each model and highlights tactics for maximizing transcribing accuracy. The impact
of fine-tuning on model performance is also discussed, highlighting the importance
that fine-tuning plays in enhancing overall robustness and accuracy. By integrating
these components into a cohesive system, the research provides a comprehensive
solution for detecting fraudulent activities in phone calls.

7.2 Further Suggested Works

I created a web application that uses a powerful NLP model to transcribe recordings
in order to identify fraudulent phone calls. Real-time fraud detection with timely user
alerts to stop financial losses and privacy violations is the primary objective. In the
future, I want to expand this feature to a real-time Android app by using the NLP
model and giving consumers immediate fraud alerts on their smartphones. With the
ability to react proactively to possible fraud efforts from their smartphones,
consumers will be able to respond to attempts at fraud with more security and

convenience.

7.3 Limitations

The absence of previous research and available datasets makes it difficult to detect
fraudulent phone calls in Bangla language content analysis using Natural Language
Processing (NLP). At now, there is a conspicuous lack of publicly available datasets
that are specially designed to kickstart research in this area. The lack of ground data
makes it more difficult to gather the necessary situations for training and testing fraud
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detection systems in Bangla. Furthermore, it is difficult to expand on current
frameworks or contrast novel ideas with tried-and-true systems because there hasn't
been any prior research in this field. These drawbacks highlight the necessity of
large-scale data gatherings as well as innovative research projects to establish the
groundwork for efficient fraud detection systems customized for the Bangla language

environment.
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Appendix A

Course Outcomes, Complex Engineering Problems (EP) and

Complex Engineering Activities (EA) Addressing

TELECOMMUNICATION FRAUD DETECTION BY ANALYZING
THE CONTENT OF A BANGLA PHONE CALL
Student ID: 203-15-14475

CO Description for FYDP

CO

CO Descriptions

PO

Phase -1

CO1

Integrate recently gained and previously acquired knowledge to
identify a telecommunication fraud phone call detection for the
Final Year Design Project (FYDP)

PO1

CO2

Analyze different aspects of the goals in designing a solution for
this FYDP

PO2

CO3

Explore diverse problem domains through a literature review,
delineate the issues, and establish this goals for the FYDP

PO4

CO4

Perform economic evaluation and cost estimation and employ
suitable project management procedures throughout the
development life cycle of the FYDP

PO11

Phase -11

COs

Design and develop technical solutions and system components or
processes that meet specified requirements, ensuring compliance
with public health and safety standards, as well as considering
cultural, socioeconomic, and environmental factors in this FYDP

PO3
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COo6

Choose and apply appropriate methodologies, resources, and
contemporary engineering and IT technologies to address complex
engineering processes, encompassing prediction and modeling,
while adhering to relevant constraints in this FYDP

POS

CO7

Analyze societal, health, safety, legal, and cultural considerations,
along with associated responsibilities, in the context of
professional engineering practice and the resolution of this
problem, employing logical reasoning guided by contextual

understanding.

PO6

CO8

Comprehend and evaluate the enduring sustainability and impact
of professional engineering endeavors in addressing intricate
engineering challenges within social and environmental

frameworks.

PO7

CO9

Implement ethical principles and adhere to professional standards
and norms in this FYDP

PO8

CO10

Capable of operating proficiently both individually and as a team
member or leader across diverse teams and interdisciplinary
settings in this FYDP.

PO9

con

Proficiently communicate with the engineering community and
broader society regarding complex engineering endeavors,
including the ability to comprehend and generate comprehensive
reports and design documentation, as well as provide and receive
clear instructions throughout this FYDP.

PO10

CO12

Acknowledge the importance of self-directed and life-long
learning within the evolving landscape of technology, and possess
the readiness and capability to engage in lifelong learning
endeavors.

PO12
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Addressing CO (1 to 8), Knowledge Profile (K), Attainment of
Complex Engineering Problems (EP), and Attainment of Complex

Engineering Activities (EA)
Addressing CO (1 to 8), Knowledge Profile (K), Attainment of Complex
Engineering Problems (EP):

SN EP Definition | Attainment (6{0] Justification References
(with Knowledge Profile)
EP1: Depth Yes CO1, (K1) define a systematic, theory-based Page no:
1. of CO2, understanding of the natural sciences [13-21]
knowledge CO3, applicable to the discipline, which Section:
required COs5, information we used to build our [3.2]
COe6, knowledge on different techniques and
Cco7 proposed some preprocessing and model in
and our 3.2 Proposed Methodology section as
CO8 well as for final defense project design.
(K2) define conceptually based on
mathematics, numerical analysis, statistics, Page no:
and formal aspects of computer and | [11-12,22-23,
information science to support analysis and 28-32]
modeling applicable to the discipline which Section:
we used for our table 2.3.1 for comparison | [2.3,3.4,4.3]
between existing works and in table 3.4.2.1
for estimating the cost for our project in
3.4, 3.5 Project Management and Financial
Analysis. In chapter 4 Table 4.3.1.1 and
4.3.2.1 describe the training and Validation
accuracy of find in deep learning models. Page no:
This project demonstrates fundamental [13-21]
engineering (K3) principles by employing Section:
deep neural networks, data augmentation [3.2]
techniques, and different deep learning
model architectures for natural language
processing and classification tasks. The
project demonstrates specialist knowledge Page no:
(K4) by conducting The project [25-28]
demonstrates specialist knowledge (K4) by Section:
conducting fine-tuning of pre-trained deep [4.2]
learning model on a transcribed dataset by
Bangla ASR.
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The project applies engineering practice & Page no:
design (K5) by the figure of process of [12]
experiments. The project addresses Section:
engineering practice & technology (K6) [2.4]
by employing deep learning models.

Page no:

[25-28]

Section:

[4.2]

This project ensures to K8 (Research Page no:
Literature) by synthesizing insights from [7-12]
recent studies, to detect fraudulent phone Section:
call using deep learning and NLP [2.2,2.3]
techniques, showcasing a comprehensive
understanding of current methodologies.

EP2: Range Yes CO02, This project addresses EP-2 by recognizing Page no:

of and the hurdles in telecommunication fraud [12]
Conflicting CO7 detection, including limitations  of Section:
Requireme traditional methods and the complexities in [2.4]
nts fraud phone call detection. Through
comparative  analysis, it  confronts
challenges in understanding spatial
distributions, offering insights of different
approaches.

EP3: Depth Yes CO02, This  project addresses EP-3 by Page no:
of analysis and meticulously  comparing experimental [33-36]
required COo6 outcomes, highlighting fine-tuning of deep Section:

learning models to improve accuracy in [5.2]
fraud phone call detection.
EP4: Yes CO8 This project's interdisciplinary approach Page no:

Familiarity extends beyond computer science and [3-4]
of Issues engineering, impacting telecommunication Section:

sector by external use of new system to [1.5]
detect fraud phone call contributing to
advancements of telecomunication sector.
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5. EPS: No CO5 N/A N/A
Extends of
application
codes
6. EP6: No CO8 N/A N/A
Extends of
stakeholder
s involved
and
conflicting
requiremen
ts
7. EP7: Yes COS This project's comprehensive approach Page no:
Interdepen addresses  high-level  problems by [13-21]
dence integrating various components across data Section:
collection, data augmentation, data [3.2]
preprocessing and proposed methodology,
ensuring a holistic solution to complex
challenges in telecommunication sectors
which ensures EP-7.
Addressing CO11 with Complex Engineering Activities (EA) [Some or all of the
following]:
SN EA Definition Attainment CO Justification References
EA1: Range of Yes CO11 | Our project utilizes diverse resources Page no:
1. resources such as high-performance computing [39-40]
infrastructure, GPUs, deep learning Section:
frameworks, annotated datasets, and [6.3]
ethical considerations to ensure
systematic research and contribute to
advancements in telecommunication
fraud detection.
2. EA2: Level of No N/A N/A
interaction
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3. EA3: No N/A N/A
Innovation
4. EA4: Yes This project contributes to society by Page no:
Consequences detecting fraud phone call in [39-40]
for society telecommunication  sector through Section:
and the advanced fraud detection method, | [6.1,6.2,6.4]
environment while also promoting environmental
sustainability by employing efficient
computational resources and adhering
to ethical guidelines.
5. EA-5: Yes This project expands upon existing Page no:
Familiarity research by examining a novel [7,11-12]
approach in fraud phone call detection Section:
demonstrated through preliminary [2.1,2.3]
terminologies and a comprehensive
comparative analysis, offering new
insights into the field.
Addressing CO (4, 9, 10, and 12):
SN COs Attainment Justification References

1 CO4 Yes This project addresses CO4 by integrating effective project Page no:
management and financial oversight, ensuring meticulous [22-23]
planning, resource allocation, and budget estimation for Section:
optimal resource utilization throughout the research [3.4]
lifecycle.

2 CcO9 Yes The project demonstrates adherence to ethical principles by Page no:
prioritizing individual privacy, obtaining informed consent, [39-40]
and transparently documenting the research process, Section:
ensuring responsible knowledge dissemination and societal [6.3]
well-being through the ethical application of this fraud
detection system.

3 Co10 No N/A N/A
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CO12 Yes The project's dedication to continuous learning (CO12) and Page no:
adaptation within the dynamic technological landscape is [13-24,
reflected in its comprehensive data collection, rigorous 25-28]
statistical analysis, meticulous methodology development, Section:
and thorough experimental results and analysis, showcasing | [3.2,3.3,3.4,
a commitment to staying updated and refining techniques to 3.5,4.2]
address modern challenges.
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