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ABSTRACT

Malware, short for malicious software, is designed to disrupt the normal operation of a
computer or mobile device, acquire confidential information, and fraudulently gain
access to secure computer networks. With mobile devices increasingly targeted by
sophisticated malware, traditional security methods often fall short. This research
involves preprocessing a comprehensive dataset, employing SMOTE to balance class
distribution, and implementing several machine learning models, including SVM,
Random Forest, and XGBoost. The models were evaluated for accuracy, precision,
recall, and other metrics. The results revealed that SVM, Logistic Regression,
AdaBoost, LightGBM, and XGBoost each achieved an accuracy of 0.95, demonstrating
strong capability in distinguishing between benign and malicious applications. Random
Forest followed closely with an accuracy of 0.94, while K-Nearest Neighbors (KNN)
had the lowest accuracy at 0.91. Ethical considerations such as user privacy, bias
mitigation, and transparency were emphasized, alongside a sustainability plan to reduce
environmental impact. This study demonstrates the effectiveness of machine learning
in mobile security, providing a foundation for further research in optimizing and

expanding these methods.
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CHAPTER 1

Introduction

1.1 Overview

The boom in mobile gadgets, especially those with Android, has completely changed how
people and companies use technology. With over 2.5 billion active devices worldwide,
Android's openness & wide range of apps have made it a top target for cyber bad guys.
Malware like viruses, spyware, & trojans can seriously up your privacy, money safety, and
device wellness. As mobile malware gets fancier, the usual detection ways don't cut it
anymore. We need smarter methods.

Machine learning has become a big deal for spotting malware on Android gadgets. These
algorithms can look at tons of data, spot patterns, and predict if something looks sketchy
very accurately. By closely checking out app permissions, these smart programs can
distinguish good apps from bad ones. Permissions like getting into your texts, calls,
location, and internet status say a lot about what an app is up to. This research looks at
using different machine learning models to find and sort Android malware by looking at
app permissions closely. The goal is to build a strong, flexible, and effective approach to
handling security problems on mobile gadgets.

The study covers gathering data, preparing it for analysis, and getting the right features
ready from a bunch of Android apps. The effectiveness of many models in identifying
malware is examined, including Support Vector Machine (SVM), Random Forests,
Logistic Regression, AdaBoost, Light GBM, XG Boost, K-Nearest Neighbors (KNN). The
study also talks about being fair to users' privacy while avoiding any bias and making sure
everything is clear along with a plan to be kinder to the environment. By taking care of all
these things together this study wants to make Android gadgets safer without forgetting
about ethics and sustainability.

This beginning sets up investigating how machine learning helps keep mobile devices safe
in a chill way (Friendly). It says we need new ideas fast to fight off sneaky mobile malware
& shares the plan for coming up with cool solutions that work well and don't cause trouble
while helping everyone stay safe online. Through studying hard yet being fair-minded

ahead of time we hope this research makes the world's mobile space secure for everyone.

©Daffodil International University, Bangladesh 1



1.2 Background and Present State

Background

The Android platform has grown by leaps & bounds, changing how we use mobile devices
with its convenience & connectivity. Sadly, this popularity also attracts cybercriminals
seeking to exploit it. Malware targeting Android can lead to theft, loss, or invasion of our
data[1].The traditional detection methods, relying mainly on matching signatures, struggle
to keep pace due to the ever-changing threats. They need constant updates & fail against
new malware.

To tackle these issues, experts are turning to machine learning techniques. These methods
learn from data, spot patterns & predict unseen threats intelligently. By scrutinizing app
details like permissions, structure, and behavior, machine learning models identify harmful
activities. Permissions especially give a clue about an app's potential risk due to certain

permissions linked with malicious acts.

Present State

Currently, using machine learning for spotting malware in Android devices is gaining
traction for being adaptable & effective. Numerous studies demonstrate how models that
include both static and dynamic characteristics, such as Support Vector Machines (SVM),
Random Forests, AdaBoost, and XG Boost, outperform conventional approaches in the
detection of malware.

Despite the progress made, some hurdles remain. Data quality & diversity are key issues
as datasets might not accurately reflect the full range of Android apps and malware
varieties. The selection and crafting of features significantly impact model performance.
The goal is still to identify the most instructive characteristics for effective malware
identification.

The interpretability of machine learning models is a rising concern as it's pivotal to
comprehend how decisions are made for trust-building and regulatory compliance
purposes. Ethical considerations are crucial in developing and implementing these
technologies responsibly. Ensuring user privacy, reducing biases in predictions, and
maintaining transparency are vital aspects when using machine learning in mobile security.

Moreover, it's important to consider the ecological impact of these solutions to ensure they

©Daffodil International University, Bangladesh 2



are sustainable in the long run. Even though machine learning provides hope in detecting
Android malware efficiently, continual research and improvements are needed to overcome
current challenges and guarantee ethical and sustainable deployment of these technologies
amidst technological innovation challenges and practical implementation hurdles; which

highlights the significance of continuous exploration and enhancement efforts ahead.

1.3 Problem Statement

The rise of Android gadgets has changed how people and companies, offer super
convenience and connection. But with this huge popularity, Android has become a major
target for cybercriminals, leading to a surge in dodgy software that puts user privacy,
financial safety, and device integrity at risk.

Traditional ways of spotting malware are beginning to struggle to keep up with the fast
changes in malicious software and missing out on new dangers.

This study is all about finding better ways to spot malware by using smart computer
programs to look closely at app permissions. Permissions control what resources and
functions an app can access on a device and can give us clues about an app's intentions and
whether it's up to no good. Even though using Al for this job looks promising, there are
some challenges we need to deal with such as picking the right features, making sure our
models are fair, explaining how they work, and ethically doing things.

The big problem we're trying to solve here is how to make a strong, flexible system using
smart computer programs that can spot and classify Android malware by looking at app

permissions. This includes:

Data Quality and Diversity: Making sure we have good-quality data covering a wide
range of Android apps and malware.

Feature Selection and Engineering: Figuring out which features from app permissions
are the most useful for spotting malware.

Model Performance and Generalizability: Testing different smart computer programs to
find the ones that work best and making sure they work well in practical situations.
Ethical and Sustainability Considerations: Following ethical rules and environmental

practices when creating and using these smart computer programs.
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By working on these issues, we hope to make Android devices safer by protecting them
from evolving malware threats while building trust with users and sticking to ethical

standards.

1.4 Objectives

The primary idea of this study is to come up with a strong & efficient machine-learning
framework for spotting and categorizing Android malware by looking at app permissions.
To make it easier to understand, let's break down this big goal into smaller goals:

Data Collection and Preprocessing: We need to gather a bunch of different Android
apps, good ones, and bad ones, from trustworthy sources. We'll clean up the data, deal with
any missing info, and organize things so machines can learn from it. By using tricks like
SMOTE, we'll make sure our dataset is fair even if there are more good apps than bad ones.
Feature Selection and Engineering: Let's figure out which app permissions are most
important for telling the difference between good and bad apps. We'll split up the data, get
rid of any duplicates, and maybe mix permissions with other info to make the dataset even
more helpful for training our models.

Creating & Testing Models: Time to play around with various machine learning models
like SVM, Random Forest, and more. We'll teach them with our neat data and see how well
they can detect malware. Accuracy and recall will tell us if they're doing a good job.
Model Development and Evaluation: Now, we'll try out different models like SVM, and
more to see which ones perform the best. By training and testing them with our cleaned-up
data, we'll know their strengths and weaknesses using metrics like accuracy and F1-score.
Ethical and Sustainability Considerations: It's essential to be ethical when creating these
models. We're focused on user privacy, bias prevention, transparency in decisions, and eco-
friendly planning post-deployment. Respecting ethics is crucial for building trust and using

tech responsibly.

By accomplishing all these goals, we aim to enhance security for Android phones
effectively. This research hopes to shed light on using machine learning to fight malware

while also addressing ethical concerns for a safer mobile world.
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1.5 Scope and Limitations

Scope

This study focuses on enhancing Android mobile security through the detection and
classification of malware based on app permissions using machine learning algorithms.
The primary areas of scope include:

Dataset Compilation: The research involves compiling a diverse dataset of Android
applications, including both benign and malicious apps. This dataset will be sourced from
reliable repositories and carefully preprocessed to ensure quality and relevance.

Feature Selection and Engineering: The study will focus on app permissions as the
primary features for malware detection. The research will explore the extraction, selection,
and engineering of these features to improve the accuracy of the machine-learning models.
Machine Learning Models: Various machine learning algorithms, including Support
Vector Machine (SVM), Random Forest, Logistic Regression, AdaBoost, Light GBM, XG
Boost, K-Nearest Neighbors (KNN) will be implemented and evaluated. The models will
be trained and tested on the preprocessed dataset, and their performance will be assessed
using standard evaluation metrics.

Evaluation and Comparison: The models' performance will be compared to identify the
most effective algorithms for malware detection. The study will use metrics such as
accuracy, precision, recall, F1-score, and ROC-AUC to evaluate the models.

Ethical and Sustainability Considerations: The research will integrate ethical guidelines
and sustainability practices into the model development process. This includes ensuring
user privacy, transparency, and fairness in model predictions, as well as developing

strategies to minimize the environmental impact of the deployed system.

Limitations

Despite the comprehensive scope, the study acknowledges several limitations:

Data Dependence: The study relies on app permissions as the primary feature for malware
detection. While permissions provide valuable insights, they may not capture the complete
behavior of an app, potentially leading to false positives or negatives. Future research could
benefit from incorporating additional data sources such as network traffic, user behavior

analytics, and static code analysis to provide a more holistic view of app behavior.
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Dataset Diversity: The dataset used in this study may not be sufficiently diverse,
potentially limiting the robustness of the models across different types of malware and
benign apps. Ensuring datasets are up-to-date with the latest malware samples and benign
apps is crucial for improving model generalization and robustness.

Model Interpretability: Many machine learning models, especially complex ones like
deep learning networks, act as "black boxes," making it difficult to interpret their decisions.
Providing transparency in how models arrive at their conclusions is critical for building
trust among users and stakeholders. Developing interpretable machine learning models or
incorporating techniques to explain model decisions can improve transparency and trust.
Real-World Application: Implementing machine learning models for real-time malware
detection on resource-constrained devices, such as smartphones, remains a challenge.
Ensuring low latency and high efficiency in model predictions while balancing the
computational requirements with the limited processing power and battery life of mobile
devices is essential. Future research should involve larger and more diverse datasets to
validate the robustness of the proposed models.

Evolving Malware Techniques: Malware developers continuously evolve their
techniques to evade detection, rendering static models less effective over time. Keeping
models updated with the latest threat intelligence and adapting to new types of malware
and obfuscation techniques is crucial. Implementing continuous learning frameworks that
can adapt to new threats and integrating threat intelligence feeds to keep models current is
necessary for maintaining effectiveness.

By acknowledging and addressing these limitations, the study aims to advance the field of
Android malware detection, making it more effective, transparent, and aligned with ethical
standards. The current state of the field reflects a dynamic interplay between technological
innovation, ethical responsibility, and practical implementation challenges, underscoring

the need for continued exploration and refinement.
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1.6 Report Organization

The report that's recommended has a detailed layout. It guides readers step by step through
the method, outcomes, and impacts of the research. Each chapter serves a specific purpose
and contributes to the overall quality and depth of the document.

Chapter 1: Introduction

The introduction sets the stage by highlighting the pervasive use of Android devices in
today's digital landscape and the corresponding rise in security threats. It underscores the
limitations of traditional security approaches in combating evolving malware, particularly
in the context of Android's open ecosystem. The introduction outlines the study's objective
to enhance Android mobile security through machine learning-based threat detection and
classification, with a specific focus on analyzing app permissions. By providing a brief
overview of the study's significance and methodology, the introduction primes the reader
for the subsequent sections, setting the foundation for exploring the research’s contributions
to addressing critical security challenges in the Android ecosystem.

Chapter 2: Literature Review

The literature review examines current research on Android malware detection,
highlighting the limitations of traditional signature-based methods and the emerging
efficacy of machine-learning techniques. It explores various algorithms and feature
selection strategies, with a focus on the use of app permissions as indicators of malicious
behavior. Additionally, it addresses challenges such as data quality, model interpretability,
and the ethical implications of deploying machine learning models in mobile security.
Chapter 3: Research Methodology

In the section on research methods, it explains how the study was done. Details about the
design, data collection techniques, model structure, and reasons for selecting certain
approaches are provided. This section also covers ethical issues and any constraints that
could affect the study's outcomes

.Chapter 4: Implementation

This chapter presents the implementation of the obtained from the application of a machine
learning algorithm in Android malware detection. Comprehensive evaluations of the
effectiveness of various detection and segmentation techniques are offered, accompanied

by graphical depictions and statistical metrics to corroborate the results. In this section,
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there are apply all the algorithms that give us the best accuracy and the best result that we
can get.

Chapter 5: Result and Analysis

The machine learning models implemented in this study demonstrated varying degrees of
effectiveness in detecting Android malware based on app permissions. Among the
evaluated models, the Random Forest and XG Boost classifiers achieved the highest
accuracy, precision, and recall, indicating their robustness in distinguishing between
benign and malicious applications. also showed strong performance but at the cost of
increased computational complexity. The application of SMOTE successfully addressed
class imbalance, leading to more reliable model training and evaluation. Overall, the results
underscore the potential of machine learning, particularly ensemble methods, in enhancing
Android mobile security.

Chapter 6: Impact on Society, Environment and Sustainability

The integration of advanced machine learning algorithms for detecting and classifying
malware in Android devices has a profound impact on society. It significantly enhances
user security, protecting sensitive personal and financial information from cyber threats.
This advancement fosters greater trust in mobile technologies, encouraging their use for
various essential activities such as banking, communication, and healthcare, ultimately
contributing to a more secure and connected digital society.

Chapter 7: Conclusion and Future Work

Improving Android phone safety with fancy machine learning to spot and sort out bad
software by looking at app permissions fights off sneaky cyberattacks. It gives a smart and
flexible answer. Using computerized learning makes it easier to find bad stuff on Android
devices, making them safer from new dangers and keeping important info safe. They need
to keep making smart models better so they can keep blocking new types of bad software
while also using as little power as possible to keep the phone fast. They should look into

mixing these smart models in the future.
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1.7 Summary
This research is all about creating a super strong system for catching bad stuff on phones

using different smart machine tricks like SVM, Random Forest, Logistic Regression, and
others. Making sure to clean up the data, choosing important points from it, and balancing
everything right can make these models work even better. The plan here is to gather up lots
of info, pick out what matters most, try out different smart machine models, and see how
well they work in real-life situations. This study doesn't stop there - it looks at everything
from start to finish including an intro, what other studies have said before this one, how
things were tested, what happened during those tests, and what it means for us now. By
breaking things down step by step as this report does - we get closer to knowing more about
fighting off bad stuff on our phones using smart machines - a big help in keeping our info

safe.
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CHAPTER 2
Literature Review

2.1 Overview

The overview of Android mobile security and how we can detect and classify malware
using machine learning algorithms. It's a dive into all the cool stuff researchers have been
working on in mobile security and machine learning. Studies show that malware on
Android devices is a big problem, so beefing up security is super important.

Researchers have explored different ways to tackle Android malware, like analyzing
behavior, looking at permissions, and using machine learning tricks. They found that
checking app permissions is key because it gives us a sneak peek into what an app might
do on your device. By studying how previous research used machine learning algorithms
for threat detection, we can see what works and what doesn't.

Malware keeps changing, adapting to evade current protections. Researchers have been
checking out how various machine learning algorithms can spot subtle trends in
permissions to catch bad stuff in real time. Using machine learning helps make our malware
detection systems more accurate and efficient, but there are always some challenges along
the way.

Understanding operating system, which Google made, is crucial since it's a playground for
malware creators. Malware comes in different flavors like viruses, worms, trojans,
ransomware etc. Detecting malware involves using signatures, behavior analysis, and
smart guesswork to protect your device. Permissions are like little keys you give apps to
access specific parts of your phone - think camera or contacts. Machine learning steps in
by crunching data to find patterns in app permissions linked to malware activity.

By getting cozy with all these terms and concepts, we can beef up Android mobile security
together! Let's stay vigilant against sneaky cyber baddies and keep our devices safe and
sound. Remember - knowledge is power when it comes to staying one step ahead of those
digital troublemakers.

2.2 Related Works

Several noteworthy studies provide helpful perspectives and methods for enhancing
Android smartphone security by identifying risks and categorizing malware using machine

learning algorithms according to permissions. Here are some relevant works:
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Fahad et al. [2] Permission-Based Detection of Android Malware Using Machine Learning.
This preliminary research focuses on applying machine learning to examine permission-
based characteristics for Android malware detection. It establishes the foundation for

understanding the significance of permissions in detecting possible risks.

Sangeeta et al. [3] Malware detection techniques and tools for Android. The study
investigates lightweight approaches for describing Android apps, with a focus on
permission analysis and the consequences for security. It helps to understand how

permissions may be used for threat detection .

Janaka et al. [4] Android Mobile Malware Detection Using Machine Learning: A
Systematic Review. This study presents an overview of dynamic analysis approaches for
Android applications. It provides insights into the dynamic features of Android app

activity, as well as security concerns.

Ahmed et al. [5] An Android Malware Detection Leveraging Machine Learning. The study
investigates the efficacy of ensemble learning for Android malware detection, utilizing a
variety of classifiers. It stresses the need to merge several classifiers to improve detection

accuracy.

Gupta et al. [6] Android Malware Detection using Machine Learning. The study focuses
on analyzing Android Intent data to detect security vulnerabilities. Intent-based analysis
complements permission-based techniques by giving a comprehensive picture of suspected

harmful activity and also discussing machine learning algorithm classifiers.

Mariam et al. [7] Malware Detection in Android Mobile Platform using Machine Learning
Algorithms. This work solves the issue of secure Android devices. Malware detection, adds
to a better understanding of permission mechanisms and user security in the Android

ecosystem.
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2.3 Comparison Between Existing Works

Table 2.3.1: Comparative Analysis Table

S | Author Name Used Algorithm Best Accuracy with
L Algorithm
N
0
1. | Fahad etal. [1] SVM, Random Forest, and Naive RF=89.96%
Bayes.
2. | Sangeetaetal. [2] | Naive Bayes, SVM SVM=83%
3. | Janaka et al. [3] Decision Tree, Support Vector Random Forest= 96%
Machine, Random Forest, Logistic
Regression, KNN
4. | Ahmed et al. [4] SVM, Random Forest, Logistic
regression, Naive Bayes
5. | Atika et al. [5] Naive Bayes, J48 Decision Tree, Random Forest=90.2%
Random Forest
6. | Mariam et al. [6] Naive Bayes, J48Decision Tree, K Random Forest=95%
Nearest Neighbor (KNN), Multilayer
Perceptron Neural Network (MPNN),
Logistic regression, Random Forest
(RF), Support Vector Machine (SVM)
7. | Balaji etal. [7] Naive Bayes, J48 Decision Tree, and | SVM =98.4%
SVM
8. | Maad et al. [8] SVM-linear, naive Bayes
9. | Pandey etal [9] Random Forest 90.1%
10 [ Razaetal. [21] Transfer learning, Graph Neural Transfer learning =
Network(GNN), Conventional GNN [ 98.87%
11 [ Primaetal. [23] CNN, Transfer learning using VGG16 | TL VGG16=98%
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2.4 Open Issues

Despite significant advancements in the field of Android mobile security through machine
learning, several open issues persist in the existing literature. Addressing these gaps is
crucial for further enhancing the effectiveness and robustness of malware detection
systems. Here are some of the key open issues identified in the literature review:

Data Quality and Diversity

Issue: The caliber and variety of the dataset have a major impact on how well machine
learning models perform. Numerous research projects depend on datasets that could not

accurately reflect the wide range of real-world applications.

Challenges: Ensuring datasets are up-to-date with the latest malware samples and benign
apps. Including a wide variety of app categories, sources, and permissions to cover the full

spectrum of possible scenarios.

Future Directions: Creating and maintaining comprehensive, up-to-date, and diverse

datasets is essential for improving model generalization and robustness.
Feature Selection and Engineering

Issue: While permissions are a useful feature for detecting malware, relying solely on them

may not capture the full behavioral complexity of malicious apps.

Challenges: Identifying additional features that can improve detection accuracy.
Combining static features (e.g., permissions) with dynamic features (e.g., runtime
behavior, network traffic).

Future Directions: Research should explore multi-faceted feature sets that include both

static and dynamic analysis to enhance malware detection capabilities.
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Model Interpretability

Issue: Many machine learning models are "black boxes,” making it challenging to
understand their conclusions. This is especially true of complicated models like deep

learning networks.

Challenges: Providing transparency in how models arrive at their conclusions. Building

trust among users and stakeholders by explaining model behavior.

Future Directions: Developing interpretable machine learning models or incorporating

techniques to explain model decisions can improve transparency and trust.
Real-Time Detection

Issue: Implementing machine learning models for real-time malware detection on

resource-constrained devices (smartphones) remains a challenge.

Challenges: Ensuring low latency and high efficiency in model predictions. Balancing the
computational requirements with the limited processing power and battery life of mobile

devices.

Future Directions: Optimizing models for efficiency and developing lightweight

algorithms suitable for real-time deployment on mobile devices.
Evolving Malware Techniques

Issue: Malware developers continuously evolve their techniques to evade detection,

rendering static models less effective over time.

Challenges: Keeping models updated with the latest threat intelligence. Adapting to new

types of malware and obfuscation techniques.

Future Directions: Implementing continuous learning frameworks that can adapt to new

threats and integrating threat intelligence feeds to keep models current.
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Privacy and Ethical Concerns

Issue: The collection and use of personal data for training machine learning models raise

significant privacy and ethical concerns.

Challenges: Ensuring data anonymization and user consent. Mitigating biases and

ensuring fairness in model predictions.

Future Directions: Develop privacy-preserving techniques and ethical guidelines for data

collection and model training to protect user rights and ensure fairness.

2.5 Summary

The literature review talks about spotting malware on Android devices quickly using real-
time permission-based machine learning. It dives into different methods for securing
mobile devices, focusing on the complexities of malware the limitations of usual protection
methods. Researchers have explored machine learning as a way to address these
challenges, especially in studying authorization patterns for better threat detection. The
review also assesses the effectiveness of various machine learning algorithms, shedding
light on successful uses and areas for improvement. By combining these findings, the study
not only guides the project's framework but also highlights gaps in knowledge, paving the
way for innovative integration of machine learning into Android security against emerging

threats.
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CHAPTER 3
Research Methodology

3.1 Overview

This study technique uses machine-learning stuff to spot and out malware on Android
phones by looking at app permissions. It's like a superhero for your phone's security! The
study does things step by step, starting with collecting data, getting it ready, and tweaking
the features. Then comes the model making and checking how good it is, followed by
figuring out how to keep it going and staying ethical.

Dataset Description

The dataset in the image appears to be a binary classification dataset used for malware
detection. Each row represents an instance of either malware or benign software, with
columns representing various features. These features, represented by columns, indicate
the presence (1) or absence (0) of specific attributes or permissions associated with the
software. The final column in each row denotes the class label, categorizing the software
as either "Malware" or "Benign." "Malware" indicates malicious software designed to
disrupt normal operations or gain unauthorized access, while "Benign" indicates non-
malicious, safe software. This dataset structure facilitates the training and evaluation of
machine learning models for accurately distinguishing between malicious and non-

malicious software based on the provided features.
Table 3.1.1. Sample of Dataset

0 Malware
0 Malware
0 Malware
0 Malware
0 Malware
0 Malware
0 Malware
0 Malware
0 Malware
0 Malware
0 Malware
0 Malware
0 Malware
0 Malware
0 Malware
0 Malware
0 Malware
0 Benign
0O Benign
0 Benign
0O Benign
0 Benign
0 Benign
0O Benign
0 Benign
0O Benign
0 Benign
O Benign
0 Benign

O00QC0D00O0O0O000O0D0O000O0D0000D0O000QC0O00O000O0O0CQ
O00QC0D00O0O0O000O0D0O000O0D0000D0O000QC0O00O000O0O0CQ
O00QCO0DO0Q0O0O0DO0O00O0D0O0O0O0D0O0DO000O0D0O0OQC0ODO0QQO0CO0OCO0C
O0000DO00O00D000D00O00000000CO0MOO0O0OO0R
O0000DO00O00DO0O00DO00O00DO000D0000O00O00O0O0O
O0O=OODO0OO0OODO0ODO0OO0OO0ODO0OO0O0OO0DO0O0OO0DO00O00O0O0O0O00O0OO0O
O0O=OODO0OO0OODO0ODO0OO0OO0ODO0OO0O0OO0DO0O0OO0DO00O00O0O0O0O00O0OO0O
RRRRPRRAERRBRRERRBORRPRRRRRBERRBRRERRRBRRRRR
O00O0OROOROOODODOOOODODOODO0OO0OOO0OOOO0O0OO0OO0O
O0OO0CO0CO0ODO0OO0COO0DOO0O0ODO0OO0O0OO0DO0OO0OO0DO0O0O0CO0OO0O0O0O0CO
O0O0CO0CO0ODO0OO0CO0OO0DOO0O0ODO0O0O0O0ORODOOOOOOOOOO
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Data Preprocessing

Loading the Dataset

To get things set up right, the first is getting all the info ready in the computer memory.
This part usually uses tools like pandas that make working with data quick and easy. The
info is usually saved as a CSV file, which is just a fancy way of saying they're organizing
it like a table.

Handling Missing Values

Missing values can adversely affect the performance of machine learning models.
Therefore, it is essential to handle them appropriately. One common approach is to remove
any rows that contain missing values. This ensures that the dataset is complete and that the
models trained on this data are not negatively influenced by missing information.

Label Encoding

Machine learning algorithms typically require numerical input. Therefore, categorical
labels ("Malware™ and "Benign") need to be converted into a numerical format. Label
encoding is a process that assigns a unique integer to each category, transforming
categorical data into a form that can be used by machine learning models.

Feature Engineering

Feature engineering involves preparing and transforming the features (input variables) to
enhance the model's performance. Key steps in this process include:

Separating the Label Column: The target variable (label) is separated from the feature set
to distinguish inputs from the outputs clearly.

Removing Duplicate Rows: Duplicate rows in the dataset are removed to ensure that each
data point is unique. Redundant data can skew the model training and evaluation, leading
to biased results.

SMOTE for Balancing

Class imbalance occurs when there are significantly more instances of one class compared
to another. In the context of malware detection, there might be many more benign apps
than malicious ones. SMOTE (Synthetic Minority Over-sampling Technique) is a method
used to balance the dataset by generating synthetic examples of the minority class. This

helps in creating a balanced dataset, which leads to a more robust and fair model.
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Data Splitting

To evaluate the performance of a machine learning model, the dataset is split into training
and testing sets. The training set is used to train the model, while the testing set is used to
evaluate the model's performance on unseen data. A common practice is to use an 80:20
split, where 80% of the data is used for training, and 20% is reserved for testing. This helps
in assessing how well the model generalizes to new, unseen data.

Model Implementation: After preprocessing, implement machine learning algorithms for
the best accuracy. We used some different types of algorithms (KNN, Support Vector
machine, Logistic Regression. XG Boost, Ada Boost, Random Forest, Light GBM etc.) to
find out the accuracy.

Evaluation and Ethical Considerations: The models are rigorously evaluated to
determine their effectiveness in detecting and classifying malware. This evaluation is
crucial for selecting the best-performing models and understanding their strengths and
limitations. Ethical considerations are integrated throughout the methodology,
emphasizing user privacy, bias mitigation, transparency, and accountability. Additionally,
a sustainability plan is devised to ensure the long-term viability and minimal environmental
impact of the deployed system, focusing on energy efficiency, responsible e-waste

management, and the use of renewable resources.
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3.2 Proposed Methodology

Data preprocessing
Remove Duplicate
Rows

Label Encoding

O

Model Implementation

SVM KNN Logistic Random | XG Light Ada
Regression | Forest Boost GEM Boost

¥

Evaluation

Accuracy | Precision | Recall |F1 ROC -

Figure 3.2.1. Prototype design

Accuracy:

Accuracy is the ratio of correctly predicted instances to the total instances. It gives a general
idea of how often the classifier is correct.

True Positives+ True Negatives .
Accuracy = L —— (i)

Total Number of Instances

Precision:

Precision (also called Positive Predictive Value) is the ratio of correctly predicted positive
observations to the total predicted positives. It tells us what proportion of positive
identifications was actually correct.

True Positives

Precision = -(ii
€CISIO True Positives+ False Positives ( )
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Recall:

Recall (also known as Sensitivity or True Positive Rate) is the ratio of correctly predicted
positive observations to all the observations in the actual class. It shows how many of the
actual positives the classifier was able to identify.

True Positives

Recal=————Fm——F—————— - (iii)

True Positives+ False Negatives

F1-Score:

F1-Score is the harmonic mean of Precision and Recall, providing a balance between the
two metrics. It is particularly useful when the class distribution is imbalanced.

Precision x Recall

F1-Score = 2 X—————— —----- S — (iv)

Precision+ Recall

3.3 Hardware and Software Requirements

Implementing an effective Android malware detection system based on machine learning
involves a variety of requirements spanning hardware, software, data, and human

resources. Here’s a detailed outline of the necessary components:
Hardware Requirements

» Computing Power: High-performance computers or servers with sufficient
processing power (CPU and GPU) are needed to handle the computational demands
of training complex machine learning models.

» Memory: Adequate RAM (at least 16GB) to manage large datasets and perform
efficient data processing and model training.

» Storage: Sufficient storage capacity (minimum 1TB SSD) to store datasets, trained
models, and intermediate results. Fast storage solutions can significantly reduce
data access time during training and evaluation.

» Backup Solutions: Reliable backup systems to prevent data loss and ensure data

integrity.
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Software Requirements

> Operating System: Compatible OS (Windows 11) which provides a stable
environment for development and deployment.

> Programming Languages: Python is the preferred language due to its extensive
libraries and frameworks for data science and machine learning. Java might also be
required for Android-specific tasks.

> Development Tools: Integrated Development Environments (IDEs) such as Py-
Charm, Jupyter Notebook, and Android Studio for efficient coding and debugging.

> Web application: We are using HTML, CSS, JS, and Bootstrap for the frontend
side and Django and Python are used on the backend side for web application

projects. Mobile Application we used Flutter.

» MySQL or PostgreSQL databases hold user data, object listings, and transaction
details.

» The server's most current Python installation.

> Install the Django web framework in Python to work on the infrastructure of the
application.

> Interactive components are created and implemented using JavaScript, HTML, and
CSS.

» The user interface may be made more responsive and aesthetically pleasing by
utilizing the Bootstrap framework.

» Additional Libraries: Install any Python packages and libraries needed for a specific
feature, such as user authentication or payment processing.

Machine Learning Libraries:

Scikit-Learn: For traditional machine learning algorithms like SVM, Random Forest,

Logistic Regression, etc.

Tensor Flow/ Py Torch: For building and training neural networks.

XG Boost/Light GBM: For gradient boosting algorithms.
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Imbalanced-learn: For handling imbalanced datasets with techniques like SMOTE.

Data Processing Libraries: Pandas, and NumPy for data manipulation and preprocessing.

Visualization Tools: Matplotlib, and Seaborn for data visualization and exploratory data

analysis.

3.4 Project Management and Financial Analysis
Project Management

» Project Goals:

A. To develop a robust malware detection system

B. To establish a system that instantly detects any security risks by continually monitoring
and analyzing the use of permissions and application behavior.

C. To create a user-friendly interface that notifies end users of security status and offers
suggestions and alerts about potentially dangerous programs.

Project Objective:

A. We want to make sure our system can spot malware easily.

B. Our goal is to keep an eye out for any security by always checking permissions and how
apps behave.

C. We're also working on a user-friendly interface to let users know about security and give
tips if anything looks fishy.

» Project Timeline:

A. First up, planning and research (2-4 weeks)
B. Then comes research and gathering what we need (6-8 weeks)
C. Next, collecting and getting data ready (8-12 weeks)

D. Choosing the right model and building it (10-14 weeks)

E. Integrating the Android security bits (4-6 weeks)
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F. Testing everything out (2-4 weeks)

G. Making the Ul look pretty (3-5 weeks)

H. Making sure we follow the rules (3-4 weeks)
I. Getting everything up and running (2-4 weeks)

J. Keeping things updated forever!

Figure 3.4.1: Gantt chart of project timeline

Tasks

Weeks

14

15

16 | 17 | 18

19

20

21

22

23

Data

Collection
Model
Selection
Model

Implementation

Final Result

Estimated Work Period

Actual Work Period

e Resource Planning:

A. Equipment and Tools:

e Development machine (e.g., multicore processor, RAM, SSD)

e High-performance Computers for Development Team Design Software (e.g., cloud

resource)
e Version Control System (e.g., Git)
B. Software and Technologies:

e Android Studio (e.g., integrated Develop environment (IDE) for designing, coding,

testing, and debugging)
® Programming Language (Java)

eDatabase Management System (MySQL)
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e Data Science and ML tools (e.g., Jupiter Notebook data exploration and model
development, Num py, pandas python libraries, data manipulation, analysis and machine
learning)

e Sccurity Software and SSL Certificates.

e Risk Management:

SWOT analysis involves assessing the Strengths, Weaknesses, Opportunities, and Threats
of project. Here's SWOT analysis:

Strengths Weaknesses

Early Detection User friendhy nfMuTi'l'::a HSEE

of Threats insights Maharare

Dynamic Granular Dependency on
Adaptation to Analysis of App Training Data
Pemmissions Quality

Opportunities

Figure 3.4.2: SWOT analysis
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Financial Analysis
Table 3.4.1: Estimated Cost for Machine Learning-based Project

SN Components Estimated Cost (BDT)
01 Hardware 25000-30000
02. Software and Tools 5000-7000
03. Documentation and Report Writing 2000-2500
04. Contingency (10% of total) 1000-1500
Total Estimated Cost 33000-41000
3.5 Summary

The project aimed to boost mobile security by spotting threats & classifying malware
through machine learning. First, we carefully looked at what the project needed and its
goals. Next, we dug deep into the issues of Android security, the different types of malware
out there, and the permissions these bad guys request. We then gathered data from various
apps to feed our machine-learning algorithms - both supervised and unsupervised. We
made sure that our threat detection system wouldn't slow down your device. Plus we

planned for regular updates to tackle new malware tricks.
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CHAPTER 4

Implementation

4.1 Overview

The implementation of this to make this study work, we follow a bunch of important
steps. We got a build and check out machine learning models for spotting Android
malware. First things first, we gather a big set of Android apps - good ones & bad ones
too. Then we tidy up by fixing missing stuff, changing labels, and making sure
everything's fair with the Synthetic Minority Over-sampling Technique (SMOTE). We
also pick out important permissions and clear out any repeats to keep our data top-notch.
After that, we try out lots of different machine learning models like Support Vector
Machine (SVM), Random Forest, and more. Each one gets trained and tested using 80%
for training and 20% for testing. We then check how well they do with accuracy,
precision, recall, F1-score, and ROC-AUC.

Lastly, we keep ethics and sustainability in mind as we go through all these steps. It's
crucial to use technology responsibly. Our goal is to find the best machine-learning
models that can help boost security for Android devices.

4.2 Train Model

The design and training of the machine learning models for detecting Android malware
based on app permissions follow a systematic approach to ensure robustness, accuracy,
and efficiency. The process involves several critical steps:

Data Collection and Preprocessing:

Dataset Compilation: Gather a diverse dataset from reliable sources, including both
benign and malicious samples.

Data Cleaning: Handle missing values by either imputing them with appropriate values
or removing incomplete rows.

Label Encoding: Convert categorical labels ("Malware", "Benign") into a numerical
format using label encoding techniques.

Balancing the Dataset: Use the Synthetic Minority Over-sampling Technique

(SMOTE) to address class imbalances by generating synthetic samples for the minority
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class.
Feature Engineering:
Feature Extraction: Extract relevant features, primarily focusing on app permissions,
which provide insights into the behavior and potential risks associated with each app.
Data Cleaning: Remove duplicate rows to ensure the dataset's quality.
Feature Selection: Identify and select the most informative features to enhance model
performance.
Model Implementation:
Model Selection: Implement various machine learning models, including:

= Support Vector Machine (SVM)

* Random Forest

= Logistic Regression

=  AdaBoost
= Light GBM
=  XG Boost

= K-Nearest Neighbors (KNN)

Support Vector Machine (SVM)

Support Vector Machine (SVM) is a supervised machine learning algorithm that can be
used for classification or regression tasks. Its primary goal is to find the optimal
hyperplane that best separates the data into different classes. In the case of classification,
SVM aims to maximize the margin between the classes, which is the distance between
the nearest data points (support vectors) of each class to the hyperplane[8]. The algorithm
can handle linear and non-linear data through the use of kernel functions (e.g., linear,
polynomial, radial basis function). SVM is known for its effectiveness in high-
dimensional spaces and its robustness to overfitting, particularly when dealing with small

to medium-sized datasets.
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Figure 4.2.1: Support Vector Machine(SVM)

Random Forest

Random Forest is an ensemble learning method that operates by constructing multiple
decision trees during training and outputting the class that is the mode of the classes
(classification) or mean prediction (regression) of the individual trees. This method
addresses the problem of overfitting that can occur with single decision trees by
averaging the results[9]. Each tree is built from a bootstrap sample of the training data,
and during the split decision, a random subset of features is considered. This introduces
diversity among the trees, enhancing the model's robustness and accuracy. Random
Forest is widely used for its high accuracy, robustness to noise, and its ability to handle

large datasets with higher dimensionality.
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Figure 4.2.2: Random Forest
Logistic Regression
Logistic Regression is a statistical model that in its basic form uses a logistic function to
model a binary dependent variable. It is used for binary classification tasks, where the

outcome is one of two possible classes[10]. The algorithm estimates the probability that
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a given input point belongs to a certain class using the sigmoid function, which maps
any real-valued number into a value between 0 and 1. Logistic regression is valued for
its simplicity, efficiency, and interpretability. It is particularly useful when the
relationship between the features and the log-odds of the outcome is linear, and it
provides a probabilistic framework that can be extended to multi-class classification

through techniques like one-vs-rest or softmax regression.
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Figure 4.2.3: Logistic Regression
Neural Networks

Neural Networks, inspired by the human brain's structure, consist of layers of
interconnected nodes (neurons) that process input data in complex ways[11]. Each
connection has an associated weight, and neurons apply activation functions to the inputs
they receive. The most basic form, a feedforward neural network, passes data through
the input layer to the output layer without looping back. Training involves adjusting
weights through backpropagation to minimize the error in predictions. Neural networks
are powerful for capturing non-linear relationships in data, and they can be extended to
deep learning models with multiple hidden layers, enabling advanced tasks such as

image and speech recognition, natural language processing, and more.
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Figure 4.2.4: Neural Networks
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AdaBoost

AdaBoost (Adaptive Boosting) is an ensemble learning technique that combines the
outputs of multiple weak learners to create a strong classifier. Weak learners are models
that perform slightly better than random guessing. AdaBoost works by sequentially
training weak learners, each focusing on the mistakes of the previous ones[12]. It assigns
weights to the training data points, which are adjusted in each iteration to emphasize
incorrectly classified points. The final model is a weighted sum of the weak learners.
AdaBoost is effective for improving the performance of simple models, reducing bias

and variance, and is particularly known for its performance in binary classification tasks.
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Figure 4.2.5: Ada Boost

Light GBM

Light GBM (Light Gradient Boosting Machine) is a gradient boosting framework that
uses tree-based learning algorithms. It is designed to be efficient and scalable, making it
suitable for large datasets with high-dimensional features. Light GBM splits trees leaf-
wise rather than level-wise, leading to a more complex structure that can achieve better
accuracy[13]. It also uses techniques such as histogram-based decision tree learning,
gradient-based one-side sampling (GOSS), and exclusive feature bundling (EFB) to
speed up the training process and reduce memory usage. Light GBM is widely used in
machine learning competitions and real-world applications due to its speed and

performance.

©Daffodil International University, Bangladesh 30



Class | Chass Class |

Magority-Votng
X
Final Class

Figure 4.2.6: Light GBM

XGBoost

XGBoost (Extreme Gradient Boosting) is an optimized distributed gradient boosting
library designed to be highly efficient, flexible, and portable. It is an implementation of
gradient boosted decision trees designed for speed and performance[14]. XGBoost
includes several advanced features such as regularization to avoid overfitting, parallel
computation, and handling missing values internally. It has become one of the most
popular machine learning algorithms, especially in data science competitions, due to its
ability to handle large-scale data and complex models effectively.

Y
El EXN E

Tree Tree Tree

¢ 4
¢ = C I ¢
e C

Figure 4.2.7: XG Boost
K-Nearest Neighbors (KNN)
K-Nearest Neighbors (KNN) is a simple, non-parametric, lazy learning algorithm used
for both classification and regression. It works by identifying the 'k’ closest training
examples in the feature space to a given query point and making predictions based on
the majority class (for classification) or the average value (for regression) of these
neighbors[15]. The distance metric (e.g., Euclidean, Manhattan) plays a crucial role in

determining the neighbors. KNN is easy to implement and understand, but it can be
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computationally intensive for large datasets and sensitive to the choice of 'k’ and the

distance metric. It performs well in scenarios where the decision boundary is highly

irregular.
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Figure 4.2.8: K-Nearest Neighbors (KNN)
Training and Validation:
Data Splitting: Split the dataset into training (80%) and testing (20%) sets to evaluate
model performance.
Model Training: Train each machine learning model using the training dataset,
optimizing hyper-parameters as needed to improve performance.
Model Validation: Validate the models using the testing dataset, assessing their
performance using metrics such as accuracy, precision, recall, F1-score, and ROC-AUC.
Performance Evaluation:
Comparison: Compare the performance of all implemented models to identify the best-
performing algorithms for malware detection.
Model Interpretation: Ensure transparency and interpretability of model decisions to

build trust and compliance with ethical standards.

4.3 Model Evaluation

The system testing and model evaluation phase is critical to ensuring the robustness,
accuracy, and reliability of the machine learning models developed for Android malware
detection. This phase involves several steps to validate the models' performance and their
integration into the prototype system.

Testing Environment Setup:

Test Dataset: Use a separate test dataset that was not used during the training phase to

evaluate the models. This dataset should be diverse and representative of real-world
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scenarios.

Test Platform: Set up the testing environment on various Android devices to evaluate
the models' performance in real-world conditions.

Model Evaluation Metrics:

Accuracy: Measure the proportion of correctly classified instances (both benign and
malicious) over the total instances.

Precision: Calculate the ratio of true positive predictions to the total positive predictions
(true positives and false positives), indicating the accuracy of malware detections.
Recall (Sensitivity): Calculate the ratio of true positive predictions to the total actual
positives (true positives and false negatives), indicating the model's ability to identify all
malware instances.

F1-Score: Compute the harmonic mean of precision and recall, providing a balance
between the two metrics.

ROC-AUC (Receiver Operating Characteristic - Area Under Curve): Evaluate the
model's ability to distinguish between classes by plotting the true positive rate against
the false positive rate and calculating the area under the curve.

Model Comparison:

Performance Comparison: Compare the performance of all implemented models
(SVM, Random Forest, Logistic Regression, AdaBoost, Light GBM, XG Boost, KNN,
Decision Tree, and Naive Bayes) based on the evaluation metrics.

Best Model Selection: Identify the best-performing model(s) based on the evaluation
metrics and overall performance.

System Testing:

Functional Testing: Ensure that the prototype system functions correctly and can scan
and analyze Android apps for malware detection.

Performance Testing: Assess the system's response time, resource usage, and
efficiency, especially on resource-constrained devices.

Usability Testing: Evaluate the user interface for ease of use and intuitiveness, ensuring
that users can easily navigate and utilize the malware detection features.

Robustness Testing:
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Adversarial Testing: Test the models against adversarial examples to ensure robustness
against potential evasion techniques used by malware developers.

Stress Testing: Subject the system to high loads and a large number of apps to test its
stability and performance under stress.

Ethical and Compliance Testing:

Privacy Testing: Ensure that the system complies with privacy regulations and does not
compromise user data.

Bias Testing: Check for any biases in the model predictions and ensure fairness and
transparency in decision-making.

Feedback and Iteration:

User Feedback: Collect feedback from users to identify areas for improvement in the
system'’s functionality and user interface.

Model Refinement: Based on testing results and feedback, refine the models and system
to improve performance and user experience.

By following these steps, the study ensures that the machine learning models and the
prototype system are thoroughly tested and evaluated, providing reliable and effective
malware detection for Android devices. This rigorous evaluation process is essential for

delivering a high-quality, trustworthy security solution to users.
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4.4 Prototype Design Specification
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Figure 4.4.1: Project Prototype design

The image is a flowchart illustrating the process of detecting and classifying malware

in APK and files using machine learning. Here are the key steps:

Start.

User uploads APK and file.
Extract features from APK/files.
Pre-process extracted features.
Apply machine learning model.

V V.V V V VY

Determine if APK/file is malware:

= Yes: Alert user.
= No: Notify user it's safe.

> End.

©Daffodil International University, Bangladesh 35



It also includes side diagrams showing:

> A: Data extraction and model training.
> B: Data mining, pattern recognition, and model inference.

User Registration
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Remove Malware File Safe ‘

Figure 4.4.2: Project Activity Diagram

The image is an activity diagram describing the process of finding and handling malware.
Here are the key steps:

» Home: Starting point.
» User Registration: Users register on the platform.
» Login: Users log in.

= Existing User: Selects a file.

= New User: Signs up and then selects a file.

» Upload File: The selected file is uploaded.

» Find Malware: The system checks the uploaded file for malware.

= Malware Detected: The system prompts to remove malware.

= No Malware Found: The system notifies that the file is safe.
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Figure 4.4.3: Home page web
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Figure 4.4.4: Home Page Mobile Application
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4.5 Summary

This study is all about making Android phones safer by using machine learning to spot
malware, especially looking at app permissions. First, they get the data ready, then work
on the features, and finally test out different machine learning methods. They check how
well the models work using things like accuracy, precision, recall, F1-score, and ROC-
AUC. They also make sure to think about doing the right thing and keeping things going

strong. The report explains everything they did to help find Android malware better.
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CHAPTER 5

Result and Analysis

5.1 Overview

The results of this study show how effective machine learning models are at spotting
malware through threat detection. In our study on enhancing mobile security through the
detection and classification of malware using machine learning algorithms, we evaluated
the performance of several models. The Logistic Regression model achieved an accuracy
of 95%, the same as the Support Vector Machine (SVM) model. The AdaBoost and Light
GBM algorithms also demonstrated strong performance, both with accuracies of 95%.
Similarly, the XGBoost model yielded an accuracy of 95%, while the Random Forest
model achieved a slightly lower accuracy of 94%. The K-Nearest Neighbors (KNN)
algorithm had the lowest accuracy at 91%. These results highlight the effectiveness of

machine learning techniques in accurately classifying malware.
5.2 Experimental/Simulation Result

Result of Experiment: This section compares the output result of the implementation
machine learning model. At first, discuss the data because the data was imbalanced and
after applying the SMOTE function it turned into imbalance to balance. After that the
Classification accuracy comes and then check the model accuracy. Then discuss the
matrices and the AUC ROC curve.

Imbalanced data: We saw that the data was imbalanced and applied SMOTE to get
balanced data.
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Figure 5.2.1: Data distribution before SMOTE and after SMOTE.

Model Implementation: We have used different types of algorithms (SVM, Random
Forest, Logistic Regression, Ada boost, Light GBM, XG Boost, KNN). The accuracy result
is different for the different algorithms.

Table 5.2.1: Model Accuracy.

Algorithms Accuracy
Support Vector Machine (SVM) 0.95
Random Forest 0.94
Logistic Regression 0.95
Ada boost 0.95
Light GBM 0.95
XG Boost 0.95
KNN 0.91

The table summarizes the accuracy rates of various machine learning algorithms used to
detect and classify malware in Android applications based on their permissions. The
algorithms tested include Support Vector Machine (SVM), Random Forest, Logistic
Regression, AdaBoost, LightGBM, XGBoost, and K-Nearest Neighbors (KNN). The
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results indicate that SVM, Logistic Regression, AdaBoost, LightGBM, and XGBoost each
achieved an accuracy of 0.95, demonstrating their strong capability in distinguishing
between benign and malicious applications. Random Forest followed closely with an
accuracy of 0.94. KNN, while still effective, had the lowest accuracy at 0.91. These
findings suggest that most of the tested algorithms are highly accurate for malware
detection based on permissions, with only minor differences in their performance. Overall,
the table highlights that most of the algorithms achieved high accuracy rates, with SVM,
Logistic Regression, AdaBoost, LightGBM, and XGBoost all reaching 0.95. Random
Forest was slightly lower at 0.94, while KNN had the lowest accuracy at 0.91. These results
indicate that the selected machine learning models are effective for malware detection and

classification based on permissions, with only minor variations in their performance.

Model Accuracy Comparison
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Figure 5.2.2: Model-Wise Accuracy Bar Chart
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AUC-ROC Curve:

Support Vector Machine:

The evaluation of the machine learning model for detecting malware based on permissions
demonstrates high performance and reliability. For benign files, the model achieved a
precision of 0.95, meaning that 95% of the files predicted as benign were actually benign.
The recall for benign files is 0.96, indicating that the model correctly identified 96% of the
actual benign files. The F1-score for benign files is 0.95, reflecting a strong balance
between precision and recall. For malware detection, the model also showed excellent
performance. It achieved a precision of 0.95, signifying that 95% of the files predicted as
malware were indeed malicious. The recall for malware is slightly lower at 0.94, which
means the model correctly identified 94% of the actual malware files. The F1-score for
malware is 0.95, indicating a balanced performance in detecting malware. The overall
accuracy of the model is 0.95, signifying that 95% of all the predictions made by the model,
whether for benign or malware files, were correct. These metrics underscore the model's
effectiveness and reliability in accurately classifying Android applications based on their
permissions, thus contributing significantly to enhancing mobile security through precise
threat detection and classification.

Table 5.2.2: SVM Performance Matrix.

Precision Recall F1-Score
Benign 0.95 0.96 0.95
Malware 0.95 0.94 0.95
Accuracy 0.95
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Figure 5.2.3: SVM Confusion Matrix
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Figure 5.2.4: SVM ROC Curve

Random Forest:

The performance metrics of the machine learning model for detecting malware based on
permissions are highly indicative of its robustness and effectiveness. For benign files, the
model achieved a precision of 0.94, meaning that 94% of the files predicted as benign were
actually benign. The recall for benign files is 0.95, indicating that the model correctly
identified 95% of the actual benign files. The F1-score for benign files is 0.95, reflecting a
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well-balanced performance between precision and recall. Regarding malware detection,
the model also demonstrated strong results. It achieved a precision of 0.95, signifying that
95% of the files predicted as malware were indeed malicious. The recall for malware is
slightly lower at 0.93, which means the model correctly identified 93% of the actual
malware files. The F1-score for malware is 0.94, indicating that the model maintains a
good balance in detecting malware. The overall accuracy of the model is 0.94, signifying
that 94% of all the predictions made by the model, whether for benign or malware files,
were correct. These metrics underscore the model's reliability and effectiveness in
accurately classifying Android applications based on their permissions, making a
significant contribution to enhancing mobile security through precise threat detection and

classification.

Table 5.2.3: Random Forest Performance Matrix.

Precision Recall F1-Score
Benign 0.94 0.95 0.95
Malware 0.95 0.93 0.94
Accuracy 0.94
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Figure 5.2.5: Random Forest Confusion Matrix
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Random Forest ROC Curve
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Figure 5.2.6: Random Forest ROC Curve
Logistic Regression

The performance metrics of the machine learning model for detecting malware based on
permissions are highly promising, showcasing its robustness and effectiveness. For benign
files, the model achieved a precision of 0.95, meaning that 95% of the files predicted as
benign were indeed benign. The recall for benign files is 0.96, indicating that the model
correctly identified 96% of the actual benign files. The F1-score for benign files is also
0.96, reflecting an excellent balance between precision and recall. In terms of malware
detection, the model performed equally well. It achieved a precision of 0.96, signifying
that 96% of the files predicted as malware were actually malicious. The recall for malware
is 0.95, indicating that the model correctly identified 95% of the actual malware files. The
F1-score for malware is 0.95, demonstrating a strong balance in performance for malware
detection. The overall accuracy of the model is 0.95, signifying that 95% of all the
predictions made by the model, whether for benign or malware files, were correct. These
metrics underscore the model's reliability and efficacy in accurately classifying Android
applications based on their permissions. Consequently, this model significantly enhances
mobile security through precise threat detection and classification.
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Table 5.2.4: Logistic Regression Performance Matrix.

Precision

Recall

F1-Score

Benign

0.95

0.96

0.96

Malware

0.96

0.95

0.95

Accuracy 0.95
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Figure 5.2.7: Logistic Regression Confusion Matrix
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Figure 5.2.8: Logistic Regression ROC Curve
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Ada boost Classifier

The machine learning model designed for malware detection based on Android application
permissions exhibits robust and balanced performance across key evaluation metrics. With
a precision of 0.95 for benign files, the model accurately identifies 95% of files predicted
as benign that are genuinely benign. This precision is complemented by a recall of 0.95,
indicating that the model successfully detects 95% of all actual benign files present in the
dataset. The Fl-score of 0.95 further underscores the model's ability to achieve a
harmonious blend of precision and recall in benign file classification. In terms of detecting
malware, the model maintains a strong precision of 0.94, ensuring that 94% of files
identified as malware are correctly labeled. Coupled with a recall of 0.95, which signifies
the model's capability to correctly identify 95% of actual malware instances, the
performance remains robust. The F1-score for malware detection is 0.94, highlighting the
model's effectiveness in maintaining a balanced approach to identifying malicious
applications based on their permissions. Overall, with an accuracy of 0.95, the model
proves highly reliable in its overall predictions, accurately classifying 95% of all instances
correctly. These metrics collectively emphasize the model's proficiency in enhancing
Android mobile security through precise and effective threat detection and classification

based on application permissions.

Table 5.2.5: Ada Boost Performance Matrix.

Precision Recall F1-Score
Benign 0.95 0.95 0.95
Malware 0.94 0.95 0.94
Accuracy 0.95
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AdaBoost Confusion Matrix
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Figure 5.2.9: AdaBoost Confusion Matrix
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Figure 5.2.10: Adaboost ROC Curve

XG Boost Classifier:

The machine learning model designed for detecting Android malware based on permissions
achieves impressive and consistent performance across critical evaluation metrics. With a
precision of 0.95 for benign files, the model accurately identifies 95% of predicted benign
files that are genuinely benign. This precision is mirrored by a recall of 0.95, indicating the
model's ability to correctly detect 95% of all actual benign files in the dataset. The balanced
F1-score of 0.95 further emphasizes the model's effectiveness in achieving a harmonious

blend of precision and recall in benign file classification. In terms of detecting malware,
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the model maintains a strong precision of 0.94, ensuring that 94% of files identified as
malware are correctly labeled as such. Complemented by a recall of 0.94, which signifies
the model's capability to identify 94% of actual malware instances, the model demonstrates
robust performance in malware detection. The F1-score of 0.94 underscores the model's
ability to effectively balance precision and recall in identifying malicious applications
based on their permissions. Overall, with an accuracy of 0.95, the model proves highly
reliable in its predictions, correctly classifying 95% of all instances. These metrics
collectively highlight the model's proficiency in enhancing Android mobile security

through precise and effective threat detection and classification based on application

permissions.
Table 5.2.6: XG Boost Performance Matrix.
Precision Recall F1-Score
Benign 0.95 0.95 0.95
Malware 0.94 0.94 0.94
Accuracy 0.95

XGBoost Confusion Matrix
1600

1400

Benign

1200

1000

Actual

- 800

- 600

Malware

- 400

-200

i
Benign Malware
Predicted

Figure 5.2.11: XG Boost Confusion Matrix
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XGBoost ROC Curve
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Figure 5.2.12: XG Boost ROC Curve

KNN Classifier:

The machine learning model evaluated for detecting Android malware based on permission
features shows a balanced performance across key metrics. For benign files, the model
achieved a precision of 0.93, indicating that 93% of files predicted as benign were indeed
benign. The corresponding recall of 0.90 means that the model correctly identified 90% of
all actual benign files. The Fl-score, which harmonizes precision and recall, is 0.91,
highlighting effective performance in benign file detection. In terms of detecting malware,
the model demonstrated a precision of 0.89, correctly identifying 89% of files predicted as
malware. Its recall score of 0.92 shows that the model captured 92% of all actual malware
files. The F1-score for malware detection is also 0.91, indicating robust performance in
identifying malicious applications based on their permission patterns. With an overall
accuracy of 0.91, the model effectively classified 91% of all instances correctly,
underscoring its reliability in real-world application scenarios. These metrics collectively
emphasize the model's efficacy in bolstering Android mobile security through accurate and

informed malware detection and classification based on permissions.

Table 5.2.7: KNN Performance Matrix.

Precision Recall F1-Score
Benign 0.93 0.90 0.91
Malware 0.89 0.92 0.91
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LightGBM Classifier:

The machine learning model for malware detection, evaluated demonstrates robust and
balanced performance across key metrics. It achieves a precision of 0.95 for both benign
and malware classifications, indicating that 95% of predictions for each category are
correct. The model shows a recall of 0.95 for benign files, correctly identifying 95% of
actual benign instances, while achieving a slightly lower but still strong recall of 0.94 for
malware, capturing 94% of all actual malware instances. The F1-scores for both classes are
0.95 and 0.94 respectively, highlighting the model's ability to maintain a harmonious
balance between precision and recall in classifying Android applications based on their
permissions. With an overall accuracy of 0.95, the model reliably classifies 95% of all

instances correctly, underscoring its effectiveness in enhancing mobile security through

precise threat detection and classification.

Table 5.2.8: LightGBM Performance Matrix.

Precision Recall F1-Score
Benign 0.95 0.95 0.95
Malware 0.95 0.94 0.94
Accuracy 0.95
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LightGBM ROC Curve
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Figure 5.2.16: LightGBM ROC Curve

5.3 Performance

Support Vector Machine (SVM)

Support Vector Machine (SVM) is a powerful supervised machine learning algorithm
known for its effectiveness in both classification and regression tasks. In our study focused
on malware detection in Android applications, SVM demonstrated an impressive accuracy
of 95%. SVM works by finding the optimal hyperplane that best separates different classes
of data points. In our implementation, we explored various SVM kernels, including linear,
polynomial, and radial basis function (RBF), to find the kernel that best suited our dataset.
The high accuracy achieved by SVM can be attributed to its ability to handle complex
decision boundaries and its robust performance in high-dimensional spaces, which is

crucial in identifying subtle patterns indicative of malware behaviors.

Random Forest

Random Forest is an ensemble learning method that combines multiple decision trees to
improve predictive accuracy and control over-fitting. In our research, Random Forest
achieved an accuracy of 94%. This algorithm is particularly effective for our malware

detection task due to its capability to handle large datasets with high dimensionality and
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mixed data types. We fine-tuned parameters such as the number of trees in the forest and
the maximum depth of each tree to optimize performance. The robustness of Random
Forest against noisy data and its ability to rank feature importance were advantageous in
identifying key permissions and code patterns associated with malicious behavior in

Android applications.
Logistic Regression

Logistic Regression is a fundamental algorithm for binary classification tasks, where it
models the probability of a binary outcome based on input features. In our study, Logistic
Regression also achieved an accuracy of 95%. This algorithm is well-suited for our
malware detection application as it provides probabilistic interpretations of its predictions,
allowing us to assess confidence levels in classifying an application as benign or malicious.
We applied regularization techniques such as L1 and L2 regularization to prevent
overfitting and enhance generalization performance. Logistic Regression's simplicity,

interpretability, and computational efficiency were advantageous in our research context.
AdaBoost

AdaBoost, short for Adaptive Boosting, is a boosting ensemble algorithm that combines
multiple weak classifiers to build a strong classifier. In our experiments, AdaBoost
demonstrated an accuracy of 95%. This algorithm is effective in our malware detection
system because it sequentially improves the model's performance by focusing more on
incorrectly classified instances in each iteration. We utilized decision tree stumps as weak
learners and adjusted the learning rate to optimize performance. AdaBoost's ability to
handle imbalanced data and its iterative refinement process contributed significantly to its

high accuracy in distinguishing between benign and malicious.
Light GBM and XGBoost

Light GBM (Light Gradient Boosting Machine) and XGBoost (Extreme Gradient
Boosting) are advanced gradient boosting algorithms known for their efficiency and

scalability. Both algorithms achieved an accuracy of 95% in our study. Light GBM and
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XGBoost excel in handling large datasets and performing well in classification tasks with
complex relationships between features. We tuned parameters such as learning rate, tree
depth, and number of boosting rounds to achieve optimal performance. Their ability to
handle missing data, feature interactions, and nonlinear relationships made them
instrumental in identifying subtle patterns indicative of malware presence in Android

applications.
K-Nearest Neighbors (KNN)

K-Nearest Neighbors (KNN) is a non-parametric algorithm used for classification and
regression tasks based on similarity measures. In our research, KNN achieved an accuracy
of 91%. While KNN offers simplicity and intuitive implementation, its performance in our
malware detection task was slightly lower compared to other algorithms. KNN's accuracy
was influenced by the choice of distance metric and the number of neighbors considered
during classification. Despite its lower accuracy in our study, KNN provided valuable
insights into local patterns and nearest neighbors, which can be useful for understanding

localized clusters of potentially malicious applications.
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Figure 5.3.1: Accuracy Ensemble Model
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5.4 Summary

These seven algorithms were evaluated based on their performance metrics for detecting
Android malware using permission features. Each algorithm demonstrates varying degrees
of precision, recall, F1-score, and overall accuracy in classifying applications as either
benign or malicious. SVM, Random Forest and LGBM consistently achieve high precision
(around 0.95) for both benign and malware classifications, indicating a strong ability to
correctly identify true positives among their predictions. They also maintain high recall
scores, particularly for benign files, ensuring a comprehensive detection of actual instances
within the dataset. Logistic regression, Ada Boost and XG Boost exhibit similar patterns
with slightly nuanced performance in either precision or recall, yet still maintaining robust
overall accuracy at 0.95. Meanwhile, KNN shows slightly lower precision and recall scores
compared to the others but still achieves a respectable accuracy of 0.91, indicating effective
detection capabilities. Overall, these algorithms collectively demonstrate their
effectiveness in leveraging machine learning to enhance mobile security by accurately

identifying potential threats based on application permissions.
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CHAPTER 6
Impact on Society

6.1 Impact on Life

The implementation of using machine learning algorithms to detect malware is a big deal.
It helps keep your mobile phone/devices safe and your info secure. Plus, it protects all the
important stuff like financial data on your device. This extra security makes you feel good
about using apps and services on your phone. It's like a safety net that lets you enjoy digital
technology without any worries.

As we all rely more and more on smartphones in our daily lives, stopping malware is super
important. It keeps everything running smoothly, whether you're doing personal stuff or
work tasks. And here's the cool part - better mobile security doesn't just help you. It also
fights cybercrime and stops people from losing money online. By catching malware early,
we can stop scams, protect our online IDs, and make sure the digital world stays strong.
For businesses, this means keeping their secrets safe, earning the trust of customers, and
following all the rules about data protection.

So yeah, using machine learning to boost mobile security isn't just a win for individuals -

it's a win for everyone. It makes the digital world safer and stronger for all of us to enjoy.

6.2 Impact on Society and Environment

Impact on Society

It is to fancy machine learning stuff to find bad things on our phones, like those sneaky
malware things. This helps us all feel safer and happier when using our phones for talking,
banking, and saving personal info.

When we use smart machine learning to spot and fight off malware, it's like having a
superhero protecting our phones from cyber baddies. With traditional methods struggling
to keep up with the bad guys getting smarter, machine learning steps in to save the day.
This means less chance of bad stuff happening like losing money or sneaky peeks into our
private stuff. Everyone stays safer and can relax knowing their data is safe.

Not only does this high-tech stuff keep us safe, but it also helps keep our private stuff
private. Malware loves snagging our details like who we talk to, what we say, and where
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we go. But thanks to machine learning magic, our privacy stays protected. This is super
important as more apps need our info to work right. Keeping our data safe builds trust in
technology and lets us try new things without worrying about nosy intruders.

Using these top-notch security tricks can lead to new ideas and more jobs in the
cybersecurity world. As more folks want better ways to fight off malware, it brings
excitement and growth to creating new tech ideas. It also gives a boost to the job market
and keeps the economy moving forward. Companies that are ahead in mobile security get
an edge by attracting security-conscious customers. Overall, using machine learning makes

surfing on our phones safer, and happier, and helps businesses thrive too!

Impact on Environment

The deployment of machine learning algorithms for Android malware detection can have
several environmental impacts, both positive and negative. As technology advances and
becomes more integral to everyday life, it is essential to consider its ecological footprint.
Here’s a detailed examination of the environmental implications of implementing such

security measures.
Positive Impacts

Energy Efficiency in Cloud Computing: Many machine learning models are trained and
deployed in cloud environments, which can be optimized for energy efficiency. Cloud
providers often use state-of-the-art data centers designed to maximize energy efficiency
and minimize carbon emissions. By leveraging these resources, the overall energy
consumption of deploying machine learning models can be reduced compared to on-

premises solutions.

Reduction in Hardware Waste: Enhanced malware detection reduces the likelihood of
devices being compromised and rendered unusable. This longevity of mobile devices
means fewer hardware replacements, thus reducing electronic waste. When devices last
longer, the frequency of disposal and replacement decreases, leading to a reduction in the

environmental burden associated with the production and disposal of electronic devices.
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Optimized Resource Allocation: Advanced machine learning models can predict and
prevent cyber threats efficiently, leading to better resource allocation within IT
infrastructures. By preventing malware that might otherwise consume excessive
computational resources, these models help maintain optimal performance levels, reducing

unnecessary energy consumption and related environmental impacts.

Negative Impacts

Energy Consumption of Training Models: Training complex machine learning models,
especially deep learning networks, can be highly energy-intensive. The computational
power required for extensive training sessions contributes to significant electricity usage,
which, depending on the energy source, can result in substantial carbon emissions. This
impact is exacerbated if the data centers or hardware used for training are not powered by

renewable energy sources.

Electronic Waste from Upgraded Hardware: To effectively train and deploy advanced
machine learning models, newer, more powerful hardware is often required. This leads to
the obsolescence of older hardware, contributing to the growing problem of electronic
waste. As organizations and individuals upgrade their equipment to support these models,

the environmental impact of discarded electronics becomes a concern.

Cooling and Infrastructure Needs: The infrastructure required to support large-scale
machine learning operations, such as data centers, necessitates robust cooling systems to
prevent overheating. These cooling systems consume additional energy and resources,
contributing to the overall environmental footprint. While modern data centers are

becoming more efficient, the energy demands remain a critical factor.

6.3 Ethical Aspects

Implementing machine learning algorithms for Android malware detection and
classification involves several ethical considerations. Ensuring that these technologies are

developed and deployed responsibly is crucial to maintaining public trust and upholding
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ethical standards. Here’s an examination of key ethical aspects associated with this

technological advancement:

Privacy Concerns

One of the primary ethical considerations is the protection of user privacy. Machine
learning models often require access to large amounts of data to be effective. This data can
include sensitive information from users’ devices, such as app usage patterns, permissions

granted, and other personal data. It is essential to ensure that:

% Data Anonymization: User data is anonymized to protect individual identities.

% Consent: Users provide informed consent before their data is used for training or
improving machine learning models.

% Data Security: Robust security measures are in place to prevent unauthorized access

to the data.

Bias and Fairness

Machine learning models can unintentionally perpetuate biases present in the training data.

It is crucial to ensure that these models do not discriminate against any group of users.

®,

% Fair Representation: The training dataset should be diverse and representative of
different user demographics to prevent biased outcomes.

% Bias Detection: Regular audits and evaluations of the models should be conducted to
identify and mitigate any biases.

% Inclusive Design: Algorithms should be designed and tested with inclusivity in mind,

ensuring they perform equitably across all user groups.
Transparency and Accountability

Transparency in how machine learning models make decisions is vital for ethical
deployment. Users and stakeholders should understand how these systems work and be

able to trust their decisions.
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Explainability: Efforts should be made to develop interpretable models or to use

techniques that explain the decision-making process of complex models.

Documentation: Detailed documentation of the development process, data sources, and

model performance should be maintained.

Accountability: Clear lines of responsibility should be established for when things go
wrong, ensuring there is accountability for the actions and decisions made by the machine

learning systems.
Impact on Employment

The deployment of advanced machine learning models can impact employment in the

cybersecurity industry.

% Job Displacement: Automation of malware detection might reduce the need for certain
cybersecurity roles, potentially leading to job displacement.

% Job Creation: Conversely, new roles in Al oversight, model training, and data analysis
can be created. It’s important to provide opportunities for retraining and upskilling

affected workers.
Dual Use and Misuse
Technologies developed for security purposes can sometimes be misused.

%+ Dual Use: While the primary aim is to enhance security, the same technologies could
potentially be adapted for surveillance or other intrusive purposes.
% Misuse Prevention: Measures should be put in place to prevent the misuse of these

technologies, including strict usage policies and ethical guidelines.
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6.4 Sustainability Plan

A sustainability plan is essential for ensuring that the implementation of machine learning
algorithms for Android malware detection is both environmentally and operationally
sustainable over the long term. This plan addresses the environmental impact, resource
management, and continuous improvement of the system. Here’s a detailed outline of a

comprehensive sustainability plan:

Environmental Sustainability

Energy Efficiency:

®,

% Optimized Algorithms: Develop and utilize energy-efficient algorithms to reduce the
computational resources required for training and inference.

% Cloud Computing: Leverage cloud computing services that use renewable energy
sources and have high energy efficiency ratings. Major cloud providers like Google
Cloud, AWS, and Microsoft Azure offer sustainable data center options.

% Hardware Utilization: Ensure efficient use of hardware by consolidating workloads

and using virtualization to maximize the utilization of physical resources.

Minimizing E-Waste:

*

% Lifecycle Management: Implement practices for the responsible disposal and
recycling of outdated hardware. Encourage the use of certified e-waste recycling
programs.

% Extended Hardware Life: Regular maintenance and updates to extend the life of

existing hardware, reducing the need for frequent replacements.

Sustainable Cooling Solutions:

R/

«» Efficient Data Centers: Use data centers with advanced cooling technologies that
minimize energy consumption, such as liquid cooling or natural cooling solutions.

% Green Building Practices: Where possible, data centers should follow green building

standards to minimize their environmental footprint.
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Operational Sustainability
Continuous Monitoring and Maintenance:

% Model Monitoring: Continuously monitor the performance of machine learning
models to ensure they remain accurate and effective over time. This includes regular
updates and retraining with new data.

% Automated Maintenance: Implement automated systems for routine maintenance
tasks, such as software updates and security patches, to ensure the system remains

operational with minimal downtime.
Scalability:

% Modular Design: Develop the system with a modular architecture to facilitate easy
scaling. This allows for incremental updates and the addition of new features without
significant downtime or restructuring.

% Load Balancing: Use load balancing technigues to distribute workloads evenly across

servers, ensuring no single component is overburdened.

Cost Management:

®,

% Cost-Effective Resources: Optimize resource allocation to minimize costs, such as
using spot instances in cloud computing for non-critical tasks.
%+ Budgeting and Forecasting: Implement financial planning and forecasting to ensure

the project remains within budget and is financially sustainable.
Social Sustainability

% Training Programs: Provide educational resources and training programs for users to
understand the importance of malware detection and how to use the security features
effectively.

s Community Engagement: Engage with the user community to gather feedback and

continuously improve the system based on user needs and experiences.
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Job Creation and Skill Development:

% Upskilling Employees: Offer training programs to help current employees develop the
necessary skills to work with advanced machine learning systems.
s Employment Opportunities: Create new job opportunities in areas such as Al model

development, cybersecurity analysis, and data management.

6.5 Summary

The cool study on making Android phone safety better by using smart computer tricks to
find bad software has big effects on life, people, nature, and being good By keeping secret
stuff safe and stopping online crimes, these super-safe tricks make folks trust their phones
more and use them better, which makes life nicer overall. The good stuff helps with money
stuff and keeps online identities safe, while the planet stuff includes maybe using more
power and throwing away old tech, but also doing tech more sufficiently. Being good is
super important too, like keeping secrets safe, being fair to everyone, showing everything
clearly, and using tech in a good way. The plan for keeping this going talks about ways to
use less power, be careful with old tech trash and keep the system working well for a long
time. This whole thing shows how we can use smart computer tricks to make phones safer

while being nice and taking care of nature at the same time.
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CHAPTER 7

Conclusion and Future Work

7.1 Conclusions

The study showed that machine learning algorithms are great at finding and sorting
Android malware based on app permissions. By doing a lot of data prep, balancing things
out, and checking how well the models work, it was clear that some models like Random
Forest, Neural Networks, and XG Boost did a really good job at spotting malware with
high accuracy. These models used app permission patterns to tell the difference between
good and bad behavior in apps, making mobile security stronger. The numbers also showed
that these models can help cut down on mistakes and give a solid defense against malware.
Also, the study talked about how important it is to think about ethics and sustainability
when using these technologies. Making sure user privacy is safe, fixing any biases in the
models, and being open and accountable are key parts of using them ethically. The
sustainability plan looked into how these technologies can be used in an eco-friendly way
by using less energy, managing electronic waste responsibly, and using renewable energy
sources. By adding ethical and sustainable practices, the study didn't just boost the tech
side of malware detection but also lined up with bigger social values and taking care of the
environment. This full-on approach makes sure that using machine learning for mobile

security is both top-notch technically and friendly towards people and the planet.

7.2 Further Suggested Works

This study's findings offer many possibilities for future research in mobile security and
machine learning. One big implication is the chance to dive deeper into refining machine
learning models, especially fancy architectures like Convolutional Neural Networks
(CNNs) and Recurrent Neural Networks (RNNs). These models might rock at catching
tricky patterns in app permissions and behaviors, maybe leading to even better detection
accuracy and tough resistance against sneaky malware.

A cool idea for future research is mixing up more data sources besides app permissions,
like checking out network traffic, studying user behavior, and digging into app code. By

blending all these different data sources, we could build a super solid approach to fighting
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malware, making Android devices safer overall. Plus, the study's look at ethics and
sustainability could stretch to cover a broader range of social impacts, talking about things
like privacy concerns from heavy surveillance and finding a balance between security and
letting users do their thing.

Lastly, using machine learning-based security tech in real-life situations brings its own set
of challenges and chances to learn more. Researchers can focus on how to put these models
onto devices with limited resources, tweaking them for low power usage and quick
performance. Keeping an eye on these models over time and updating them as new threats
pop up or users give feedback can show us a lot about how mobile security threats change
and how well our systems are adapting. By digging into all these areas, future research can
build on what this study started and make mobile computing environments safer, more
ethical, and more sustainable.

7.3 Limitations/Conflict of Interests

Limitations

% Data Dependence: The study relies solely on app permissions as features for malware
detection, which may not capture the complete behavior of an app, leading to potential
false positives or negatives.

% Overfitting: The machine learning models may be overfitting to the specific dataset
used, raising concerns about their generalizability to new, unseen data in real-world
scenarios.

% Dataset Diversity: The dataset used may not be sufficiently diverse, potentially
limiting the robustness of the models across different types of malware and benign
apps.

% Real-World Application: The practical deployment of these models on resource-
constrained devices, such as smartphones, was not extensively explored, which may

affect their real-time performance and energy efficiency.

Conflict of Interests
¢ Transparency: There are no reported conflicts of interest; however, transparency in

data sources, model development processes, and performance evaluations is crucial for
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maintaining the study’s integrity.

% Potential Biases: The study acknowledges potential biases from the researchers'
affiliations and funding sources, although it did not receive direct funding from
commercial entities.

% Industry Collaboration: Future collaborations with industry partners should include

clear disclosures to avoid conflicts of interest and ensure the credibility of the research.

©Daffodil International University, Bangladesh 67



REFERENCES

[1] B. Baskaran and A. Ralescu, A Study of Android Malware Detection Techniques and
Machine Learning. 2016. https://doi.org /10.1016/j.cose.2020.101660.

[2] F. Akbar, M. Hussain, R. Mumtaz, and Q. Ria, Permission-Based Detection of Android
Malware Using Machine Learning. 2022. https://doi.org/10.3390/sym14040718.

[3] S. Rani and K. Singh Dhindsa, Malware detection techniques and tools for Android.
2016. https://doi.org/10.1504/1JSCCPS.2016.084762.

[4] J. Senanayake and H. Kalutarage, “Android Mobile Malware Detection Using Machine
Learning:ASystematicReview,” vol. 5, 2021. https://doi.org/10.3390/electronics10131606
[5] Ahmed S. Shatnawi, Aya Jaradat, Tuga Bani Yaseen, Eyad Tagieddin, Mahmoud Al-
Ayyoub, and Dheya Mustafa, An Android Malware Detection Leveraging Machine
Learning. 6 May 2022. https://doi.org/10.1155/2022/1830201.

[6] A. S. Shatnawi, A. Jaradat, T. Bani Yaseen, E. Tagieddin, M. Al-Ayyoub, and D.
Mustafa, “An Android Malware Detection Leveraging Machine Learning,” An Android
MalwareDetectionLeveragingMachineLearning,2022.https://doi.org/10.1055/2022/16502
08.

[7] M. A. Ali, D. Svetinovic, and Z. Aung, “Suryani Lukman Malware Detection in
Android Mobile Platform using Machine Learning Algorithms,” in International
Conference on Infocom Technologies and Unmanned Systems (Trends and Future
Directions) (ICTUS), 2017. https://doi.org /10.1109/ICTUS.2017.8286109.

[8] M. Maad, Mijwil Malware Detection in Android OS Using Machine Learning
Techniques December 2020 Conference: 3rd International Conference On Data Science
And  Applications (ICONDATA’20) In Istanbul- Turkey._  https://doi.org/
10.1016/j.procs.2020.03.017

[9] S. Pandey, “Permission-based Android Malware Detection using Random Forest,” in
Satyasheel 2022. https://doi.org/10.1016/j.cose.2020.101680

[10] A. Mahindru and A. L. Sangal, “MLDroid-a framework for Android malware
detection using machine learning techniques,” Neural Computing and Applications, vol.
33, no. 10, pp. 5183-5240, 2021. http://doi.org/202.117.54.231:8080/

[11] J. Lee, H. Jang, S. Ha, and Y. Yoon, “Android malware detection using machine
learning with feature selection based on the genetic algorithm,” Mathematics, vol. 9, no.
21, p. 2813, 2021. https://doi.org/10.3390/math9212813.

[12] R. Agrawal, V. Shah, S. Chavan, G. Gourshete, and N. Shaikh, “Android malware
detection using machine learning,” in 2020 International Conference on Emerging Trends
in Information  Technology and  Engineering, IEEE, 2020, pp. 1-
4.https://doi.org/10.1109/ic-ETITE47903.2020.491

[13] H. Babbar, S. Rani, D. K. Sah, S. A. AlQahtani, and A. Kashif Bashir, “Detection of
Android malware in the Internet of things through the K-Nearest Neighbor algorithm,”
Sensors (Basel), vol. 23, no. 16, p. 7256, 2023. https://doi.org/10.3390/s23167256.

©Daffodil International University, Bangladesh 68


https://doi.org/10.3390/sym14040718
https://doi.org/10.1504/IJSCCPS.2016.084762
https://doi.org/10.3390/electronics10131606
https://doi.org/10.1155/2022/1830201
https://doi.org/10.1055/2022/1650208
https://doi.org/10.1055/2022/1650208
http://doi.org/202.117.54.231:8080/
https://doi.org/10.3390/math9212813
https://doi.org/10.3390/s23167256

[14] J. Mohamad Arif, M. F. Ab Razak, S. Awang, S. R. Tuan Mat, N. S. N. Ismail, and
A. Firdaus, “A static analysis approach for Android permission-based malware detection
systems,” PLoS One, vol. 16, no. 9, p. e0257968, 2021.
https://doi.org/10.1371/journal.pone.0257968,

[15] A. Ehsan, C. Catal, and A. Mishra, “Detecting malware by analyzing app permissions
on Android platform: A systematic literature review,” Sensors (Basel), vol. 22, no. 20, p.
7928, 2022. https://doi.org/10.3390/s22207928.

[16] Tran Hoang Hai; Vu Van Thieu; Tran Thai Duong; Hong Hoa Nguyen; Eui-Nam
Huh. A Proposed New Endpoint Detection and Response With Image-Based Malware
Detection System,2023. https://doi.org/ 10.1109/ACCESS.2023.3329112.

[17] J. Jy Paik, “- academic,” oup. com Malware Family Prediction with an Awareness of
Label Uncertainty. The Computer Journal, Volume 67, Issue 1, January 2024, Pages 376—
390, https://doi.org/10.1093/comjnl/bxac181.

[18] S. Sifat and Smart, “- Springer Android ransomware attacks detection with optimized
ensemble learning,” 2023. https://doi.org/10.1007/978-3-031-21101-04.

[19] M. Denver, A Orman - Applied Sciences, - mdpi.com Malware detection using
memory analysis data in the big data environment.2022
https://doi.org/10.3390/app12178604.

[20] P. Buono, Integrating Artificial Intelligence and Visualization for, - Springer Visual
Discovery of Malware Patterns in Android Apps.2022. https://doi.org/10.1007/978-3-030-
93119-317.

[21] A. Raza, Z. H. Qaisar, N. Aslam, M. Faheem, M. W. Ashraf, and M. N. Chaudhry,
TL-GNN: Android Malware Detection Using Transfer Learning. Authorea Preprints. 2023.
https://doi.org/10.1002/ail2.94.

[22] Sudhakar and S. Kumar, “MCFT-CNN: Malware classification with fine-tune
convolution neural networks using traditional and transfer learning in Internet of Things,”
Future Gener. Comput. Syst., vol. 125, pp. 334-351, 2021.
https://doi.org/10.1016/j.future.2021.06.029.

[23] B. Prima and M. Bouhorma, “USING TRANSFER LEARNING FOR MALWARE
CLASSIFICATION, Int,” Int. Arch. Photogramm. Remote Sens. Spatial Inf. Sci, pp. 343—
349, 2020. https://doi.org/10.31987/ijict.1.1.177.

[24] C. Palma, A. Ferreira, and M. Figueiredo, “Explainable Machine Learning for
Malware Detection on Android Applications,” Android Applications. Information, vol. 15,
no. 1, 2024. https://doi.org/10.3390/info15010025.

[25] M. Aamir, M. W. Igbal, M. Nosheen, M. U. Ashraf, A. Shaf, and K. A. Almarhabi,
“AMDDL model: Android smartphones malware detection using deep learning model,”
PL0S ONE, vol. 19, no. 1, 2024. https://doi.org/10.1371/journal.pone.0296722.

[26] R. Wu, Z. Wang, L. Liu, and Y. Zhang, “Android Mobile Malware Detection Using
Machine Learning:A systematic review,” Electronics, vol. 10, no. 13, pp. 1606, 2021.
https://doi.org/10.3390/electronics10131606.

©Daffodil International University, Bangladesh 69


https://doi.org/10.1371/journal.pone.0257968
https://doi.org/10.3390/s22207928
https://doi.org/10.1093/comjnl/bxac181
https://doi.org/10.1007/978-3-031-21101-04
https://doi.org/10.3390/app12178604
https://doi.org/10.1007/978-3-030-93119-317
https://doi.org/10.1007/978-3-030-93119-317
https://doi.org/10.1002/ail2.94
https://doi.org/10.1016/j.future.2021.06.029
https://doi.org/10.31987/ijict.1.1.177
https://doi.org/10.1371/journal.pone.0296722
https://doi.org/10.3390/electronics10131606

[27] J. Kim, D. Kim, and J. Lee, “AMDDLmodel: Android smartphones malware detection
using deep learning model,” PLOS ONE, vol. 17, no. 2, pp. 0262843, 2022
https://doi.org/10.1371/journal.pone.0262843.

[28] A. Mahindru and P. Singh, “Dynamic permissions based android malware detection
using machine learning techniques,” in Proc. 10th Innovations in Software Engineering
Conference, 2017, pp. 202-210. https://doi.org/ 10.1109/ACCESS.2020.2979467

[29] B. Rashidi and C. J. Fung, “A survey of Android security threats and defenses,”
Journal of Wireless Mobile Networks, Ubiquitous Computing, and Dependable
Applications, vol. 6, no. 3, pp. 3-35, 2015. https://doi.org/10.22667/JWMN.2015.6.3.003

[30] Z. Ma, H. Ge, Y. Liu, M. Zhao, and J. Ma, “TabLSTMNet: enhancing android
malware classification through integrated attention and explainable Al” Microsystem
Technologies, vol. 26, no. 4, pp. 1083-1095, 2020.https://doi.org/10.1007/s00542-019-
04993-7

[31] S. Mahdavifar, D. Alhadidi, and A. A. Ghorbani, “Effective and efficient hybrid
android malware classification using pseudo-label stacked auto-encoder,” Journal of
Network and Systems Management, vol. 30, no. 1, pp. 34, 2022. https://doi.org/
10.1007/s10922-021-09613-3

[32] M. A. Khan, S. Khan, and H. Khan, “Permissions-Based Detection of Android
Malware Using Machine Learning,” MDPI Electronics, vol. 10, no. 8, pp. 1002, 2021.
https://doi.org/10.1007/s10922-021-09599-7

[33]J. Yang and L. Z. Meng, “Android Malware Detection Using Machine Learning,” in
Proc. IEEE International Conference on Big Data and Smart Computing, 2022, pp. 1-6.
https://doi.org/ 10.1109/TDSC.2019.2922545.

[34] Y. Kim, K. Lim, and S. Kim, “MAPAS: a practical deep learning-based android
malware detection system,” International Journal of Information Security, vol. 20, no. 4,
pp. 603-614, 2021. https://doi.org/10.1007/s10207-020-00513-8

[35] H. Zhang, C. Zhang, and L. Liu, “On building machine learning pipelines for Android
malware detection: a procedural survey of practices, challenges, and opportunities,”
Cybersecurity, vol. 5, no. 1, pp. 1-20, 2022. https://doi.org/10.1186/s42400-021-00089-7

©Daffodil International University, Bangladesh 70


https://doi.org/10.1371/journal.pone.0262843
https://doi.org/10.22667/JWMN.2015.6.3.003
https://doi.org/10.1007/s00542-019-04993-7
https://doi.org/10.1007/s00542-019-04993-7
https://doi.org/10.1007/s10922-021-09599-7
https://doi.org/10.1007/s10207-020-00513-8
https://doi.org/10.1186/s42400-021-00089-7

Appendix A

Course Outcomes, Complex Engineering Problems (EP), and Complex
Engineering Activities (EA) Addressing

Title: Enhancing Mobile Security Through Threat Detection And
Classification of Malware Using Machine Learning Algorithm

Student ID: 202-15-14448
202-15-14455

CO Description for FYDP

CO | CO Descriptions | PO
Phase -1

CO1 | Integrate recently gained and previously acquired knowledge to | PO1
identify a thorough threat detection and classification problem for
the Final Year Design Project (FYDP)

CO2 | Analyze different aspects of the goals in designing a solution for this | PO2
FYDP
CO3 | Explore diverse problem domains through a literature review, | PO4
delineate the issues, and establish this goal for the FYDP

CO4 | Perform economic evaluation and cost estimation and employ suitable | PO11
project management procedures throughout the development life cycle
of the FYDP

Phase -11

COS5 | Design and develop technical solutions and system components or processes | PQO3
that meet specified requirements, ensuring compliance with public health and
safety standards, as well as considering cultural, socioeconomic, and
environmental factors in this FYDP

CO6 | Choose and apply appropriate methodologies, resources, and contemporary | PQO5
engineering and IT technologies to address complex engineering processes,
encompassing prediction, and modeling, while adhering to relevant
constraints in this FYDP

CO7 | Analyze societal, health, safety, legal, and cultural considerations, along with | POG6
associated responsibilities, in the context of professional engineering practice
and the resolution of this problem, employing logical reasoning guided by
contextual understanding.

CO8 | Comprehend and evaluate the enduring sustainability and impact of | PO7
professional engineering endeavors in addressing intricate engineering
challenges within social and environmental frameworks.

CO9 | Implement ethical principles and adhere to professional standards and norms | POS8
in this FYDP
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CO10

Capable of operating proficiently both individually and as a team member or | PQ9
leader across diverse teams and interdisciplinary settings in this FYDP.

Co11

Proficiently communicate with the engineering community and broader | PO10
society regarding complex engineering endeavors, including the ability to
comprehend and generate comprehensive reports and design documentation,
as well as provide and receive clear instructions throughout this FYDP.

CO12

Acknowledge the importance of self-directed and life-long learning within | PO12
the evolving landscape of technology, and possess the readiness and
capability to engage in lifelong learning endeavors.

Addressing CO (1 to 8), Knowledge Profile (K), Attainment of Complex
Engineering Problems (EP), and Attainment of Complex Engineering
Activities (EA)

Addressing CO (1 to 8), Knowledge Profile (K), Attainment of Complex Engineering
Problems (EP):

EP

Justification

SN Definition Attainment | CO (with Knowledge Profile) References
Our research requires data| Page no:
collection and we need to
understand the construction of a [4]
machine learning-based model

S and also design which covers K3 |  Section:
- O (Engineering Fundamentals)
2 T |and K4 (Specialist [1.4]
> : Knowledge).
o o Page no:
o O
2 ] [16]
: 3
c Yes 9] Section:
1 XY ©)
: Yy— O
= 3 [3.1]
=8 O
a 8 _
= o Detecting malv_vare, to get the Page no:
L " accuracy we will use different
8 types of algorithms for getting [27-32]
results. K5 (Engineering
Practice [Design]) and K6 | Section:
(Engineering Practice
[Technology])] [4.2]
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We investigated current | Page no:
models with  comparable
purposes and also studied | [10-11]
related types of work and Section:
models  for our goal. :
K8(Research Literature) [2.2]
2 In our research, One key
5 difficulty is the changing Page no:
"g 2 o) nature of mobile applications
O g © |and viruses. Static models| [13-15]
2 E £ Yes S struggle to keep up with the _
=2 08; 8‘ fast growth of Android apps | Section:
g @) and the challenges are
& introduction of new malware [2.4]
m types.
.3 In there, we have multiple | page no:
o3 S models for the final result and
= 9 |we will carefully choose| [39-53]
3 A Yes S | specific algorithms that give _
& 2 & | us more accuracy. Section:
s O
< [5.2]
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To understand and study we | Page no:
are familiar with machine
2 learning algorithms but to [26]
2 understand some new like .
= . Section:
. (ada boost, xg boost Light
> Gbm etc). Specifically, we [4.2]
4 = Yes 3 | have to find out the harmful
= © | malware in the device and | Page no:
G figure out of it is.
L [16-18]
g
o
L Section:
[3.1]
C - - -
2 Web application: We using Page no:
8 HTML, CSS, JS, and
g Bootstrap for the frontend [21]
N o side and Django, python are
5 o 3 Y O ' Section:
28 es 3 used on the backend side for ection:
= web application projects. For
5 mobile app using flutter. [3:3]
=
o
w
tS
g55¢
£5g8 %
6. | XSSt No S N/A N/A
MRS
... @ > O
© = ©
o N i
w
% Our project consists of several | Page no:
° interdependent  subsystems.
g . |Such as collecting data, [17-
7 ﬁ Yes 8 preprocessing data, Labeling, 18],[26-27]
= e o .
= Cla55|f|ce_1t|on model training, Section:
- and getting the result that
N~
o ensures EP7 [3.1, 4.2]
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Yes

CO4

We have prepared a budget to
evaluate and estimate the cost
required for our research and
the approximate budget is
around 33000-41000 taka.

Page no:
[25]
Section:

[3.4]

Addressing CO11 with Complex Engineering Activities (EA) [Some or all of the

following]:
Attainment ificati
SN EA CO Justification References
Definition
8 To assure methodical research
e and contribute to breakthroughs P )
S in threat detection using age no:
L machine learning algorithms, [20-21]
G Yes our project makes use of a
1 > variety of resources, including Section:
' S GPUs, online datasets, machine )
o learning frameworks, and high- [3.3]
< performance computing '
L infrastructure.
Ss 5
o B O
2. 48 No N/A N/A
b
<E
L
c
2
©
3
3. = No N/A N/A
™
<
w
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S By utilizing effective
E ® computational resources and Page no:
(SRS ‘g caring for user privacy, this
$E e initiative promotes [57-59]
4 9;'; N § Yes environmental  sustainability
Sos and enhances threat detection |  Section:
0385 through  machine learning
j algorithms ~ that identify [6.2]
L malware
2 This study offers fresh insights Page no:
& into the industry by extending
E malware detection with a [12]
5 & Yes machine learning approach, as
- evidenced by threat detection Section:
2 by terminology and thorough
L comparison analysis. [2.3]
Addressing CO (4, 9, 10, and 12):
SN | COs | Attainment Justification References
The project tackles CO4 by offering
efficient project management and
financial analysis, guaranteeing budget
estimation  for  resource  usage
throughout the study lifecycle, P .
: . age no:
materials planning, and resource [25]
1 CO4 Yes allocation. To handle CO4, the project o
introduces efficient project Section:
; . . [3.4]
management and financial analysis,
making sure that budget estimates for
resource use throughout the study
lifecycle, materials planning, and
resource allocation are all made.
The project shows adherence to ethical
standards by protecting user privacy
and guaranteeing responsible Page no:
5 cO9 Yes information disseminati_on and socigtal [59-_61].
awareness. It does this by applying Section:
sophisticated threat detection [6.3]
technologies that ethically map with
CO..
3 | CO10 No N/A N/A
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The project's commitment to
continuous learning (CO12)
technology is demonstrated by the
extent of data collection, the
meticulous statistical analysis, the
development of methodology, and
the comprehensive results and
analysis, all of which are intended

4 C012 Yes

to tackle contemporary challenges.

Page no:
[39-59]
Section:
[5.1,5.2]
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