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ABSTRACT

Cyberbullying, a pervasive issue in the digital age, poses a serious threat to individuals'
well-being, necessitating advanced technologies for effective detection and mitigation.
This research focuses on the detection of cyberbullying within the context of the Bangla
language, employing a comprehensive approach that integrates deep learning and
traditional machine learning algorithms. The dataset used for this study is specifically
curated for Bangla, ensuring the model's applicability in diverse linguistic scenarios. In
our methodology, we leverage well-established machine learning models, including
Support Vector Machines (SVM), K-Nearest Neighbors (KNN), AdaBoost, Gaussian
Naive Bayes (GNB), Quadratic Discriminant Analysis (QDA), Ridge Classifier (RC),
and Passive Aggressive Classifier (PA). Additionally, we incorporate sophisticated deep
learning models, Bidirectional Long Short-Term Memory (BLSTM) and Recurrent
Neural Network (RNN), to enhance the detection capabilities. The evaluation process
involves employing Bagging Classifiers to assess the performance of each model,
considering metrics such as accuracy, precision, recall, F1 score, and the Area Under the
Receiver Operating Characteristic (ROC) Curve. We visualize the results through
confusion matrices and ROC curves, providing a comprehensive analysis of each model's
effectiveness. The Bidirectional Long Short-Term Memory (BLSTM) emerges as the
frontrunner among the algorithms, exhibiting the highest scores 99.80% accurate across

key metrics.
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CHAPTER 1

Introduction

1.1 Introduction

The advent of the digital age has brought unprecedented connectivity and
communication, transforming the way individuals interact and share information.
However, this technological progress has also given rise to new challenges, one of the
most prevalent being cyberbullying. The malicious use of digital platforms to harass,
intimidate, or harm others online has become a pervasive issue, transcending
geographical and cultural boundaries. As the internet continues to evolve, so do the forms
of cyberbullying, necessitating innovative approaches for timely detection and
intervention. In the context of linguistic diversity, addressing cyberbullying becomes
even more complex. Each language encapsulates its own nuances, expressions, and
cultural intricacies that shape online interactions. To effectively combat cyberbullying, it
is imperative to develop language-specific models that cater to the unique characteristics

of different linguistic communities [1-6].

This research focuses on the detection of cyberbullying within the Bangla language,
recognizing the need for a targeted and culturally sensitive approach in the digital
landscape of Bangladesh. The Bangla language, spoken by millions globally, presents a
unique set of challenges and opportunities in the realm of cyberbullying detection. As the
digital presence of Bangla-speaking individuals expands, the risk of encountering
cyberbullying escalates. Existing cyberbullying detection models primarily designed for
major languages may not be optimally effective in this linguistic context. Therefore, this
research aims to bridge this gap by developing and evaluating a model specifically
tailored for detecting cyberbullying instances in the Bangla language. Our methodology
integrates a diverse set of machine learning algorithms, ranging from traditional models

to sophisticated deep learning architectures.

Cyberbullying has become more commonplace in the digital age, impacting people of all
ages and social classes. Social media and other online platforms have created new
channels for destructive conduct, which has a negative effect on victims' mental,
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emotional, and social wellbeing. The Bengali-speaking population has particular
offensive issues because of language quirks and cultural influences that determine the
character and expression of harmful online activities. Encouraging a safe and welcoming
digital space for people using Bengali to communicate requires identifying and
addressing objectionable content. To develop a machine learning-based approach for
recognizing cyberbullying terms in Bangla is the aim of this project. Machine learning
has shown promise in a number of natural language processing applications and has the
ability to accurately detect and categorize inappropriate content. Our objective is to
further the development of cyberbullying detection methods that are especially designed
for the Bangla language by utilizing machine learning models. Developing and refining a
machine learning model that can consistently distinguish between Bangla texts that are
cyberbullying and those that are not is the primary objective. In order to do this, we
utilize a Bangla dataset that contains both offensive and non-cyberbullying text examples.
The dataset is carefully preprocessed, tokenized, and vectorized into sequences that may
be fed into a cutting-edge machine learning technique. In addition to training the model,
we investigate other approaches to tackle problems in Bangla cyberbullying detection,
such as language-specific preprocessing techniques, data augmentation strategies, and the
inclusion of Bengali-specific contextual and cultural elements. The purpose of this study's
findings is to provide light on how well machine learning techniques work for identifying
derogatory words in Bangla. Additionally, this study aids in the creation of preventative
strategies to counteract cyberbullying and foster a safer online environment. Overall, the
study clarifies the unique difficulties and possibilities related to identifying cyberbullying
language in the Bangla language, acting as a first step in resolving this important problem

among communities of Bengali speakers.
Support Vector Classifier

Support Vector Classification (SVC) is a powerful and versatile machine learning
algorithm used for classification tasks. It works by finding the optimal hyperplane that
separates different classes in the feature space. The algorithm is effective in high-
dimensional spaces and is particularly useful when the number of dimensions exceeds the
number of samples. SVC can handle both linear and non-linear classification by

employing the kernel trick, which transforms the original data into a higher-dimensional
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space to make it possible to find a separating hyperplane. This flexibility allows SVC to
perform well in a variety of complex classification problems, making it a popular choice
for tasks such as image recognition, text categorization, and bioinformatics. The
algorithm’s ability to maximize the margin between classes ensures robustness and

generalization to unseen data.
K-Nearest

The k-NN classifier is a simple, non-parametric, and easy-to-use method for machine
learning classification and regression issues. In order to predict the output, it first locates
the k instances in the training dataset that are most similar to a given input (neighbors).
For regression, this is done by calculating the average value of these neighbors, and for
classification, it uses the majority class. Similarity is frequently measured using distance
metrics like Euclidean distance. Despite being simple to understand, k-NN can be useful,
especially for small datasets or when the decision boundary is very irregular. However, it
is computationally expensive for large datasets and dependent on the choice of k and the
distance measure. Proper feature selection and data scaling are necessary for improved

data performance.
AdaBoost

An effective machine learning method that builds a strong overall model by combining
several weak classifiers is called a boosting ensemble classifier. Boosting is based on the
sequential training of classifiers, where each new model learns from the mistakes made
by the prior ones. This is usually accomplished by giving misclassified cases larger
weights, which incentivizes the subsequent classifier in the series to fix the errors.
AdaBoost and Gradient Boosting are two popular boosting methods that iteratively
modify the weights of the classifiers and training data. Boosting improves the final
classifier's accuracy and resilience by combining the predictions of all the models,
frequently beating the performance of individual models, especially in situations with
complicated patterns and noisy data.

©Daffodil International University 3



Gaussian Naive Bayes

One of the fundamental techniques in machine learning is the Naive Bayes algorithm,
which is well-known for its ease of use, computational efficacy, and versatility in
handling different categorization tasks. The core of it is the Bayes theorem, a basic idea
in probability theory that determines the likelihood of a hypothesis based on observable
data. Based on the observed attributes, Naive Bayes determines the likelihood that a
given data point belongs to a specific class in the context of classification. What
distinguishes Naive Bayes from other classifiers is its "naive” assumption of feature
independence, which simplifies the computation of probabilities by assuming that each
feature contributes independently to the probability of the data point belonging to a
certain class. This assumption, while simplistic, often holds up well in practice, especially
in text classification tasks and other domains where feature dependencies are not
significant. The simplicity of Naive Bayes stems from its straightforward approach to
modeling. Rather than learning complex relationships between features, Naive Bayes
directly estimates probabilities from the training data. This simplicity makes Naive Bayes
particularly well-suited for situations with limited training data, where more complex
models may struggle due to overfitting. Moreover, Naive Bayes -classifiers are
computationally efficient, making them ideal for large datasets and high-dimensional
feature spaces. The algorithm's efficiency arises from its ability to compute probabilities
independently for each feature, resulting in a linear time complexity with respect to the
number of features. There are several variations of naive Bayes classifiers, each designed
to handle distinct kinds of data. For classification tasks involving continuous-valued data,
the Gaussian Naive Bayes version is appropriate since it makes the assumption that
continuous features have a Gaussian (normal) distribution. This variation is frequently
employed in settings where characteristics like patient age or blood pressure may have a
normal distribution, such as in medical diagnosis applications. The Multinomial Naive
Bayes variation, on the other hand, is made for text classification problems, where
features are words or keywords that appear often in texts. In this case, the algorithm
assumes that features follow a multinomial distribution, making it well-suited for tasks
such as sentiment analysis, spam detection, and document categorization. Additionally,
the Bernoulli Naive Bayes variant is similar to the Multinomial variant but is specifically
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tailored for binary feature vectors, where features represent the presence or absence of

terms in documents.
Quadratic Discriminant Analysis (QDA)

Quadratic Discriminant Analysis (QDA) is a classification technique used in machine
learning and statistics, which assumes that each class has its own covariance matrix,
making it suitable for problems where the class distributions exhibit different shapes.
Unlike Linear Discriminant Analysis (LDA), which assumes equal covariance matrices
for all classes and thus linear decision boundaries, QDA allows for quadratic decision
boundaries, providing more flexibility in capturing the true structure of the data. This
added complexity makes QDA more powerful for datasets where the classes are not well-
separated by linear boundaries, though it also requires estimating more parameters, which

can be a challenge with limited data.
Ridge Classifier

Ridge Classifier is a type of linear classifier that extends linear regression by adding
regularization to reduce overfitting and improve generalization. By incorporating a
regularization term (specifically the L2 penalty) into the cost function, Ridge Classifier
minimizes the sum of the squared residuals and the squared magnitude of the coefficients.
This approach helps to constrain the model, particularly when dealing with
multicollinearity or when the number of features exceeds the number of observations. As
a result, Ridge Classifier tends to produce more stable and interpretable models,
especially in high-dimensional datasets, by shrinking the coefficients towards zero

without completely eliminating any, unlike Lasso regression.
Passive-Aggressive Classifier

The Passive-Aggressive Classifier is an online learning algorithm particularly suited for
large-scale learning tasks. Unlike traditional batch learning algorithms, it processes one
instance at a time, updating its model incrementally. This makes it efficient and scalable,
ideal for real-time applications like spam detection or news categorization. The "passive”

aspect refers to the algorithm's behavior when it correctly classifies an instance; it doesn't
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update its model. Conversely, the "aggressive™" aspect kicks in when it misclassifies an
instance, prompting an immediate adjustment to correct the mistake. This approach
ensures the classifier remains up-to-date with new data while maintaining a balance

between stability and adaptability.
1.2 Motivation

This research is driven by the urgent need to address cyberbullying in the Bangla-
speaking community, considering the unique linguistic nuances and cultural context of
this language. As digital communication expands in Bangladesh, so do the risks
associated with online harassment. The motivation stems from a commitment to
inclusivity and digital well-being on a global scale, aiming to create a safer online
environment. By combining traditional machine learning models like SVM, KNN, and
AdaBoost with advanced deep learning techniques such as BLSTM and RNN, the
research embraces a versatile and innovative approach. The curated dataset reflects real-
world language use, ensuring the models are trained on authentic instances of
cyberbullying in Bangla [7]. Ultimately, this research seeks to contribute not only to the
localized detection of cyberbullying but also to the broader goal of fostering a respectful

and secure digital space for individuals using the Bangla language online [8].

The motivation behind doing this study on machine learning-based cyberbullying
detection for the Bangla language is based on many key factors. The most important of
them is the realization that cyberbullying behavior has grown to be a significant social
issue that affects people of all ages, from kids to adults. The urgent need to address
cyberbullying behavior is highlighted by the well-established negative consequences it
has on mental health, self-esteem, and general well-being. Unfortunately, most of the
research that has been done on offensive detection has focused on the Bangla language,
which has left a gap in our knowledge of how to address this issue in Bangla-speaking
environments. Like many other English-speaking groups, the Bangla-speaking
community has unique difficulties when it comes to objectionable. Because of the
peculiarities of the Bangla language, cultural influences, and common online behaviors
among Bangla-speaking people, customized strategies are required to recognize and

address objectionable content in this particular environment. This study creates a machine
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learning-based model for Bangla language cyberbullying detection in an effort to bridge
the research gap and offer valuable insights on handling cyberbullying in Bangla-
speaking contexts. The expected results of this research might make it easier to develop
language-specific tools, tactics, and interventions that are intended to detect, stop, and
lessen cyberbullying episodes in the online Bangla community. Furthermore, this study
aims to promote inclusion, guarantee that people speaking Bangla receive fair attention,
and shield them from abusive words by focusing on the Bangla language. This study lays
the foundation for future research and activities that address the needs of varied language
groups by highlighting the importance of linguistic variety and cultural sensitivity in the
fight against online abuse. The goal of this project is to provide a more secure and
welcoming online environment for those who use Bangla as their first language. By
employing machine learning methodologies and addressing language-specific challenges,
this study seeks to make a substantial contribution to the overarching goal of deterring

cyberbullying and advancing a dignified and welfare-focused digital society.
1.3 Rational of the Study

There are several reasons for this research, but the main one is to fill in important gaps in
the literature on cyberbullying detection in Bangla-speaking situations. The goal of the
study is to advance our knowledge of cyberbullying by exploring the linguistic and
cultural nuances present in the Bangla language. By doing this, it hopes to strengthen
Bangla-speaking communities and promote the creation of solutions specifically tailored
to this language group. This study's investigation of machine learning in relation to
natural language processing is a key component. The research attempts to ascertain the
effectiveness of these advanced methods inside the complex structure of the Bangla
language by use of machine learning techniques. This investigation broadens the scope of
machine learning applications and provides new perspectives on how well it works to
handle language-specific issues related to cyberbullying. Moreover, a dedication to
promoting a safer digital world is central to our study. Through its emphasis on Bangla-
speaking people, the research promotes the development of safeguards that account for
linguistic diversity. It is essential to place this focus on linguistic and cultural subtleties in
order to create a digital environment that is safe and welcoming to everyone, regardless

of the language they speak. Essentially, the logic for the research is based on bridging
©Daffodil International University 7



gaps, comprehending cultural subtleties, empowering communities, investigating cutting-
edge technology, and eventually helping to create a safer online environment for people

who are using the Bangla language for communication.
1.4 Research Questions

The project intends to address a number of significant questions in the area of “Detecting
Cyber Bullying in the Social Media Using Deep Learning and Ensemble Algorithms".
These inquiries function as guidance markers, directing the research toward a thorough
comprehension of the difficulties associated with using cutting-edge artificial intelligence
systems for improved cyberbullying detection. The primary research questions are as

follows:

e What is the likelihood that a statement will be classified as either

cyberbullying or not?

This study examines the crucial impact that machine learning plays in natural language
processing information from unrelated activities to the particular difficulties involved in
cyberbullying detection. In order to further our understanding of knowledge machine
learning in artificial intelligence, the study attempts to identify the mechanisms by which

machine learning improves the precision and effectiveness of identifying cyberbullying.

e How difficult is it to tell if anything someone has said something

cyberbullying?

This study investigates the specific function that deep learning and machine learning
which are widely recognized for their proficiency in text analysis—have in the detection
of cyberbullying. The goal of the study is to advance sentiment analysis by comparing
and assessing the performance of deep learning and machine learning detecting

cyberbullying, hence enhancing overall detection abilities.
e What advantages does our suggested model provide?

In order to investigate how deep learning and machine learning affect the sensitivity and

specificity of cyberbullying detection, this article compares their performance with
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traditional methods. Through evaluating the impact of these sophisticated methods on
diagnostic precision, the study seeks to identify areas for advancement and obstacles

related to their use in the detection of cyberbullying.

e In what ways can we evaluate how well our model detects objectionable

content?

This investigation addresses the relationship between normal text and cyberbullying,
emphasizing segmentation's role in providing details about the characteristics and
geographic distribution of individual’s detections by the condition. To enhance our
understanding of the sentiment extent of cyberbullying and facilitate more precise and
comprehensive detection, the research aims to elucidate the added significance of data

preprocessing.

e How much effectiveness do the algorithms used in our suggested model
exhibit?

This investigation comprises a detailed examination of the benefits and drawbacks
associated with various approaches to cyberbullying detection and classification. By
recognizing and understanding these factors, the study aims to offer direction for further
research focused on creating more accurate and robust techniques for cyberbullying
detection.

These research questions collectively give the thesis its conceptual framework and guide
the investigation of the complexities of deep learning and machine learning, and
cyberbullying detection. The project intends to contribute to the ongoing discussion
regarding the link between artificial intelligence and offensive detection by providing
meaningful information that will impact natural language processing going ahead through

a methodical approach to these topics.
1.5 Expected Output

With an emphasis on the Bangla language, this study aims to close the current gap in
cyberbullying detection studies for Bangla situations. Through exploring the domain of

cyberbullying in the Bangla-speaking community, the research seeks to provide
©Daffodil International University 9



customized solutions that successfully tackle the particular difficulties encountered by
this language community. To effectively prevent online harassment, certain techniques
and interventions are required due to the unique cultural and linguistic peculiarities
inherent for Bangla-Speaking community. We focused to create a model that can
correctly identify objectionable material in Bangla texts by using machine learning
techniques, specifically a machine learning model. The study's expected results will aid
in the creation of language-specific instruments and guidelines intended to stop and
lessen cyberbullying situations. The ultimate goal is to foster an online community that is

safer and more welcoming for those who use the Bangla language for communication.
1.6 Project Management and Finance

Project Objective: This research is driven by the urgent need to address cyberbullying in the
Bangla-speaking community, considering the unique linguistic nuances and cultural context of
this language. As digital communication expands in Bangladesh, so do the risks associated with
online harassment. The motivation stems from a commitment to inclusivity and digital well-
being on a global scale, aiming to create a safer online environment. By combining traditional
machine learning models like SVM, KNN, and AdaBoost with advanced deep learning
techniques such as BLSTM and RNN, the research embraces a versatile and innovative

approach.

Project Timeline: Selecting the study domain and title with attention is a crucial initial step in
every research endeavor. Both time and meticulous attention to detail are needed for this. After
then, we start gathering and analyzing pertinent papers, a procedure that typically takes two
months to finish. We are now working on maintaining the dataset and hope to have it completed
by March 2024. After obtaining the dataset, we will proceed with preprocessing and coding

chores before putting our work into practice.
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Research Domain
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Data Collection
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Model Selection and
Implementation

Model Evaluation

Website Create

Figure 1.6.1: GAN Chart

Resource Planning:

A. Equipment and Tools:

e High-performance Computers for Model training and testing

e Anaconda
e Jupyter Notebook
e Python 3.10

B. Software and Technologies:

e HTML, CSS
e Django
o Flask

C. Data and Content:

e Collect dataset.

e Existing Deep Learning Model architecture documentations

e Existing work documentations

©Daffodil International University
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D. Training and Skill Development:

e Skill on data pre-processing and deep learning model architecture.

e Skill on model evaluation and comparison.

To get the work successfully, there is several type costings like copying cost, transport cost,

Domain and hosting cost. And I have made those cost from self-funded.

Table 1.6.1; Financial Analysis

Components Estimated Cost
(BDT)
1 Data Set Collection 1750
(Transport)
2 Communication 260
3 Internet 350
4 Literature Review 10000
5 GPU 20000
6 RAM (16GB) 10000
7 Documentation 1500
8 Electricity Bill 300
9. Contingency: 10% of the 1000
adjusted

Total Estimated Cost | 35160

1.7 Report layout

The suggested report uses a thorough structure to walk readers through the methods,
conclusions, and consequences of the study. Every chapter has a distinct function and
enhances and reinforces the work's overall cohesion.

Chapter 1: Introduction

An overview of the research and background information on the importance of
cyberbullying detection, the use of deep learning and machine learning, and the

©Daffodil International University 12



requirement for a comparison of detection and preprocessing techniques are given in the
first chapter. It provides an overview of the study's goals, research questions, and general

structure.
Chapter 2: Background

A thorough overview of pertinent literature and prior research is provided in the
background chapter. This section offers a comprehensive knowledge of the scientific
underpinnings, useful techniques, and technical developments associated with deep
learning and machine learning, and the cyberbullying detection. It outlines the present

study's background and highlights any knowledge gaps.
Chapter 3: Research Methodology

The study's execution strategy is described in the research methodology chapter. It makes
the model architecture, data gathering techniques, study design, and the reasoning behind
certain methodology decisions all more clear. Additionally, this chapter discusses the

study's potential limits and moral dilemmas.
Chapter 4: Experimental Result

The experimental findings on the use of deep learning and machine learning for the
detection of cyberbullying are presented in this chapter. Comprehensive evaluations of
the effectiveness of various detection and preprocessing techniques are offered,
accompanied with graphical depictions and statistical metrics to bolster the conclusions.

Chapter 5: Impact on Society

The research findings' larger implications for cyberbullying detection and offensive word
detection are examined in the chapter on social effect. It talks about how improvements in
the detection of cyberbullying might lead to better social media outcomes, general life,
and economic services. The implications of upcoming technology advancements on

society are considered.

Chapter 6: Summary, Conclusion, Recommendation, and Implications for Future

Research
©Daffodil International University 13



The whole report is summarized in this last chapter. It restates the research's conclusions
and highlights its main results, and it offers suggestions for practical applications and
more study. By talking about the ramifications of the findings, researchers who are
interested in expanding on the current study may find a path for future investigation. This
carefully thought-out arrangement guarantees a coherent flow of information and leads
the reader through the research process from the introduction to the more extensive
implications and recommendations. Deep learning and machine learning makes it feasible
to fully understand the study methodology and any potential impacts it may have on the

theoretical and practical aspects of cyberbullying detection.
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CHAPTER 2

Background

2.1 Preliminaries

Analyzing attack patterns precisely requires the application of machine learning and deep
learning techniques. In this section, we will examine studies concerning the assessment of
social media commentary reports. For this study, a variety of computational models are
used, including RNN, BLSTM, SVM, KNN, AdaBoost, GNB, QDA, RC, and PA. A
major focus of the research activities in this department is deep learning and machine
learning models. The section also highlights a number of scholars that have used a range
of models in their own investigations, which has improved our knowledge of

cyberbullying dynamics.
2.2 Related Works

Online communication has been impacted by information technology in both positive and
negative ways. Cyberbullying is still a serious problem as it may cause mental anguish
and, in severe situations, even result in fatalities like suicide. The purpose of this review
of the literature is to examine previous research, pinpoint areas that require greater
investigation, and evaluate viable approaches for a more comprehensive and efficient
reduction of the problems brought on by online cyberbullying [9]. A sophisticated deep
learning system for detecting profanity in social utterances was created by Iwendi et al.
[10] using Recurrent Neural Network (RNN), Bidirectional Long Short-Term Memory
(Bi-LSTM), Gated Recurrent Units (GRU), and Long Short-Term Memory (LSTM).
Among the models, Bi-LSTM achieved the maximum accuracy of 82.18%. Balakrishnan
et al. [11] presented an idea to enhance the identification of cyberbullying by utilizing the
psychological characteristics of Twitter users and a range of machine learning classifiers,
including Naive Bayes, Random Forest, and J48. When users' personalities and feelings
were taken into account, their research showed an accuracy of 91.88%; however, the
accuracy of this technique may be lowered if users' sentiment information is not readily
available. Using Bert and VecMap embedding methods, Maity et al. [12] created a multi

task multimodal framework named 'MT-MM-Bert with VecMap' for a Hindi-English
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dataset. They achieved 77.87% accuracy in sentiment analysis, 82.05% accuracy in
cyberbullying detection, and 58.05% accuracy in emotion recognition. For real-time
code-mix data cyberbullying, Kumar et al. [13] developed a multi-input integrated
learning approach utilizing deep neural networks. In order to extract features, they
employed several word embedding approaches, such as GloVe for English and Fast-Text
for Hindi. For English data, they used capsule network dynamic routing, while for
Hinglish data, they used Bi-LSTM. In order to categorize user comments on Facebook
pages, Das et al. [14] concentrated on a machine learning model built on an encoder-
decoder, a well-known NLP tool. A sampling of 7,425 responses revealed seven distinct
forms of hate speech. The attention-based algorithm demonstrated the best accuracy of
77% among the LSTM, GRU-based, and attention mechanisms decoders. A number of
ML and DL approaches, including as Linear SVC, Logistic Regression, Multinomial
Naive Bayes, RF, ANN, and RNN, were used in a large research carried out by Emon et
al. [15]. The study shown that RNNs based on deep learning outperform, with an
accuracy of 82.20%. Two specific models, CNN and MNB, were created by Ahmed et al.
[16] for three distinct datasets: 5000 Bangla text, 7000 Romanized Bangla text, and a
mixture of 12000 Bangla and Romanized text. With an accuracy of 84% in the
Romanized Bangla dataset and 80% when utilizing the combined dataset, the CNN
models performed the best. Using TF-IDF feature extraction approaches, Ahammed et al.
[17] created two distinct models based on SVM and MNB. With a smaller dataset of
1339 comments, they were able to achieve an accuracy of 72% in Naive Bayes and 70%
in SVM. Using a variety of machine learning models, Ghosh et al. [18] proposed
strategies for cyberbullying detection in Bengali language, achieving an accuracy of
78.1% with support vector machines, logistic regression, random forests, and passive-
aggressive classifiers, along with TF-IDF and bag of words embedding techniques. A
hybrid neural network model was created by Ahmed et al. [19] using a dataset of 44,001
Facebook comments. The model included binary and multiclass classification. Although
the program has limits in false detection for long sentences, they were able to classify
bully remarks with an accuracy of 85%. Bengali sentence classification into three and
five class sentiment labels was achieved by Tripto et al. [20] using deep learning-based
algorithms. The researchers employed a range of YouTube videos, comments in Bangla,
English, and Romanized Bangla, two word embedding approaches (CBOW and SG), as
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well as both machine learning (Naive Bayes and SVM) and deep learning (LSTM and
CNN). Using accuracy rates of 65.97% and 54.24% for sentiments in classes 3 and 5,
respectively, and 59.23% for emotion recognition, LSTM models beat simple machine
learning models. Chakraborty and colleagues [21] created techniques for detecting
cyberbullying using CNN-LSTM, multinomial naive bayes, and support vector machines.
These methods were based on Unicode emoticons and Bengali language, and they
collected data from various Facebook sites. SVM using a linear kernel outperformed the
others, exhibiting an accuracy of 78%. Tuhin et al. [22] handled an emotion-based dataset
including the following emotions: happiness, sorrow, tenderness, enthusiasm, wrath, and
scaredness. They also provided two models for sentiment analysis of Bengali language
using naive bayes and a topical method. With 90% accuracy, the topical strategy that
used TF-IDF feature extraction outperformed the others. Six different machine learning
models, including logistic regression, random forest, K-nearest neighbor, gradient
boosting, logistic regression, and multinomial naive bayes, were suggested by Sultana et
al. [23]. With the SVM classifier, they were able to achieve a higher accuracy of 85.7%.
Shah et al. [24] used a bigger dataset of 15307 rows obtained from English remarks and a
smaller dataset of 3000 rows collected from Hinglish comments to perform research
based on several machine learning models, including SVM, KNN, logistic regression,
and RF. Their findings indicated a 92% accuracy rate on average. Because social media
sites allow for the sharing of multimodal data, cyberbullying occurs there using a
combination of text and visual media. To detect harmful photos, Roy et al. [26] created a
CNN-based method using a transfer learning model. Using a very small dataset of 1339
images, they were able to achieve an accuracy of 89%. Using a dataset gathered from
Wikipedia, Raj et al. [27] suggested a number of machine learning models and neural
network algorithms to identify bullying in English language. With an accuracy of
96.98%, neural network-based models—Bi-GRU with GloVe embedding, in particular—
performed better than other ML models, while SVM with TF-IDF had the best accuracy
of 95.02%. Sultan et al. [28] used data from three different datasets—Twitter, foul
language, and cyberbullying—to examine how well deep learning and machine learning-
based models performed for text identification. In every dataset study, the Bi-LSTM
based model performed better than the others. Three distinct machine learning models
were created by Reghunathan et al. [29] in order to compare accuracy utilizing
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Malayalam and English, two distinct languages. SVM outperformed other models in
feature extraction using TF-IDF approaches, with accuracies of 90% and 93.75% for the
English and Malayalam datasets, respectively. Wu et al.'s study [30] on the causes of
cyberbullying included the proposal of a model based on the BERT classifier to identify
variables associated with cyberbullying. They constructed a manual annotation corpus
and recognized some elements of cyberbullying, with 90% and 93.75% accuracy using
Support Vector Machines (SVM) for the English and Malayalam datasets, respectively.
Furthermore, the Bi-LSTM model has been used in additional research to identify
cyberbullying [31]. Different neural network-based methods have been presented by Roy
et al. [31] to identify cyberbullying in Roman Urdu. Thirty thousand comments from
Facebook and Twitter make up their dataset, which is split equally between fifteen
thousand hateful and neutral remarks. They created a context-aware model using CNN,
LSTM, Bi-LSTM, and attention-based Bi-LSTM techniques. With an accuracy of
87.50%, the attention-based Bi-LSTM showed the greatest performance. They intend to
add sentiment detection to their model in later research. A multi-input integrated learning
strategy utilizing deep neural networks for cyberbullying in actual time code-mix data

was also shown by Kumar et al. [32], with remarkable accuracy of 97%.
2.3 Comparative Analysis and Summary

It required a significant amount of work to navigate the world of machine learning
models, particularly in light of the increased demand for these models. Several concurrent
studies faced difficulties, seeing suboptimal model performances and limited precision.
Adopting a distinct machine learning model was necessary to reach the highest level of
dataset detection accuracy. The project required the installation of state-of-the-art
hardware infrastructure in order to guarantee the effective operation of these models. The
approach involved performing laborious calculations to evaluate classification rates, and
the use of expensive GPUs to facilitate the execution of complex models, but potentially

resulting in a longer runtime.
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TABLE 2.3.1: Comparative Analysis Table

Balakrishnan et al.

GNB, RF and J48

SL Author Name Used Algorithm Best Accuracy with Algorithm
No
1.
Iwendi et al. RNN, BLSTM, GRU and LSTM BLSTM =82.18%
2.

GNB=91.88%

Our Proposed
Model

SVM, KNN, AdaBoost, GNB, QDA,
RC, and PA, along with deep learning
models including BiLSTM and RNN

3.
Maity et al. Bert with VecMap 82.05%
4,
Emon et al LSTM, GRU, SVC, LR, MNB, RF, LSTM=77%
ANN and RNN
5.
Ahmed et al. RNN 84%
6.
Ahammed et al. SVM, MNB MNB=72%
7.

BLSTM=99.80%

2.4 Scope of the Problem:

The problem of cyberbullying language in the Bangla language is complicated because it
involves linguistic barriers, cultural influences, different internet platforms, and a heterogeneous
population. To fully understand and address these aspects, a thorough strategy is required.
Holistic solutions may be developed by considering the nuances of language, cultural dynamics,

and the wide range of internet platforms. This, in turn, makes it easier to lessen inappropriate

incidences and promotes a safer online space for those who communicate in Bangla.
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2.5 Challenges

The task of identifying cyberbullying content in Bangla is complicated by language
complexities, cultural subtleties, changing online environments, and the ever-changing nature of
cyberbullying behavior. In order to overcome these challenges, algorithms must be created that
are language-specific, take into account cultural settings, adjust to platform changes, and stay up
to date with new offending tendencies. In order to successfully identify and stop cyberbullying
language usage, it is imperative that these issues are resolved. This will help create a safer

online space for those who use Bangla for communication.

The scope of the challenge also includes a comparative study of segmentation and detection
techniques, including a thorough investigation of their advantages, disadvantages, and possible
synergies. For a thorough diagnosis, an understanding of the architectural design and features of
detecting cyberbullying, and the research attempts to provide insights that go beyond
conventional screening techniques. The problem scope essentially includes the difficulties in
detecting cyberbullying, the possible improvements provided by deep learning and machine
learning, and the comparative analysis of different methods. The initiative aims to improve the
precision of presently existing detection tools and lessen the impact on public field by tackling

these issues.
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CHAPTER 3

Research Methodology

3.1 Research Subject and Instrumentation

Research Subject:

In order to get the best accuracy possible with our dataset, we used a variety of hybrid
models and algorithms. Cutting-edge hardware tools, especially high-end GPUs, and the
use of the Python programming language and its resources were essential to our success.
Tools like Jupyter Notebook, Google Colab, and Anaconda were essential to our
workflow since they were essential to our data processing and model training procedures.
Python's vast library ecosystem and adaptability made code creation and execution easy,
resulting in productive operations. Furthermore, browser-based coding features improved
accessibility and collaborative activities. Examples of these platforms include Jupyter
Notebook, Google Colab, and Anaconda. By utilizing this all-inclusive combination of
tools and resources, we were able to push the limits of dataset correctness and provide

reliable findings in our quest for perfection.

The comparative analysis portion of the study looks at the differences and synergies
between various segmentation and detection methods. While detection determines
whether the cyberbullying is present in social media. The goal of the study is to get a
comprehensive understanding of the benefits and drawbacks of various techniques, which
will aid in the development of more dependable and effective detection tools.

Instrumentation:

The testing for this study were conducted on Google ColLab using Kera's library.
TensorFlow, one of the greatest deep learning frameworks, was used to handle Python
machine learning techniques. After building each model and training it on a cloud-based
Tesla GPU, Google made the models available through the Google Collaboratory
platform. The Collaboratory framework provides up to 16GB of RAM (random-access
memory) and around 360GB of GPU in the cloud for research purposes. The
architectures for cyberbullying detection in this study employ the following models:

©Daffodil International University 21



BLSTM and RNN. From each category, one architectural design was selected.

The study creates deep learning models and associated approaches using Python and
TensorFlow, two computer languages and frameworks. Deep learning tasks are highly
complex, and their effective completion requires computer infrastructure, including

GPUs for quick processing.

Here's an overview of the materials used in Anaconda, Jupyter Notebook, NumPy,

Pandas, Matplotlib, and Seaborn:

Anaconda: Anaconda is a distribution of the Python and R programming languages for

scientific computing, aimed at simplifying package management and deployment.

- Anaconda Navigator: A desktop graphical user interface (GUI) that allows users to

manage environments, packages, and channels easily.

- Conda: A package manager that installs, runs, and updates packages and their

dependencies.

- Python Interpreter: The core Python programming language, including standard
libraries and additional scientific computing packages.

- Jupyter Notebook: An interactive computing environment for creating and sharing

documents that contain live code, equations, visualizations, and narrative text.

Jupyter Notebook: Jupyter Notebook is an open-source web application that allows you
to create and share documents containing live code, equations, visualizations, and

narrative text.
- Markdown Cells: For text-based documentation and explanation.
- Code Cells: For writing and executing Python code interactively.

- Output Cells: Display the output of executed code, including text, images, plots, and

interactive widgets.

- Kernel: The computational engine that executes the code contained in the notebook.
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NumPy: NumPy is a fundamental package for scientific computing in Python. It provides
support for arrays, mathematical functions, linear algebra operations, random number

generation, and more.

- ndarray: An efficient multidimensional array object that supports mathematical

operations.

- Mathematical functions: Functions for array manipulation, mathematical operations,

linear algebra, Fourier transforms, and random number generation.

Pandas: Pandas is a powerful data manipulation and analysis library for Python. It

provides data structures and functions for efficiently working with structured data.

- DataFrame: A two-dimensional labeled data structure with columns of potentially

different data types, similar to a spreadsheet or SQL table.
- Series: A one-dimensional labeled array capable of holding any data type.

- Data manipulation functions: Functions for reading/writing data, cleaning, filtering,

transforming, aggregating, and merging datasets.

Matplotlib: Matplotlib is a comprehensive library for creating static, animated, and

interactive visualizations in Python. It provides a MATLAB-like interface for plotting.

- pyplot module: A collection of functions that provide a MATLAB-like interface for

creating plots and visualizations.

- Figure and Axes objects: Components of the plot where data and visual elements are

rendered.

- Various types of plots: Including line plots, scatter plots, bar plots, histogram plots,

pie charts, etc.

Seaborn: Seaborn is a statistical data visualization library built on top of Matplotlib. It

provides a high-level interface for drawing attractive and informative statistical graphics.

- Simplified plotting functions: Functions that allow users to create complex plots with
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minimal code.

- Statistical visualization functions: Functions for visualizing statistical relationships,

distributions, and categorical data.

- Styling and customization options: Options for customizing the appearance of plots,

including colors, styles, and themes
3.2 Data Collection Procedure
A. Datasets

After acquiring the dataset by collected by me and collected from Kaggle [33], it was nearly
ready for use, with the exception of two essential parts: the textual data and the labels that went
with it. Three separate categories were included in this supervised dataset, which gave rise to a
thorough representation of the content. The dataset was split into a test set and a training set in
order to prepare it for model assessment. This division designated 80% of the data for in-depth
analysis and training, and 20% of the data for the test portion. For the data collection procedure,
social media comments were systematically gathered to form a dataset for cyberbullying
detection. The dataset comprised textual data and corresponding labels categorized into five
distinct classes, ensuring a diverse representation of content. To facilitate effective model
evaluation, the dataset underwent a meticulous division into a training set, constituting 80% of
the data, and a test set, encompassing the remaining 20%. This strategic partitioning aimed at
providing a robust foundation for comprehensive analysis and thorough training of machine
learning and deep learning algorithms. The collected dataset, organized with the identified
categories and split into training and test sets, laid the groundwork for subsequent model

development and evaluation.

The data count plot is shown below:
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Figure 3.2.1: Cyberbullying target column Count

B. Process of Experiments

For a detailed overview of the dataset's characteristics, please consult Table, which furnishes a

comprehensive description of its contents.

Table 3.2.1: Details of the dataset

Columns Description Count
Description Contains text values 10254
Label Contains categorical values 10254
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Categorical Data Encoding:

Category encoding is the process of translating numerical values corresponding to
category variables. Considering that machine learning algorithms demand numerical data
as input and output by nature, this encoding technique was critical to our study. In order to
properly implement this category encoding technique, we focused on the "Label" column
in our dataset.

Missing Value Imputation:

In this process, partial or missing data that has been found via the examination of data
from other datasets is replaced with imputed values. It is important to highlight that our
dataset had the benefit of having no missing values, which removed the need for this kind

of imputation.
Handling Imbalanced Data:

By methodically adding new instances, this strategy may be used to manipulate the class
distribution within a dataset and achieve effective data balancing. The main objective is
to improve minority data representation using the complete dataset as input. We have

employed SMOTE technique to balance the dataset class.
Remove Duplicate Rows:

To delete duplicate rows from a dataset, one typically identifies and removes rows with
identical values across all columns, ensuring each remaining row is unique. This process
often involves using methods from data manipulation libraries like Pandas in Python,
where the “drop_duplicates()” function can efficiently eliminate duplicates. This is crucial
in data preprocessing to maintain data integrity, prevent redundancy, and ensure the
accuracy of analyses and machine learning models. Removing duplicates helps in
reducing the dataset size, enhancing performance, and preventing the bias that duplicate

data might introduce into the analytical processes.
Training:

A RNN and BLSTM learner model is created at this point. The model's classification
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accuracy was assessed after it was trained on the dataset using SVM, KNN, AdaBoost,
GNB, QDA, RC, and PA, along with deep learning models including BiLSTM and RNN.

Classification:

This research is driven by the urgent need to address cyberbullying in the Bangla-
speaking community, considering the unique linguistic nuances and cultural context of
this language. As digital communication expands in Bangladesh, so do the risks
associated with online harassment. The motivation stems from a commitment to
inclusivity and digital well-being on a global scale, aiming to create a safer online
environment. By combining traditional machine learning models like SVM, KNN, and
AdaBoost with advanced deep learning techniques such as BLSTM and RNN, the
research embraces a versatile and innovative approach The trials are shown in Figure
3.2.2.
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Figure 3.2.2: Methodology of the work
3.3 Statistical Analysis

In our methodology, we leverage well-established machine learning models, including
Support Vector Machines (SVM), K-Nearest Neighbors (KNN), AdaBoost, Gaussian
Naive Bayes (GNB), Quadratic Discriminant Analysis (QDA), Ridge Classifier (RC),

and Passive Aggressive Classifier (PA). Additionally, we incorporate sophisticated deep
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learning models, Bidirectional Long Short-Term Memory (BLSTM) and Recurrent
Neural Network (RNN), to enhance the detection capabilities. The evaluation process
involves employing Bagging Classifiers to assess the performance of each model,
considering metrics such as accuracy, precision, recall, F1 score, and the Area Under the
Receiver Operating Characteristic (ROC) Curve. We visualize the results through
confusion matrices and ROC curves, providing a comprehensive analysis of each model's
effectiveness. The Bidirectional Long Short-Term Memory (BLSTM) emerges as the
frontrunner among the algorithms, exhibiting the highest scores 99.80% accurate across

key metrics.
3.4 Proposed Methodology

In our research, we employed a diverse array of classifiers, SVM, KNN, AdaBoost, GNB,
QDA, RC, and PA, along with deep learning models including BiLSTM and RNN. These
classifiers played a crucial role in our data analysis and the comprehensive evaluation of

algorithms.
Accuracy:

The accuracy of the classification model is one metric. The projected percentage of the
model indicates its accuracy. The proportion of correctly categorized images to total

samples is known as accuracy. Equation of accuracy.
Accuracy=(TP+TN)/(TP+TN+FP+FN)
Precision:

The likelihood of a positive label and the quantity of positive labels make up accuracy.
The accuracy of positively anticipated situations is shown by the precision. When FP is
more essential than FN, precision is helpful. Mathematically speaking, this equation:

Precision=TP/(TP+FP)
Recall:

Recall or sensitivity quantify the quantity of positively predicted occurrences that are
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accurately classified. When recall is higher than FP, it is a valuable metric. The F1-score
IS an additional classification accuracy measure that takes recall and precision into
consideration. Since accuracy and recall are harmonic means, the F1 score can offer a
thorough comprehension of these two metrics. When Precision and Recall are equal, it

performs optimally. To compute it, apply the below formula:
Recall=TP/(TP+FN)
F-1 Score:

A recall-precision measure of categorizing accuracy is the F1 score. The F1-score
provides a comprehensive view as it is the harmonic mean of Precision and Recall. When

accuracy and recall are equal, they are at their best. Method:
F-1 Score=2*(Precision*Recall)/(Precision+Recall)
Proposed model

In our experimental setup, we conducted comprehensive evaluations of various machine
learning and deep learning models for cyberbullying detection on a Bangla dataset. The
dataset, obtained from social media comments, was divided into a training set (80%) and
a test set (20%). We employed traditional models such as SVM, KNN, AdaBoost,
Gaussian Naive Bayes, QDA, Ridge Classifier, and Passive Aggressive, along with deep
learning models including Bidirectional LSTM (BiLSTM) and Recurrent Neural Network
(RNN). The data underwent preprocessing, including tokenization and vectorization,
while models were trained and fine-tuned using suitable parameters. We measured
performance metrics such as accuracy, precision, recall, F1 score, and area under the
ROC curve.

3.5 Implementation Requirements

Here's an overview of the materials used in Anaconda, Jupyter Notebook, NumPy, Pandas,
Matplotlib, and Seaborn:

Anaconda: Anaconda is a distribution of the Python and R programming languages for
scientific computing, aimed at simplifying package management and deployment.
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- Anaconda Navigator: A desktop graphical user interface (GUI) that allows users to manage
environments, packages, and channels easily.

- Conda: A package manager that installs, runs, and updates packages and their
dependencies.

- Python Interpreter: The core Python programming language, including standard libraries
and additional scientific computing packages.

- Jupyter Notebook: An interactive computing environment for creating and sharing
documents that contain live code, equations, visualizations, and narrative text.

Jupyter Notebook: Jupyter Notebook is an open-source web application that allows you to
create and share documents containing live code, equations, visualizations, and narrative text.

- Markdown Cells: For text-based documentation and explanation.

- Code Cells: For writing and executing Python code interactively.

- Output Cells: Display the output of executed code, including text, images, plots, and
interactive widgets.

- Kernel: The computational engine that executes the code contained in the notebook.
NumPy: NumPy is a fundamental package for scientific computing in Python. It provides
support for arrays, mathematical functions, linear algebra operations, random number
generation, and more.

- ndarray: An efficient multidimensional array object that supports mathematical operations.

- Mathematical functions: Functions for array manipulation, mathematical operations, linear
algebra, Fourier transforms, and random number generation.

Pandas: Pandas is a powerful data manipulation and analysis library for Python. It provides data
structures and functions for efficiently working with structured data.

- DataFrame: A two-dimensional labeled data structure with columns of potentially different
data types, similar to a spreadsheet or SQL table.

- Series: A one-dimensional labeled array capable of holding any data type.

- Data manipulation functions: Functions for reading/writing data, cleaning, filtering,
transforming, aggregating, and merging datasets.

Matplotlib: Matplotlib is a comprehensive library for creating static, animated, and interactive
visualizations in Python. It provides a MATLAB-like interface for plotting.

- pyplot module: A collection of functions that provide a MATLAB-like interface for
creating plots and visualizations.
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- Figure and Axes objects: Components of the plot where data and visual elements are
rendered.

- Various types of plots: Including line plots, scatter plots, bar plots, histogram plots, pie
charts, etc.
Seaborn: Seaborn is a statistical data visualization library built on top of Matplotlib. It provides
a high-level interface for drawing attractive and informative statistical graphics.

- Simplified plotting functions: Functions that allow users to create complex plots with
minimal code.

- Statistical visualization functions: Functions for visualizing statistical relationships,
distributions, and categorical data.

- Styling and customization options: Options for customizing the appearance of plots.
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CHAPTER 4

Experimental Result
4.1 Experimental Setup

The methodology used in this work is based on supervised learning and consists of
distinct training and assessment phases. The testing dataset was used to extensively assess
the model's performance, while the training dataset was utilized to begin developing the
machine learning model. The machine learning technique employed in this work will be

briefly but thoroughly explained in the sections that follow.
4.2 Experimental Results & Analysis

At this point, we shifted our attention to analyzing the performance of the models that
already exist as well as the effectiveness of our suggested model in the field of
cyberbullying detection. We methodically used a variety of performance evaluation
techniques using never-before-seen data to assess overall performance. An analytical
report based on our experimental results—more particularly, machine learning models
customized for cyberbullying datasets—is summarized in this section. The first step in
our process was to apply our selected dataset, making sure that any missing or inaccurate
numbers were carefully handled to maintain the dataset's integrity. Then, a wide variety
of algorithms were presented, and their performance was thoroughly examined. Important
measures including the F-1 Score, Accuracy, Precision, Recall, and Confusion Matrices
were used to assess these algorithms' efficacy in-depth. Both the conventional techniques
and our suggested models were evaluated. Several methods, customized for our dataset,
were used in our analysis: SVM, KNN, AdaBoost, GNB, QDA, RC, and PA, along with
deep learning models including BLSTM and RNN. Several ensemble strategies were
investigated to improve our evaluation even further, and Confusion Matrices offered
insights for both datasets. The goal of this thorough approach was to provide a full
knowledge of the efficacy and performance of the various models that were being

considered in the context of offensive detection.
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Figure 4.2.1: Experimental Result
Analysis of Each Algorithm
Table 4.2.1 Result analysis of RNN
Algorithm Accuracy Precision Recall F1 Score AUC-ROC
RNN 99.585 89.88 86.38 88.1 91.06

RNN, a deep learning method, demonstrates outstanding performance with an accuracy of 99.585%. This

algorithm combines the predictions of multiple decision trees, resulting in high precision (89.88%) and
recall (86.38%). The slight differences between these metrics, the F1 score (88.1%) and AUC-ROC with
(91.06%) suggest that RNN manages the bias-variance trade-off effectively, providing robust predictions

and reducing the impact of overfitting.
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Figure 4.2.2: Confusion Matrix of RNN
Table 4.2.2 Result analysis of BLSTM
Algorithm Accuracy Precision Recall F1 Score AUC-ROC
BLSTM 99.804 89.75 89.75 89.45 92.78

BLSTM, a deep learning method, demonstrates outstanding performance with an accuracy of 99.804%.
This algorithm combines the predictions of multiple decision trees, resulting in high precision (89.75%)
and recall (89.75%). The slight differences between these metrics, the F1 score (89.45%) and AUC-ROC
with (92.78%) suggest that BLSTM manages the bias-variance trade-off effectively, providing robust
predictions and reducing the impact of overfitting.
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Figure 4.2.3: Confusion Matrix of BLSTM
Table 4.2.3 Result analysis of SVC
Algorithm Accuracy Precision Recall F1 Score AUC-ROC
SVC 65.18 65.24 99.7 78.87 51.31

SVC, a machine learning method, demonstrates outstanding performance with an accuracy of 65.18%. This
algorithm combines the predictions of multiple decision trees, resulting in precision (65.24%) and recall
(99.7%). The slight differences between these metrics, the F1 score (78.87%) and AUC-ROC with

(51.31%) suggest that SVC manages the bias-variance trade-off effectively, providing robust predictions
and reducing the impact of overfitting.
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Figure 4.2.4: Confusion Matrix of SVM
Table 4.2.4 Result analysis of KNN
Algorithm Accuracy Precision Recall F1 Score AUC-ROC
KNN 61.53 67.76 78.16 72.59 60.31

KNN, a machine learning method, demonstrates outstanding performance with an accuracy of 61.53%.

This algorithm combines the predictions of multiple decision trees, resulting in precision (67.76%) and

recall (78.16%). The slight differences between these metrics, the F1 score (72.59%) and AUC-ROC with

(60.31%) suggest that KNN manages the bias-variance trade-off effectively, providing robust predictions
and reducing the impact of overfitting.
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Figure 4.2.5: Confusion Matrix of KNN

Table 4.2.5 Result analysis of ABC

Algorithm Accuracy Precision Recall F1 Score AUC-ROC
ABC 70.06 69.55 96.18 80.72 70.14

ABC, a machine learning method, demonstrates outstanding performance with an accuracy of 70.06%.
This algorithm combines the predictions of multiple decision trees, resulting in precision (69.55%) and
recall (96.18%). The slight differences between these metrics, the F1 score (80.72%) and AUC-ROC with

(70.14%) suggest that ABC manages the bias-variance trade-off effectively, providing robust predictions
and reducing the impact of overfitting.
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Figure 4.2.6: Confusion Matrix of ABC
Table 4.2.6 Result analysis of GNB
Algorithm Accuracy Precision Recall F1 Score AUC-ROC
GNB 36.12 86.48 2.39 4.65 51.47

GNB, a machine learning method, demonstrates outstanding performance with an accuracy of 36.12%.

This algorithm combines the predictions of multiple decision trees, resulting in precision (86.48%) and

recall (2.39%). The slight differences between these metrics, the F1 score (4.65%) and AUC-ROC with

(51.47%) suggest that GNB manages the bias-variance trade-off effectively, providing robust predictions
and reducing the impact of overfitting.
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Figure 4.2.7: Confusion Matrix of GNB
Table 4.2.7 Result analysis of QDA
Algorithm Accuracy Precision Recall F1 Score AUC-ROC
QDA 36.86 85 3.81 7.3 49.78

QDA, a machine learning method, demonstrates outstanding performance with an accuracy of 36.86%.
This algorithm combines the predictions of multiple decision trees, resulting in precision (85%) and recall
(3.81%). The slight differences between these metrics, the F1 score (7.3%) and AUC-ROC with (49.78%)

suggest that QDA manages the bias-variance trade-off effectively, providing robust predictions and
reducing the impact of overfitting.

©Daffodil International University 40




Confusion Matrix for QDA

o 8
U
L
3
ik}
=
=
— 36
I
0 1
Predicted Label
Figure 4.2.8: Confusion Matrix of QDA
Table 4.2.8 Result analysis of RC
Algorithm Accuracy Precision Recall F1 Score AUC-ROC
RC 64.6 64.99 99.02 78.48 47.71

RC, a machine learning method, demonstrates outstanding performance with an accuracy of 64.6%. This
algorithm combines the predictions of multiple decision trees, resulting in precision (64.99%) and recall
(99.02%). The slight differences between these metrics, the F1 score (78.48%) and AUC-ROC with

(47.71%) suggest that RC manages the bias-variance trade-off effectively, providing robust predictions and
reducing the impact of overfitting.
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Figure 4.2.9: Confusion Matrix of RC
Table 4.2.9 Result analysis of PA
Algorithm Accuracy Precision Recall F1 Score AUC-ROC
PA 55.33 65.98 64.99 65.48 52.21

PA, a machine learning method, demonstrates outstanding performance with an accuracy of 55.33%. This
algorithm combines the predictions of multiple decision trees, resulting in precision (65.98%) and recall
(64.99%). The slight differences between these metrics, the F1 score (65.48%) and AUC-ROC with
(52.21%) suggest that PA manages the bias-variance trade-off effectively, providing robust predictions and
reducing the impact of overfitting.
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Figure 4.2.11: AUC-ROC curve for Deep Leaning Model
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Figure 4.2.12: AUC-ROC curve for Machine Leaning Model

4.3 Discussion

We shall clarify the evaluation framework for our suggested model at this point. We used
accuracy, precision, recall, F-1 score and the AUC-ROC Score as our evaluation criterion.
The evaluation results provide valuable insights into the strengths and weaknesses of each
algorithm. Here’s a comparative analysis based on the key metrics: Accuracy: BLSTM
(99.804%) and RNN (99.585%) show the highest accuracy, indicating their strong overall
performance. QDA (36.12%) has the lowest accuracy, reflecting its sensitivity to noisy data
and the curse of dimensionality. Precision: RNN (89.88%) and BLSTM (89.75%) have the
highest precision, suggesting their effectiveness in minimizing false positives. RC (64.99%)
has a relatively high precision compared to its accuracy, indicating a higher false negative
rate. Recall: SVC (99.7%) and RC (99.02%) also excel in recall, indicating their ability to
identify positive instances effectively. GNB (2.39%) has the lowest recall, reflecting its
higher rate of false negatives. F1 Score: The F1 scores of BLSTM (89.45%) and RNN
(88.1%) are the highest, indicating their balanced performance across precision and recall.
GNB (4.65%) has the lowest F1 score, highlighting the trade-off between precision and
recall. AUC-ROC: The AUC-ROC of BLSTM (92.78%) and RNN (91.06%) are the
highest, indicating their balanced performance across precision and recall. RC (47.71%) has

the lowest AUC-ROC, highlighting the trade-off between precision and recall.
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CHAPTER 5

Impact on Society
5.1 Impact on Society

The consequences of offensive behavior in the Bangla-speaking community are extensive
and impact several facets of people's life. Victims experience severe psychological
effects, including elevated tension, anxiety, and depressive symptoms. The burden of
attack also falls on academic endeavors and successes; sufferers frequently experience
problems including increased absenteeism, decreased motivation, and trouble focusing.
Social interactions suffer because people who are offended may choose to isolate
themselves out of fear or embarrassment, which leaves them feeling isolated and
excluded from society. In addition, victims' reputations and images are jeopardized,
impacting their lives in both the personal and professional domains. Because abusive
language in the Bangla language is so widespread, it is critical to take proactive steps to

lessen its effects and create a safer online environment.
5.2 Impact on Environment

It is essential to underscore that cyberbullying mostly takes on digital form as opposed to
bodily form. But it has significant effects on the internet environment. Cyberbullying
creates an environment that is hostile, fearful, and negative, which deters people from
engaging in online discourse and freely expressing themselves. The pervasiveness of
cyberbullying content erodes trust, empathy, and respect for one another while
undermining the development of a positive and welcoming online community. It is
essential to support initiatives that address offensive content and foster a good online
community in order to promote healthy digital interactions and improve the wellbeing of
those using the internet.

5.3 Ethical Aspects

The identification of offensiveness in the Bangla language raises important ethical issues.
Ensuring the privacy and confidentiality of study participants is crucial in order to protect

sensitive data and personal information. Respecting the rights and permission of the
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people whose data is being used requires that ethical rules be followed while gathering
and analyzing comments from social media. Maintaining impartiality and fairness is
essential to avoiding prejudice and stigmatizing particular groups. In order to allow for
examination and accountability, transparency in the deployment of algorithms and
models is essential. In order to protect the rights and well-being of everyone affected by
cyberbullying, ethical awareness and responsible behavior are essential. This also

advances knowledge of the problem and its prevention in Bangla-speaking culture.
5.4 Sustainability Plan

Long-term strategies and actions are needed to guarantee long-lasting impact and efficacy
when developing a sustainable strategy to cyberbullying detection in the Bangla
language. In order to carry out awareness campaigns, policies, and support systems, this
entails forming partnerships with important stakeholders including social media
platforms, educational institutions, and community groups. In order to adjust to changing
attack strategies, it is imperative that detection methods and algorithms be continuously
monitored and evaluated. Over time, the accuracy and relevance of the detection model
may be improved with regular updates and enhancements that take into account user
input and technological breakthroughs. Furthermore, promoting a safer and healthier
digital environment for the Bangla-speaking population may be achieved by supporting a
culture of digital empathy, resilience, and responsible online conduct through education

and awareness initiatives.
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CHAPTER 6

Summary, Conclusion,

Recommendation and Implication for Future Research

6.1 Summary of the Study

The goal of this project is to identify objectionable content using Bangla-specific
machine learning algorithms. With a focus on addressing the language and cultural
peculiarities common in the Bangla -speaking society, the goal is to close the research
gap now present for cyberbullying detection in English situations. Through the use of
machine learning models—more especially, Random Forest cells—the research aims to
develop a strong model that can recognize objectionable content in Bangla—especially in
comments on social media. The results of this study aim to substantially contribute to the
creation of language-specific tools, policies, and treatments, taking into account the
particular issues related to offensiveness in the Bangla language, which include linguistic
complexity and cultural considerations. These in turn seek to deter and mitigate offensive
acts, creating a more secure and welcoming online space for people using English for

communication.
6.2 Conclusions

To sum up, this work greatly advances the essential problem of cyberbullying in Bangla
settings by detecting cyberbullying in the Bangla language using machine learning
approaches. The creation of an Bangla-specific machine learning model takes into
consideration the language and cultural quirks that influence offensive behaviors in this
particular group. The study emphasizes the significance of using language-specific
strategies and the effectiveness of machine learning methods, particularly recurrent neural
networks with Random Forest cells, in correctly detecting objectionable content in
Bangla text. The study emphasizes the need for inclusive techniques that cater to varied
linguistic communities and fills a critical research gap in offensive detection for Bangla
languages. By focusing on the English language, the study hopes to empower those who
use it for communication, guaranteeing fair attention and defense against abusive words.

The practical ramifications of the study's findings extend to the creation of language-
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specific policies, interventions, and instruments aimed at preventing and lessening
offensive occurrences within the Bangl-speaking population. The study highlights how
crucial it is to continuously monitor, assess, and improve detection algorithms in order to
adjust to changing attack strategies. It also emphasizes how important it is to use
awareness campaigns and educational activities to foster a culture of digital empathy,
resilience, and responsible online conduct. Essentially, the present study establishes the
foundation for subsequent investigations and endeavors aimed at countering offensive
language in Bangla. It emphasizes how important it is for academics, legislators, social
media companies, academic institutions, and community organizations to work together
to create an online space that is safer and more welcoming for everyone, regardless of the

language they speak.
6.3 Implication for Further Study

Subsequent investigations concerning Bangla language cyberbullying detection ought to
give precedence to the improvement and enlargement of datasets so as to cover a wider
range of offensive occurrences and environmental conditions. Adopting sophisticated
machine learning models, especially transformer-based architectures such as GPT or
BERT, can improve offensive detection systems' accuracy and effectiveness. One area of
research that has to be looked into is model transferability, or how well models trained on
bigger, multilingual datasets translate to Bangla. Furthermore, longitudinal research can
provide a more profound comprehension of the dynamic character of assault and its long-
lasting effects on individuals throughout time, providing important information for the
creation of preventative interventions and support networks. These approaches highlight
the ongoing development and improvement of offensive detection techniques adapted to

the subtle language and cultural differences within the Bangla -speaking society.
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Appendix A

Course Outcomes, Complex Engineering Problems (EP) and Complex
Engineering Activities (EA) Addressing

Title: DETECTING CYBER BULLYING IN THE SOCIAL MEDIA USING DEEP
LEARNING AND ENSEMBLE ALGORITHMS

Student ID: 202-15-XXX

CO Description for FYDP

CO | CO Descriptions | PO

Phase -I

CO1 | Integrate recently gained and previously acquired knowledge to identify a| PO1
cyberbullying detection problem for the Final Year Design Project (FYDP)

CO2 | Analyze different aspects of the goals in designing a solution for this FYDP PO2

CO3 | Explore diverse problem domains through a literature review, delineate the | PO4
issues, and establish this goals for the FYDP

CO4 | Perform economic evaluation and cost estimation and employ suitable project | PO11
management procedures throughout the development life cycle of the FYDP

Phase -I11

CO5 | Design and develop technical solutions and system components or processes that | PQO3
meet specified requirements, ensuring compliance with public health and safety
standards, as well as considering cultural, socioeconomic, and environmental factors
in this FYDP

CO6 | Choose and apply appropriate methodologies, resources, and contemporary | PQO5
engineering and IT technologies to address complex engineering processes,
encompassing prediction and modeling, while adhering to relevant constraints in this
FYDP

CO7 | Analyze societal, health, safety, legal, and cultural considerations, along with PO6
associated responsibilities, in the context of professional engineering practice and the
resolution of this problem, employing logical reasoning guided by contextual
understanding.

CO8 | Comprehend and evaluate the enduring sustainability and impact of professional | PQ7
engineering endeavors in addressing intricate engineering challenges within social
and environmental frameworks.

CO9 | Implement ethical principles and adhere to professional standards and norms in this | PO8
FYDP

CO10 | Capable of operating proficiently both individually and as a team member or leader | PQ9
across diverse teams and interdisciplinary settings in this FYDP.
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CO11 | Proficiently communicate with the engineering community and broader society | PO10
regarding complex engineering endeavors, including the ability to comprehend and
generate comprehensive reports and design documentation, as well as provide and
receive clear instructions throughout this FYDP.

CO12 | Acknowledge the importance of self-directed and life-long learning within the | PO12

evolving landscape of technology, and possess the readiness and capability to engage
in lifelong learning endeavors.

Addressing CO (1 to 8), Knowledge Profile (K), Attainment of Complex
Engineering Problems (EP), and Attainment of Complex Engineering Activities

(EA)

Addressing CO (1 to 8), Knowledge Profile (K), Attainment of Complex Engineering
Problems (EP):

Justification

EP .

SN Definition Attainment co (with Knowledge Profile) References
This project demonstrates fundamental | Page no:
engineering  (K3)  principles by
employing deep neural networks, data [24-27]
augmentation techniques, and diverse _
deep learning architecture and | Section:

© classification  tasks.  The  project
O | demonstrates specialist knowledge (K4) [3.2]
2 g by conducting deep learning and machine
= S learning with advanced algorithms. Page no:
3 ~
E';) 8 [1-6]
=2 S Section:
S v O
es >
1. 2z § [1.1]
‘s .
= 3
53 © The project applies engineering practice | Page no:
o o & design (K5) by the figure of process of
2 O experiments. The project addresses [27]
w 8 engineering practice & technology (K6)
O by employing RNN and BLSTM model. Section:
[3.2]
Page no:
[29]
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Section:
[3.4]
This project ensures to K8 (Research | Page no:
Literature) by synthesizing insights from
recent studies, to advance cyberbullying [15-19]
detection using deep learning and
machine  learning,  showcasing a| Section:
comprehensive understanding of current
methodologies. [2.2,2.3]
[@)]
S This  project addresses EP-2 by
;i:) " g recognizing the hurdles in cyberbullying | Page no:
S § @) detection, including limitations  of
O e g traditional methods and the complexities [19-20]
5 £ Yes S of integrating advance learning. Through
qg’v = o comparative  analysis, it confronts | Section:
ks o 8 challenges in understanding spatial
& distributions, offering insights for refining | [2.4, 2.5]
a detection methodologies.
s This  project addresses EP-3 by | page no:
S £ 3 meticulously comparing experimental
£ 35 O highlighting Deep Learning as )
= s outcomes, highlighting p Learning [33-37]
25 Yes = the chosen significant solution for
82 ~ enhancing cyberbullying detection amidst | Section:
a c_ccs 8 multiple potential approaches.
© [4.2]
> This project's interdisciplinary approach | Page no:
= . extends beyond computer science and
=9 o engineering, impacting social media [15-19]
%2 Yes o cyberbullying detection, contributing to
L &) - . . .
—- 5 advancements in social media and| Section:
S economic area practices which indicates
w EP-4. [2.2,2.4]
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5 &
n O
T O
S c
29 S
= No O N/A N/A
s &)
55
i
‘S
[ o] b2}
85525
2598 E %
SSSE £ No S N/A N/A
X o € S
@ > QT
O = c © o
o (7 =} -
w
§ This project's comprehensive approach | Page no:
3 addresses  high-level  problems by
o integrating various components across [24-30]
) Yes 8 data collection, statistical analysis, and
5 &) proposed methodology, ensuring a| Section:
c holistic solution to complex challenges in
o cyberbullying detection which ensures | [3.2, 3.3,
o EP-7. 3.4]
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Addressing CO11 with Complex Engineering Activities (EA) [Some or all of the following]:

SN EA Attainment CoO Justification References
Definition
B Our  project utilizes  diverse
o resources such as high-performance )
2 computing  infrastructure, GPUs, Page no:
o deep learning frameworks, [30-32]
kS Yes annotated datasets, and ethical
1 ‘é’a considerations to ensure systematic Section:
' S research and  contribute  to )
o advancements in  cyberbullying [3.5]
< detection through deep learning and '
L machine learning.
S
23
2 3 < No N/A N/A
<E
i
—
—
O
- O
2
2
3 s No N/A N/A
™
<
w
§ This project contributes to society
9 @ by improving social media through Page no:
5 ‘GEJ advanced cyberbullying detection
S8 e methods, while also promoting [45-46]
4 §§§ Yes environmental  sustainability by
S33 employing efficient computational Section:
O § & resources and adhering to ethical
i guidelines for social media data [5.1,5.2,5.4]
Ll privacy.
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This project expands upon existing
2 research by examining a novel Page no:
& approach in cyberbullying detection
E through machine learning and deep [15-19]
5 & Yes learning, demonstrated through
o preliminary terminologies and a Section:
< comprehensive comparative
L analysis, offering new insights into [2.1, 2.3]
the field.
Addressing CO (4, 9, 10, and 12):
SN COs | Attainment Justification References
This project addresses CO4 by integrating
effective project management and financial Page no:
1 coa v oversight, ensuring meticulous planning, [10-12]
es . N o
resource allocation, and budget estimation Section:
for optimal resource utilization throughout [1.6]
the research lifecycle.
The project demonstrates adherence to
ethical principles by prioritizing social
media privacy, obtaining informed consent, p i
. age no:
and transparently documenting the research
. . [45-46]

2 CO9 Yes process, ensuring responsible knowledge Section-
dissemination and societal well-being [5.3] )
through the ethical application of advanced '
social media care technologies which
comply with CO9.

3 CO10 No N/A N/A
The project's dedication to continuous
learning (CO12) and adaptation within the
dynamic technological landscape is reflected
in its comprehensive data collection, Page no:
rigorous statistical analysis, meticulous [24-32, 33-37]

4 col2 Yes methodology development, and thorough Section:
experimental results and analysis, | [3.2,3.3,3.4,35,4.2]
showcasing a commitment to staying
updated and refining techniques to address
modern challenges.
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