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ABSTRACT

The sudden proliferation of the Internet of Things (IoT) has brought more convenience
and functionality than ever before to healthcare, education, industry, and other
aspects of life; it has also created major cybersecurity risks. Of these, ransomware has
become a serious menace with the ability to encrypt information or even paralyze the
devices until a ransom is paid. Especially, IoT devices can be compromised because of
their limited computing resources, heterogeneity, and the use of traditional security
approaches that, in most cases, cannot cope with new threats. The paper will discuss
the essence and effects of ransomware attacks on IoT devices, especially mobile devices
and interconnected networks. We analyze ransomware dissemination processes,
malware behavior, and the implications of such processes on the performance and
integrity of the device. Besides, the paper assesses existing detection, monitoring, and
mitigation plans, such as behavioral analysis, intrusion prevention systems, and end-
user awareness programs. The study outlines the shortcomings of conventional
security measures in IoT systems and highlights the need to have elaborate,
customized security models. These frameworks will technically address the risk of
ransomware by combining technical defenses and active user education to ensure risk
reduction, safety of sensitive information, and the reliable and secure functioning of
10T ecosystems. We used nine machine learning models, and the neural network had
a high accuracy of 98%. The results are critical to researchers, practitioners, and
policymakers who aim to find effective processes of overcoming the ransomware
threats in the networks of connected devices.
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Chapter 1

Introduction

This chapter provides the justification and background of the study discussing the rising
significance of Internet of Things (IoT) in contemporary society and pertaining with it,
ransomware attacks. It presents the research problem in the backdrop of current
limitations of IoT infrastructures and raising demands for effective detection systems.
The chapter also highlights the objectives of the research, expounds its relevance to
enhancing security in IoT, and specifies the scope of work. Finally, the thesis structure
(that is an elaborated content index of the following chapters) is presented.

1.1 Introduction

The development of the Internet of Things (IoT), which links ubiquitous devices to
networks, has decisively changed the modern digital environment in its goal to bring
automation and real-time data exchange to it. IoT has made impossible convenience and
efficiency achievable in areas where it never existed such as in smart homes to industrial
systems. However, the dynamism in cyber threats like ransomware has also brought
serious security gaps. Ransomware, as opposed to traditional malware, does not only
interferes with the functioning of a system, but also encrypts the essential data, which
can only be restored with payment. The consequences of these attacks are further
aggravated in the case of IoT ecosystems, whereby the fundamental services are
breached, user security is threatened, and critical infrastructure is crippled. The nature
of the IoT devices creates easy points of entry to adversaries because they have limited
processing capabilities and are often not carefully monitored in terms of security settings.
In turn, it is crucial to study the principles of ransomware intrusion into the framework
of the IoT and determine the protective measures used against cybercrime in the context
of the growing complexity of ransomware within the scope of rising and sophisticated
ransomware. The proposed study aims to explore the interdependence between
ransomware and IoT network security by focusing on the understanding of vulnerability,
risk assessment, and the creation of practicable mitigation strategies.

Ransomware is becoming the bane of IoT networks because it takes advantage of security
loopholes to cause loss of data and system downtime. It is necessary to have a clear idea
of its operational dynamics and strong defensive capability [1]. IoTSDN-RAN approach
proves to be more effective than the IoT SVM and IoT ML methodology in addressing the
ransomware threat in the IoT system with the help of TCP packets surveillance. This
highlights the need among the stakeholders to understand TCP processes to improve the
security of the IoT [2]. The Internet of Things systems are becoming increasingly
vulnerable to cybersecurity threats because of non-standardization and heterogeneity of
devices. Aligning the countermeasures with relevant system components and incidents
to boost the overall security is made possible by classifying the IoT assets based on the

©Ddffodil International University 1



attacks to which they are susceptible and their possible impacts [3]. Although wireless
sensor networks (WSNs) are a part of the IoT and other fields, they face significant
security issues in remote settings and limited resource situations. These deficiencies can
be exploited by such well-known attacks as DoS, Sybil, wormhole, and sinkhole attacks.
The paragraph outlines major threats, current protection, and future opportunities of
better security provisions [4]. The increasing ransomware activity is destabilizing
business organizations by encrypting and threatening to extract proprietary data and
often requires high payments. Major events expose significant vulnerabilities to security
and fresh strategies like double extortion [5].

This research paper aims to discuss the effect of ransomware attacks on the security of
IoT networks and consider the effectiveness of countermeasures. IoT devices represent a
growing collection of attackable targets by cybercriminals since they are steadily being
connected to critical fields, such as smart homes and industrial systems, as well as
healthcare and transportation. The main objective of this study include an
understanding of the specifics of how ransomware is specifically targeted at IoT
environments. The impact of these attacks on the stability of network operation, and
data integrity, and the analysis of existing defensive mechanisms. Additionally, the
study attempts to recommend feasible, IoT-based solutions that would boost defenses,
increase the resiliency of systems, as well as aid in creating more secure and reliable IoT
systems.

1.2 Motivation

The widespread adoption of Internet of Things (IoT) technologies across all critical
areas, particularly in healthcare, transportation, and industrial automation, has
completely changed the modern world. More operational efficiencies and real-time
data sharing are made possible by such interconnected systems, but IoT devices
also introduce a number of cybersecurity vulnerabilities. These days, ransomware
1s among the most dangerous. In contrast to ordinary malware, ransomware will
not only encrypt and render private information unreadable, but it will also result
in prolonged service outages and disruptions to operations. Because IoT endpoints
sometimes operate on shoddy security models and lack a centralized system of
protection, they are especially susceptible to these kinds of assaults. The
seriousness of the scenario has been increased with the introduction of the double-
extortion techniques, which involve data encryption and surreptitious exfiltration.
Even though there is research in the area, few studies have addressed the dynamics
of ransomware in the IoT environment. Therefore, there is an immediate need to
clarify the vulnerabilities of the IoT networks and come up with strong, system-
specific defense frameworks. The proposed investigation is expected to help advance
resilient IoT infrastructures that can counter the emerging strategies of
ransomware by discovering the current security gaps and defining the feasible
attack patterns.

©Ddffodil International University 2



1.3 Objectives

The issue of security of Internet of Things (IoT) technologies has become more tense
nowadays when these technologies are incorporated into the key services, such as
healthcare, manufacturing, energy, and smart cities. Such networked systems are
highly effective but can still be compromised by cyberattack since they are based on
remote control and the real-time data exchange. Ransomware has become one of the
most critical threats and transformed into a complex and devastating malware over
the last few years. Ransomware, in contrast to traditional malware, not only blocks
the access to important data, but also includes data exfiltration and its public
release, which increases the outcome of an attack. Although the opinions about
cybersecurity and IoT continue to be actively studied, the exact effects of
ransomware on IoT networks are not clearly comprehended. The limited processing
capabilities and memory that the IoT devices possess make most protective
mechanisms cannot work, since they are typically designed to work with a more
traditional computing platform. In order to bridge this gap, the current study
investigates how ransomware operates in the Internet of Things ecosystem,
identifies vulnerabilities, and evaluates defense strategies specific to these
environments. Researchers, developers, and security experts who wish to build more
robust IoT networks and make sure that ransomware attacks don't really damage
society as a whole may find this study to be a useful resource. Despite the fact that
IoT apps are increasingly being integrated into critical infrastructure systems, their
lack of security safeguards makes them vulnerable to ransomware attacks. Because
IoT networks are lightweight, even less defensive strategies can be used on them.
This study fills a significant gap in knowledge by working to analyze the ransomware
threats and suggesting tailored security solutions.

1.4 Methodology

This research has a methodology that is systematic in order to prepare and test an
intelligent ransomware detector system to be used in an IoT environment. It starts
with data collection, in which a suitable dataset of ransomware and non-malicious
actions 1s obtained using credible sources. This dataset is processed to meet the
criteria of machine learning applications such as consistency and preprocessing of
the data, which involves cleaning, normalization, and encoding of the features.

This is followed by the feature selection and dimensionality reduction algorithm, e.g.
normalization and standardization, which boosts model performance and minimizes
complexity of computation. The resultant processed data is then trained and tested
by different machine learning algorithms such as Logistic Regression, Decision Tree,
Random Forest, Gradient Boosting, Support Vector Machine (SVM), K-Nearest
Neighbors (KNN), Naive Bayes and Neural Networks. In a bid to deal with class
imbalance, oversampling methods like the SMOTE are used.

Lastly, the standard performance metrics are used to evaluate the models in terms
of accuracy, precision, recall and Fl-score in order to ascertain the effectiveness of
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the models to identify ransomware. A comparative analysis is done to find out the
most efficient model and the findings are discussed to show the strengths and
weaknesses of the proposed model.

1.5 Project Outcome

It is hoped that the expected outcome of this study is to provide a comprehensive
understanding of the nature of ransomware attack and the effect of the same on the IoT
settings since the reliance on the IoT networks in important sectors has been growing.
One of the key outcomes is to find the exact vulnerabilities of the IoT systems that attract
cybercriminals to them. The study also aims at analyzing the different types of
ransomware, their modes of transmission, and how they exploit the vulnerability of IoT
devices by compromising their security features. A comparative analysis of the security
measures and defenses already in place to stop or manage ransomware in IoT networks
1s another anticipated result. It is anticipated that the research would identify the
shortcomings of current solutions and suggest modifications by looking at recent
examples and real-world case studies. Proposing some workable, resource-efficient
defense tactics that are especially compatible with the limitations of IoT infrastructure
will be one of this study's contributions. A conceptual framework or model that enables
companies to proactively monitor, identify, and mitigate ransomware risks in IoT
systems is another anticipated outcome of the study. The finished product aims to
support developers, IT experts, and researchers by providing real-world knowledge and
recommendations on how to reinforce the IoT security against the threat of ransomware
attacks that are only growing stronger.

1.6 Organization of the Report

Six chapters make up my research study: Introduction, Background, Research
Methodology, Experimental Results and Discussion, Impact on Sustainability,
Environment, and Society, and, lastly, Summary, Conclusion, Recommendation, and
Implications for Further Research.

Chapter 1 presents the idea of ransomware threats in Internet of Things contexts,
laying the groundwork for why this subject is so important in the connected world of
today. The second chapter examines the body of research on ransomware attacks and
IoT vulnerabilities and identifies the main obstacles to IoT network security.
Chapter 3 presents the suggested protection methodology, which includes
comprehensive flowcharts and system architecture. It describes the multi-layered
strategy intended to identify and lessen ransomware threats. Experimental results
are presented in Chapter 4, which assesses how well different machine learning and
anomaly detection methods recognize ransomware behaviors. To highlight each
model's advantages and disadvantages, a comparative study is provided. While
evaluating the sustainability and long-term viability of the suggested security
systems, Chapter 5 examines the wider effects of ransomware assaults on the
environment and society. The last chapter highlights the importance of the study,
main conclusions, and suggests possible future paths for improving IoT security
against changing ransomware attacks.
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Chapter 2

Background

This chapter emphasizes the fast development of IoT and its increasing security issues,
especially ransomware attacks which use the vulnerabilities of their devices and the lack
of their security. In this chapter also analyses the literature that suggests solutions
including intrusion detection, lightweight cryptography, blockchain, and Al-based ones.
The literature highlights the necessity to develop adaptable and scalable security
mechanisms in IoT settings.

2.1 Introduction

The explosive nature of the Internet of Things (IoT) has totally changed device
communication, data collection, and sharing and IoT networks have become deeply
embedded in daily life, essential infrastructure and other things. It includes smart
homes, industrial automation, smart agriculture and so on. However, there exist
some serious security concerns due to the growth of massive IoT devices. One of the
largest threats is ransomware, which is a malicious software similar to encryption
programs but requiring payment to unlock the data that was encrypted. In IoT
networks, where real-time operations are a must. Ransomware can disrupt the
operations severely, compromise the privacy of users and even pose a threat to
physical safety. To defend against ransomware and other IoT device attacks, one
needs to know their nature, their behavior within the network environment, and how
it propagates across the IoT environment. The IoT devices are often poorly secured,
and this factor predisposes them to being targeted by attackers in comparison to
conventional systems. Moreover, the heterogeneity of the devices and the low
processing power makes the process of adopting conventional security solutions more
complex. This section of the study provides a summary of the key concepts related to
ransomware attacks, network security, and Internet of Things. Also, it discusses the
underlying technologies and communication schemes such as MQTT, CoAP, and
6LoWPAN and other security things and communication protocols, which are used
in IoT systems. It goes further to explain the general weaknesses that exist in IoT-
based devices and the underlying attack vectors that ransomware uses or attackers
use to steal the data. By forming these preliminary conclusions, this research forms
the basis of a more detailed investigation into the impact of ransomware and the
development of advanced protection mechanisms that could be used on IoT networks.

2.2 Literature Review

The study highlights the rapid growth of IoT gadgets and devices used in daily life that
have created risks of ransomware assaults due to low security, minimal upgrading, and
poor authentication. Several studies have shown that the risk can be demonstrated by
events like the Mirai botnet. Researchers have suggested some ideas for solutions such
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as blockchain, intrusion detection systems based on machine learning, and lightweight
encryption. But still there is a lack of a global standard of IoT security. Moreover, to
prevent ransomware attacks going forward specialists emphasize the urgent need to
have design-level security in IoT equipment. [1].

Recent research also indicates that ransomware infiltration of Internet of Things devices
1s rapidly on the rise and that has escalated the demands of the state-of-the-art security
tools. Various tests have shown that the IoTSDN-RAN concept is an effective and
profitable solution that reduces the ransomware threat significantly. IoTSDN-RAN is
also more reliable than IoT SVM due to the fact that, based on comparative research, the
False Negative Rate (FNR) of IoTSDN-RAN is lower. Our approach that uses SDN has
1mproved ransomware detection in the context of IoT. Based on the results, preventative
measures may be even more effective considering the risks of their occurrence than the
prevention of those threats through detection and mitigation. [2].

The research by Hafeez et al. (2020) will give an in-depth overview of cyberattacks on
the IoT systems by mapping them against assaults to the IoT architectural layers, assets,
and threat surfaces. This paper proposes a stratified taxonomy of attacks (physical,
network, and application layer) along with their unique impact on the availability,
integrity, and secrecy, as opposed to a significant number of earlier sources, which focus
on individual threats. The authors are clear about the threat response mapping as they
present 36 different types of attacks and 50 suitable remedies. Work highlights the
absence of standardization in IoT security structures and the necessity of real-time
detection in the work as one of the key contributions. This literature forms the basis of
developing a set of all-encompassing and active IoT security. [3].

Wireless Sensor Networks (WSNs) are vulnerable because of their deployment in hostile
environments and limited computational resources, according to recent studies. To
counteract DoS, Sybil, wormhole, and sinkhole attacks, researchers have suggested a
variety of protection strategies, including key distribution, encryption, and intrusion
detection systems. For increased privacy, Tin Yang suggested a three-factor
authentication protocol, while Zhang et al. introduced self-organizing key management.
Others concentrated on time synchronization problems, attack detection algorithms such
as NB-DPC and SF-APIT, and risks unique to the healthcare industry. WSNs in
particular contexts, such as underwater and vehicular networks, are also examined in
the literature. The most common threats in WSNs are DoS (30%) and sinkhole (23%),
which are followed by Sybil (19%) and spoofing-data tampering (15%) attacks. All things
considered, current research focuses on low-resource, adaptive security solutions that
are adapted to WSN restrictions. [4]

Ransomware has quickly developed into a serious cybersecurity risk by taking advantage
of both human and technological weaknesses. Real-world ransomware occurrences in
industries including government, healthcare, and education are examined by Temara
(2023). According to the study, breaches are facilitated by antiquated systems, ignorance,
and inadequate authentication. The use of phishing and exploit kits in attack
deployment, as well as encryption-based extortion, have been highlighted in earlier
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studies. The study compiles information from occurrences around the world, including
insights into the prevalent vectors, recovery difficulties, and attacker behavior. This body
of literature emphasizes how urgently proactive defenses and cybersecurity training for
staff members are needed. [5]

The dynamic character of ransomware has been a subject of deep investigation during
the last several years, with a specific focus on its growing complexity and catastrophic
impact on the protection of data. Through analyzing their mechanisms of operation and
possible points of entry such as downloading of malware and phishing emails,
researchers have categorized ransomware into types such as crypto-ransomware and
locker-ransomware. Many research papers emphasize on the complete lifecycle of an
attack, such as ransom demands, encryption, and intrusion. Attention has been paid to
the prevention and mitigation methods, including behavioral detection, regular backups,
and robust security architecture. The literature review also addresses the psychological
tricks employed to make the victims pay. All said and done, these results emphasize the
need to have and act proactively and flexibly in ensuring cybersecurity for IoT devices
and data. [6].

The number of contributions to literature also grew tremendously in the period between
2019 and 2024, that is an indication of the rising importance of credible defense
strategies in the context of Al use in security practices. This literature review of the study
underscores the acuity with which interdisciplinary strategies must be adopted with a
view to effectively combating emerging aggressive dangers. [7].

To counter such risks, many scholars have explored various methods, such as anomaly
detection, intrusion detection systems (IDS), adversarial training, and cryptographic
protections. The recent IoT security trend shows that the number of papers from 2019 to
2024 1is significantly higher, most of them indicating a growing focus on securing Al
systems against evolving adversarial threats in academia and the industry at large. Such
a shifting trend of inquiry highlights the necessity of smart, adaptable and scalable
defense infrastructure for IoT devices. [8].

The literature lists dangers that take advantage of the diverse and resource-constrained
environment of the Internet of Things, including ransomware, botnets, denial-of-service,
man-in-the-middle, and social engineering. Scholars draw attention to the shortcomings
of conventional security methods and stress the necessity of decentralized, scalable, and
lightweight solutions like blockchain. Securing IoT infrastructure continues to be a major
research and implementation challenge as its use grows quickly. [9]

The concerning increase in ransomware attacks directed at Internet of Things devices is
fueled by the quick development of smart technology. IoT networks are particularly
vulnerable, according to researchers, because of their diverse topologies, low processing
power, and inadequate built-in security features. Numerous studies examine new attack
methods, including DDoS, botnets, and man-in-the-middle attacks, and suggest security
tactics like intrusion detection, lightweight cryptography, and blockchain-based
frameworks. There is a need for more robust and context-aware security models since,
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despite increased awareness, existing solutions frequently lack scalability and
adaptability. [10]

Since Android and IoT systems have open architectures and are widely used, numerous
studies have shown how quickly malware threats are expanding to target these
platforms. Focusing on the behavior and infection vectors of ransomware, malware, and
trojans, researchers have examined a variety of attack types. The effectiveness of current
defense methods, such as machine learning models and signature-based detection, has
been demonstrated to be imperfect. Limitations in scalability and flexibility to changing
threats are still an issue, though. The necessity of hybrid models that combine static and
dynamic analysis for improved threat mitigation has been emphasized in recent
publications. [11]

Recent studies demonstrate the growing complexity of ransomware attacks and their
expanding influence on the workplace, healthcare, and critical infrastructure settings.
While earlier research concentrated on simple encryption-based attacks, more recent
studies highlight strategies like double and triple extortion and the rise of ransomware-
as-a-service (RaaS). The shortcomings of antiquated backup plans and conventional
signature-based defenses are also mentioned in the literature. Adaptive solutions like
blockchain for data integrity, Al-driven threat detection, and Zero Trust architectures
are being promoted by academics. A change from reactive to proactive security methods
that can adapt to ransomware threats is required by this growing body of work. Building
on these discoveries, the current review investigates novel mitigation strategies. [12]

Malware threats in Android and IoT systems are always changing, taking advantage of
obsolete firmware, insecure communication channels, and weak authentication.
Ransomware, trojans, worms, and spyware are examples of common attack types that
jeopardize device operation and user privacy. Although they provide some protection,
defensive techniques like sandboxing, antivirus software, and permission control models
are ineffective against zero-day attacks. To enhance threat identification, hybrid
detection systems, behavioral analysis, and machine learning techniques are being
developed. Reducing vulnerability to these attacks requires robust access control and
firmware-level security. To handle the increasing complexity of these threats, a multi-
layered and flexible defense approach is necessary. [13]

Several security challenges are addressed by wireless sensor networks (WSNs) because
of the limited resource base and the deployment in vulnerable settings of IoT devices.
Attacks such as DoS, Sybil, sinkhole, and wormhole are common and attack a variety of
layers on the network layer. To overcome these challenges and secure the IoT devices,
researchers have come up with techniques, such as lightweight cryptographic protocols,
intrusion detection systems, and key distribution. Also, the approaches vary in health
care, as well as in the military and in other fields of IoT. The considered research works
demonstrate the urgency of effective and scalable solutions for IoT devices and data that
do not deteriorate the performance of the network without exhausting the network
resources. [14].
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Some of the extreme security threats that the Wireless Sensor Networks (WSN) have to
deal with include Sybil, sinkhole, wormhole, and Denial-of-Service (DoS) attacks
severely. These attacks undermine data confidentiality, routing processes, as well as
network structure. Researchers have studied various countermeasures such as intrusion
detection systems, safe routing protocols and cryptographic algorithms to keep IoT
environment safe and sound. Distribution of keys, clustering and authentication systems
with two-factor authentication have also been proven to be effective in enhancing
security. However, the creation of scalable, energy-efficient, and lightweight security
solutions that are applicable in the WSN environment with low resources still presents

challenges. [15].

Table 2.1: Summary of Literature Reviewed.

Author(s) | Year | Title Methodology Key Findings
Internet of ifilaciéislgg adoption
Things and Conceptual .
) . ransomware risks
Humayun Ransomware: review and .
2020 i . due to weak security
et al. [1] Evolution, synthesis of .
. . and poor updates;
Mitigation and prior research . .
Prevention proactive design-level
security is critical.
Efficiency of . ) Surveillance of TCP
Surveillance of Elmlélatlon- packets in IoT
Khan & TCP Packets in ezsirimen tal significantly reduces
Rahman | 2023 | IoT in Reducing anglysis of TCP | Yansomware risk;
(2] the Risk of packet outperforms IoT SVM
Ransomware monitoring with lgwer False
Attacks Negative Rate.
Anatomy of Provides a layered
Structured taxonomy of IoT
Attacks on IoT . e i
Sustems: Review literature attacks; identifies 36
Msgna [3] | 2022 OfY Attacks survey with attacks and 50
Imbacts ar’l d taxonomy mitigation strategies;
P building highlights lack of
Countermeasures .
standardization.
Assessmenfj of Reviews recent
Cybersecurity ) . )
Comparative studies on enhancing
o Threats and Lo o
Alotaibi et study of existing| WSN security;
2025 | Defense . .
al. [4] . . security models | discusses challenges
Mechanisms in in WSN
. n s and proposes defense
Wireless Sensor han
Networks mechanisms.
Human and
The Ransomware | Case-based technological
Epidemic: Recent | analysis of real- | weaknesses contribute
Temara [5]] 2024 | Cybersecurity world to ransomware spread;
Incidents ransomware emphasizes proactive
Demystified events defense and staff
cybersecurity training.
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Reshmi [6]| 2021 | Ransomware peer-reviewed hodolog:
Attacks — A ransomware ?rftagtso giﬁs’
Systematic studies miEi ati,on techniques
Literature Review & ques.
Network and
Cybersecurity Investigates defense
I Survey of oo
Applications of ML/DL defense strategies in
Khaleel et 2024 Defense in techniques in adversarial attacks
al. [7] Adversarial . dvers(zlirial using ML and DL
Attacks: A State- settings methods; synthesizes
of-the-Art Using & existing research.
ML and DL
Cyber Security Surveys cyber attack
S patterns and detection
Vulnerabilities Exploratory methodologies:
Jimmy [8] | 2024 | and Remediation | literature-based | ;. ges
discusses remediation
Through Cloud assessment h h cloud X
Security Tools through cloud security
tools.
Analysis of ‘ Analyzes IoT securljcy
. . Comprehensive | threats and attacks;
Anjum et Security Threats, | ;. . N
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al. [9] Attacks in the : .
Internet of Thines| FeView strategies and
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Applying Risk
Analysis for Applies risk analysis
Mousa & Determining Risk assessment| to determine threats
Shehab 2025 | Threats and framework and countermeasures
[10] Countermeasures | application in workstation
in Workstation domains.
Domain
Malware Analysis| Survey and Reviews malware
Vadav et in IoT & Android | categorization of| threats in IoT and
al. [11] 2022 | Systems with malware Android systems;
‘ Defensive detection discusses defensive
Mechanism methods mechanisms.
Impact of Reviews ransomware
Ransomware Narrative attack trends;
Ogini et al. 2025 Attack Trends on | review with discusses the
[12] the Effectiveness | trend-based effectiveness of
of Defense evaluation current defense
Mechanisms mechanisms.
IoT Malware: cP;'I?lVl;l:}?e?lsive surve
Costin & Comprehensive 0 : Y
. Survey and case | of IoT malware;
Zaddach | 2018 | Survey, Analysis .
study approach | presents an analysis
[13] Framework and ¢ k and
Case Studies iarél'ewor and case
studies.
Ransomware: A Develops a framework
F K f Framework dd . .
Saeed ot ramework for design and addressing security
2020 | Security challenges posed by
al. [15] . conceptual :
‘ Challenges in validation ransomware in IoT

Internet of Things

environments.
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The reviewed studies highlight the rising threat of ransomware in IoT systems, using
approaches such as literature surveys, case analyses, experimental models, and
framework design. Findings show that traditional defenses are inadequate, with
vulnerabilities linked to weak updates, poor standardization, and human factors. Most
works stress the need for lightweight cryptography, AI/ML-driven solutions, and
proactive security frameworks to safeguard IoT environments.

2.3 Gap Analysis

Several additional studies have explored IoT security from complementary
perspectives that are not captured in the main comparison table. Ashrafuzzaman et
al. [19] analyzed IoT cybersecurity threats using leaked credentials and honeypots,
emphasizing the risks posed by exposed device credentials, which most IDS
approaches overlook. Sharma and Bhushan [22] proposed federated learning-based
intrusion detection frameworks, but their work primarily focused on algorithmic
performance without integrating ransomware-specific analysis or explainable Al
Such and Kamel [23] surveyed adversarial robustness in network intrusion
detection, highlighting vulnerabilities that could compromise IoT IDS models under
adversarial attacks, a gap not fully addressed in existing systems. Qiu et al. [24]
studied adversarial intrusion detection using the NF-ToN-IoT-v2 dataset, pointing
out the limitations of standard datasets in evaluating model resilience to crafted
attacks. Kim et al. [27] investigated explainable Al for IoMT security using XAI-
XGBoost, demonstrating improved model interpretability, which remains
underutilized in current IoT IDS frameworks. Incorporating insights from these
studies can strengthen the proposed research by addressing adversarial threats,
credential-based vulnerabilities, and explainable Al integration alongside
ransomware-specific detection and lightweight defense mechanisms [19], [22], [23],
[24], [27].
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Table 2.3.1 Gap Analysis of existing work and proposed study

v, |me [N |4 p. | R
A. C. Sou | A. K.
M. Ino | Al- . Ver . Propos
Dabb Luo | n Abdel Sin

Feature / Focus Ashrafuzz ach ot | 1€ Rakh 0 ot aziz ot | T2 h ed
Area aman et J et ami et g et g Resear

al. [16] al. al al et al. al. al et ch

21] |1 [29]

Rangqmware- . No No Ye No No | No | No No No | Yes
specific analysis s
ToT/WSN attack No No No | No No | No | No No No Exten
taxonomy ded
Use of real-world No Yes Ye No No | No | No No No | Yes
honeypot data s
Experimental
validation with IoT | Yes No No | Yes Yes | No | No No No | Yes
datasets
Lightweight/energy No No No | No No Ye No No No | No
-efficient defense S
Adversarial Nos No No | No No | No | Yes No | Yes | Yes
robustness
Human/organizatio No No No | No No | No | No No No | Yes
nal factor focus
Co.mpl}an.ce/standa No No No | No No | No | No No No | Yes
rdization issues

In the proposed research, all key focus areas are addressed to bridge existing gaps in IoT
security. This includes ransomware-specific analysis, an extended IoT/WSN attack
taxonomy, and the use of real-world honeypot data for realistic threat modeling. The
study incorporates experimental validation with IoT datasets collected from Kaggle,
lightweight and energy-efficient defense strategies, and mechanisms to ensure
adversarial robustness. Additionally, human and organizational factors are considered,
alongside compliance with standardization requirements, making the framework
comprehensive and practical for real-world IoT environments.

2.4 Summary

The chapter examined the existing body of knowledge in the field of IoT security,
ransomware, and intrusion detection system. The current literature addresses
ransomware detection, IoT/WSN attacks taxonomy, federated learning, lightweight
defense strategy, and explainable Al integration. Nevertheless, these aspects are covered
in most works partially or as an individual aspect, with disjointed IoT security solutions.
The limitations of the previous research mentioned in the gap analysis table are a lack of
ransomware specificity, the lack of usage of real-life data, experimental validation, as well
as insufficient attention to human and organizational factors. To mitigate these
shortcomings, the proposed study integrates ransomware-specific study, a comprehensive
list of IocT/WSN attacks, real-world honeypot measurements, lightweight and energy-on-
demand defense measures, federated learning, adversarial resilience, explanation-based
Al, and compliance with standardization and human factor aspects. This integrative
methodology would be trying to come up with a stronger, practical and holistic model of
securing the IoT environments.
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Chapter 3
Research Methodology

This chapter gives the research methodology to be used in this study. It explains
how to prepare the dataset, preprocess it, and address the problem of class
imbalance by oversampling. The chapter also describes the systematic processes
involved to make the dataset clean, balanced, and to analysis with the help of
machine learning.

3.1 Methodology

The research methodology will be used to constitute an organized way of designing a
successful ransomware detection system in IoT settings and environments. It provides a
chronological procedure, beginning with the collection and preprocessing of the datasets,
all the way to the class imbalance and the data arrangement before training the machine
learning models. All the stages guarantee that the information is purged, harmonized,
and this is amenable to valid analysis and assessment.

3.1.1 Overview

The methodology considered in this research focuses on preparing and balancing the IoT
security dataset to ensure reliability in subsequent machine learning analysis. To
prevent IoT attacks, the process begins with the identification of relevant requirements.
It includes the selection of features and the definition of the target variable. After that,
data preprocessing techniques are applied. The preprocessing are such as label encoding
for categorical identifiers, one-hot encoding for categorical attributes, and
standardization of numerical features to maintain uniformity across variables.

To address the issue of class imbalance in the dataset, two complementary oversampling
strategies are employed. One is the Synthetic Minority Oversampling Technique
(SMOTE) to generate synthetic samples of the minority class. Another is Random
Oversampling (ROS) to increase the representation of the majority class. These two
combined approaches result in a balanced dataset with equal class distribution of the
target class. Finally, the preprocessed and augmented dataset is reconstructed with
appropriate feature names. Then the dataset is stored for further experimentation and
evaluation in this study.

3.1.2 Proposed Methodology

The approach used in this study is the preparation and balancing of the security dataset
of the IoT, so that the latter becomes reliable when subsequently subjected to machine
learning. The experiment starts with the identification of the pertinent requirements,
such as features selection and the definition of the target variable. The process of data
preprocessing is performed including one-hot encoding of categorical identifiers, label
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encoding of categorical attributes, and normalization of numerical values. Those pre-
processing ensure that the variables are the same.

To overcome the problem of class imbalance in the data, two complementary
oversampling methods are used. Synthetic Minority Oversampling Technique (SMOTE)
is used to create synthetic examples of the minority class. Oversampling (ROS) is applied
to boost the representation of the majority class. The result of this two preprocessing and
combination methods generates a balanced dataset with equal distribution in classes.
The last step in the data preprocessing is the reconstruction of the preprocessed and
enhanced dataset with the correct feature names and is left to be harnessed in further
experiments and analysis.

I. Requirement Analysis

It starts with an analysis of requirements that entails a clear articulation of the
objectives of the study. The features that are identified at this stage are presented and
the target variable (Threat Mitigated) is chosen as the most important outcome measure.
The dataset is also analyzed in terms of completeness, consistency, and general
appropriateness to preprocessing. This will allow missing values, inconsistencies, or
irrelevant fields to be prevented in the way of subsequent steps.

II. Data Collection and Preparation

Once the requirements are established, the dataset is imported from its source for
preprocessing. Since raw data often contains categorical and numerical attributes in
mixed formats, suitable transformations are applied. Identifiers such as Device ID and
the binary target variable are transformed using label encoding, converting them into
numeric form without introducing artificial complexity. Nominal features such as lo7T
Layer, Request Type, Security Threat Type, and Consensus Mechanism are transformed
using one-hot encoding, which represents each category as a distinct binary column,
thereby preventing false ordinal relationships. Furthermore, numerical features are
standardized using Z-score normalization, which scales the values to have a mean of zero
and unit variance. This standardization step ensures that all features contribute equally
during model training, regardless of their original scale.

III. Class Imbalance Handling

A preliminary analysis of the dataset reveals a significant imbalance between the classes
of the target variable. In imbalanced datasets, machine learning models tend to be biased
toward the majority class, resulting in poor predictive performance for the minority class.
To address this, the distribution of the target variable is analyzed, and resampling
techniques are planned to balance the dataset. Importantly, resampling is applied only
to the training set, leaving the test set untouched, to prevent data leakage and preserve
the reliability of model evaluation.
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IV. Oversampling using SMOTE and ROS

Two complementary oversampling methods are used to fix the imbalance in the classes.
The Synthetic Minority Oversampling Technique (SMOTE) is used in the first step,
which is the production of synthetic samples of the minority. Contrary to the random
duplication, SMOTE generates new and realistic examples through interpolating among
existing minority ones, which enhances the generalization. After the size of the minority
class is reached, Rand Dominating Oversampling (ROS) is employed to the majority class
to balance the distribution even more and to have both classes represented equally. This
hybrid approach is a combination of the benefits of synthetic data generation and
straightforward duplication, which leads to a balanced dataset of large enough size to
train on.

V. Dataset Reconstruction and Export

After all the preprocessing and oversampling, the dataset is reassembled to a structured
format. This format can be used for machine learning. All names of the features are
reattached transparently. After that, the target variable (Threat Mitigated) is added as
the result column. After that, the dataset is stored in a CSV format. The final balanced
data is now prepared to train the model, test it and carry out additional experiments. This
guarantees that the dataset is well-documented to ensure reproducibility as well as being
balanced and standardized for better training of machine learning models.

The methodology follows some well-planned steps; the datasets about internet security
available are converted to a clean, consistent, and balanced form. The proposed workflow,
tackling the preprocessing and imbalance issues, that creates a strong base for the
following predictive modelling and experimental analysis.

Figure 3.1.2.1: Proposed Methodology of the research
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The suggested methodology offers a systematic and elaborate approach to an IoT security
dataset preparation to analyze the threat with the help of machine learning. It starts
with a strict requirement analysis, which determines the objectives of the study, the
1dentification of useful features, and the completeness and consistency of the dataset,
thus, providing the basis of credible preprocessing. The next step in the data
collection/data preparation converts all categorical variables into a numeric form via
label and one-hot encoding, and standardizes numerical features via Z-score
normalization, ensuring that all features contribute equally to training the model. It is
known that the imbalance in the classes is a challenge, and, therefore, the methodology
utilizes specific resampling methods to ensure that the model is not biased towards the
majority class. The combination of SMOTE with Random Oversampling is effective in
balancing the classes, which produces artificial minority samples and reduces the
number of majority classes, which improves the generalization of models. Lastly, the
dataset is finally reconstructed as a well-documented structure with clear feature names
with an appended target variable and exported in CSV format so as to enable
reproducibility and future experimentation. Generally this multi-stage methodology will
provide clean, standardized, and balanced data, which will serve as a strong base to
predictive modelling and precise threat detection in IoT settings.

3.2 Detailed Methodology and Design

The methodology to be used in this study will seek to convert the raw dataset of the
IoT security into a structured, standardized and balanced data, which can be used
in machine learning to predict threats. All the steps of the methodology were chosen
based on the analysis of the options presented to guarantee the most appropriate
choice of data integrity, model readiness, and performance. The steps that are
followed are as detailed below..
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3.2.1 Dataset Preparation

The data was first gathered on Kaggle, which has both categorical and numeric variables,
as well as binary target classification: Threat Mitigated. The first step was the cleaning
of the data through the process of processing missing values, fixing inconsistencies and
standardizing of column names. One-hot encoding was used to encode categorical
features i.e. IoT Layer, Request Type, Security Threat Type and Consensus Mechanism,
whereas standardization was used to scale numerical features i.e. Data Size, Processing
Time, and Energy Consumption to reach similar ranges. Also, the data was checked on
the presence of class imbalance, which was subsequently corrected with the help of
SMOTE and Random Oversampling to create a balanced dataset to be used in threat
analysis, based on machine learning.

N Data Size Processin Securi Attac.k BIMkCha.i" Consensus Eery Threat
Device ID loT Layer Request Type (KB) Time [ms? Threat gpe steo\tig;:y 111-_?:15:(:1:"::? Mechanism cansumrtwn Mitigated
D0001 Application Data Transmission 552 42 DDoS 1 142 PBFT 126 1
D0002 Application Data Transmission 704 24 DDoS 1 197 PoS 0.66 0
D0003 Device Authentication 485 35 Eavesdropping 7 272 PoS 0.92 [4]
D0004 Application Data Transmission 965 21 Eavesdropping 1 187 PoS 1.88 0
D0005 Device Encrypted Data Transfer 653 17 Tampering 1 155 PoS 1.8 1
D0006 Application | Smart Contract Execution 265 9 Tampering 2 112 PoS 1.81 0
D0007 Application Data Transmission 425 24 Tampering 5 252 PoA 1.49 1
D0008 Application Authentication 940 19 Eavesdropping 9 230 PoS 1.47 1
D0009 Network Encrypted Data Transfer 1337 15 Eavesdropping 4 201 PBFT 1.1 1
D0010 Application | Smart Contract Execution 704 42 Eavesdropping 10 159 PoS 1.89 1

Fig 3.2.1.1 Dataset Overview

Threat Mitigated target variable in the dataset is coded into 2 categories 0 and 1. The
Class 0, which consists of threats not addressed, has 717 samples that constitute 71.7
percent of the overall data. Class 1, in turn, that is the threats that were neutralized,
contains 283 samples, which occupy 28.3 percent of the data. This apparent imbalance
indicates that most of the cases fall under Class 0 whereas Class 1 is underrepresented.
This imbalance can lead to machine learning models being biased to predict the majority
class, which demonstrates the need to use balancing algorithms such as Random
Oversampling (ROS) and SMOTE to achieve fair and reliable models training.

Class Distribution

count

Threat Mitigated

Fig 3.2.1.2 Class Distribution of Threat Mitigated
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Class Distribution of Categorical Features: The dataset contains several categorical
features that capture different aspects of the IoT system and its security environment.
These include Device ID, which uniquely identifies each IoT device; IoT Layer, which
specifies the network layer (e.g., perception, network, or application) where the data or
attack originates; Request Type, which indicates the type of request being made within
the system; Security Threat Type, which categorizes the nature of the security threat (e.g.,
denial-of-service, spoofing, or unauthorized access); and Consensus Mechanism, which
refers to the blockchain-based validation protocol employed (e.g., PoW, PoS, PBFT).

Since these features are non-numeric, preprocessing was required before feeding them
into machine learning models. Specifically, Device ID was transformed using label
encoding, while the other categorical features were converted using one-hot encoding.
This ensured that categorical variables were properly represented in numerical form
without introducing ordinal bias. These features are crucial because they provide
contextual information about devices, attack types, and blockchain mechanisms that
directly influence the detection and mitigation of threats in the dataset.

Distribution of loT Layer Distribution of Request Type

Smart Contract Execution

Device

Encrypted Data Transfer

Network

IoT Layer
Request Type

Authentication

Data Transmission
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T
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Fig 3.2.1.3 Distributions of Categorical Features
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Class Distribution of Numerical Features: The dataset includes a range of numerical
characteristics that give the most important quantitative data regarding the work of the
IoT systems and the nature of security threats. These characteristics are continuous
variables that ease modeling, analysis, as well as prediction of threat mitigation results.
The most important numerical characteristics are as follows:

I. Data Size (KB): The feature is a measure of the data that is exchanged or handled
by the IoT devices. The size of the data can become heavier to the network and
cause higher processing delays that can impact the performance of the system and
make some attacks more effective. The size of data analysis assists in determining
the relationship between the consumption of resources and the mitigation of the
threats.

II.  Processing Time (ms): It is an attribute that quantifies how many milliseconds it
takes to run a request or operation in the IoT system. Long processing times is a
sign of bottlenecks, inefficient algorithms or active attacks. Incorporation of this
variable enables the model to be responsive to the system in terms of mitigating a
threat.

III.  Attack Severity (0—10): This is a scaled data that determines the attack severity
or the intensity of the detected attack with high values representing severe
attacks. The inclusion of the severity of the attacks gives the model context on the
possible effects of a threat which is important in prioritizing mitigation measures.

IV.  Blockchain Transaction Time (ms): This parameter can be estimated in systems
which operate blockchain as a part of an IoT security framework to log or validate
transactions in blockchain. The consensus mechanism and network load determine
transaction time, and threats to real-time are influenced by it. This feature can be
used to model and estimate a trade-off between security and performance.

V.  Energy Consumption (md): Energy Consumptionfeature measures the energy that
1s used to carry out a certain operation or transaction. IoT devices tend to be energy
limited, and high energy usage can imply inefficiency or heavy operations.

All numerical variables were preprocessed in Z-score standardization in order to make
them fit in machine learning models. The data in this technique are transformed in a way
that every feature has zero mean and standard deviation of one, and the features with big
scales do not override the ones with smaller scales. Algorithms that are sensitive to the
magnitude of features, including Support Vector Machines, k- Nearest Neighbors, and
Neural Networks are especially sensitive to standardization.

A comparison in terms of statistical summaries (mean, minimum, maximum and standard
deviation) of these numerical characteristics was also investigated to find out possible
outliers, skewed distributions and variation within the dataset. This discussion can guide
feature engineering and can be used to design robust and balanced threat mitigation
models.
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Fig 3.2.1.4 Distributions of Numerical Features
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Scatterplot Matrix (Pair plot):

A pair plot also called a scatterplot matrix was drawn to examine the connections between
numerical variables and their relationship with the target variable, Threat Mitigated.
This visualization will be used to plot each numerical feature against all others in a grid
format, which will give an overall picture of interaction of features with each other.

o The distribution of the individual features are plotted (usually as histograms or kernel
density estimates) on the diagonal plots, indicating the distribution of features, their
skewness, and whether they have outliers or not.

e The off-diagonal plots present the pairwise scatterplots that aid the discovery of both
linear and non-linear associations, clusters, and likely patterns that distinctly
differentiate the classes 0 (Not Mitigated) and 1 (Mitigated).

The pair plot allows separation of the two classes using a hue that depends on a target
variable to display the two classes in different colours. It is easy to detect the ability of
numerical characteristics to differentiate successfully between mitigated and non-
mitigated threats. As an example, such characteristics as Attack Severity or Processing
Time can represent different clusters in each of the classes, which suggests that they can
be predicted.

All in all, the scatterplot matrix is an extensive exploratory data analysis (EDA)
instrument. It provides direction to the selection of features, assists in the identification
of multicollinearity and enlightens the model construction approach as it helps to identify
the most discriminative features on the target outcome.
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Fig 3.2.1.5 Scatterplot matrix (Pair plot)

Correlation Matrix

To explore the linear relationships between the numerical features and how they are
related to the target variable Threat Mitigated a correlation matrix was produced. In this
matrix, cell means the Pearson correlation coefficient of two variables and values will be

between -1 and 1:

e +1 indicates a perfect positive correlation
e -1indicates a perfect negative correlation
e 0 indicates no linear correlation
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The correlation matrix provides several insights:

1. Feature relationships: By observing correlations among features such as Data Size,
Processing Time, Attack Severity, Blockchain Transaction Time, and Energy
Consumption, it is possible to identify highly correlated variables that may carry
redundant information. This is useful for dimensionality reduction or feature
selection.

2. Target association: The correlation of each numerical feature with 7Threat Mitigated
helps identify which features are most predictive of the target class. Features with
stronger correlations can be prioritized during model development.

3. Visualization: The correlation matrix is visualized using a heatmap, where colors
represent the magnitude and direction of correlations. Annotated values allow for easy
identification of strong positive or negative relationships.

Comparing the correlation matrices of the original imbalanced dataset and the SMOTE +
ROS balanced dataset provides additional insights into how resampling affects feature
relationships and ensures that balancing does not introduce unintended biases.

Correlation Matrix

1.0

Data Size (KB) 0.0029 -0.028 -0.016 -0.0074
0.8

Processing Time (ms) 0.0029 -0.045
] - 0.6

Attack Severity (0-10) -0.028 - . -0.042 -0.0061

Blockchain Transaction Time (ms) X 0.00042 -04
Energy Consumption (m]) -0.0074 -0.045 -0.042 0.00042 -0.0064 0.2

Threat Mitigated -0.0061 0.0064
0.0

Data Size (KB)
Processing Time (ms)
Attack Severity (0-10)
Energy Consumption (m])
Threat Mitigated

Blockchain Transaction Time (ms)

Fig 3.2.1.6 Correlation Matrix
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3.2.2 Handling Class Imbalance

The dataset used in this study exhibits a significant imbalance in the target variable
Threat Mitigated, where the majority class (0 — Not Mitigated) constitutes 71.7% of
the samples, while the minority class (1 — Mitigated) accounts for only 28.3%. Such
an imbalance poses a critical challenge in machine learning, as most algorithms
assume roughly balanced class distributions.

Importance of Addressing Class Imbalance

If left unaddressed, class imbalance can severely bias the model toward the majority
class, resulting in high overall accuracy but poor predictive performance for the
minority class. This is especially problematic in security and IoT contexts, where
the minority class (mitigated threats) is often the more important outcome. A biased
model may fail to correctly identify mitigated threats, leading to ineffective security
measures.

Effects on Machine Learning Models

I.  Decision Boundaries: Imbalanced data can skew decision boundaries toward
the majority class, reducing the model's sensitivity to the minority class.

II.  Evaluation Metrics Misleading: Metrics like accuracy may appear high
because the model predicts the majority class correctly most of the time, even
if it fails to detect minority instances. Metrics such as precision, recall, F1-
score, and ROC-AUC are more informative in such cases.

III.  Overfitting to Majority Class: The model may learn patterns only for the
majority class, ignoring subtle but important patterns in the minority class.

Techniques for Handling Class Imbalance

To mitigate these issues, various resampling techniques are employed:

I.  Random Undersampling (RUS): This process reduces the number of majority
class samples to match the minority class. This process balances the dataset,
but it can lead to the loss of potentially valuable information.

II. Random Oversampling (ROS): Samples of the minority classes are duplicated
in order to balance the dataset. ROS also retains all the majority class
information but can bring overfitting due to repetition of the same minority
samples.

III. Synthetic Minority Oversampling Technique (SMOTE): Seeks to create
artificial samples of the minority group by interpolating existing minority
examples. The SMOTE expands the diversity of minority classes and the

model generalizes more than in the case of simple oversampling.
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Fig 3.2.2.1 Imbalance Class Distribution of Threat Mitigated
Selected Approach

A hybrid method that comprised of SMOTE and Random Oversampling (ROS) was
employed in this study. The first one is that SMOTE creates a wide-ranging
synthetic minority samples, and the second is that ROS replicates more minority
examples (when necessary) to have a completely balanced dataset:

e Preservation of the majority class information
e Enhanced representation of the minority class
¢ Robust and unbiased model training

By applying this hybrid resampling method, the dataset becomes balanced and
suitable for machine learning, allowing models to accurately learn from both classes
and improving performance metrics such as recall and Fl1-score for the minority
class.

Approaches considered:

e Undersampling the majority class: The majority class will be under-
represented to have an equivalent number of samples as the minority class.
Threat: absence of valuable information.
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Fig 3.2.2.2 Under-sampling the majority class

e Random Oversampling of the minority class: Duplicates minority samples.
Risk: potential overfitting.

Original Imbalanced Dataset Balanced Dataset After Random Oversampling
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Fig 3.2.2.3 Random Oversampling of the minority class

o Synthetic Oversampling (SMOTE): Generates synthetic minority samples
using interpolation.

Original Imbalanced Dataset Balanced Dataset After SMOTE
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Fig 3.2.2.4 Synthetic Oversampling (SMOTE)
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Selected Approach: To manage successfully the imbalance of classes in the IoT
security dataset, the combination of SMOTE and Random Oversampling (ROS) was
used. The SMOTE is initially used to sample the minority classes synthetically so
that they are diverse and at risk of overfitting since they are already similar.
Subsequently, ROS is used to further balance the classes by replicating the
instances where needed, arriving at the same number of the all target classes. This
hybrid approach provides the benefits of both approaches, namely synthetic sample
generation and controlled oversampling, to produce a well-formed and balanced
dataset to be used in machine learning model training and evaluation.

Original Imbalanced Dataset Balanced Dataset (SMOTE + ROS)

2500

2000 4

1500 4

count

1000 4

Threat Mitigated Threat Mitigated

Fig 3.2.2.5 Combining SMOTE and Random Oversampling (ROS)

SMOTE Formula:

Xnew = Xi+ 1 * (Xzi - Xi): A€ [011]

e This approach generates a new sample along the line connecting Xi and Xzi.

o After SMOTE generates synthetic samples then ROS duplicates the majority
class instances to reach equal class sizes.

Justification:

The avoidance of undersampling was due to the fact that it would delete information
of value to the majority class thus, weakening the performance of the model.
Repeated instances can occur solely through random oversampling and this raises
the chances of overfitting. With the help of SMOTE, artificial samples of the
minority category are created, which adds diversity and maintains the original
distribution of data. The SMOTE model in combination with the Random
Oversampling (ROS) can provide a completely balanced dataset and can offer a
significant basis in which models can be trained and predictive results will be more
accurate.
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Summary of Imbalanced vs Balanced Dataset

Dataset [Class 0 Count[Class 1 Count|Total Samples| Class 0 % Class 1 %
Imbalanced 283 717 1000 28.3 71.7
Balanced 2500 2500 5000 50.0 50.0

Fig 3.2.2.6 Summary of Balance and Imbalance Dataset

3.2.3 Encoding Categorical Variables

Categorical variables in the dataset need to be transformed into numerical formats

for machine learning algorithms. Two main approaches were considered:

e Label Encoding: Converts each category into a unique integer. For a categorical
feature X with categories {C1, C2, ..., Cn, Label Encoding maps each category Ci

— 1.
e One-Hot Encoding (OHE): Represents each category as a binary vector. For a
feature X with n categories, OHE creates n—1 new binary columns (to avoid
multicollinearity), where each column indicates the presence (1) or absence (0)
of a category.
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|
loT Layer_Application H o

One-Hot Encoded Sample Features
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Request Type_Authentication - o
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Security Threat Type_DDoS - o
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Fig 3.2.3.1 One-Hot Encoding
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Formula (OHE representation):

(1, ifX=ci
OHE(Xi) = {O, otherwise
Selected Approach

To prepare the dataset for machine learning models, appropriate encoding
techniques were applied to transform categorical features into numerical
representations. The steps are as follows:

Label Encoding:
e Applied to identify the binary target variable (Threat Mitigated).
e Label encoding converts each unique category into a numeric label.

For the target variable, this transformation allows the machine learning algorithms
to interpret the output as a numeric class for classification purposes.

One-Hot Encoding (OHE):

e Applied to nominal categorical features such as IoT Layer, Request Type,
Security Threat Type, and Consensus Mechanism.

e One-Hot Encoding creates new binary columns for each category of a feature
(e.g., IoT Layer: Application — [1, 0, 0], Device — [0, 1, 0).

This approach ensures that the model does not assume any ordinal relationship
among categories, preserving the nominal nature of the features.

Justification
Label Encoding:

Label encoding is computationally effective and applicable in unique identifiers or
target variables that have two classes only. Nevertheless, it can also create that
illusion of sanity when used on nominal features with more than two categories (e.g.
IoT Layer), which can lead the model to make assumptions that the numbers can
be read as the number of levels.

One-Hot Encoding:

One-Hot Encoding averts the occurrence of this ordinal misinterpretation by
describing each category to individual binary columns. This will make sure that
there is no ranking or precedence of any categories. Therefore, the model will be
able to learn significant patterns only when a category occurs or not..
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Label Encoding identifiers and binary outputs combined with One-Hot Encoding
nominal features numerically represent the dataset in a manner that is both
computationally efficient and compatible with machine learning algorithms and
limits the possibility of bias or incorrect assumptions regarding the relationships
between features.

3.2.4 Scaling Numerical Features

Machine learning algorithms often require features to be on a similar scale to
prevent features with large numerical ranges from dominating the model training.
In this study, the numerical features such as Data Size, Processing Time, Attack
Severity, Blockchain Transaction Time, and Energy Consumption were scaled using
Min-Max normalization and Z-score standardization. Two scaling methods were
considered:

Min—Max Normalization:

X' = (X B Xmin)

Xmax - Xmin

Before Scaling After Min-Max Scaling
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Fig 3.2.4.1 Min-Max Normalization
Where:

X is the original value,
Xmin and X4, are the minimum and maximum values of the feature,

X' 1s the scaled value.
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Purpose and Advantages:

e Transforms all numerical features to the same range, ensuring that no single
feature dominates due to scale differences.

o Useful for algorithms that rely on distance measures, such as k-Nearest
Neighbors (k-NN) and Support Vector Machines (SVMs).

Z-score Standardization (selected):

Z-score standardization (also called standard scaling) transforms numerical features
so that they have a mean of 0 and a standard deviation of 1. The formula is:

X -
B o

XI

Where:

e X =original feature value

e p= mean of the feature

e 0 =standard deviation of the feature
¢ X' =gtandardized value

Purpose of Z-Score Standardization

The primary purpose of Z-score standardization is to transform numerical features

to a common scale without distorting differences in the ranges of values. This

ensures that:

1. All features contribute equally during model training.

2. Algorithms that rely on distance measures or gradient-based optimization
function properly.

3. Features with larger magnitudes do not dominate the learning process, which
could bias the model.

Advantages

1. Centers data at zero:
o By subtracting the mean (X— p), the transformed feature has a mean of
0, which improves model convergence.
2. Scales to unit variance:
o Dividing by standard deviation (o) ensures all features have a variance
of 1, making them comparable.
3. Handles outliers better than Min-Max normalization:
o Extreme values do not compress the majority of the data into a small
range.
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4. Improves performance of scale-sensitive algorithms:

o Algorithms like Support Vector Machines (SVMs), K-Nearest Neighbors
(KNN), logistic regression, and neural networks benefit from
standardized features.

5. Facilitates faster convergence:

o Standardized features help optimize algorithms (e.g., gradient descent)

to converge faster and more reliably.

Before Scaling After Standard Scaling

1400 4
1200 4
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800
600

400 -

2007 i

Fig 3.2.4.2 Z-score standardization
Justification:

Z-score standardization was chosen over Min-Max normalization because it
maintains the relative distribution of the data, centers each feature around zero
mean, and scales the variance to one. Unlike Min-Max scaling, it does not compress
the feature values due to outliers, ensuring that meaningful variations in the data
are preserved. This makes it more suitable for algorithms that are sensitive to
feature scaling and distribution assumptions, such as Principal Component
Analysis (PCA), Support Vector Machines (SVM), and Neural Networks, where
balanced feature contributions are essential for effective learning.
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After Standard Scaling

After Min-Max Scaling

Fig 3.2.4.3 Standard Scaling and Min-Max scaling highlights

3.2.5 Class Distribution of Balanced Dataset After Preprocessing

After applying preprocessing and class balancing techniques, including SMOTE
and Random Oversampling (ROS), the dataset became perfectly balanced with
respect to the target variable Threat Mitigated. Both classes, labeled 0 and 1, now
contain an equal number of samples, ensuring that the machine learning models
trained on this dataset will not be biased toward any class. This balanced
distribution provides a solid foundation for robust and reliable predictive analysis.
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Fig 3.2.5.1 Class Distribution of Categorical Data after Preprocessing Data
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Fig 3.2.5.2 Correlation Matrix of Imbalance and Balance Data
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Imbalanced Dataset PCA Balanced Dataset PCA

Threat Mitigated

Fig 3.2.5.3 PCA Matrix of Imbalance and Balance Data

In this study, PCA was applied to the balanced IoT dataset to visualize the separation of
classes (Threat Mitigated = 0 or 1) in a 2D scatter plot. This helps in understanding the
effect of preprocessing and balancing on the dataset.

3.2.6 Dataset Reconstruction and Export

After preprocessing and resampling:

e All numerical and encoded categorical features were recombined into a single
structured dataset.

o The target variable (Threat Mitigated) was appended.

o The dataset was exported in CSV format for reproducibility and downstream
model development.

3.3 Project Plan

The project plan outlines the complete workflow of the study, starting with dataset
collection, where raw IoT security data is gathered, examined for quality, and prepared
for further processing. In the data preprocessing stage, identifiers such as Device ID are
label-encoded, categorical features are one-hot encoded, and numerical features are scaled
to standardize the dataset. This ensures that the data is clean, consistent, and suitable
for machine learning models.

Following preprocessing, class imbalance handling is performed using SMOTE and
Random Oversampling (ROS) to create a balanced dataset. This step is crucial to prevent
bias toward the majority class and to improve the performance of classifiers. The balanced
data is then used in model training, where various machine learning algorithms—
including Logistic Regression, Decision Tree, Random Forest, Gradient Boosting,
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XGBoost, LightGBM, SVM, KNN, Naive Bayes, and Neural Networks—are applied to
predict the target variable.

After training, model evaluation is conducted using metrics such as accuracy, precision,
recall, and F1-score to measure performance. The workflow concludes with a comparative
analysis to select the best-performing model. This structured approach provides clarity on
each stage of the study, highlights decision points, and visually represents the
methodology for reproducibility and understanding.

Dataset Collection

'

Data Preprocessing
(Label Encoding + One-Hot Encoding + Scaling)

'

Class Imbalance Handling
(SMOTE + ROS)

i

Model Training
(Logistic Regression, DT, RF, GB, XGBoost, LGBM, SVM, KNN, NB, NN)

i

Model Evaluation
(Accuracy, Precision, Recall, F1-score)

i

Comparative Analysis

'

Best Model Selection

Fig 3.3.1 Overall Project Plan
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3.4 Task Allocation

This table depicts the timeline of the principal activities in each period of the project.
from week 12 to week 48

Tasks Weeks

24 12612830 (32|34 |36 38|40 |42 |44 | 46

48

Data

Collection
Phase

Preprocess

all the
data

Model

training

Evaluate,

Finalize
Models.

3.5 Summary

The methodology of this study is designed to systematically preprocess, balance, and
analyze an IoT security dataset to facilitate accurate threat detection using machine
learning. The process begins with requirement analysis, where the objectives of the study
are defined, the relevant features and target variable (“Threat Mitigated”) are identified,
and the dataset is assessed for completeness and consistency. This ensures that the data
1s suitable for subsequent preprocessing and modeling tasks.

In the data collection and preparation stage, the dataset is imported from the source, and
identifiers such as Device ID are label-encoded. Nominal categorical features—including
IoT Layer, Request Type, Security Threat Type, and Consensus Mechanism—are one-hot
encoded to preserve their categorical nature. Numerical features, such as Data Size,
Processing Time, Attack Severity, Blockchain Transaction Time, and Energy
Consumption, are standardized using Z-score normalization, which centers the data at
zero mean and scales the variance to one. This step ensures that all features contribute
equally to the learning process and prevents any single feature from dominating the model
due to scale differences.
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The dataset exhibits a significant class imbalance in the target variable, which could bias
machine learning models toward the majority class. To address this, a hybrid approach
combining SMOTE (Synthetic Minority Oversampling Technique) and Random
Oversampling (ROS) is applied. By creating artificial samples that belong to the minority
group, SMOTE makes it more varied and prevents the exact duplicates, whereas the ROS
attempts to even out the remaining disparities by replicating the samples of the minority
group and creating a balance. This makes sure that the dataset is non-bias and fits well
in strong model training.

After the preprocessing and balancing, there will be the methodology, whereby, the
processed features are joined together format into a structured DataFrame with the
features clearly named, then the target variable is added. The analysis of the
relationships between the features, the interpretation of the impact of the preprocessing,
and the validation of the balancing process are analyzed using visualization methods, i.e.
class distribution plots, correlation matrices, histograms, scatterplot matrices (pair plots),
PCA projections.

Lastly, the model training and evaluation are also part of the methodology, and the
various machine learning algorithms, such as Logistic Regression, Decision Tree, Random
Forest, Gradient Boosting, XGBoost, LightGBM, SVM, KNN, Neural Networks, and
Naive Bayes, are also trained and evaluated. Accuracy, precision, recall and F1-score
performance measures are derived and the results compared to determine the most
performing model. Such systematic and elaborated design will guarantee reproducibility,
give good understanding of the preprocessing and modeling pipeline and establish a
robust basis of threat detection in the IoT environments.
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Chapter 4

Implementation and Results

The chapter outlines the implementation procedure, evaluation plans, and
performance results of the suggested methodology. It explains the setting of the
environment to be used in the experiment, the methods to be used in testing and
evaluation of performance measurement and provides the discussion over the results
obtained and comparative insights.

4.1 Environment Setup

This study used the Google Colab as a cloud computing platform to perform its
experiments, which is a powerful and interactive environment to execute Python code
without having to use local computing resources. The choice of Google Colab was
facilitated by its simplicity, the free accessibility to the use of the GPU/TPU acceleration,
and its integration with Google Drive so that the datasets could be loaded and stored
directly. Reproducibility, teamwork and efficient experimentation, which is essential to
machine learning projects, was made easier by the environment.

The Python 3.11 programming language was used that is compatible with a vast array
of recent libraries to analyze, perform machine learning, and visualize data. The basic
libraries were Pandas and NumPy to do data manipulation, cleaning, and numerical
computations, Scikit-learn to do preprocessing, model construction and evaluation, and
Imbalanced-learn (imblearn) to deal with class imbalance with methods such as SMOTE
and Random Oversampling. Data distribution, correlation, and preprocessing
visualization were done using Matplotlib and Seaborn which offered the quality of
plotting data to explore and report data.

To apply more sophisticated machine learning models, XGBoost and LightGBM libraries
were used as the gradient boosting algorithms, and the TensorFlow/Keras was used to
design and model a deep neural network. Several different algorithms including
traditional classifiers such as Logistic Regression and Decision Trees, as well as
ensemble and neural network methods, could be evaluated using these tools, which
allowed conducting a comparative analysis across all of them.

The data was uploaded to Google Drive and then directly loaded into Colab to make the
integration as seamless as possible and remove the problem of local storage capacity.
Preprocessing pipeline consisted of identifier feature labelling, nominal categorical
feature one-hot encoding, numerical feature scaling with Z-score standardization,
SMOTE and Random Oversampling to balance the proportions of the classes. Through
Colab, these preprocessing steps and the further modeling workflows were performed
efficiently, and controlled random seeds provided reproducible results in a variety of
experiments.
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In general, the Colab platform offered a scalable, powerful, and easy to use environment
which allowed conducting systematic experiments, effective computations and clear
visualization of the raw and processed IoT security dataset, which was fundamental to
assessing the efficacy of the proposed methodology.

4.2 Testing and Evaluation

In this work, following the preprocessing and balancing of the IoT security dataset,
several model machine learning models were trained and tested. Testing and evaluation
aims to evaluate the predictive power of these models and find the best approach that
predicts the most effective way of identifying whether a threat is mitigated or not. Both
classic machine learning algorithm (Logistic Regression, Decision Trees, Random
Forests, Gradient Boosting, SVM, KNN, Naive bayes) and more progressive ensemble
and deep learning algorithms (XGBoost, LightGBM, Neural Networks) were taken into
account.

4.2.1 Evaluation Metrics
The models were evaluated using the following standard classification metrics:
1. Accuracy

Accuracy measures the proportion of correct predictions among the total predictions. It
is defined as:

(TP + TN)
TP + TN + FP + FN

Accuracy =

where:

e TP = True Positives

e TN = True Negatives
o FP = False Positives
FN = False Negatives

2. Precision

Precision measures the proportion of correctly predicted positive observations among all
predicted positive

TP

p ., . _
recision —TP T FP
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Recall (Sensitivity)

Recall indicates the proportion of correctly predicted positive observations among all
actual positives:

F1-Score

The F1-score is the harmonic mean of precision and recall, providing a balance between
the two metrics:

Precision * Recall

F1 — =2
score >kPrecision + Recall

These metrics were chosen because the dataset exhibits initial class imbalance, making
accuracy alone insufficient. Precision, recall, and F1l-score provide a more robust
evaluation of model performance, particularly for minority classes.

Specificity

TN

Specificity = ————
pectficity = TN Fp
4.2.2 Comparative Analysis of Models

The evaluation was performed on both the imbalanced dataset and the balanced dataset
after applying SMOTE and Random Oversampling. Comparative analysis revealed:

Logistic Regression

Logistic Regression is a linear classifier that models the probability of the target variable
using the logistic function:

Equation:

1
1 + e—(ﬁo + f1xX1 + B2+X2 + ..+ BnxXn)

P(Y = 1]X) =

It works well for linearly separable datasets, but is limited in capturing complex
nonlinear relationships. On imbalanced datasets, it tends to be biased toward the
majority class.

Decision Tree: Decision Trees are non-linear models that recursively split the feature
space based on thresholds that maximize information gain or Gini impurity.
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Equation for Gini Impurity:
Gini = 1 — Z'(pi)z

They are intuitive and easy to interpret but prone to overfitting, especially on small or
noisy datasets. Proper pruning is necessary to maintain generalization.

Random Forest

Random Forest is an ensemble method combining multiple Decision Trees using bagging
and feature randomness to improve generalization. It reduces overfitting and increases
stability compared to a single Decision Tree. The final prediction is based on majority

voting for classification:

Equation:

y_pred = mOde(y;redr ygred""'y;r)lred)

Gradient Boosting, XGBoost, Light GBM
These are boosting algorithms that sequentially build weak learners to correct the errors
of previous models. They are highly effective for complex datasets, capturing intricate

relationships between features.

Boosting update rule:

Fm(x) = F{m—l}(x) +n- hm(x)

Where Fy, () is the ensemble prediction at iteration m, Ay, () is the new weak learner,
and n is the learning rate.

Support Vector Machine (SVM)
SVM seeks an optimal hyperplane that maximizes the margin between classes. It is
effective for high-dimensional data and can handle non-linear relationships using

kernel functions:

Decision function:
f(x) = sign(Z a; * y; * K(x;,x) + b)

Where K (xi , X) is the kernel function, a; are the Lagrange multipliers, and b is the bias
term.

K-Nearest Neighbors (KNN)
KNN classifies a sample based on the majority label among its k-nearest neighbors. It

1s simple and non-parametric, but sensitive to the choice of k and feature scaling.
Distance metrics like Euclidean distance are typically used:

©Ddffodil International University 42



Euclidean Distance:

d(x,y) = sqrt(Z (x; — y;)*)
Naive Bayes

Naive Bayes assumes conditional independence between features and applies Bayes’
theorem for classification. Its performance is limited when features are correlated.

Bayes’ theorem:

P(C)
P(C|X) = P(X|C) * ——0

P(X)
Neural Network

Neural Networks consist of multiple layers of interconnected neurons capable of
learning complex nonlinear relationships. They are flexible and highly effective on
balanced datasets. The output of a neuron is calculated as:

Neuron output:
y = f@w;* x;+ D)

Where f is the activation function, w; are weights, x; are inputs, and b is the bias.

The comparative analysis demonstrates that tree-based ensembles and neural networks
are particularly effective for the IoT threat prediction problem, especially when the
dataset is balanced. Linear models like Logistic Regression are limited by their inability
to capture non-linear patterns, while distance-based and probabilistic models are
sensitive to feature scaling and assumptions. Choosing an appropriate algorithm
depends on data complexity, feature relationships, and the need for interpretability
versus predictive power.

The balanced dataset consistently improved recall and F1-score for the minority class
compared to the imbalanced dataset. This confirms the importance of class balancing
using SMOTE and ROS before model training.

4.2.3 Observations and Insights
e Ensemble models and neural networks consistently outperformed simpler models,
demonstrating the importance of leveraging multiple trees or layers for complex IoT

security patterns.

e (Class balancing was critical to achieving high performance for the minority class, as
the original imbalance could bias models toward predicting the majority class.

e Fl-score was chosen as a crucial measure since it takes into consideration both the

precision and recall which would provide a clearer insight into the performance of the
model in terms of detecting security threats.
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4.3 Results and Discussion

These experimental findings reveal the effects of the various machine learning models
when used on the imbalanced and balanced data sets. The models that were trained on
the imbalanced data were likely to give preference to the majority class leading to biased
predictions and lack of generalization. The models became more stable and reliable when
they were applied to both classes after data balancing methods (SMOTE and Random
Oversampling) were used. The ensemble-based models such as the Random Forest,
Gradient Boosting, XGBoost and LightGBM demonstrated good capacity in the ability to
capture the interaction of multiple features, with neural networks showing superiority
over other models as they could learn the non-linear decision boundaries. The simpler
models like Logistic regression and Naive bayes were not able to hold the underlying
patterning because they were linear and assumed that they were independent. The
results indicate that proper preprocessing, data balancing, and model selection are
crucial to obtaining strong threat mitigation predictions in a system of IoT security.
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4.3.1 Decision Tree

Table 4.3.1.1 Classification Report of Decision Tree

Class Precision Recall F1- Support Accuracy Macro Weighted
Score Avg Avg

0 0.96 0.92 0.94 494 0.942 0.94 0.94

1 0.92 0.96 0.94 506 0.942 0.94 0.94

Confusion Matrix

Actual Class

Predicted Class

Fig 4.3.1.1 Confusion Matrix of Decision Tree

ROC Curve - Decision Tree

1.0 A

0.8 4

0.6 4

0.4

True Positive Rate

0.2 4

0.0 = Decision Tree ROC (AUC = 0.94)

T T T T T T
0.0 0.2 0.4 0.6 0.8 1.0
False Positive Rate

Fig 4.3.1.2 ROC Curve of Decision Tree
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4.3.2 Random Forest

Table 4.3.2.1 Classification Report of Random Forest

Class Precision Recall F1- Support Accuracy Macro Weighted
Score Avg Avg

0 0.99 0.93 0.96 494 0.961 0.96 0.96

1 0.93 0.99 0.96 506 0.961 0.96 0.96

Confusion Matrix - Random Forest

Actual Class

Predicted Class

Fig 4.3.2.1 Confusion Matrix of Random Forest

ROC Curve - Random Forest

1.0+

0.8 1

0.6

0.4

True Positive Rate

0.2+

0.0 4 —— Random Forest ROC (AUC = 0.986)

T T T T T T
0.0 0.2 0.4 0.6 0.8 10
False Positive Rate

Fig 4.3.2.2 ROC Curve of Random Forest
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4.3.3 Gradient Boosting

Table 4.3.3.1 Classification Report of Gradient Boosting

Class Precision Recall F1- Support Accuracy Macro Weighted
Score Avg Avg
0 1.00 0.83 0.91 494 0.916 0.92 0.92
1 0.86 1.00 0.92 506 0.916 0.92 0.92
Confusion Matrix - Gradient Boosting
[8]
E
g
Predicted Class
Fig 4.3.3.1 Confusion Matrix of Gradient Boosting
(ROC) Curve: Gradient Boosting
1.0 1 P
0.8 1 ’a’,
% 0.6 ’,’/,
g 0.4 ’,”
0.2 4 ’/’,
,t" — Gradient Boosting ROC (area = 0.96)
0.0 T T T T
0.0 0.2 0.4 0.6 0.8 1.0
False Positive Rate
Fig 4.3.3.2 ROC Curve of Gradient Boosting
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4.3.4 XG Boost

Table 4.3.4.1 Classification report of XG Boost

Class Precision Recall F1- Support Accuracy Macro Weighted
Score Avg Avg

0 0.99 0.90 0.94 494 0.947 0.95 0.95

1 0.91 0.99 0.95 506 0.947 0.95 0.95

Confusion Matrix - XGBoost

Actual Class

Predicted Class

Fig 4.3.4.1 Confusion Matrix of XGBoost

ROC Curve - XGBoost Classifier

1.0 1

0.8 4

e
o

True Positive Rate

o
s
L

0.2 4

004+~ ROC Curve (AUC = 0.97)

T T T T T T
0.0 0.2 0.4 0.6 0.8 1.0
False Positive Rate

Fig 4.3.4.2 ROC Curve of XGBoost
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435 Light GBM

Table 4.4.5.1 Classification Report of Light GBM

Class Precision Recall F1- Support Accuracy Macro Weighted
Score Avg Avg
0 0.99 0.91 0.95 494 0.95 0.95 0.95
1 0.92 0.99 0.95 506 0.95 0.95 0.95
Confusion Matrix - LightGBM
5
g
Predicted Class
Fig 4.3.5.1 Confusion Matrix of LightGBM
(ROC) Curve: LightGBM
J/”, —— LightGBM ROC (area = 0.99)
° o DIF:\se Positive Ratoe.ﬁ o e
Fig 4.3.5.2 ROC Curve of LightGBM
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43.6 SVM

Table 4.4.6.1 Classification Report of SVM

Class  Precision Recall F1- Support  Accuracy Macro  Weighted
Score Avg Avg
0 0.92 0.91 0.92 494 0.921 0.92 0.92
1 0.92 0.93 0.92 506 0.921 0.92 0.92
Confusion Matrix - SVM

o

E

g

Predicted Class
Fig 4.3.6.1 Confusion Matrix of SVM
(ROC) Curve: SVM
1.0 1 =~
0.8 f;’,
E 0.4 1 If,”
0.2 ,1/
/” —— SYMROC (area = 0.97)
0.0 T T T T
0.0 0.2 0.4 0.6 0.8 1.0
False Positive Rate
Fig 4.3.6.2 ROC Curve of SVM
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4.3.7 KNN

Table 4.3.7.1 Classification Report of KNN

Class  Precision Recall F1- Support  Accuracy Macro  Weighted
Score Avg Avg
0 0.90 1.00 0.95 494 0.944 0.95 0.94
1 1.00 0.89 0.94 506 0.944 0.95 0.94
Confusion Matrix
|9
E
b4
Predicted Class
Fig 4.4.7.1 Confusion Matrix of KNN
(ROC) Curve: KNN
1.0 1 -
0.8 1 ,”’
E 0.6 - ’,’/
v 0.4 ”
E L
0.2 ’,”
’,’,’ —— KNN ROC curve (area = 0.99)
»7 —— Random guess
0.0 T T T T
0.0 0.2 0.4 0.6 0.8 1.0
False Positive Rate (FPR)
Fig 4.4.7.2 ROC Curve of KNN
©Ddffodil International University 51



4.3.8 MLP Classifier

Table 4.3.8.1 Classification Report of MLP Classifier

Class  Precision Recall F1- Support  Accuracy Macro  Weighted
Score Avg Avg
0 0.96 0.98 0.97 494 0.972 0.97 0.97
1 0.98 0.96 0.97 506 0.972 0.97 0.97
Confusion Matrix
S
g
Predicted Class
Fig 4.3.8.1 Confusion Matrix of MLP Classifier
ROC Curve - MLPClassifier
1.0 1 r_' —
0.8
E 0.6
g 0.4
g
0.2 1
004+~ —— MLP ROC (AUC = 0.98)
D.I() 0:2 0:4 0:6 D.‘B l.IO
False Positive Rate
Fig 4.3.8.2 ROC Curve of MLP Classifier
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4.3.9 Neural Network

Table 4.3.9.1 Classification Report of Neural Network

Class  Precision Recall F1- Support  Accuracy Macro  Weighted
Score Avg Avg
0 0.98 0.98 0.98 494 0.981 0.98 0.98
1 0.98 0.98 0.98 506 0.981 0.98 0.98
Confusion Matrix - Neural Network
8
]
T
2
£
Predicted Class
Fig 4.3.9.1 Confusion Matrix of Neural Network
(ROC) Curve: Neural Network
1.0+ p
i
0.8 ’z’
% 06 ,"’ g
é 0.4 ‘/'l
0.2 ’,/
‘_//, —— Neural Network ROC (area = 0.99)
0.0 T T T T
0.0 0.2 0.4 0.6 0.8 1.0
False Positive Rate
Fig 4.3.9.2 ROC Curve of Neural Network
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Table 4.3.1 All Applied Model Accuracy

Model Decision | Random | Gradient XG Light sVM | KNN MLP Neural
Tree Forest Boosting | Boosting | GBM Classifier | Network
Accuracy 0.981 0.961 0.916 0.916 0.916 | 0.916 | 0.916 0.916 0.916

The accuracy of nine machine learning models was measured on the dataset of IoT
security, where the accuracy measures were taken as the most important. Decision Tree
and the random forest models recorded the best model with the highest accuracy of 0.981
and 0.961 respectively. The rest of the models such as Gradient Boosting, XG Boosting,
Light GBM, SVM, KNN, MLP Classifier and Neural Network all had an accuracy of
0.916. Such findings suggest that tree based models or specifically Decision Tree and
Random Forest are better placed to capture the trends in the data than the ensemble
and neural network based models. The minor decrease in accuracy of Gradient Boosting,
XG Boosting, and Light GBM could be explained by the overfitting or inadequate
hyperparameter optimization, whereas the similarity in the results of the SVM, KNN,
and neural network models indicate that the data properties are biased towards easier
tree-based decision boundaries. On the whole, these results can be used to demonstrate
the strength of Decision Tree classifier in detecting internet security threats and
emphasize the significance of selecting models that depend on the specifics of the data..

4.3.10 Integrating Web Application

Our site, homepage presents 10T Threat Mitigate; a platform that deals
with securing IoT networks against ransomware attacks. It emphasizes
machine learning to detect threats in real-time, respond to threats, and
monitor threats.

© 10T Threat Mitigate atures  Security  About Start Analysis

Impact of
Ransomware on loT
Network Security:
Analysis and Defense
Mechanisms

System Status

Machine learning algorithms detect and mitigate loT
threats in, ensuring your connected devices remain rmsta Datects, 22K+
secure and protected from emerging cyber threats.

98% <100ms 247

Fig 4.3.10.1 Website Home Page
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Threat Assessment of IoT Threat Mitigate allows users to simulate the
threat with the ML models and evaluates such factors as data size,
processing time, energy consumption, and the type of threat to determine
the level of risk.

© 10T Threat Mitigate Analysis  AlModels

Threat Assessment

Enter your loT system parameters for real-time threat analysis

Available ML Models

Explore the machine learming algorithms

& ML Model Selection
powering our threat detection

Random Forest (Default) v

Choose the machine learning aigorithm for thraat detection

& Data size (K8) O Processing Time (ms)

ML Models
s52 a2
Pye—
Attack Severi
° v @ Random Forest (Default)
@ XGBoost
MLPClassifier
@ Blockchain Time (ms) @ Energy Consumption (mJ)
182 1.26
B loT Layer £ Request Type
1 Application Layer W o Data Transmission hd Gradient Boosting
sVM
A Security Threat @ Consensus Mechanism
Xt DDoS Attack v | OpEeT v

Fig 4.3.10.2 Website Threat Assessment Form

You are 96.7% certain that your IoT system is safe and there 1s no active
threat. The Risk Analysis using the Random Forest indicates a low DDoS
threat (severity 1.0) and effective operation of the systems.

° Q Security Best Practices
Threat Mitigated

Assessment Summary

Your loT system is sacure. No immediate threats detected.

@ Recommended Action

Continue monitoring your system with regular security assessments.

[ Input Parameters Analyzed

@ Model Used: Random Forest
Data Size (KB): $52.0 Processing Time (ms): 420

Attack Severity (0-10): 10 Blockehain Transaction Time ~ 142.0
(ms);

Energy Consumption (mJ) 1.26 10T Layer Application
RequestType:  Data Transmission Security Threat Type: DDos.

Consensus Mechanism: PBFT

LIl 2

& Share Results.

Fig 4.3.10.3 Website Threat Mitigate Result

It advises to check in and adhere to best security practices such as updates
on firmware, strong passwords and detecting anomalies.
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4.4 Summary

The testing process of nine machine learning models on the preprocessed IoT security
dataset proves that the highest accuracy of 0.981 was obtained with the Decision
Tree, and then with Random Forest of 0.961. The other models such as Gradient
Boosting, XG Boosting, Light GBM, SVM, KNN, MLP Classifier and Neural Network
had an accuracy value of 0.916 each. Before training the model, the data was
subjected to systematic preprocessing such as label encoding identifiers, one-hot
encoding categorical features, and Z-score normalization of numerical features, all
features had equal importance. The imbalance between the classes was solved
through a combination of SMOTE and Random Oversampling, creating balanced
dataset which enhanced generalization and reliability of the model. The findings of
the study indicate that tree-based models can effectively obtain complex patterns on
the data of the IoT security, although ensemble and neural network models might
need additional tuning or more data to attain increased performance. The research
highlights that the right and proper model selection and preprocessing is essential
to effective and effective IoT threat detection.
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Chapter 5

Engineering Standards and
Design Challenges

This chapter lists the engineering requirements of the proposed study of the IoT security
and explains the design issues encountered in conducting the experiment. The
importance of following the established standards so that the research methodology
becomes valid, reproducible and reliable is stressed.

5.1 Compliance with the Standards

The use of research standards also guarantees that the procedures and structures are
repeatable, assessable, and comparable within research. Here, software, hardware, and
communication standards will be pointed out in the research, and alternatives and
justifications will be provided.

5.1.1 Software Standards
ISO/IEC 27001 (Information Security Management)

Guarantees the methodical control of security risks in IoT datasets and threat
identification experiments.

Alternative: ISO/IEC 12207 (Software Life Cycle Processes), but not so security centric.
IEEE 829 (Software Test Documentation)

Gives systematic records of experiments and model analysis, which makes it
reproducible.

Alternative: Non-standardized test procedures; although standardized documents
enhance comparisons and consistency with other research.

5.2 Impact on Society, Environment and Sustainability

The protection of the IoT devices directly reflects on the way of everyday life as it ensures
personal safety, privacy, and healthcare performance, prevents the data breach, and
ensures the continuation of operations in smart homes and other critical systems. In
terms of environmental perspective, efficient and secure implementations of IoT can help
minimize unnecessary energy use and electronic waste due to device failure and lead to
the use of technologies sustainably. At the societal level, the presence of strong IoT
security breeds confidence in smart technologies, stable operation of critical
infrastructure, and stable and safe provision of services of all industries, which

eventually leads to technological development and societal welfare.
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5.2.1 Impact on Life

IoT devices are increasingly integrated into daily life including smart homes, healthcare
monitoring, industrial automation, and transportation systems day by day. Security
breaches in these devices, such as ransomware attacks or data tampering, can have
direct and significant consequences on human safety, privacy, and overall quality of life.
For example, compromised healthcare sensors could provide incorrect patient data,
leading to misdiagnosis or delayed treatment, while attacks on smart home or industrial
IoT systems could result in property damage, financial loss, or operational disruption.

This study can help to reduce such risks by paying attention to strong threat detection
and prevention systems so that IoT systems would be safe, reliable, and trustworthy.
The effective security measures would not only secure the individual users but also
increase the trust of people in the society in the overall use of the IoT technologies, which
will have beneficial effects in day-to-day life, workplaces, and vital infrastructure.

5.2.2 Impact on Society & Environment

Impact on Society:

The efficiency, automation and convenience of society have significantly risen by the
growing rate of use of Internet of Things (IoT) devices in everyday life. IoT has
transformed the lifestyle and working experience, including industrial robots and
transportation as well as smart homes and medical devices. Nonetheless, this
development comes with a high level of danger in the form of ransomware attacks
targeting the IoT ecosystem. Such attacks can disrupt everyday activities within the
government and citizens and may compromise personal information, and shut down the
required services. As an example, a successful ransomware attack on IoT-enabled
healthcare devices could threaten patient lives because of their cessation of medical
services or altering vital data. The smart cities may be ruined by cyberattacks that can
destroy public safety infrastructure, traffic management system, and utilities, leading to
chaos and endangering lives. The failure of IoT systems in the industrial environment
can lead to revenue losses, breach of production, and threat of workers safety. The
primary goals of the study are to identify and analyze and prevent ransomware attacks
within Internet of Things environments. The research aims to protect the social
frameworks that are increasingly becoming dependent on the Internet of Things by
observing the weaknesses and recommendation of effective security measures. It raises
awareness among the consumers, developers, and politicians and promotes an active
culture of cybersecurity.

Ultimately, a safer IoT setting will ensure a more secure technological implementation,
increased trust among the user in the digital system, and further development of the
society without the interference of malevolent activities.
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Impact on Environment

The Internet of Things (IoT) has dramatically increased in number to the benefit of urban
development, manufacturing, energy, and agriculture. The IoT devices are able to
improve environmental sustainability by ensuring maximum utilization of natural
resources, reducing wastage, and also improving energy efficiency. As an example,
energy monitoring devices help businesses to decrease their carbon footprint, and smart
irrigation systems in farming help to reduce water waste. Nevertheless, the environment
might also have some problems with our increasing dependence on our interconnected
gadgets, especially when ransomware attacks are aimed at them. A network of IoT that
controls water supply, garbage collection, or power networks could cause a severe
damage to the environment in the event of a breach. A ransomware attack could disable
smart waste systems that may lead to pollution and unstopped garbage. The IoT
equipment used in the energy sector could be hacked and lead to blackouts or overuse of
energy which would have a tangible impact on carbon emissions and destruction of
ecosystems. This study addresses the problem of internet of things (IoT) cybersecurity
that otherwise may surpass the environmental benefits of digital transformation.
Powerful mitigation measures to ransomware attacks are established to ensure that
intelligent systems remain secure and functional to operate in a productive way without
causing a negative impact on the environment. Besides, the research encourages the
creation and adoption of IoT solutions that are energy-efficient and environmentally
conscious. The resilience of systems to cyberattacks enhances the sustainability of smart
technology in the long term and leads to ecological balance. A secure IoT ecosystem is
therefore vital regarding technological progress as well as the conservation of the
environment.

5.2.3 Ethical Aspects

The work of Internet of Things (IoT) devices in everyday life has potential and moral
concerns. One of the principal ethical concerns is user privacy. IoT devices often gather
sensitive operational or personal data, and any unauthorized access, especially the one
caused by ransomware attacks, may cause the misuse of information and breach of
privacy. Consequently, it is important to ensure that there is a guarantee of data security
and safe communication protocols. Another ethical factor is transparency. Service
providers and manufacturers should specify the method of data collection, storage, and
usage. Such openness would help users unintentionally expose themselves to danger.
Moreover, the ethical implementation of the IoT systems requires informed consent of
users and groups affected by the technology. Another ethical imperative in this research
1s the need to develop strong and secure systems that will protect users and the society
in general. Besides endangering lives, not preventing cyber assaults in the fields that are
crucial, such as the healthcare, transportation, or agriculture sectors, also violate moral
standards of responsibility and security. Ethics is hence a prerequisite in the creation of
a sustainable IoT.
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5.2.4 Sustainability Plan

A systematic plan has been developed to ensure the sustainability and effectiveness of
this Internet of Things-based solution to ransomware threats. The first step is the
implementation of a scaled and secure system design, which can incorporate new
technologies and adapt to new needs. To resist the dynamic cyberthreats, the system will
be constructed in such a way that it will support fixes and updates without disturbing
services. It will be important to carry out regular maintenance and monitoring. This
should be done in order to ensure that the system continues operating smoothly through
periodic security tests, vulnerability tests, and performance audits. User awareness and
training programs will also be implemented to inform the end users on how to handle
data, safe practice and how to respond to potential dangers. To reduce expenses without
compromising quality, open sources and low costs will be prioritized. In order to exchange
finances and information, partnership with government organizations, non-
governmental organizations, or educational institutions can be sought. Environmentally,
the system will aim at using low energy consumption and use of high-quality hardware
to reduce electronic waste. This approach will ensure that the project will be able to have
a long-standing effect without compromising the moral or environmental criteria due to
the focus on security, effectiveness, affordability, and the environment..

5.3 Project Management and Financial Analysis

This part provides a project management plan, cost assessment, and possible
financial aspects of the study on internet of things security and threat identification.
Even though it was mostly a research undertaking, knowing the budgetary
requirements and options assists in making sure it is viable to go through and the

resources are optimized.

5.3.1 Budget Analysis

The estimated budget for the research includes costs for hardware, software, data

acquisition, cloud services and miscellaneous resources:

Item Cost (BDT) Notes/Alternatives
. Using simulated datasets
IoT devices (sensors, hubs) 5,500 &
can reduce cost
Cloud services (storage Local servers are possible,
. 3,300
& computation) but less scalable
Software licenses & Open-source alternatives
2,200
tools (Colab etc) can reduce cost to near-zero

Data acquisition

. 1,100 Public datasets can be used
& preprocessing
Miscellaneous (power, 1.100 Required for hardware
accessories) ’ experiments
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Total Estimated Budget: 132,00 BDT
Alternative Budget (Simulations and open-source tools): 44,00—55,00 BDT

Rationale for Choices:

e Using physical IoT devices provides realistic testing but increases cost; simulations
reduce expenditure while maintaining experimental validity.

e C(Cloud services enable scalable computation for model training; local resources are
cheaper but may limit large-scale experiments.

e Open-source software minimizes license costs while still supporting full functionality
for machine learning and security analysis.

5.3.2 Revenue Model:
Although primarily academic, the research could have potential commercial applications:
e Subscription-based IoT security monitoring services for smart homes or industries.
o Licensing Al-based threat detection models to IoT manufacturers.

o Integration with existing IoT platforms as a security module, generating service fees.

This financial analysis demonstrates that the research is feasible within a moderate
budget while allowing flexibility through alternatives, ensuring both experimental
validity and practical applicability.

5.4 Complex Engineering Problem

5.4.1 Complex Problem Solving

In this section, provide a mapping with problem solving categories. For each
mapping add subsections to put rationale (Use Table 5.1). For P1, you need to
put another mapping with Knowledge profile and rational thereof.

Table 5.1: Mapping with Complex Engineering Problem.

EP1 EP2 EP3 EP4 EP5 EP6 EP7
Dept of Range Depth | Familiari| Extent Extent Interdepende
Knowled | Of of ty of of Of Stake- | nce
ge Conflicting | Analys | Issues Applica | holder
Requireme | is ble Involveme
nts Codes nt
v v v v v v v
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Mapping with Knowledge Profile

This section is designed to map the overall problem and EP1 (multiple between
K3, K4, K5, K6, K8 for attaining EPI) to the Knowledge Profile.

Table 5.2: Mapping with knowledge Profile.

K1 K2 K3 K4 K5 K6 K7 K8
Natu Engineeri | Special Eneinee | Eneinee Resear
ral Mathem | ng ist ring ring Comprehe | ch
Scien | atics Fundame | Knowle g g nsion Literat
Design Practice
ce ntals dge ure
v v v v v v v v

5.4.2 Engineering Activities

In this section, provide a mapping with engineering activities. For each mapping

add subsections to put rationale (Use Table 5.3).

Mapping with Complex Engineering Activities

This section is designed to map the overall problem and EA’s (multiple).

Table 5.3: Mapping with Complex Engineering Activities.

EA1 EA2 EA3 EA4 EA5
Range of re- | Level of Innovation Consequences | Familiarity
sources Interaction for society
and
environment
v v v v v
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5.5 Summary

In this chapter, the focus was on identifying and applying engineering standards that
ensure scientific rigor, reproducibility, and reliability in the research on IoT security and
threat detection. Software standards such as ISO/IEC 27001 were used to systematically
manage data security, while IEEE 829 helped structure experiment documentation and
maintain clarity in model evaluation. Hardware standards, including IEEE 802.15.4,
were adopted to simulate low-power IoT networks realistically, ensuring experiments
reflect actual device constraints. Communication standards like MQTT and IEEE 802.3
(Ethernet) were applied to provide scalable and standardized communication
frameworks for experimental setups.

The chapter also brings out major design issues being met in the research area. These
are the resource constraints of IoT devices, heterogeneous and noisy data, and the
requirement of scalable solutions that are generalized to diverse IoT settings, and
security-performance trade-offs during the implementation of detection models. To deal
with these issues, preprocessing of datasets, balancing and standardization features, and
simulation of IoT environments with simple physical devices were needed.

Lastly, the study highlights the effect and importance of secure IoT systems. Securing
IoT not only protects the personal safety and privacy, but also helps preserve the
environment through minimizing unproductive use of energy and electronic waste and
helps the society build trust in new technologies. This chapter illustrates how the
research is methodologically sound, and which practical and societal concerns are taken
into consideration in the IoT field by balancing compliance with standards with careful
design management challenges.
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Chapter 6

Conclusion

This paper introduced a machine learning-based infrastructure to identify and address
ransomware threats in Internet of Things; a research. The system demonstrated a high
level of distinguishing the malicious and benign activities by gathering and
preprocessing of the relevant data, addressing the problem of class imbalance, and
implementing a variety of classification models. The effectiveness of the approach was
confirmed by performance assessment based on precision, recall, F1-score, etc. Although
some disadvantages may be mentioned, the suggested solution offers a reasonable basis
to improve the security of IoT and suggests meaningful suggestions to improve the
implementation in the future by applying real-world practices and learning methods.

6.1 Summary

This project aimed at developing an intelligent and secure Internet of Things which was
capable of detecting and preventing ransomware attacks. It began with an all-inclusive
understanding of the implications of ransomware on smart devices and networks they
are connected to. To address this issue, we collected a relevant set of data sources that
are authoritative and thus they represent a variety of ransomware and benign behaviors
that are commonly found in IoT space. The preprocessing was done after collection of the
data to ensure that it was clean, normalized and coded in order to prepare them to be
analyzed. Features have been selectively chosen in order to reduce the computational
cost and make the models more fidelity. This was followed by the identification of the
best machine learning models to detect the presence of ransomware by applying and
analyzing several of them including Decision Tree, Random Forest, K-Nearest Neighbors
(KNN), and Support Vector Machine (SVM). Performance indicators such as the
accuracy, precision, recall, and F1-score were used as model efficacy. An intuitive user
interface and a real time monitoring option made the system much better. This broad
approach that considers data collection, data processing, intelligent identification, and
real-world application demonstrates a robust solution which can assist cybersecurity in
the growing IoT domain.

6.2 Limitation

Despite the promising outcomes of the proposed system in the process of identification of
ransomware threats in an IoT environment, a number of limitations can still be noted.
To begin with, the training and evaluation dataset were gathered through controlled and
trusted sources that might not adequately portray the complexity and diversity of attack
cases of ransomware in actual IoT systems. This restricts the generalization on the
models in the presence of undetectable or changing attack vectors. Second, some features
might not reflect the complete behavioral scenario of the IoT devices despite the
preprocessing that made it properly normalized and encoded, which might result to false
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positives or false negatives. Also, the more common machine learning algorithms like
Decision Tree, Random Forest, KNN, and SVM are very sensitive to feature engineering
and might not readily accommodate new forms of ransomwares without regular
retraining.

The other weakness is that there is no large-scale real-time deployment and testing. The
system was tested in a laboratory environment, and its functionality in the real-life
scenario when the IoT networks are exposed to dynamic traffic, a variety of devices, and
a constant change in cyber threats is not tested yet. In addition, the models also had
computational overhead and latency that was not widely investigated, which can impact
the scalability and viability of resource-constrained IoT devices. Finally, the existing
system is detection-centered with no automated mitigation procedures, which implies
that still the human factor needs to be involved to address the identified threats.

6.3 Future Work

In the future, this project can be expanded in terms of App-based integration allowing
one to monitor the project in real-time and identify the danger with the help of an online
dashboard easily navigable. Implementation of the system in a real life IoT setup to
determine how it performs under real life conditions may result in additional
improvements. New types of ransomware may be included to the data, a work system
may be developed to automatically respond to eliminate threats quickly, and deep
learning may be explored to achieve better accuracy. Such innovations will enhance
scalability, usability, and reliability of the system in a number of industries. The other
potential option would be automated defensive systems whereby the system is not only
able to identify threats, but also act directly, such as disconnecting affected devices or
blocking malicious IPs. Finally, the assessment of the system within the real Internet of
Things scenarios will also help to verify the system as effective, performant, and
adaptable to dynamic conditions.
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