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ABSTRACT

Blockchain is nowadays one of the most emerging fields in the computer science
technology for data storage and transaction on online data among researchers and
academics for the recent years. Hence, Blockchain implementation on exam result
storage database is demandable field to work on. Aim of this thesis is to create a web
application to store exam results data using blockchain that can perform to store data
by an owner who have the authority to input the data and the other users would only
view the data using their hash id. Here, | have used an Ethereum smart contract which
is written by solidity programming language to create a contract that perform or execute
the code based on some given conditions. | have used ganache framework for testing
and debugging and development purpose of the smart contract. | have used the web3.js
library which is the official Ethereum JavaScript API. It is used to interact with
Ethereum smart contracts and some html and CSS codes for designing purpose. In this
thesis | have successfully create a web application. And in the backend part it stores
data using the blockchain cryptography. As in recent we are more concerned about
securing our data storage because of tampering issues. Exam result tampering is
nowadays a common problem in our country and so blockchain implementation in
exam result storage database is a noteworthy task. Therefore, our study has highlighted
the research studies in the field of decentralized and distributed ledger in exam results

database.
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CHAPTER 1

INTRODUCTION

1.1 Introduction

We are living in an age where techniques of communicating are getting digitalized every
moment. Almost everything is dependent on technology is a significant cause of it. The
rapid growth in a reduction in size, computer electronics, interaction in a wireless medium
in the technical environment has donated to incredible advances in our way of living [1].
People are getting used to technology to make their life easy and more comfortable. It is
the result of our change in our way of living and interacting with others [1]. The current
advancement in technology is simply a modifying version of previous expertise in the
technical field, and the effect of digital technology is immense. Still, the way sometimes
we use technology brings trouble in our way of living. Our social living gets threatened
because of the negative use of technology. What is called modern technology, technically
not so not up to date in most cases? For example, storing the kinds of data on the internet
globally, locally, or in any private network technology has evolved with years, but there

are some lacking in securing the data in the database.

The most striking attraction for illegal dwellers is databases because they comprise valued
and delicate information, which can vary from economic or academic stuff to commercial
data and individual employee data. Cybercrime is the issue that occurs due to this rupturing
of the contents of the databases of the companies. For this, tampering problems in the
database is common in recent years. A lot of examples that happened where illegal activity
is done by hacking the database of large organizations can be described. Apple, Enron,
eBay, and Equifax data holes were the topic in the newscast in recent times, for example,

with the name of rare. Blockchain enables solutions not previously possible [2].

A specific technical environment provides the securing of the blockchain [3]. Blockchain

follows the rule of distributed consensus. The mechanism which is known as distributed in
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nature is disreputable because it has restricted scalability, which was perceived for ages as
a primitive that is harmonized and applied in only those applications that are in frantic need
of reliability and amongst only limited lumps [4]. The year that is passed, a person who is
the doyen of capitalists of Silicon Valley named Marc Andreessen ranked the most
significant creation, which is the distributed consensus mechanism of blockchain upper
than the creation of the internet and the revolution of internet is suppressed by the
blockchain [5].

The Internet is today's wrecked, and the data that we have used or store is not in our control,
and also, we do not have the instinctive value reimbursement layer. It has been forty years
since we are accepting internet for our digital communication, the styles of our data being
following the rules of solitude database of the electronic device referred as the computing
medium where the information is split into blocks and is centralized for storing these blocks
of information by any individual or an organization where sometimes it gave the authority
for serving and managing by any organization, read or write with the help of viewing.
Sometimes it so happens that we lose control of our data because of the frequently accessed
through the internet and so it is getting leaked, and the deal dweller gets them the power of
storing our copy of data. As our everyday activities are dependent on an electronic device
such as TV, car, digital watch, everything is sometimes linked with our personal data it
happens for sometimes that hackers get into these personal data and private stuff and let
ourselves for the threat of our privacy controlling under threat of tampering. Trust over the
internet is getting questioned for this when it happens. It then scares the user of whether
the data they have on the internet for using the advantage of interaction in wireless
communication is secure or not. Providing security then becomes the most wanted concern.
This is the type of problem that can be reduced if we implement blockchain in the way we
transact, where there will be no centralized organization for the authorized purpose. Every

transaction provides timestamp which cannot be changed or altered [6].
This technology has the advantages of robustness, but not like the web2, we know that the

capability that is provided web? is that we can read and write simultaneously in the web2,

but we cannot execute anything in the web2 but the blockchain is different in the
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performance capability of web?2 instead storing information in blocks gives way to the new
web interface where we can execute something which more of the technology provides
then the web2. The block is created in the number of hashes which is linked together and
make the way of immutability in the database that it generates. It also enables the feature
of avoiding controlling by any single authority for manipulation of the blocks that contain
data. It stores blocks of information that are linked across its network. And this reduces the
risk of failing. Hashing data and properly stamping it gives the strengthening the way of
security and also run the role of elimination of the risks that are originated due to data
information of public data that is previously authorized centrally. The system that is
provided by the blockchain restricts hackers who try to manipulate centralized data that is
hackable. Today's biggest problem arises in securing data that is acknowledged to all and
by all. Our dependency is on passcode and user information approvals in contacting our
resources in the real-time internet transactions. The new emerging technology customs
encrypting or data of information for ensuring security. The giving way to the new
technology, which provides interaction in the name of web3, is the platform that is going
to revolutionizes the way of our communication. In the name of a bitcoin transaction, the
methodology of the blockchain is known. As it is providing transaction timestamp and
other stuff like a connection to the previous blocks is the way that it creates is tracking
capability. Tracking is mostly needed nowadays for a lot of organizations to understand or
to get aware of the previous history about any transaction. So this gives a lot of benefits for

the people who are doing commercial business or contract dwellers.

The importance of blockchain is not fully aware by a lot of companies who are badly in
need of securing online transactions; it is, therefore, under the shadow of proper
utilization[7]. As the transaction history is provided by the blockchain, it is, therefore, most
needy technology for a lot of present organizational private applications [8]. In this study,
we propose a database system that will run on blockchain cryptography. As for security

concerns, there are no alternatives to blockchain implementation.
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1.2 Objectives

The key expectation of this topic of the thesis is to have an environment where we can
decrease the most unwanted problem of today's known as internet personal data security. |
am mainly concerned about the securing of exam result storage data. As tampering with
result data is somewhat a common issue in our country, there is no alternative to no think
about that. Blockchain is nowadays known as the most emerging technology, which is
based on the cryptographical algorithm. Linked of blocks that contain data and no way to
tamper one data is possible in the chain of the blocks. So, it can be assumed that the
blockchain implementation of the result database could give way to the new tamper-proof

database.

1.3 Motivation

Data tampering is nowadays a common issue in our country, and it has its benchmark in
tampering the exam results data. There is a lot of evidence which shows that the students
are accused of being illegal in getting a chance in public universities and medical colleges
by tampering their results. For this, the real talented students cannot fulfill their ambition
and are not get treated in the right way, and thus, it brings a huge challenge in the growth
of a country. A secure database is a must to reduce this kind of problem, and there is no

alternative to blockchain implementation on the exam results database.

1.4 Rationale of the Study

The goal of this project is to implement blockchain-based database storage for the exam
results in the sense of creating a tamper-proof environment for the database. In recent, there
is a lot of case which shows the insecurity of exam results database due to this a lot well
deserved students get missed out of their opportunity in getting their respective institution

for their study.
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1.5 Research Questions

» What is the role of blockchain in database storage?

» Can It give the solution to the security problem?

» How smart contracts can be created, and what is its role?
» Will the blockchain-based database work perfectly?

1.6 Expected Outcome

Today's era is about big data and how to handle it. The technology is getting digitalized
day by day. In consideration of coping with this big data, there needs to be strong security
to keep data away from tempering. The expectation of this research-based project is to
create a web app for securing the exam results by using the blockchain technology in the
backend of the web.

1.7 Report Layout

The whole study is well-ordered as follows, "Chapter 1" describes the key aims of this
thesis, the inspiration behind this thesis. "Chapter 2" represented the literature review and
related works in blockchain technology with the advancement of computer science. And
the resources and methodology are described with the evaluation benchmark of different
classification techniques in "Chapter 3". After that, the presented results and discussion are
described with proper figures in "Chapter 4". And finally, the conclusions and future

viewpoints of the research and recommendations are deliberated in "Chapter 5".
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CHAPTER 2

BACKGROUND

2.1 Introduction

The advancement of technology makes it more rely on the fact that there needs to be a
strong, secure database for keeping data and information safe from hackers and illegal
dwellers. The most concerned aspect of this research-based project is to develop a database
that is based on the technology named blockchain for storing exam results to ensure the
security of the data. To do so, | need to study a lot on this topic to enhance the actual
knowledge and why should it be implemented. Here, below, it is described my study on

the various related works that are done all over the world.

2.2 Related Works

Blockchain nowadays has become one of the most promising fields to study because of its
cryptographical algorithm that it is based on, which provides security in storing information
or data. The most valuable thing of a business sector is the data of that organization that
controls in every decision making process such as heaths, insurance, finance, and education
[9]. Blockchain technology is the underlying concept of bitcoins [10]. It was in 2008 in the
month of September when the idea first came into existence in the paper authorized by
Satoshi Nakamoto, which was just a name and introduced the transaction idea using bitcoin
in a way peer to peer to cashing [11]. The 2008 financial crisis caused a lot of people to
lose trust in banks as trusted third parties [12]. In 2008, a person or group of persons known
under the name of Satoshi Nakamoto published a paper [5] dealing with a new
decentralized peer-to-peer electronic cash system [13]. This proposal was considered a
unique idea to implement, and the working of bitcoin came into real-life transactions over

the internet in the year 2009 onwards [14].
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There are researches in the field of networks that are wirelessly connected and have the
ability to sense the environment to introduce blockchain technology to enhance security.
This field in computer technology requires a lot of study on securing purpose because there
are way a lot of ways to harm this technology. In it, the decentralization of blockchain
technology can play the most prominent role [13].

The voting sector is the field where we see that in our country, it is the most talkative issue
that voting is not performed properly. Candidates' data on voting is said to be changed in
most cases, which brings a lot of trouble. Sometimes electronic voting can be a threat of
accuracy in voting. It seems that blockchain is the neediest technology in the voting
technology in the online way [3].

Data integrity is said to be the most wanted factor in all the large companies and
organizations; there is no denying the fact that if the data gets violated, it's a proper
indication of the negative impact to rise on that organization [9]. Blockchain technology is

built on the objective of providing data integrity, so it is effective clearly can be said.

There is no list of records for the food that we buy in general. And for this, there is no way
we can detect the fraud whether they contaminate the food or not. If we implement
blockchain for storing the record of the food in every transaction and the checking result
of every contamination test, there would not be any possibility of being the target of the
victim [2]. Moreover, the technology Blockchain can get us out of intermediaries who are
in the look for collecting a lot of money in the interest of transacting [2]. Already the
blockchain technology has come into existence in providing transaction safety of food, and

it is Walmart the name of the organization that is using the blockchain technology [15].

Health is another talkative sector of implementing the blockchain technology to. There are
a lot of reasons for that. For say, it is a must need to shortlist the problem of a patient, and
it should be enlisted and get specific for every time a patient encounters a doctor [16]. The
data that is provided by a doctor can come for good use in any other physician that the

patient encounters.
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2.2.1 Blockchain

Bitcoin came in the first place of discussion while we begin to think about blockchain [8].
Bitcoin actually the first implementation, which gives way for researches to think about
the basis of the algorithm that is used nowadays named blockchain [17]. The main
technicalities that the blockchain technology offers is that it is immutable tamper-proof and
decentralized in the way it interacts transaction [6]. There is a specific condition that can
be given to the blockchain how the method should perform on the internet or in the
organization that uses it as in their database [18]. The database that is provided by
blockchain has the nature of immutable and unalterable [19]. Every transaction in the
blockchain is enlisted as a list of history, which then can be used for various purposes [6].
It’s a linked list of blocks. Every block in the blockchain is linked to the previous block
that contains a hash of that block, and there is a timestamp of the creation time of every
block [6]. There is no way to alter or tamper a block, or if anyone does so, the whole blocks
that are linked get damaged, and there needs to create a new chain of blocks. The database
that is created using blockchain technology is decentralized, peer-to-peer, immutable,

distributed. It has a consensus protocol.

2.2.2 Decentralization

Decentralization, which actually means there should be no central authority to use or
manipulate the data without the acknowledgment of the participants who are in the
blockchain network. The need for an intermediary for the help of transacting is valueless,
and this can be diminished by the blockchain as it provides decentralization [20]. The
impact of decentralization is that it reduces the cost also reduces the transaction time and

finally provides the tamper-proof outcome [21].

2.2.3 Peer-to-peer database

The actual meaning of it is that there is no central controller in the network, and all
participants talk to each other directly [20]. Peer-to-peer connections or transactions could

be made using blockchain technology, which does not any help from intermediate

8
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organizations, financial institutions, community organizations [17]. The peer-to-peer
concept came int existence with the proposal of bitcoin, where the sender and receiver of
bitcoin get transacted between two people without the help of any intermediaries [22].
After that, the algorithm is researched to give ways of peer-to-peer transactions on another
transactional field of computer science [23].

2.2.4 Proof of Work

The term stands for validating the transaction by the participants of the network for the
creation of a transaction [24]. All the participants agree on a certain condition, then it gets
added on the blockchain. Proof of work provides a consensus mechanism that is given to
the algorithm of the blockchain that is created, and the mechanism validates every
transaction by the condition it provides [20]. The first application of proof of work came
into existence with the establishment of bitcoin. Proof of work of the bitcoin provides the
tracking result of every transaction [25].

2.2.5 Immutable Database

The term immutable means that it is once created cannot be changed or is impossible to
change or delete [25]. In that sense, the immutable database refers to the database that is
unchangeable or is impossible to change. Actually, it is not utterly immutable, but the way
it shows the mechanism is considered to be immutable because no one can get into the
blocks if anyone does so changing something would break the chain of the whole list of
blocks [20]. Once the blocks of transactions are created, there needs to be an agreement for
the users of the private network that they should remain as the contents and not be changed
[26].

2.2.6 Consensus Mechanism

The consensus mechanism is the mechanism that is used for establishing proof of work
[20]. It is the process where all the participants of the network come to the agreement that

the transaction should be added or not. The steps are agreement, termination, validity, fault-
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tolerant, integrity. The consensus mechanism is nothing but a way of validating a new

transaction [26].

2.2.7 Distributed Ledger

The distributed ledger is the database that is distributed across all the participants who take
part in the blockchain transactions [20]. It can be either a public blockchain or a private
blockchain. Every participant in the blockchain transaction holds a copy of the shared
ledger, but for accessing, he needs the crucial proper hash, and without this, he cannot even
view the information of the block. This type of accounting restricts the method of data
centralization, and there is no way that data gets centralized. The only blockchain does not
provide a distributed ledger system; actually, the blockchain technology has this technique
in the accessing process; that's why it is called to have distributed ledger [26].

2.2.8 Trust with Transparency

Trust in blockchain refers to the immutability mechanism of the blockchain, where anyone
cannot easily change the transaction result and the blocks of information [20].
Transparency is that if the blockchain is public, anyone can view the result and get the

results of the transaction that is made [16].

2.3 Research Summary

The above discussion has made it clear to us that as security is the primary concern of
technology, there is a lot of implementation on the blockchain is proposed to impact
significantly in the various fields of technology. The application of blockchain technology
can surely be said in the growth, which is supposed to be rapid. And so, it is for not denying
that it is going to revolutionize the advancement of technology by giving the most needed

of recent times, which is security.

10
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2.4 Scope of the Problem

Exam result is said to be the main achievement of a student to determine the hard work he
put into learning things. Most of the results are stored in the SQL database or any kind of
centralized database; it imagined to be secure, but there a lot of cases in our country where
we have seen the big problem tampering results. It is because the database is not that secure,
and hackers or illegal dwellers easily can access these databases and can-do tampering.
The majority of the tampering happens during the varsity entrance examination, where
deserving students lose their chance of passing the examination because of the illegal
attempts done by illegal dwellers in changing the results with the interests of money.

2.5 Challenges

It is going to be a challenging task because the technology is a very new and emerging
technology. We can hardly see some of the implementations that are done so far. The
blocks that contain information about a student need to be chained properly, and the
viewing of the results or tracing the previous information in the blocks is going to be a very
difficult task. Another problem is to make a proper connection with the tools that | am

using because there is a lot of issues that arise because of the version confliction.

11
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CHAPTER 3

RESEARCH METHODOLOGY

3.1 Introduction

In this chapter, we are concerned about discussing the process of our implementation and
the tools that | have used to perform our intended project. We will mainly focus on the
architecture and the framework that | have made for the completion of our thesis. Here in
the research subject instrumentation section, we will discuss the instrumental discussion of

how it is done.

3.2 Research Subject and Instrumentation

Here I am going to discuss the research subject and the platform where | execute my project
and, most importantly, how | will do the project. Instrumentation of the thesis will be

discussed step by step.

3.2.1 Consortium Blockchain

Consortium blockchains can be realized if we have precise knowledge about the blockchain
public. A consortium blockchain is the type of blockchain that holds no access restriction,
which means that unconditionally, anyone with the connection of the internet can become
a member of a blockchain that is public in nature. More precisely, we can say that anyone
has the capability to read data that is included on the blockchain, and anyone is allowed to
execute transactions on the blockchain, which is public. Significantly, there is a restriction
too as to who can partake in the consensus procedure for blockchains that are the process
that determines the individual who can add a block to the blockchain. Public blockchains
are thought to be entirely decentralized, where control over the blockchain not in the hands
of any individual. This is the type that we have created by the name, which is a smart

contract.

12
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3.2.2 Ethereum Platform

Ethereum is a platform that is the open-source, blockchain-based, user-friendly, public
distributed decentralized environment, and operating platform featuring the smart
contracts (scripting) rules. It is based on an improved kind of Nakamoto consent through a
transaction-based way of conversions. Here | have used this platform to create a smart

contract.

3.2.3 Creation of Smart Contract

This type of contract is a technique envisioned to simplify, legalize, the cooperation
numerally, hence also the capability of a contract. Establishing the performance of
trustworthy transactions without mediators is what this contract actually offers. These types
of dealings are trackable and unchangeable. To create a smart contract, we need to use the
online IDE named Remix. There are two evolving languages that are on the use of
deploying contracts; one is solidity, and the other is Vyper. Solidity is the most used in this
case. Solidity is a language that comes into existence in 2014. It is appropriately keyed,

which lets complex, libraries, inheritance manipulator distinct kinds among all structures.

Read authority account

Verify using consensus
no

—vyes

Read and
Modify

mechanism

Only read

Figure 3.2.3.1: Defining the owner’s requirement
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At first, we have defined an address that can input the profile of a student and his result
score, which can only be done with an address playing the role of owner. The exam result
committee can play the task, and once the result is uploaded, it can be tampered with in

Input name

v

Input year

v
Input board

v

Input roll

v

Input registration

v

Input score

v

Authenticate via an event

later.

NINNN NN
ARANANANAN

)

Figure 3.2.3.2: Student’s information with proper event

Here, in the struct part, it holds the profile of a student. The blocks that are contained by a
blockchain maintains the list of the history of all the transactions. Log tickets are the proof
which is then contained by each block that contains every transaction. The contract
manages the entries of every transaction. Events are dispatched signals the smart contracts
can fire. Here we have used the event | indexed manner, which specifies that the history of

the previous input profile of a student can be searchable.

14
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=

v

Request to
view

y

Registration and
roll number in
blocks

View result Invalid result

Figure 3.2.3.3: The functionality of the function

In the above scenario, it is seen that we have used functions. There are four types of Solidity
functions: external, internal, public, and private. We have used the public functions because
our intended program should work like anyone can view the result by accessing a hash
address in the blockchain. There are two types of modifiers that we can use in functions
one is a view, and the other is pure. By giving the function "view" modifier, we have made

it a read-only function.

After working on the algorithm, we need to deploy our smart contract on the Ethereum
online environment network. The address that we use to deploy our smart contract will be
the owner's address, and our deploying of the smart contract will cost a very tiny amount
of ether. There is a transaction cost that occurs, every time the authority input any student

profile.

15
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Certificate at 0x692...77b3A (memory. |:| X

setStudent =

_address:

address

_name:

string

_year:

uint256

_board:

string

_roll:

uint256

_registration:

uint256

_score:

uint256

=l transact

Figure 3.2.3.4: Owner’s interface for creating transactions

Here it is the input of a profile that looks like, and every time after adding the student's info

in it, the owners need to click on the transact button for the successful transaction of blocks.
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transact to Certificate.setStudent pending ...

[vm] from:@xca3...a733c

to:Certificate.setstudent(address,string,uint256,string,uint256,uint256,uint256) @x692...77b3a value:@ wei
data:ex6f3...00000 logs:1 hash:8x573...3ac51

status
transaction hash
from

to

gas
transaction cost
execution cost
hash

input

decoded input

After every transaction, this is the actual mechanism that happens as input. Here

transaction, which is the block of the hash and the hash the generates from "from" is

@x1 Transaction mined and execution succeed
Bx5732497895b59e76ec83294ceB250a589F47db7181F527h13c8599a8c833ac51 [
Pxca3Sh7d9154582F540ade6068dfe2fA4e8Fa733c [

Certificate.setStudent(address,string,uint256,string,uint256,uint256,uint256) @x692a78d2e424a
56d2c6c27aa97d1a86395877b3a [

3000000 gas [
178434 gas [
152874 gas []
Bx5732497895b592762c83294ce0250a589F47db7181F527b13c8599a8c833ac51 [

ox6f3. ..00000 [

{
“address _address”: "8x4B8897b8513fdC7C541B6d9D7E929C4e5364D2dB",
"string _name": "Rakib",
"uint256 _year": {
"_hex": "0x@2"
1

"string _board”: "Dhaka",
"uint256 _roll": {
“_hex": "8x839bedl”

s
"uint256 _registration”: {

Figure 3.2.3.5: The actual backend mechanism of input transactions

actually the owner's hash address. The gas represents the amount of gas that we can use,

the limitation for say. Then comes the decoded input, which is the profile info that we have

input. First, we have given the address under which a student or a user can only view the

result of that particular individual.

©Daffodil International University
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decoded output {30
logs [

"from": "0x692a70d2ed424a56d2c6c27aa97d1a86395877b3a",
"topic": "@x8d2133cb4ccebc939ae89265d42118300981a481579c0abOd934cBfablae545

“event™: "StudentInfo”,
“args": {

*: "Rakib™,

g S

*: "Dhaka",

*: "161156753",
*: "53231547",
"5": "93",
"name”: "Rakib",

BEUNE e

“year": "2",

"board”: "Dhaka",

"roll”: "161156753",
"registration”: "53231547",
"score”: "93",

"length": 6

¥
100

value @ wei [

Figure 3.2.3.6: The actual mechanism of output transaction

This is the framework of the output transactions

3.2.4 NodedS

Node JS is a runtime environment. It is an open-source server environment that relies on
JavaScript. Here we need to use this environment for creating the interaction of our smart
contract with a user-friendly interface on the internet what the connection of the front end
with the back end is. Node.js customs an event-driven, non-blocking 1/0O prototype that
makes it trivial and efficient, faultless for data-intensive actual applications that route
across distributed devices. Node.js is a slender, fast, cross-platform JavaScript runtime

environment that is useful for both headwaiters and desktop applications.

3.2.5 Web3

If we go through the history of the web, we can get the idea that the first web, which was
named webl, only holds the capability of a user to read, then came web2 where we could
read and write; for example, we can say, Facebook. Web3 came with the real-life
application of bitcoin, where we can read write and execute. Every invention in the web

category revolutionizes our technology for interactions. The real-time environment of

18
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web2 gave way for the peer-to-peer transactions between two individuals or organizations
with the help of intermediaries where the intermediaries act as the trusted unit, and they
need to depend on the intermediary for the trusting issues. The problem arises because of
getting a trusted environment. The web3 provides the solution to this problem. Here we
have used the web3.js library. This new platform creates a new environment, which is the
JavaScript Application Programming Interface. To install the web3.js library, we need to

run the command that is given following in the command prompt of the node.js.

NPM install Ethereum/Web3.js — save

To run a web3 provider, we need to select it in the remix ide before deploying the smart

contract.
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remix

L RS

DEPLOY & RUN TRANSACTIONS E

Environment | \Web3 Provider vli
Account @ Ox777..056f0(100¢ ¥ @
Gas limit 3000000

Value 0 wei v

‘ Certificate - browser/testTwo.sol =

or

Transactions recorded: @

Deployed Contracts w

Currently you have no contract instances to interact
with.

Figure 3.2.5.1: Selecting web3 provider environment in the DEPLOY & RUN TRANSACTIONS interface

To run the environment, we need to connect it with a node RPC. The platform that hosts
the node RPC is provided by ganache. So, basically, we need to connect our smart contract

by clicking the web3 provider environment where assign the host address, which is the

RPC server of ganache CLI.

HARDFORK

PETERSBURG

NETWORK ID RPC SERVER MINING STATUS

57

77 AUTOMINING

WORKSPACE

QUICKSTART

Figure 3.2.5.2: Selecting RPC SERVER in ganache
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3.2.6 Ganache

Ganache is the platform which gives us ease in building a blockchain web app. It provides
an RPC server that needs to be connected to the web3 provider. While we transact any
information which actually is storing the student's information, it creates a new block in

the ganache platform.

N
(& ) Accounts
—/

CURRENT BLOCK (GAS PRICE GAS LIMIT HARDFORK NETWORK ID RPC SERVER MINING STATUS WORKSPACE
0 20000000000 6721975 PETERSBURG 5177 HTTP:/127.0.0.1:7545 AUTOMINING QUICKSTART

MNEMONIC HD PATH

fish awake phone you logic blossom cabin one sight speed roof rail m/44'/60'/0'/@/account_index
ADDRESS BALANCE TX COUNT INDEX @J/’;
0x77739E3F4227ec34ec705f12DA3964e10d3056F0 100.00 ETH 0 0

ADDRESS BALANCE TX COUNT INDEX @//r?
0xA869fC60db709B9218886821E828f131f5142043 100.00 ETH 0 1

ADDRESS BALANCE TX COUNT INDEX @//r?
0x0fdF1B1DBE8dalF86EB736307821D1E3373d9A2E 100.00 ETH 0 2

ADDRESS BALANCE TX COUNT INDEX @)/,17
0x8B8AA497c638AF2CD6ERS508BE6FALIEADCI9dF873  100.00 ETH 0 3

ADDRESS BALANCE TX COUNT INDEX ép
0xC1533eF58f26110174743B8d10bD346d26a2A213 100.00 ETH 0 4

Figure 3.2.6.1: The interface of ganache

We can use it for the testing of our implementation to see transaction ever is perfectly

performing or not.

~sick  BLOCK 2

GASUSED  GASLIMIT MINED ON BLOCK HASH
193306 6721975 2019-10-28 16:53:15 0x03d2aldb2a82caB570286399adaf6leb9b75670ae89dfd476476fd646c493338

0x95072aab116647e4c7a7340f¢32b0b20d9T7868Fc096d6%9aff3ch27fasdc2¢c50
FROM ADDRESS TO CONTRACT ADDRESS GAS USED VALUE
0x77739E3F4227ec34ec705f12DA3964e10d3056F0 0x1931026638baed8e16FB4AD24EBDEIEACO288C82 193306 0

Figure 3.2.6.2: The blocks details in ganache
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This is the example of a block that looks like after we generate a transaction in our smart

contract.

3.2.7 MetaMask

It creates an environment that connects the web that is distributed. MetaMask lets to run
the Ethereum decentralized application lacking running a full Ethereum node. It holds the
identities of users or creators who deploy contracts; it helps in containing the allowing
information for every user. It also works as the ether wallet to manage the balance of every
user account. Every user who requests to see the outcome can view with the use of their

MetaMask account, which provides a key.

" 9 http://127.0.0.1:7545 ~ @
ey

Account 2

—
— LN
—

>

N4

99.9/7ETH

Deposit Send

I

History

Figure 3.2.7.1: Example of account details in ganache
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Here, for example, | am using this account as a possessor, and when | input a profile of a
student and his score result, it cost me a tiny amount of ether for the transaction cost.

3.3 Implementation Requirements

In this implementation, we have used several tools and software to run our intended

blockchain-based web app — the list of tools and software given below.

3.3.1 Hardware Specifications
e Operating System (Windows 7 or above)
e Hard Disk (minimum 4 GB)
e Ram (more than 2 GB)

3.3.2 Integrated Development Environments (IDE)
e Remix(online)
e Sublime
e Notepad++

3.3.3 Languages

e Solidity

e JavaScript

e HTML

e CSS
3.3.4 Software

e Firefox with the extension of MetaMask

23
©Daffodil International University



CHAPTER 4

EXPERIMENTAL RESULTS AND DISCUSSION

4.1 Introduction

In this chapter, I will be discussing the final result of my experiment and some analysis
on it. The final result of my implementation will be shown here. At first, | will show the
owner interface who will input the profile and outcome of a student, and then I will be
explaining the blocks that will be generated about the events of students. After that, I will

discuss the user interface to interact with the user when an address is given.

4.2 Experimental Results

| have proposed to build a web application that runs on blockchain technology, which
actually runs on a cryptographical algorithm. It is categorized as a consortium blockchain
platform where the owner only has the authority to write about the profile of a student and
his exam result, which is then stored in a decentralized blockchain database and is
immutable and the owner himself cannot change it. When anyone wants to see the result,
he will access to view the result through his hash address that is registered by the owner

while creating the profile and giving the score.
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Blockchain based exam result storage
database

Address
. 0xA869fC60db709B9218886821E828f131f5142043

Student Name

Ferdous Haque Jim|

Passing year
2015

Board
Sylhet

161156753

Registration N\uﬁf \ o

53467249

Score ‘ \ ‘
2
1

9

Update Student Information

Figure 4.2.1: The web user interface for the owner

After clicking the update button above, the profile will be added as an event. The block of
information that is added becomes immutable, and it cannot be changed or altered. And the
information that is inserted one after another will be linked together as a chain of blocks.
If anyone or any illegal dwellers try to change the score or any information, the chain of
blocks will be disrupted, and all the information about all the students will be accessible,
which will be known to the authority. So, firstly, it is really a very task to tamper the data,
and if anyone does so, the hash will be changed of the block, and the chain will be

disrupted. And so, it is called immutable in nature.
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Blockchain based exam result storage
database

Address

0x0fdF1B1DB08dalF86EB736307821D1E3373d9A2E

Submit

Figure 4.2.2: The web user interface for the viewer

The above figure is the user interface for anyone who wants to view the result by submitting

the hash address. After submitting the address, he will get the following view,
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Blockchain based exam result storage
database

Student Name

Ferdous Haque Jim

Passing year
2015

Board
Sylhet

_Roll Number
161156753

Registratioﬁ ‘(

53467249

Scoré\K \ .

93

Figure 4.2.3: The outcome of the resulting interface

4.3 Descriptive analysis

The motive of the implementation is to create a platform where we can clear out the most
common problem of technology, which is security. We are advancing in technology, but
the one question that we face in every phase of our advancement is security. As a result, it
is not a fact of surprise that our database is no purely secure enough. In this thesis, | tried
to use the most emerging technology in computer science, which is named blockchain, to
secure our exam result database. Tampering in the exam result database is nowadays a
widespread issue. It is most often seen that illegal dwellers always try to tamper the result
score to benefit the student who is not hard-working or less deserving while getting a
chance in the job field or good universities. Here we have used the consortium blockchain
platform in the result database where the exam committee has the authority to input a

profile of a student and his result score, and after clicking the input button, he cannot alter
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or change the result. The user who wants to access to view the result of a particular student
firstly, he will submit his address key and click on the submit button if it matches with the
previous blocks of events generated by the exam committee authority, he will be able to

view the result of a student.

4.4 Summary

The summary of all the explanation and implantation description is about to create a secure
environment where we can store the result of our students in a clean and tamperproof
database. There is no alternative to impose blockchain cryptography in the storage database

to avoid tampering issues.
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CHAPTER 5

SUMMARY, CONCLUSION, RECOMMENDATION, AND
IMPLICATION FOR FUTURE RESEARCH

5.1 Introduction

In this chapter, we will discuss the summary limitation and future scope of blockchain

implementation in real-time data storage environments.

5.2 Summary

There is no doubt that blockchain is one of the most demandable fields to study in computer
science technology nowadays. The bitcoin transaction made the way to think about using
the underlying technology of bitcoin in various areas of computer science to ensure
security, robustness. There is no denying of the fact the coming years we will see more of

the blockchain implantation in various fields of computer science.

5.3 Conclusion

In the end, one thing that should be concluded the consensus mechanism of the blockchain
must be checked by the proper implementation. As Security is the best to concern at the
present time, there is no other way of using or implementing blockchain technology for our

data security.

5.4 Limitations

All the advancement that is done so far, we cannot say that every invention is 100% perfect
for benefitting us. There are always some limitations that we must have to face. The main
problem of the blockchain cryptography is its slow speed in the transaction; it takes time
more than normal operation. Another significant limitation is the limitation of transactions

in a given time. It cannot perform well in the fields where a deal of data needs to be done
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very quickly. But we can surely say this blockchain cryptographical technology
outperforms its limitations by giving us the security of our information if we store in a

blockchain database.

5.5 Future scope

As the problem arises in securing the data of the user on the internet, it can be predicted
that blockchain is going to revolutionize the way we keep track of our data. The
cryptography algorithm is developed in such a way that the data we store inside the
blockchain is hard to tamper with, and every transaction is recorded with the timestamp.
So, it is clearly can be mentioned that data are secure enough if we store data inside
blockchain-based database storage. And so, every database on the internet are in need to

use the blockchain technology in the backend database storage.
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Appendix

Project reflection

Completion of this project was really hard a task for me, firstly it is a research-based project
and there are not a lot to learn about implementation of this project. The frequent problem
that | had to face while developing the project was the problem of framework version while
connecting one to others. Had to face a lot of stress because of the lack of resources
available in the internet. But it can be surely concluded that learn a lot about the new

emerging technology named blockchain because of the effort I put on.
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