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ABSTRACT

Sonali Bank Limited (SBL) is the largest state owned commercial Bank in Bangladesh.
Sonali Bank Limited have 1215 branch across the country. It provides different banking
services like Corporate Banking, Project Finance, SME Finance, Remittance, Lease
Finance, Government Treasury Function, Money Market Operation, Rural and Micro
credit, Consumer Credit loan etc. All this baking operation are maintain centrally. For
this the bank need to collect all of the transaction data, customer information & account
information in real time. To make this possible Sonali Bank Limited use a highly secure
network infrastructure. The network is use to synchronous and transfer data between
branches and data center. The Sonali Bank Limited’s Data Centre, which is the heart of
Sonali Bank Limited IT Division, The whole operation is maintain by IT department of
Sonali Bank Limited. This report will describe how the IT division maintain,
monitoring and troubleshoot network problem and data center connectivity. IT division
also provide support for different banking functionality. By highlighting all these
events, this report delivers a rather composed picture of the huge working process,
conducted within a bank’s management system using IT infrastructure. During my

internship period | earn the fast hand experience about network management.
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CHAPTER 01
INTRODUCTION

1.1 Introduction

Now a days Network infrastructure is a must have element of almost every
organization. Banking sector of Bangladesh is already move to digitalize banking
system. For digitalization of banking system Networking is must needed element.
Sonali bank limited have 1215 branches. To connect all this branches Sonali bank
limited use a secure network and maintain a central data centre. The reason behind |
took internship at Sonali Bank was to earn experience in practical fields to grow
knowledge about networking operations and uses of monitoring tools in NOC (network
operation centre) of a bank. Therefore, the vision of earning much needed practical

knowledge in the fields of networking, | chose Sonali bank.

1.2 Motivation

As a student of CSE, | found much interest in networking related course. Also the
growing demand of network engineer, encourage me in networking profession.
Through this profession I can also contribute to my country to build “Digital

Bangladesh”. all of this thing works as motivation for me.

1.3 Objective
The main objective of my internship is to learn and gather working experience about
LAN, WAN, data center, network infrastructure, network design, firewall, network
security, network monitoring. Other objectives are:

e Gain preliminary working experience.

e Earn practical experience in the field of engineering.

e Increase social interaction to a variety of people from different profession.

e Gain an upper hand on job market with an initial job experience.

e Learn how to work in a team and collaborate with team member.

¢ Beside technical knowledge, get familiar with corporate culture of organization.

©Daffodil International University 1



1.4 Internship Benefits

Internships is pretty helpful for both the intern and the organization. By internship, an
intern can earn practical working skill by linking it to the traditional education and on
the other hand, an organization can have man power for a lesser convenient

remuneration or even in free of cost. However, additional benefits are, as follows-

* Internship give opportunity to an intern initial working experience

* Internship helps an intern to get a better job with an initial job experience.

* Internship give chance to grow confidents in real life work field.

*  During the time of internship a student can learn from his mistake.

* Internship also help to select a correct career path

e During the time of internship an intern can meet a variety of people which is help
him to expand social interaction.

1.5 Introduction to the Company

Sonali bank limited is one of the governmental bank of Bangladesh. Just after the
independence of Bangladesh Sonali bank arose as the largest and leading nationalized
commercial Bank by proclamation of the banks' nationalization order 1972
(Presidential Order-26) by merging national bank of Pakistan, premier bank and bank
of Bahawalpur.

From November 15, 2007 Sonali Bank Limited started running as a public limited
company. Government hold the 100% ownership of the bank. [1]

1.6 Report Layout

In this report the report layout organized as follows:

Chapter 1: Internship Introduction, Motivation, Internship Objectives, Benefits,
Introduction to the Company

Chapter 2: Organization, Introduction, Product and Market Situation, Target Group,
SWOT Analysis, Organizational Structure

Chapter 3: Daily Task and Activities, Events and Activities, Project Task and Activities,
Challenges

Chapter 4: Competencies Earned, Smart Plan, Reflections

Chapter 5: Discussion and Conclusion, Scope for Further Career of the internship
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CHAPTER 02
ORGANIZATION PROFILE

2.1 Introduction

Sonali bank limited is the largest bank in Bangladesh. It have 1215 branches across the
country. 100% share Sonali bank limited is won by the government of Bangladesh. All
of branches of Sonali bank limited are now connected through network. Sonali bank
limited gives different type of banking services to its customer. All most all
governmental banking operation are done by Sonali bank limited. As bank of
Bangladesh Sonali bank limited obey all the rules and act provided by Bangladesh Bank
(central bank of Bangladesh). [2]

2.2 Product and Market Situation
The main activities are:

e Corporate Banking

e SME Financing

e Lease Financing

e Consumer Credit

e Loan Syndication

e Small Special Loan

e Project Financing

e Remittances

e Investment

e Rural and Micro credit

e Capital Market Operation

e Government Treasury Function

e Transactions in foreign currency

¢ International Trading

e NGO-Linkage Loan

e Trade Financing

e Money Market Operation

©Daffodil International University 3



Other Business activities are:

e Commercial Banking

e Government Treasury Bonds.
e Ancillary Services

e Collection of Utility bills

e Locker Service

e A.T.M. Card service

2.2.1 Services of Sonali Bank

¢ NBR-Sonali Bank online e-Payment

e Ancillary Services

e Automation Status

e Online Procedure for payment of taxes
e ATM Services

2.3 Target Group

e Poor people

e Agricultural farm

e Poor energetic youth
e Urban Entrepreneurs
e Rural Entrepreneurs

e Small & Medium Entrepreneurs

2.4 SWOT Analysis of Sonali bank

During my internship I try to find the Strengths Weaknesses Opportunities Threats

Strengths:

e The largest bank with the most number of branches.
e The bank is always getting support from government.
e Varity of services, given the chance to extend its business area.

e The performance of the bank is quite satisfactory.

©Daffodil International University



e Employees are very intelligent and dedicated to the bank.

Weaknesses:

e Lacking of employee.

e Lack of inspiration for workers and low pay structure.

e Marketing is very poor compare to private bank.

e Mobile banking and internet banking are not functional as it is desire.
e To0 many services.

e Sometime unable to recover loan.

e Less number of ATM both.

Opportunities:

e Expansion of the new investment zone

e Introduce more automation in workflow.

e Mobile banking.

e Internet banking.

e Integration with e commerce site payment system.

e Integration with different payment gateway system.
Threats:

e Newly designed privatized and foreign banks
e Loan recovery.

e Unreliability of customer.

e Hackers Attack.

2.5 Organizational Structure

Being a large bank, Sonali bank have a multipart and complex organizational
structure. Beside Head office and branches it have general manager’s office,
principal office and regional office. Corporate profile and organogram of Sonali
bank is given below. [3]

©Daffodil International University 5



2.5.1 Corporate Profile

The corporate profile of Sonali Bank is as follows:

Table 2.1: Corporate Profile

Name of the Company

Sonali Bank Limited

Chairman Mr. Ashraful Mogbul
CEO & MD Mr. Obayed Ullah Al Masud
Company Secretary Mr. Hasanul Banna

Legal Status

Public Limited Company

Date of Incorporation

03 June, 2007

Date of Vendor's

15 November, 2007

Agreement

Authorized Capital Taka 6000.00 Crore
Paid-up Capital Taka 4130.00 Crore
Number of Employee 18,167

Number of Branches 1215

SWIFT BSONBDDH

Contact information:

Sonali Bank Limited

Head Office

35-42,44 Motijheel C/A

Dhaka -1000

Bangladesh.

E-mail: itd@sonalibank.com.bd

Website: www.sonalibank.com.bd
Phone-PABX: 9551426-31,33,34,9552924
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2.5.1 Organogram of Sonali bank

The organogram of Sonali Bank is as follows: [4]
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Figure 2.1: Organogram of Sonali bank limited
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CHAPTER 3
TASKS, PROJECTS AND ACTIVITIES

3.1 Daily Task and Activities
In my internship period | have worked with different team of IT division. Most of the
time | have work with LAN support team, Branch level WAN support team, data center

& security monitoring team and server maintenance team.

3.2 Event and Activities

Summary of daily works are given below:

LAN team provide IP to the user manually and they keep a log of IP distribution.
WAN team keep monitoring branch level network, if they found any problem they try
to solve it. Sometime branch inform problem then they try to troubleshoot the problem.

Complex problem are forward to the core team.

3.3 Project task and activities

During my internship period Sonali bank have completed two project one is video
conference server setup and another one is new virtual server setup. Beside that they
also keep performing their daily task. I was involved with their regular activities. The
activities at which I was involve are related with LAN WAN and Network monitoring.

3.3.1 Overview of Sonali bank limited network
All of the branches of Sonali bank limited are connected to its data center. This branches
connect vie seven ISP Company, this are:

1. Agni

2. ADNT

3. Metronet

4. BRAC Net

5. Ranks ITT

6. BD Com

7.Drik ICT
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Every branches have at least two link from two deferent company. If one link gone

down, then the second link can keep the branch LAN operational. All the tar
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Figure3.1: Overview of Sonali bank limited network

3.3.2 Data Centre

A data center is a complex computing facilities which can contain server, router,
switches and firewalls, as well as auxiliary mechanisms like backup equipment. A data
center can be simple or complex. Data center’s primary objective is to serve one or
more service to many user. A data center mast have some adequate infrastructure, for
example stable power supply, one or more backup power supply for emergency
situation. Validation and cooling system is also mandatory for data center. Two or more
connectivity is recommended for a data center so that if a link is fail, another one can
keep the data center operable. Data center is a highly secure place, because usually data
center contain valuable and confidential data. To ensure data security and smooth
operation data center usually have one or more back center. Sonali Bank Limited’s data
center contain customer account data, transection data and other banking document. It

also contain different type of service software such as RMS, CBS etc. Active directory

©Daffodil International University 9



is also maintain from data center. Sonali Bank Limited’s data center work as the heart
of its banking operation. To ensure reliable data connectivity of Sonali Bank Limited’s
data center, it have two different electricity supplier, two backup ups and two backup
generator. Sonali Bank Limited have a backup data center Uattra, Dhaka Bangladesh.

They have a plan to make another one backup datacenter outside of Dhaka.

DATA CENTER

- oo BLUEPRINT
o e
s FW-ONZ
Liad
oMz
EPG
oz 2
EPG B6 G
e DMZ APP wes o8
-t‘ AN R c:v { = o = ~—n
= &End End ED

Figure 3.2: Data Center Diagram of Sonali Bank Ltd

3.3.3 Three-layer hierarchical model with data center
A network including data center can be divided into 3 layer this are
e Core layer
e Distribution layer
e Access layer
Core layer: It provide high speed packet transfer facility towards distribution layer.
Usually core layer contain most powerful switch and router. Core layer maintain

communication between different devices of distribution layer

Distribution layer: It is the clever layer in this three-layer structure. Filtering, routing

are overseen at the conveyance layer. Circulation layer gadgets likewise regularly
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oversee individual branch-office WAN associations. This layer is additionally called

the Workgroup layer.

Access layer: This layer is used to provide connection to the end device such as
Computer, CCTV camera etc. because of this Access layer is also named as desktop

player. The main target of this layer is to connect end device at minimum cost. [5]

Internat

Internet

Figure 3.3: 3- layer Architecture

3.3.4 Data center physical architecture and plan

Before setup a data center, chose a perfect place is very difficult. To select a place for
build a data center it is mandatory to ensure availability of power supply from two or
more source, availability of cooling system. Beside this general condition, geographical
location is also important. Data center cannot be built in such place near a volcano
which lava can destroy the data center, near by a sea which cyclone or tsunami can

flooded the data center or even in an earthquake prone areas. We should chose such a
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place where the possibility of natural disaster are very less. At the time of build a data
center Sonali Bank Limited build its main data center at Motijheel head office, and a
backup data center at Uttara, Dhaka Sonali Bank Limited have plan to build another
one datacenter outside of Dhaka. Figure show a typical floor plan of a data center.

Implementation: Physical Layout

6th Floor

s Camera  [reypad  [MBiometric W waAP [T CableDrop [ Cublcles 8 wiringCloset

Figure 3.4: Data center floor diagram

3.3.5 Ensuring Data center security and safety

Usually a data center contains confidential and valuable data. In order to keep this data
safe a data center must have strict physical and logical security. A data center should
be only accessible by a small and trusted group of employee. Two step verification can
be implemented for accessing a data center. Biometric verification such as finger print
or Iris recognition can be implemented to ensure the security. Also the data center
should be placed in such a place where general people are not go easily. For logical
security firewall should be deploy in the system. Access can be limited using firewall.

Beside this security measure safety measure should be taken.

©Daffodil International University 12



Data Center Security Design

mm p——
CISCO 3w Line of Data Conter Security

e, - - i WEBD)

(" " Campus RS % 2 % -

- > Duts Conter Data Conter e
Access

And WAN

Figure 3.5: Data Centre Security

3.3.6 Data center infrastructure management and monitoring

Edge , Applications Running on Virtusl Machines

Figure3.6: Data Center Design of Sonali Bank

Maintain and monitoring a data center is not an easy task now a days. Increasing number
of equipment make it harder to manage and monitoring the entire system quickly and
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efficiently. In order to make the monitoring and management system different
monitoring software can be used. Virtualization is also common technique in data
center. Virtualization can save a lots of resource, and can ensure efficient use of
resource. This is also help to save physical locations. When this virtual resource are no

more need, they can be remove just by some click of mouse.

3.3.7 Network Monitoring

One of the most import task of IT department is to make sure that all the branches are
connected throw WAN. To ensure this IT division continuously keep monitoring the
network of Sonali bank. This task is done by manly two team one in WLAN team and
Core team. WLAN team work for primary task and Core team deals with advance and

complex task. This two team’s daily work are:

e Network monitoring

e Central branch support

e Communicate with vendor

e Regular Security checkup
This task are very difficult. Because the branches are connected over a very complex
network. Branches of Sonali bank are connect vie seven ISP Company, this are Agni,
ADNT, Metronet, BRAC Net, Ranks ITT, BD Com, Drik ICT. In some branches they
also use mobile operator network, radio link, VSAT etc. To monitor this complex
network Sonali bank use some tools. Most of this tool are provided by the vendors as
par contact.

Monitoring Tools used in Sonali Bank Network:

e Link Vendor Management System -LVMS
e Net flow Traffic Analyzer-NTA
e Network Performance Monitor-NPM

e Server and Application Monitor-SAM

3.3.8 Link Vendor Management System
This is the most used tools in Sonali bank limited for monitoring branch level network.

©Daffodil International University 14



This application is developed by Sonali bank’s software engineer. This software
contains IP of all branches against branch name. If any branch link is down it shows
the branch name in red color font and show status as down. If the link is ok it shows
the branch name in green color font and show status as up. This software can generate
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Figure 3.7: Live branch summary view
report of down link status. Also mail can be send to the vendor very easily regarding to
inform the vendor about the down link information. Month end down time is also count
automatically and create bill by LVMS. This application is also named as “Live
branch”. A lite version of LVMS is available in MS Excel. Figure is given below.

3.3.9 NetFlow Traffic Analyzer:

NetFlow Traffic Analyzer is used to monitor bandwidth usage by application, software,
protocol, user or a group of IP which is very handy to analysis the network traffic.

Malicious traffic flow can be detected by NetFlow Traffic Analyzer. [6]

©Daffodil International University 15



Top 10 Applications NetFlow &
BOTH, LASTHOUR

{& imap4 protocol ov... (0.8/4‘19_
5 SNMP TCP,UDP().JI%)/% )

#: MSNP TCP,UDP (1.67%) 7 \ )
& Microsoft-DS TCP,... (1.96%) A, ’
& iChatand AOLIM ... 2.12%) ] A&
#: Domain Name Serve... (2.73%) i
@ NETBIOS Name Serv... (2.89%) |

&} Oracle Database T... (4.02%) /
5 Microsoft-SQL-Ser... (5.86%)

|

- & World Wide Web H... (76.50%)

INGRESS EGRESS INGRESS EGRESS

APPLICATION BYTES BYTES PACKETS PACKETS PERCENT
M@ % World Wide Web HTTP (80) 6.5 Gbytes 18.6 Gbytes MM 3816 M 76.5%

I j VMware Virtual Switch 387.2 Mbytes 8.8 Gbytes 83784k 1963 M

@ ¥% Singapore Huawel 193.6 Mbytes 4.4 Gbytes 41892k 981 M

® ¥ If4to WAN (NetStream) 193.6 Mbytes 4.4 Gbytes 41892k 9.81 M

® 2= Internet Gateway 3725 125.7 Mbytes 2.9 Gbytes 28094k 651 M
B = Microsoft-SQL-Server (1433) 1.1 Gbytes 804.4 Mbytes 325M 235M 5.86%
B & Oracle Database 742.4 Mbytes 577.9 Mbytes 1.58M 1.21 M 4.02%

{52 NETBIOS Name Service (137) 443.5 Mbytes 506.2 Mbytes 1.08 M 1.18M 2,89%
@ & Domain Name Server (53) 431.7 Mbytes 463.3 Mbytes 1.13M 1.08M 2,73%

Figure 3.8: Top ten application which are using resource
Key Features:
e Bandwidth monitoring
e Application traffic notifying
e Traffic analysis
e Show Analysis Dashboard

e Malicious traffic flow identification

NetFlow Traffic Analyzer Summary
Last 1 Hours Both

NetFlow Sources Top 10 Applications
10 INTERFACES BOTH, LAST HOUR

TRAFFIC TRAFFIC LAST RECEIVED LAST RECEIVED
Ri R INTERFA
OUTE ERROCE IN ouT NETFLOW C€8QOS
BOWAN 3/4/1712:22PM 3/2/17 12:20 PM
Datacenter Fastiron X448 3/4/17 12:22 PM never
EMEA Juniper 3200 374717 12:22 PM never
HDQ ProCurve 2800 374717 12:22 PM never
s HQWAN 3/2/1712:22PM 3/4/17 12:20 PM
s Internet Gateway 3725 374117 12:222PM  3/4/17 12:20 PM
& Singapore Huawei 374717 12:22 PM never
@ Steelhead 1020 APAC 3/4/17 12:22 PM never
B VMware Virtual Switch 3/4/17 12:222 PM never
APPLICATION
2 a P - World Wide Web HTTP (80)
Top 5 NetFlow Sources by % Utilization Microsof-SQL:Server (1433)
o Oracle Database
NODE INTERFACE RECEIVE TRANSMIT i Donain Nasrie Seret (53)
® internet Gateway 3725  ® Ethernet1 ‘WAN (NetFlow) 85% N 653 I - NETBIOS Name Service (137)
e B v Chat and AOL IM
® BOWAN ® GigabitEthernet0/1.2022 319% N 50% - Microsoft-DS (£45)
® Howan ® GigabitEthernet0/1.2021 25% . 15% R i MSNP (1863)

Figure 3.9: Traffic analyzer
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Analyses network traffic trends for months, days or minutes by discovering all network
elements. NetFlow Traffic Analyzer gathers traffic data, links it in a usable layout and
show it as a web interface for monitoring network traffic. Because it contains extremely
customizable dashboards, alerts and reports. The software supports over 1,000 different
technologies, including hybrid cloud and network devices, to provide granular

performance metrics.

CBQoS policies are used to ensure the prioritized data are pass through the network
properly. It is very helpful for e commerce web site, VoIP services or any other are
sector where prioritized traffic are important. A figure is given below which is showing

prioritized traffic statistic. [7]

CBQoS Pre-Policy Class Map CBQoS Post-Policy Class

BOTH, LAST 1 HOURS, % OF CLASS UTILIZATION BOTH, LAST 1 HOURS, 5 OF CLASS UTILIZATION

a0%

CLASSNAME AVERAGE LAST POLLED CLASSMAME AVERAGE LAST POLLED
20 Lan o waN 2 = LA e WAN
class-gdefault | 22.33% 0.22 % iy B class-default | 22353 % 0.22%
o Best Effort ] 6.86 % 0.32% #2 Best Effort 0.66% 0.13%
W important 2B important
5';'. class-defsult TN 15.57% | 0.B0 % .'v. class-default 1N 1557 %] 0.B0 %
= B LowDelay W 1437 % 0.10% & Low Delay N 1437 % 0.10%
0 <l internet 0 < internet
fo  Low Delay 1.93% 0.0 % % Low Delay 193 % 0.02 %

Figure 3.10: CBQoS Policy optimization

NetFlow Traffic Analyzer is also give a customizable interface, a user can customized

it’s dashboard as he/she wants. A user can view historical data or real time data. Figure
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3.11 Is showing custom dashboard.

Top 5 Applications Top 10 Receivers

INGRESS, LAST HOUR, DATA TRANSFERRED PER TIME INTERVAL INGRESS, LAST HOUR

youtube: 1.2 M8
htty 669.8 KB
ot d wikipedia: 62.3 KB

220.5 KB

Il

v
0 bytes , AN Y "ﬁ ,‘MN\A@

10:45 AM 11:00 AM 11:15 AM 11:30 AM

INGRESS INGRESS

B30 HOSTNAME BYTES PACKETS PERCENT

Gl ) » @ = 1e100.net 39.8 Mbytes 9238k 43.28%

» BB = wikipedia.org 11.0 Mbytes 2492k 11.98%

APPLICATION INGRESS INGRESS PERCENT » BB = blogger.com 9.9 Mbytes 2482k 10.73%

BYTES PACKETS . & msn.com 9.8 Mbytes 22,02k 10.67%
- @ D youtube 56,8 Mbytes 13318k 58.52% B © gocom 7.2 Mbytes 15k 7.86%
» BN O 4 http 17.5Mbytes 4008k 18.05% & Thwack.com 4,6 Mbytes 1162k 5.05%
2] W wikipedia 11.0 Mbytes 2492k 11.34% » @@ = google.com 4.3 Mbytes 838k 4.63%
K facebook 7.2 Mbytes 161k 7.45% B = amazon.com 2.7 Mbytes 5.78k 2.96%
[ ] > bing 4.3 Mbytes 838k 4.38% » M < cnncom 1.3 Mbytes 256k 1.43%
[t Remalining traffic 244.8 kbytes 500 0.25% » @@ & yahoo.com 1.3 Mbytes 356k 1.42%

Figure 3.11: Custom dashboard of NetFlow Traffic Analyzer

NBAR2 support is to find which application, software groups are eating up most of

the bandwidth. We can observe the traffic of consumption of port 80 and 443

Top 10 Applications nean> ]

7 R e T e

o0 A 22 00w . e

AP PUICATION eGress e
PAaCKETS

- v Pp——
——— T - < s
- = T3 ssoe > %

= a e
s = Eloemics s 82000 STRAbDytes |0 Obytes 0292929292 TE&Sw

— [ - TTa o
- - <= = v ==
-u == - c -~
-
- - - —

Figure 3.12: NBAR2 support

WLC traffic monitoring allow network administrator to identify which wireless device
are consuming the bandwidth. Wireless device are incise day bay. So it is important to

monitor wireless device.
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Figure 3.13: Wireless LAN Controller traffic

Combination with SolarWinds User Device Tracker: User Device Tracker (UDT)

enables you to recognize transfer speed swine’s hindering the system when coordinated

with NTA. UDT gives user contact information and switch port area — enabling you to

advise the user to lessen their data transmission utilization or to expel them from the

system.

3.3.10 Server and Application Monitor-SAM:

This tools is very useful to monitor server performance. It support various type of server

including virtual server and physical server. Using this tool it is easy to find hardware

or software related problem. Application can be monitor by this tools. More than 1200

application is supported by SAM. [8]

Key Feature:

Can start work with in a small amount time.
Visual representation of application dependence.
It can monitor virtual server.

No additional setup is required to start operation.

More than twelve hundred application templates.
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e Can create dependence map of network infrastructure.

Application Discovery
—LE i

Select nodes to scan

fendar
SELECT HODES TSR GO NGr ENTERCREDENTIALS - REVIEWASTARTSCAM - FIMISH
o Dl & Select applications to find
er Metwork Nodes will be scannied for selenad applcatons below A 4 node(s) will be scanned
&) Lires for 4 application(s)
L
T d Scan Sestings
et
lE_ - opular
- - d Counters 4 Selected applicati
-
* E
i E
#E
#E

Figure 3.14: Automatic application discovery
SAM can authentically detect application. Download, introduce, consequently find and
begin monitoring in about 60 minutes. No expert administrations required.
Beside physical server and virtual server SAM can monitor cloud base server. Observer

the PaaS, laaS, and SaaS services for Microsoft Azure and Amazon AWS.

Application Summary

All Applications Cloud Server Infrastructure

I

v & Personal Lab

= ~ &' Asia Pacific {Tokyo)
» Eipon ® ?.:\‘\':—wa'n
oda ~ & EUWest (Ireland)
-. . C"JW'«WD’!\ SUWesT
T .o
* &' USWest (Oregon)
= ';'@ ami-ans
" aions op Cloud Instances Status Summary
"__. 2
Status: A)
L Apcinug NauE CPULOMD MENCRY RECENE TRAAGMT
0 s
) 9°
h V ¥ p
L 18
P
On Premises DataCenter @ e
@ Vircows Application Health Overview
®E

Application Count: 49

a2y oprer 4
@ EASTAGENTR2 Unknows ;\Q‘ 7 Eg Up By Waming

Figure 3.15: Cloud Server monitoring and discovering.
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Application Monitoring: Preloaded models are very handy to monitor application more
than twelve hundred model are preloaded on Server and Application Monitor (SAM).
There is also option for customize templet. For an uncommon application any one can
create a customize template. Readymade templet are available for popular servicers
such as Java, AD, Microsoft Office 365, PHP server, XenApp, IBM WebSphere etc.

Application Summary

All Applications Application Health Overview

GROUPED I5Y APPLICATION TEMPLATE TYog

tar -
. Active Directory 2003.2008 Services and Counters g

Unknown
/

Active Directory 2008 R2 - 2012 Services and Counters All Diown

O ax Al ag
0 anon SEP-aix71 Critica

up
¢ Exchange Al applications up warning

LAB-SAM-EXC3-01

- ) Application Count: 154
=% Microsoft Exchange on vman-Exch-2010
I 97 [Fig Up g Warning
=@ Microsaft Exchangs on Syd-2k3-ive X -
@ Critical 24 g Down
1= crosoft Exchang ab-exch-dag-01 - =
- Microsoft Exchange on ab-exch-dag-0 = Unknown 4 Other
s Appinsight for 15 & application(s) down
=i appinsight fer 5QL Server Warranty Summary
Ind [Linux All applications up
B gL inuus) Expired Warrantles (3 warranties)
= ind 9.5 and earlier 1 application(s) down
W pind 9.5 and eariie pllcationts) Warranties Dua to Expire (3 warranties)
=W Bind 9.5 and higha 1 applicationi(s) down WITHIN 50 DAYS
_ MAME LXPIRATION DATE DAYE LEET
W Citrix XenApp 6.0 Core counters All applications up
" stp-2k8.frhba 3342017 6 m
= i p 6.0 Presentation Server ication:
Citrix XenApp 6.0 Fresentation Serve All appiicatians up OLAPT am1enT 34

Figure 3.16: Summary of Application
Dependency mapping is use to fiend the root cause of a problem. It can give a quick
glance of relevant and inter dependence node of application, it help to point out problem
point quickly. It can work with both physical and virtual server.
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CPU Load 43%
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Dercentiemory Ussze  74%
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Figure 3.17: Dependency mapping
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SAM include built in virtual server monitor, which means to monitor virtual server
SAM do not require to install additional software. It can monitor incoming and outgoing

network connection in order to check packet loss and latency.

Virtualization Summary

Virtualization Assets Top 5 Hosts by Memory Utilization
" ViMware HOST MACHINE TYPE  MEMORY USED
4 10.199.1.90 ;
79 gastogne B@ LaB-DEM-HYV Hypery 29768 93% I
e —
i W Teas EEl  sep-esx-01.lab.tex Viiware 429G B3 W
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e lab-dem-esix. b
g lab-dem-esx_demo.lab Lty 88GE 55w
[=4 1ab-dem-de-01 Node is Up.
" N . Whitware 17AGE S4% I
[ 1ab-dem-iis-a1 Palling IP Address: 10.195.14.12
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= lab-dem-spapp-01 | Avg Resp Time: oms Top 5 Hosts by CPU Load
W 1ab-dem-ve Packet Loss: 0%
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Figure 3.18: Virtualization summary
Another useful tool of SAM is storage performance and health monitoring. It is useful
to monitor server storage volumes, disk usage, and size. It can help to make plan of

expand network resource.

Volume Details - ® ga-brn-jpas-04 - © C:\ Label:0S 08191319

Volume Details Avg. Disk sec/Transfer
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Zoom 1h [12h 24h ¥ Bl Percentile 95%

SPACE USED 30.1 GB f

SPACE AVAILABLE 9.5GB w

PERCENT USED 75 % — -

PERCENT AVAILABLE "% - < o

2:00 PM 4:00 PM 6:00 PM 8:00 PM 10:00 PM
Total Disk IOPS Disk queue length
C:\ Label:OS 08181318 C:\ Label:OS 08191318
Mar 17 2018, 12:08 pm - Mar 17 2015, 10:00 pm Mar 17 2016, 12:57 pm - Mar 17 2016, 10:00 pm
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'
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Figure 3.19: SAM-volume monitoring
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Minimum System Requirements for SAM

DATABASES
WEB BROWSER Supports Expre

cPU

A== ey —
Tl () =  S—
—_— Lk —

HARD DRIVE MEMORY OPERATING SYSTEM

Figure 3.20: System Requirements of SAM

3.3.11 NPM- Network Performance Monitor
Network Performance Monitor is use to monitor multivendor network. This tools is
very nicely design. Even a non-technical person can easily observed the link states with
a few click of mouse. Its customizable dashboard is able to show chart, graph or
statistical data about network performance. [9]
Key feature :

e Multi-vendor network monitoring

e Innovative alerting

e Intelligent maps

e Smoother scalability for large network

e Network Insights for deeper visibility

e NetPath and PerfStack for easy troubleshooting
1. NetPath™ critical path visualization:

To find out critical path and for hop to hop analysis it is very useful. It is also use for

cloud hybrid service.
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NPM Summary

All Nodes managed by NPM
GROUPED BY REGON

i APAC
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# HP
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@ Linksys
& Linux
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@ Multi-Tech Systems, Inc,
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Figure 3.21: - Network Performance Monitor dashboard.

2. Intelligent alerts:

Get to the underlying driver snappier with insightful, reliance and topology-mindful

network alerts. Lessen the surge of superfluous network alerts. Make alerts dependent

on basic or complex settled trigger conditions, characterized parent/kid conditions.

Which is appeared in figure 3.22
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All Active Alerts

14 ACKNOWLEDGE [%, VIEW ALERT DETAILS ¢ EDIT ALERT DEFINITION 1 CLEAR TRIGGERED INSTANCE OF ALERT

[]  Alert name

A
A
A
A
A
A
| A
A
A
A
A
A
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Figure 3.22: NPM Active Alerts

3. Wireless network monitoring and management:

& Manage Alerts EihuwinNOCqut (3 More

Enter search..

¥ Adive time «
1h14m

1h19m

1h49m

Z2h1im

2h 16m

14h 14m

16h 58m

1d 8h 58m
1d8h 56m
1d 12h 56m
1d 13h d4m
1d 14h 24m
1d 15h 25m
1d 15 25m
1d 15h 25m
1d 15h 25m
1d 16h 14m
1d 16h 42m
1d21h 23m
1d21h42m
1d 22h 37m

Q
¥ Trigger time
1152017 3:51 PM
11572017 3:46 PM
152017 316 PM
1152017 2:54PM
11572017 2:49PM
1/5/2017 2:51 AM
115720171207 AM
11412017 8:07 AM
11472017 8:07 AM
1472017 409 AM
17472017 321 AM
17472017 2:41 AM
14472017 1:39AM
1472017 139 AM
1472017 1:39AM
1472017 1:39AM
142017 12:51 AM
1420171223 AM
1132017 7:42PM
132017 7:23PM
17372017 6:28PM

Now a days a large number of its equipment and device are use wireless connectivity.

It is mandatory to monitor and check the performance of access point, wireless

controller. With solar winds network-observing apparatus, you can access out-of-the-

container remote reports, including remote accessibility and maverick passageways.

This is appeared in figure 3.23.
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Wireless Summary View SHOW: Access Points &

GROUP BY: Access Point [P Address Type sSIDs Channels  Clients
Location s
L] %OMSWP|010.|W.1?J9 Thin lab 6, 44 9
[Unknown] (1)
7171 Southwest Parkway (27) - g OMSEAAPS010.199.17.88 Thin lab 6,44 L]
Cairo (6)
Client Name SsID IP Address MAC Address RSS1 Connected Data Rate
indianapolis, IN (12)
- b wsmith lab 10.199.17.69 001B207F5216 il 12/28/2016 1:01:26 PM 93 Mbps
L30(1)
Seattle - 201 5th (14) Udymaorris lab 10.199.17.91 D01BECAAE117 ol 12/2172016 5:26:16 PM 66 Mbps
Sydney (8) ) xhenderson lab 192.168.2.5 C4108A126730 alll 1241872016 7:42:14 AM 51 Mbps
Texas (8)
“1f oyoung lab 10.199.17.68 C4017C06B540 il 121772016 1:34:13 PM 96 Mbps
Tokyo (11)
U1 seolling lab 10.19917.170  00109A819808 ]  12/31/2016 11:11:30 PN 68 Mbps
030"099: lab 10.199.17.40 001E377E421C j 1272172016 £:16:08 AM £ Mbps
bpqmn lab 10.199.17.10 C40M7C057620 ‘l 12/26/2016 9:04:34 PM 29 Mbps
‘z‘lym-g lab 10.199.17.117 CA017C06B540 ‘ 1/22017 1:38:41 PM B4 Mbps
U rbutler lab 10.199.17.161  C4108A128460 'dl 1/3/2017 3:58:40 PM 24 Mbps
] W‘ZUBEZ-DEC'IU.'I?BJ?SO Thin lab 1,132 1

Figure 3.23: Wireless Summary
4. Wireless heat maps
Make custom WiFiheatmaps to recognize inclusion and area of associated customers.

Effectively distinguish no man's lands and improve remote inclusion.

Wiroless Signal Strength: Connected Wireless Clients:
4 il | - ol - B W show connected wireless dlients on the map
]
42 dam 72 dlm 68 dbm 63 dam 54 dim 20 dom Displaying: 20 of 20 chens

Last Cllent Calculation: 434 AM (Updaled avery 5 minules)

Figure 3.24: NPM WiFi Heat map
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5. Network performance baselines:

Powerfully figure benchmark limits from verifiable network execution information.
Design alerts precisely by computing dynamic gauge edge information with our
network execution checking programming.

6. Integrates with Solar Winds Engineer’s Toolset:

Engineer's Toolset's constant monitoring tools begin legitimately from components
inside Network Performance Monitor (NPM), empowering quicker critical thinking.
Access Response Time Monitor, Memory Monitor, CPU Monitor, Interface Monitor,
and Trace Route on any checked component inside NPM. This had appeared in figure
3.25 and figure 3.26 shown the system minimum requirement.

NPM Summary
All Nodes managed by NPM Worldwide Map of Orion Nodes

+

(memawes]

Interfaces with High Percen t Utilization

Sav T

Figure 3.25: ETS Differentiator

3. Minimum System Requirements:

DATABASES MEMORY

o = @ = i

CPU HARD DRIVE OPERATING SYSTEM

Figure 3.26: System requirements of NMP
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3.3.12 Network Monitoring Center of Sonali Bank Ltd

Sonali bank limited have a network operation center in short it is also called NMC. The
monitoring task is operate from here by network engineers. Network monitoring
System of Sonali bank limited is divided into three division. This are Downstream,

vendor, and upstream.

Upstream

Vendor

~_ Downstream

Figure 3.27: Organizational Hierarchy of Network Monitoring System of Sonali
Bank

3.3.13 NOC (Network Operation Center)

NOC, is the essential work space architects use to monitor, oversee and investigate
issues on a network. The NOC offers oversight of issues, arrangement and change the
executives, network security, execution and strategy monitoring, announcing, quality
affirmation, booking, and documentation by using modern network the board,
monitoring and investigation apparatuses. The NOC gives an organized situation that
adequately facilitates operational exercises with all members and sellers identified with
the capacity of the network. The NOC professionals regularly offer help twenty-four
hours every day, seven days in a week.[10]

3.3.14 Sonali Bank Limited’s Network Operation Center statistic
Being a large bank with the complex and huge network Sonali bank limited have to
face a lot of problem every day. Sonali bank limited have more than 1215 branches all
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over the country, complain are keep arriving from random branches. Technicians and
engineers of NOC tem have to solve this problem as quickly as possible. If a branch
failed to communicate with the data center for a little time many of the customer at that
branch have to suffer. Beside this NOC team also face core system related problem.
NOC maintain a log book of complain. | have try to gather this data to find out which
Problem are happening most. Below tables data are applicable for from January 2019
to July 2019. [11]

Table 3.1 Statistic of Sonali Bank NOC Data.

No Interruption Issue Rate
1 Problem at Vendor end 386
2 Backbone down 25
3 Power Problem 20
4 Maintenance work 20
5 Others 34
6 UPS faulty 48
7 Trouble shooting 13871
8 POP down 40
9 Patch cord 571
10 Wrong port 1378
11 Mail server problem 19
12 Backbone down 13
13 Poor battery 17
14 Link shift 13
15 MC adapter replace 22
16 Fiber stolen 42
17 Fiber Bend 578
18 Pigtail broken 56
19 Fiber Burn 618
20 Core bend 506
21 Fiber cut 853
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22 Speed slow 711
23 Core broken 42
24 Not Browsing 67
25 Switch down 433

After my inspection, | have attempted to discover the real interruption issue. As
indicated by the quantity of recurrence, | have made a table. At that point | have given
my inspection report to the NOC division. The office valued me for doing this work

which is appeared in table 3.2.

Table 3.2: Issues are Occurred Most of the Time in the Network

No Major Problem Rate
1 Not Browsing 67
2 Switch down 433
3 Core bend 506
4 Patch cord 571
5 Fiber Bend 578
6 Fiber Burn 618
7 Speed slow 711
8 Fiber cut 853
9 Wrong port 1378
10 Trouble shooting 13871
Total 1947

3.3.15 Graph of Service Interruption rate
From the statistic, | have made a diagram where | feature the initial 10 noteworthy
disturbance issues. From the diagram, we can see that 71% interruption happened on

account of the Troubleshooting, which is appeared in figure 3.28.
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Service Disruption Frequency

H Trouble shooting
® Wrong port
M Fiber cut
Speed slow
M Fiber Burn
M Fiber Bend
M Patch cord
B Core bend
W Switch down

M Not Browsing

Figure 3.28: Graph of Service Disruption Frequency

3.3.16 Solution of some network Interruption
I have to solve some of the problem when | was worked for WAN support team.
The procedure of solving this problem is given below.

1. Wrong port: The connector need to be plug in to the correct port as it was before.
Because in branch level , router are configured to serve in specific port

2. Speed slow: Check if any pc is taking too much bandwidth. If not make complain
or inform to internet provider.

3. Switch down: Check for power related issue. If there is no power related issue then
ask to the supplier of the switch for support, and temporary change the faulty switch
with another switch to minimize the down time.

4. Problem at Vendor: Place a mail to the vendor to trouble shoot the problem as
quickly as possible.

5. Unable to Browsing the web: Some time user face problem to browse the web
site. It happen because of firewall setup. If | found it is necessary to browse the
web then | forward the query to security & firewall team.

6. Patch cord: If the connector is broken change the connector else change the patch
cord.
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7. Link shift: If link of any branch is changed, it needs to adjust with core network.
Such as new link has to give access to the server of Sonali bank. In order to do that

new IP address, have to add in “allowed” list in firewall.

3.4 Challenges

Despite all of the staff are too busy, they gave me wholehearted participation in my
internship period. They also help me to prepare this internship report. While gathering
information, | had not get access to certain information for privacy reason. Be that as it
may, | confronted the accompanying issues during the investigation:

I. Restricted time to manage all exercises

ii. Deficiency of information

iii. Dread of exposure

iv. Access to data center is very limited

v. Network security related data are not sheared.

Due to the govt. bank rules and their security reason they didn't give me the
authorization to take a shot at all of their monitoring tools. The majority of the task
were illustrated by them. The time is also very short to learn about the IT technology

of a bank.
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CHAPTER 04
COMPETENCIESAND SMART PLAN

4.1 Competencies Earned

During my internship period | have learn about LAN, WAN, data center, network
infrastructure, network design, firewall, network security, network monitoring. | think
this will give a little bit advantage in my future career. Beside technical knowledge |
have also get familiar with corporate culture of a bank. I also learn how to work in a

team and collaborate with team member.

4.2 Smart Plan

The type of task | was involved at Sonali bank limited, is usually done by a network
administrator. In future I will try to enrich my knowledge in network administration. |
have plan to complete a course on CCNA or RHCSA and get certified. Beside CCNA
I will keep learning about other popular networking equipment vendor such as Juniper,
Mikrotik etc. In one sentence I will try to stablish myself as a professional network

administrator.

4.3 Reflections

The reflections of the internship is took place in my knowledge. The internship give
me a lot of experience which can be reflected through my work. All of the lessons I've
learned from my internship period can be used in all of my future challenges, and 1 feel

so glade and blessed to have this all experience in earlier stage of my career.
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CHAPTER 05
CONCLUSION

7.1 Discussion and Conclusion

In my internship period | have try to give my best effort to learn new thing. I use my
theoretical knowledge in my internship task which I learn in my university. Despite all
of the staff are too busy, they gave me wholehearted participation in my internship
period. The time duration of the internship was very short. It is hard to learn something
perfectly with in this short time, but what | have learn and which experience | have
gather is good enough for to build my foundation for my network administration career.
| want to place my heartiest thank to Sonali bank for giving me the chance to do

internship at their organization

7.2 Scope for Further Career

This internship give me a solid foundation for networking based profession. Beside to
be a network administrator, | have good chance to work with IoT (internet of things),
Virtualization and cloud computing. All of this will be very demandable and secure

career in future.
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