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ABSTRACT

Phishing is one of the top most cybercrime according to a lot cybercrime awareness organization.
“Exploratory data analysis of phishing sites to identify most important features to detect a
phishing site" is a research project which aims to explore the most significant features of a
phishing site in order to detect a phishing site. In order to explore these features data were
collected from an open source machine learning data repository. Later correlation and univariate
selection methods were applied to discover the most significant features to detect a phishing site.
Finally, based on the top five selected features a system was built to check whether it can identity
phishing sites or not.
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CHAPTER 1
INTRODUCTION
1.1 Introduction

In the present globe, it is beyond thoughts to go without technologies such as the internet, mobile
phone, computers and others. It is quite unimaginable for them to go a day without the presence
of technology. But sometimes we also face cybercrime through technology. Phishing is a type of
social engineering attack. Phishing is a method of trying to gather personal information using
deceptive emails and websites. It is a fraudulent attempt to obtain personal information or data
such as usernames, passwords and credit card details, by disguising oneself as a trustworthy
entity in an electronic communication. Typically, it is carried out by email spoofing, instant
messaging and text messaging. Users directly enter their personal information at a fake website

which matches the look and feel of the legitimate site.

Without the help of social networking, we are not able to communicate with our friends, relatives
and others easily. We can’t completely eliminate phishing attacks. But we can protect people
from the harm of phishing attacks by taking some steps. Further we will discuss the way to
identify phishing websites by testing algorithms and check the accuracy of these websites. Then

we can build some efficient steps to secure our personal information.
1.2 Motivation

The motivation behind the phishing attack is no different than any other information security
incident. Generally, attackers will be looking to trick the target user into divulging credentials on

a pharming website.

The primary motivation for hackers is the money they can obtain by stealing our password, bank

details, holding the customer information or selling your data to competitors or on the dark web.

Attackers try to steal consumer’s personal information. When a user opens a fake web page and
enters the username and protected password, the credentials of the user are acquired by the

attacker which can be used for malicious purposes. Phishing websites look very similar in

©Daffodil International University 1



appearance to their corresponding legitimate websites to attack large number of Internet user.
Recent developments in phishing detection have led to the growth of numerous new visual
similarity-based approaches. The fake website is the clone of targeted genuine website and it
always contains some input fields. When the user submits his/her personal details, the
information is transferred to the attacker. An attacker steals the credential of the innocent user by
performing following steps.

Construction of phishing site:

In the first step the attacker identifies the target as a well-known organization. By visiting their
website. The attacker then uses their information to construct the fake website.

URL sending:

In this step, the attacker composes a bogus email and sends it to the thousands of users. Attacker
attacked the URL of the user of the fake website in the bogus e-mail.

Attacker uses this credential for malicious purposes. For example, attackers purchase something
by using credit card details of the user. We proposed that there are some ways in which the
solution to phishing can be approached. Detect phishing attacks, before they reach the user.
Default once the user has reached the phishing site. But the best method is an approach utilizing
a mix of all threes. Phishing is evolving day to day to avoid detection and by taking on all and

we increase the chances that they will be found and stopped.
1.3 Rationale of the Research

Phishing is a common threat for all kinds of internet users. It is ranked among the 5 top most
common cyber threats by different organizations [8,9]. Therefore, studying the features of these
sites are very essential in order to facilitate other system builders to develop systems those can

detect and prevent phishing.
14. Research Questions

In order to conduct the research, the following research questions have been set:

©Daffodil International University 2



e Does correlation and univariate selection help to identify most significant features of a
dataset?

e What are the most significant features of a phishing website?
1.5 Report Layout
Chapter 1 describes about what we are going to do in this research.

Chapter 2 summarizes the related works regarding our research identifies the scope of our

research.

Chapter 3 narrates fundamental ideas and methodology behind our research.
Chapter 4 describes the experimental results of our research.

Chapter 5 talks about the ethical issues and social impact of our research.

Chapter 6 draws conclusion to our report.

©Daffodil International University 3



CHAPTER 2
BACKGROUND
2.1 Introduction

As phishing is a common cybercrime for a long time, quite a number of researches have been
done in this domain. In this chapter we have tried to summarize a few of those in order to

identify the scope of our research.
2.2 Related works

e Roopak. S and Tony Thomas suggested a method based on the HTML source code
matching. Here similar web pages are searched by Google and compare their HTML
source code [1].

e Maher Aburrous, M. A. Hossain, FadiThabatah and KeshavDahal used the fuzzy logic
technique for detecting phishing sites. Their proposed model is based on FL operators
which are used to characterize the website phishing factors and indicators as fuzzy
variables and produces six measures and criterions of phishing attack dimensions with a
layer structure[2].

e Guang-Gang Geng, Xiao-Dong Lee, Wei Wang and Shian-Shyong Tseng proposed a
method that is based on the favicon of a website. According to them, most phishers use
custom favicons to trick the users, and they target almost all traditional industries
including financial institutions, online payment services, insurance companies,
governments, multiplayer games, email services, hotels, security services, social network
sites, retail services, and auctions, etc. They used favicon detection and recognition
methods to filter phishing websites [3].

e Luong Anh Tuan Nguyen, Lam To, HuuKhuong Nguyen and Minh Hoang Nguyen
proposed a method based on the single-layer neural network. This proposed technique
calculates the value of heuristics objectively. Then, the weights of heuristic are generated

by a single-layer neural network [4].
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e Ying Pan and Xuhua Ding intended an anomaly based phishing detection method.
According to their method when a phishing site maliciously claims a false identity, it
always demonstrates abnormal behaviors compared to an honest site which is indicated
by some web DOM objects in the page and HTTP transaction and by capturing these
anomalies phish sites can be detected [5].

e Sadia Afroz and Rachel Greenstadt presented a method to detect phishing attacks based
on profiles of sensitive sites’ appearance and content. Based on their study, this approach
was able to identify phishing webpages using URL, HTML based contents and displayed
images[6].

e Shraddha Parekh, Dhwanil Parikh, Srushti Kotak and SmitaSankhe proposed a new
method to identify phishing websites by URL analysis. First they define some features of
phishing webpages URLS, then match the URL contents with the selected website and
confirm the identification of phishing[7].

2.3 Research Summary
Summary of the findings of our study is presented in table 2.1.

Table 2.1: Research summary

Authors Features Algorithm Accuracy
Sadia  Afroz and | length of the URL, Contrast Context 95-99%
Rachel Greenstadt the number of dots, Histogram(CCH), K-

host feature of the mean algorithm,

URL, Scale Invariant

include of IP address, | Feature
DNS properties such | Transform(SIFT)
as TTL and algorithm, Knuth-

geographical location, | Morris-part string
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HTML,Javascript

search algorithm,
Current image
matching, Image

segmentation, OCR

algorithm
Shraddha  Poarekh, | Address Bar based Classification 95%
Dhwaril Parikh, | Features, algorithm,
Srushti Kotak and | Abnormal Based Search Method
Prof. SmitaSankhe Features, algorithm
HTML and javascript
Based Feature,
Domain based
Features
Ying Pan and Xuhua [ URL string[4,28,39], | TF-IDF algorithm, 82%
Ding HTML[7,21], J48 algorithm,
“HTTPS”, svm algorithm,
Naive Bayesian
The structural ,lexical | algorithm,
features, Keyword extraction
Host-based features, | algorithm
Email,website,URL,
and social media
features
Roopak.S and Tony | Mining URL by HTML code 87%
Thomas Google comparison
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search,Compare the
pages,HTML source
code comparison
method,

Comparison based on

cosine similarity.

Algorithm,TF-IDF
information retrieval

algorithm

Maher Aburrous, | URL & Domain AprioriAlgorithm,Fuz | 72%
M.A. Hossain, | identity,Security&En | zy Data Mining
FadiThabatah and | cryption,Source code | Algorithm, Decision
KeshavDahal &Javascript,Page Tree(c4.5)
style and Algorithm,PARTAIg
contents,Web address | orithm,JRip Ripper
Bar,Social Human Algorithm,PRISM
Factor Algorithm
Luong Anh Tuan | Bad form,Bad action | TF-IDF information | 99%

Nguyen, Lam To,
HuuKhuong Nguyen
Minh

Nguyen

and Hoang

field,Non-matching
URLSs,Page in top
search results,Search
copyright brand plus
domain, Search
copyright brand plus

hostname

retrieval algorithm,
Network Training

Algorithm

2.4 Scope of the problem

In depth study of the related works reveal that a lot of works have been done to study the URL of
phishing websites to identify them as phishing sites. However, no works have been done on to

study the most significant features of phishing sites. There is a huge scope to study these features

and no doubt it will help professionals to detect phishing websites.
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2.5 Challenges

Lack of knowledge about phishing sites were the most challenging thing for us to carry out this

research at the very beginning. Then collecting dataset and research experience become another
issue those puled us back.
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CHAPTER 3
METHODOLOGY
3.1 Introduction

Aim of this chapter is to introduce the basic terminologies, theories. Later data collection
procedure and methodology is described in details.

3.2 Research Subject and Instrumentation
3.2.1 Correlation

In statistics, correlation is way that helps to measure how two variables are linearly related.
Values of the correlation can be either positive or negative. If the values are positive then it
means that if value of independent variable increases then the value of dependent variable also
increase with respect to the value of correlation. In case of negative correlation, it works

completely opposite.
3.2.2 Univariate feature selection

Univariate feature selection examines each feature individually to determine the strength of the
relationship of the feature with the response variable.
3.2.3 Feature importance

Feature importance refers to techniques that assign a score to input features based on how useful
they are at predicting a target variable.

3.3 Data Collection Procedure

Data was collected from UCI machine learning data repository [10]. After checking whether
there is any null values or any duplicate data it was found that there are 31 attributes and 11055

instances in the dataset. List of the features are presented in figure 3.1.
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ata columns (total 21 columns):

=

Jus]

WOGa s W s R

18
11
12
12
14
15
1le
17
18
1z
8
21
22
23
24
25
26
7
28
29
Ec]

Column

having_IP_address
URL_Length
Shortining_Service
having_at sSymbol
double_slash_redirecting
Prefix_Suffix
having_Sub_Domain
S5Lfinal_state
Comain_registeration_length
Favicon

port

HTTPS_token
Request_URL
URL_of_anchar
Links_in_tags

SFH

Submitting_to _email
Abnormal_URL
Redirect
oN_mouseover
RightClick
popUplWidnow

Iframe
age_of_domain
DHNSRecord
web_traffic
Page_Rank
Google_Index
Links_pointing_to_page
Statistical_report
Result

dtypes: intaa({21)

Non-KHull Count

112855 mon-null
11255 non-null
11855 mon-null
112855 mon-null
11255 non-null
11@855 mon-null
11855 mon-null
11255 non-null
11@855 mon-null
11855 mon-null
112855 mon-null
11255 non-null
11855 mon-null
112855 mon-null
11255 non-null
11@855 mon-null
112855 mon-null
11255 non-null
11@855 mon-null
11855 mon-null
11255 non-null
11255 non-null
11855 mon-null
112855 mon-null
11255 non-null

Figure 3.1: List of features of the dataset

3.4 Research Methodology

Research methodology for this research shown in figure 3.1 includes 5 steps. They are as

follows:

i) Data preprocessing

i) Data analysis

iii) Feature selection

iv) Logic building

v) System evaluation

©Daffodil International University
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Data N | | . | Feature

i

i) Data preprocessing: Data preprocessing includes finding the null or missing values in our

Figure 3.2: Research methodology

dataset.

i) Data analysis: In this step various exploratory analysis will be applied on the dataset to
identify correlation of the features.

iii) Feature selection: Top 5 features will be selected in this stage.

iv) Logic building: Based on the selected features logic will be developed in order to detect
the phishing websites.

v) System evaluation: Test URLs will be given input to test where our built system can
identify the right sites or not.

3.5 Implementation Requirements

In order to conduct the research, we have used Google Colab and Python language. Among the

libraries used for data preprocessing, visualization, correlation and univariate analysis are listed

below:
i) Pandas
i) NumPy

i) Matplotlib

iv) Seaborn

©Daffodil International University 11



CHAPTER 4
EXPERIMENTAL RESULTS AND DISCUSSION
4.1 Experimental setup

In order to start the experiment first have to preprocess the data. In order to preprocess our
dataset, we have used Padas and NumPy libraries. Outcome of the execution of those are
presented in

Correlation (negative co-relation)

Univariate Feature selection (Chi-Square method)
Feature importance (Tree based classifier)

Selection of features (common features of three tests)
Phishing Site Detection System development

Experiment

N o gk~ wDbdE

Accuracy
4.2 Experimental result and analysis
4.2.1 Correlation

Correlation is way that helps to measure how two variables are linearly related. In order to
visualize the correlation between any variable with the class a heatmap was generated which is
shown in figure 4.1. In the figure it is observed that the deeper the color is the more they are
positively correlated and the lighter they are the more they are negatively correlated. In our case
we are looking for negative correlation as in our dataset phishing sites are represented by -1.
After observing all the correlation top ten most highly correlated variables are then figured out

and later represented in figure 4.2.
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Figure 4.1: Heatmap of correlation of variable between class variable

From the correlation measurement top ten most highly correlated features are shown in figure

4.2.
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Figure 4.2: Top ten most highly correlated features

4.2.2 Univariate Feature Selection

Univariate feature selection examines each feature individually to determine the strength of the
relationship of the feature with the response variable. After examining our dataset using

univariate feature selection, top ten features are presented in figure 4.3.

0.0 1

0.5 1

101

154

Score

201

251

304

351

40-

Specs

Figure 4.3: Top ten features selected by univariate feature selection method
4.2.3 Feature Importance
Feature importance refers to techniques that assign a score to input features based on how useful

they are at predicting a target variable. After testing each feature top ten most important features
are selected which are shown in figure 4.4.
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Figure 4.4: top ten selected features by feature importance method

4.2 .4 Feature selection

Table 4.1: List of selected features

Based on this condition the following features were selected:

Feature

Correlation

Univariate

Feature importance

double_slash_redirecting

Iframe

Favicon

RightClick

Shortining_Service

Abnormal_URL

HTTPS_token

popUpWidnow

Submitting_to_email

Port

on_mouseover

Statistical_report

z z| z| z| <| <| <] <] <| <| <| <

<| <| <| <| <| <| <| z| <] <| <| <

< <| <| <| <| Z| zZ| <| <| <| <| <
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After completing all the above test features were selected. In order to select the features, it was
considered that selected feature should be identified by at least two feature selection method.
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4.2.5 Phishing Site Detection System

Though the target of the research was to explore the most significant features to identify a
phishing site, we tried to implement our finding to develop a system that may help to identify a
phishing site. As a result, we built a system that will take input of a website and in return our
system will give feedback whether that site is a phishing site or not.

As its very difficult to find a live phishing site manually, we could not test the system with the
help of a live phishing site. However, test outcome on a non-live phishing site proved that it can
identify it as a phishing site. Figure 4.5 shows that an URL is given input to test whether it is a
phishing site or not.

«s Program started

e S PR e NN OF A AR B R S8 s DR

enter url: |https://facebooook.axfree.com/

Figure 4.5: Testing a site
Figure 4.6 shows the outcome of the testing.

Program started

* * * * * ¥ ¥ * * =

enter url:

url :

web site loaded - status code: 200
No double slash detected

Iframe detected

Checking Iframe url(s)

suspicious url detected in iframe
favicon from different source detected
No right click disabling code detected
No url Shortening detected

Total Feature detected : 2

Result : Phishing

Program Execution Stopped

Figure 4.6: Outcome of the testing
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4.3 Discussion

In order to get the most significant features to identify a phishing site we have applied three
feature selection methods. They are correlation, univariate feature selection and feature
importance method. After applying all these methods, the feature selected by at least 2 methods

were finally selected to identify a phishing website. The finally selected features are:

e Iframe

e Favicon

e RightClick

e Shortining_Service

e Abnormal_URL

e HTTPS token

e popUpWidnow

e Submitting_to_email
e Port

e 0ON_mouseover

e Statistical_report

©Daffodil International University 17



CHAPTER S
IMPACT ON SOCIETY, ENVIRONMENT AND SUSTAINABILITY
5.1 Impact on Society

Phishing is not only a common cybercrime but a top ranked cybercrime in recent times. Every
person who is in touch of internet and browsing in the web may become a victim of this crime
anytime. Therefore, research in this aspect is very essential. It will help nonprofessional internet
users to identify the phishing websites easily.

5.2 Impact on Environment

Our research may not have a direct connection with environment but it certainly will have some
on humans. Young and non-technology expert entrepreneurs will be able save a lot of their
customers and money by the outcome of this research. As a result, live will live a better and less

stressed life.
5.3 Ethical Aspects

Our research project provides a standard system that saves the members of our society from
being deceived. Moreover, we have considered every point of research ethics in the project.
None of the procedures we have followed during the research have violated any moral values of
our society. After the deployment of the system, it can be used without harming any ethics or
morals as it simply helps to prevent a cybercrime using technology. Thus, it can be stated that
our research project is an ethical and feasible system developed with the help of modern

technology.
5.4 Sustainability Plan

The system we developed is moderately sustainable as per our opinion. As its performance
depends on how accurately the features are selected. Besides criminals changes their phishing

techniques every now and then. Therefore, to get a reliable and trustworthy phishing website
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detecting system it is very important to update the dataset every now and then. Otherwise, it will
be difficult to get a reliable output from this research.

CHAPTER 6

SUMMARY, CONCLUSION, RECOMMENDATION AND IMPLICATION FOR
FUTURE RESEARCH

6.1 Summary of the study

Our project is a research-based project which aims to identify the most important features of
phishing websites and to implement those to detect phishing websites. In order to achieve the
result exploratory analyses were conducted first to distinguish most important features of the
dataset. Later these features were used to build a system that will be able identify whether any
given url belongs to phishing website or not.

6.2 Conclusion

At the end of the discussion we can conclude that the final outcome of our research is a system
that will enable users to identify phishing websites. As a result, it is expected that our system will
help to decrease one of the common cybercrimes of the world if used by the users. Therefore, it

will have a great impact both on our economical and social life.
6.3 Implication for further study

The key points that we are keeping in mind for the future improvements of our project are stated

below: -

e Expanding the dataset: More updated datasets will definitely help to figure out new and
more reliable features for detecting phishing websites.

e Other updated algorithms and machine learning techniques can be applied for study in
order to understand whether any other features can help to identify phishing websites

better or not.
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