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ABSTRACT

This Report is based on “Network Administration and Mikrotik Router Configuration”.
The use of Mikrotik router is essential in ISP company companies in the current world.
This is the Mikrotik router board hardware operating system. Anyone can install and
install all kind of useful features such as- bandwidth maintenance, routing, wireless,
firewall, hotspot, VPN server and more then. Linux is a UNIX based operating system. It
was first introduced by Linux Torvalds. It is an open source operating system that was
designed to provide free and a low cost operating system for the computer users. The
medium or large size organizations need a server system to maintain their complex IT
infrastructure. Peer-to-peer networks make problematic in the way of security and
resource sharing for medium or large size organization. As the server is little expensive,
here | try to design a cost effective server system of this type of organization. This system
provides almost all the service need by an organization to maintain their infrastructure.
This system increases reliability and network security for their network. This design is
implemented using VMware Workstation12.0 and Centos7. After implementation of all
service, this system is tested in different stages and it works successfully as a prototype.
In the future | need to improve centralize login system to get better performance for

windows users.
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CHAPTER 01
Introduction

1.1 Introduction

Today, larger number of man around the globe is utilizing Internet framework and
servers, which are a vital part, and they can't take care of web association. These days,
any organization is about programming based collaboration and Web programming. Each
organization is at present occupied with programming based correspondence and Internet
innovation. Web Banking, SMS Alert Banking, Mobile Banking, Transfer of Digital
Funds, and so forth are unrealistic without the utilization of servers and one of them is
Linux. It has advanced into a business, instructive and individual efficiency operating

system.

As a student of a BSc in CSE at daffodil international university, | started here with some
of the basic networking knowledge. Then I listen to “DOL” which is another part of
Daffodil International University. To manage a networking system, you need to know
about how to manage PC and their maintenance, server configuration, routing based on
MikroTik router configuration. For all of this networking knowledge, | chose Daffodil

Online Limited as my internship company.

Here I am presenting an Internship report on “Network Administration and Mikrotik
Router Configuration” is all about how to configure MikroTik router, Linux basic

commands and Linux server configuration.

1.2 Motivation

Present i am pursuing my Bachelors in Computer Science Engineering at Daffodil
International University, | understand the importance of gaining different knowledge
which will complement the textbook knowledge and help a student gain a wider
perspective of the subjects.

The IT enabled organizations are highly needed servers to better manage business-critical
information, sharing a file, protect data by making a backup for employees and clients.

©Daffodil International University 1



When an organization has 9 to 10 users in his networks then he needs to consider
investing a network server. Using windows it is really expensive to set up this type of
system. So | use a free Operating System CentOS to set up this system to make this cost-
effective. Moreover, Linux has own secured Kernel to protect it from Virus so we do not
need to buy antivirus to protect our system. For this reason, | am using Linux to

implement this system.

1.3 Internship Objectives

Linux operating system is an ethnical period and free operating system. Now Linux user
simply operates this operating system because this operating system gives us a graphical
and command mode user interface. The main intention is to support huge security on the

server. A lot of objects area unit is provided below:

e Install a new OS (centos-6/ centos-7).

e Management system hardware.

e Maintain Network Management & server Configuration.
e Maintain & Create a Linux filing system.

e Perform user & community administration.

e Support the network and server system.

e Generate a specific primary server in a Linux system.

e Give better service & communicate with customers.

» File edit, ether port configuration, set new line etc.

e Web server hosting and configuration.

e Nagios, samba, etc server configuration.

1.4 Introduction to the Company

It announces that Daffodil Online is a Top ISP organization which is starting their
excursion in 2002 in Bangladesh. They have their representatives who are profoundly
instructed and they have a decent expertise in systems administration and have
encountered on MTCNA, MTCRE and LINUX. In the event that you see their portal, at

that point you can depend on their expertise. They have new innovation and a decent

©Daffodil International University 2



organization framework. They chose their work in an alternate class. They have claimed
their Networking administrator, Linux administrator, Server maintainer, ISP setup, cable,
and road laborer who are doing cabling in various road pools. Kazi Mahbubul Alam who
is the Assistant Director and has to run the DOL.

1.5 Report Layout

First Chapter: | have explained in this chapter, Introduction, Motivation, internship
objective of internship, Introduction to the company.

Second Chapter: | have explained in this chapter Introduction to Organization, IT
Service, Professional Training Service, Target Group, SWOT analysis and Organization

Structure.
Third Chapter: | have explained about daily tasks and activities, Events and Activities,
Project tasks and activities, Linux basic commands, details user, directory & file, user

permission, IP configuration, SSH Security.

Forth Chapter: | have explained in this chapter about Samba Server, Nagios Server,

FTP Server, Web Server, yum Server.

Fifth Chapter: | have explained in this chapter about MikroTik, WAN & LAN
configuration, Bandwidth Manage, Filter Rules, Site block, Mangle Rule, PPPOE Server
configuration, Hotspot User Configuration.

Sixth Chapter: | have explained is Competencies Earned, Smart Plan and Reflection.

Seventh Chapter: | have explained is Discussion and Conclusion and Future Career
Scope.

©Daffodil International University 3



CHAPTER 02
Organization

2.1 Introduction

As this can be the planet in twenty first century, IT (Information Technology) is taking
part in a very important role within the survival and therefore the growth of each
industries and organizations. Nowadays, each operation desires the involvement of IT
because it is significant within the economic development of the country.

Talking concerning ISP (Internet Service Provider), associate degree ISP may be a
company that has access to the net. ISPs directly connects client to the net through copper
wires, wireless, optical fiber connections. ISPs use a spread of technologies to alter
customers to attach to their network.

Daffodil on-line Ltd. (DOL) is proud to be one amongst the trailblazers and oldest
ISP/ASPs in Asian country and providing one stop integrated ICT services and resolution
since Gregorian calendar month 2002. It has its own Fiber Optic WAN infrastructure to
serve company, SME and individual purchasers. As we glance at the expansion over the
last decade since we tend to begin, we tend to square measure very happy with what
we've got achieved. We tend to square measure even additional excited concerning our
outlook for AN equally promising future. We’ve got worked with several national comes
and international organizations with high appreciation from all involved. We tend to
square measure victimization the newest technologies and upgrading the services where
it's needed. Our company Network resolution department is capable of providing state-of-
art network and telecommunication solutions with a gaggle of extremely economical
technical consultants. DOL includes a terribly robust skilled engineering and
management team certified and related to Microsoft, Sun, and Cisco, Oracle and Linux
and actively attached world leading computing associations together with ACM, BCS,
ACS, IEEE, and PMI. [1]

2.2 Product and Market Situation
Daffodil on-line Ltd (DOL) is ISP Company. They’re the foremost tough and most

traditional businesses within the ICT area. DOL primary marketing principles is “Long
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Term Relationship with the clients & consumers”. As they give the impression of being
at the expansion over the decade since our origination, they're extraordinarily pleased
with what we've completed, and also a lot of excited concerning our viewpoint for an
equivalently promising futurity. Daffodil on-line Ltd (DOL) additionally gives many IT
Services and Professional Training services. Those products are provided below:
> IT Services:

e Domain registration and hosting

e Website development

e Internet Service supplier

e Company Internet resolution

e Security resolution

e Open supply application resolution

e Data connectivity & information Centers

e Hispeed Wi-Fi Zone

e Mail

e DNS Server resolution

e Computer accessories

» Professional Training Services:

e RHCSS
e ISP setup
e Linux

e CCNA

e Joomla Web Development

e Magenta Web Development

e Website Development with PHP & MYSQL
e E-commerce

e Ethical Hacking

e RHCE

©Daffodil International University 5



2.3 Target Group

Daffodil Online gives a great deal of administrations. As an understudy at Daffodil

International University, you can pick up your objective Fellowship by get preparing

under Daffodil Online. The gathering is given below:

Internet Solution at the corporate level.

They will give an answer for a wide range of security.

If you need Domain enrollment and amp, they will give with facilitating.

They will give you preparing on site improvement.
Networking courses (MTCNA, MTCRE, MTCNA, Cambium arrange).

Utility arrangement with open sources.

All sorts of internet services.

2.4 SWOT Analysis
SWOT (Analysis is a technique for understanding your company Strengths, Weakness,

and identifying opportunities & threats in your organization).
» Strengths:

High speed offered
Container proposal bundled services (1-stop purchasing)
Own support

Media-rich native content

» Weaknesses:

©Daffodil International University

Our organization has a little market place in Dhaka city.

The organization has a little staff for work.

The organization is powerless in the direction of the imperative physique
by staff tacking off.

The organization income will be decrees if customer will not satisfy.

Huge quantity of cash needed to line up business

Competition with tiny resellers

No expertise with business customers

Opinion of weak client maintenance



e Many clients competitive to capability
» Opportunities:

e Product & Services line ought to be magnified. the corporate target are to
launch these services as presently as attainable

e (Create awareness in customer’s mind

e Multiple Target market

e Entering into new communication Sector

» Threats:

e Other ISP square measure providing bribe to the company house to let
take their affiliation. a free net affiliation at the residence of the
administrators

e |f we have a tendency to don't take necessary action the corporate, would
possibly act method from the arena.

e Less Awareness within the client mind

e Price Fluctuation by contestant.

©Daffodil International University



2.5 Organization Structure

Show this figure 2.1 Daffodil on-line Ltd (DOL) Organization Structure.

|< |I<|

\

Figure 2.1 Organization Structure of Daffodil Online Limited.
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CHAPTER 03

Tasks, Projects and Activities

3.1 Daily Task and Activities

Continuation of my place time, Daffodil online LTD they're assigned some responsibility.

During this place time | additionally with success complete my work.

» Month - 1: During that opening month of my internship period on daffodil online

limited | have learned a new idea and also completed the subsequent

responsibilities:

Learning & perception about Basic Network.

Learning & opinion about Network Devices.

Learning & understanding regarding Transmission Media.
Hardware & Software Troubleshooting.

Combining Optical Cable.

Idea and Classes of IP Address.

Basic idea about MikroTik.

Basic concept of Linux.

» Month — 2 During this month of my internship time on daffodil online limited I

have learned new conception about Linux basic command and completed the

subsequent responsibilities:

Simple Run level command.

Basic user-level command.

User Management.

Directory & File Management.

Directory & File permeations.

File Ownership Change.

Install, Update and Remove Package Using YUM.
Linux PC static and Dynamic IP Configuration.
SSH configuration with security.

Securing with IP tables.

©Daffodil International University 9



» Month — 3: During this month of my internship period on daffodil online limited |

have learned new conception about Linux Server and completed the subsequent

responsibilities:

e Knowledge gathering about samba server & Samba server configuration.
e Knowledge gathering about Nagios server & Nagios server configuration.

e Learning, understanding & FTP server configuration.

» Month — 4: During this month of my internship period on daffodil online limited I

have learned new conception and completed the subsequent responsibilities:

e WAN Setup.

e Static LAN Setup

e Bandwidth Management.

e Firewall rules Configuration.
e Mangle Rules create.

e Hotspot User Configuration

e PPOE Server Configuration.

3.2 Events and Activities

Monitor and configuration Desktop PC, Laptop and Network Systems.
Troubleshooting LAN and switches.
Troubleshooting Network and routers.

Checking Fiber Optical Media converter & Fiber Optic Transmission
devices.

Technical support for individual’s victimization the network.
Setting up user accounts, permissions, and passwords.
Advising IT solutions to business issues.

Customer Maintenance over the telephone or Physical move to customer
Ends.

Day by day admin and maintains the overall network.

3.3 Project Task and Activities

©Daffodil International University 10



3.4 Linux Basic Users Level Command
Basic Shut down Command = poweroff, init 0, shutdown-h now.
Basic Reboot Command = reboot, init 6.
How can Display date and time = date.
How can Show Present Working Directory = pwd.
How can know which type of user = w, who, who am i.
How can show Linux Configuration File = cd /etc
How can show Disk Information = df —h, df —hT
How can show ROM Information = free —-m, cat /proc/meminfo
How can show OS version of Linux = cat /etc/readhat-release
How Can Open More than Terminal one a time = Press {(Ctrl + Alt) , F2, F3, F4, F5,
F6, F7, F8, F9 }
How an show CPU Information = Iscpu
How can Clear Terminal History = clear

How can back previous Directory =cd ..

3.5 User Create, Password Management, Delete User, Change User
How can you add a new User = useradd (user Name)
How can set password for a New User = passwd (User Name)
How can disable or remove a user = passwd —d (User Name)
How can Delete a User = userdel (User Name)
How Can Delete a user from Home Directory = userdel —r (User Name)

How can change a user = su (User Name)

3.6 Directory & File Create, Show, Delete
How can you create a file =touch (File Name)
How can create a Directory = mkdir (Directory Name)
How can show the list of information about a Directory = Is (Directory Name)
How can create Multiples Directory on a time = mkdir (Directory Name)
{1,2,34,....}
How can Delete a Directory = rm —r (Directory Name)

©Daffodil International University 11



How can Delete a File = rm (File Name)

How can Delete all directory = rm —rf *

3.7 Directory Copy with paste & copy With Rename
How can copy with paste a Directory = cp “Source Address” “Destination Address”
Example= cp Limon Limon2/Limon3 —r
How can copy with rename a directory = cp “Source Address” “Destination Address”
“New Folder Name” —r

Example = cp Limon Limon2/Limon3/New_Folder —r

3.8 Directory Move & Move With Rename
How can Move with paste a Directory = mv “Source Address” “Destination Address”
Example= mv Limon Limon2/Limon3
How can move with rename a directory = mv “Source Address” “Destination
Address” “New Folder Name”

Example = mv Limon Limon2/Limon3/New_Folder

3.9 VI Editor in Linux Centos
How can edit a File = vi (FileName)
How can insert some Text = press i
How can delete line = press dd
How can copy a line = at first press Esc Key and press 5yy to copy the line
How can paste a copy line = press p for paste this copy line
How can set line number = :set nu
How can delete more than line = (line number)dd
How can search a word = /XYZ that search this word
How can go top line in a paragraph =:0
How can go bottom line in a paragraph =:$
How can go Specific line in a paragraph =:10 that go to line 10
How can save the Document:

‘wq (Save the current working document and exit for the VI Editor)

©Daffodil International University 12



:w {Save the current working document but doesn’t exit VI Editor (you can
continue write this document) }

:q (Exit the VI Editor without a saved document)

3.10 User Information

How can show user information = cat /etc/passwd
How can Search specific user = cat /etc/passwd | grep (user name)

How can create comment in user = usermod —c “(Your Comment) ” (user name)

3.11 Group Details

How can create group = groupadd (group name)

How can show group information = cat /etc/group

How can Search specific group = cat /etc/group | grep (group name)
Add user in Group = usermod —G (group name) (user name)

One time add user in a group = useradd —G (group name) (user name)

How can delete a Group = groupdel (group name)

3.12 File & Directory Permission
How can show file id = Is —id (file or directory name)
How can show permission state = Is —I (file or directory name)

File permission number system:

Table 3.1 Directory Permission number

R Read 4
Write 2

X Execute 1
Total Number 7

Note: IF number O then No permission to this file.
Set permission to a file = chmod (permition number) (file name)

Example: chmod 764 file

©Daffodil International University 13



3.13 File Ownership Change
How can change user ownership = chown (user name) (file name)
How can change group ownership = chown : (group name) (file name)
Example: chown :technical file
How can change group and user ownership change in same time = chown (user

name):(group name) (file name)

3.14 Linux PC IP Address Configurations

How can see IP address = ifconfig

How can see port status = mil-tool (Ethernet port name)
DHCP IP Configuration

At first go to = cd /etc/sysconfig/network-scripts/

Go to = vim ifcfg-eth0
Show this figure 3.1 DHCP IP configuration

File Edit Wileww Search Terminal Help
DEWICE=atho
HwWADDR=02:80C: 29 :F6:43: 80
TYyPE=Ethernet
Uurp=a8ar7ccars-cbh9f-4583-adse-dseBadasses89
OMNBOOT=yes
MM CONTROLLED=yes =
BooTPROTO=dhcpll

- - IXTMNSERT - - F.15 ALL

Figure 3.1: DHCP IP configure
Save this configuration.

Now we just restart your network following by the command

(service network restart).

Static IP Configure
At first go to = cd /etc/sysconfig/network-scripts/
Go to = vim ifcfg-ethO

Save this configuration.

©Daffodil International University 14



Show this figure 3.2 Static IP Configuration

root@localhost:/etc/sysconfig/network-scripts

File Edit View Search Terminal Help

DEVICE=ethg

HWADDR=00:8C:29:F6:43:80

TYPE=Ethernet
UUID=98a7cca7-cb9f-4583-ad5e-d568adas6589
ONBOOT=yes

NM CONTROLLED=yes

Eo0TPROTO=static

IPADDR=192.168.88.200
NETMASK=255.255.255.0
GATEWAY=192.168.88.1

7,1 ALl

Figure 3.2: Static IP configure
Now go to =vim /etc/resolv.conf

Show this figure 3.3 LINUX Static DNS Configuration

root@localhost:/etc/sysconfig/network-scripts

File Edit View Search Terminal Help
# Generated by NetworkManager

nameserver 8.8.8.8
# No nameservers found; try putting DNS servers into your
# ifcfg files in /fetc/sysconfig/network-scripts like so:

ETS

# DNST=0000 . 2060 . 300K . XXX
# DNSZ=3 36X L XXX . XXX
# DOMAIN=1ab.foo.com bar.foo.com

3,1 ALL

Figure 3.3: Static DNS Configure

Save this configuration.

Now we need to restart to your network by using the flowing command (#service

network restart).
3.15 SSH Configuration

Step 1:
At first, configure Static IP to our server PC.

©Daffodil International University
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Step 2:
Seinux disabled by using following command (#vim /etc/sysconfig/selinux).
Show this figure 3.4 SELinux disabled

root@localhost:~ - o x

File Edit View Search Terminal Help

6 # disabled - No SELinux policy is loaded.
7 BELINUX=disabled
8 # SELINUXTYPE= can take one of three values:

9 # targeted - Targeted processes are protected,
10 # minimum - Modification of targeted policy. Only selected processes are
protected.
11 # mls - Multi Level Security protection.
:5et nu 7.1 62%

Figure 3.4: selinux disabled

For IP tables stop we executed the direction (# systemctl stop iptables). For this session
as it were and Iptables disable by using (# systemctl disable iptables) command. After
complete our configuration you just reboot this server.

Step 3:

Configuration for SSH by using the following command (# vi /etc/ssh/sshd_config).
Here line number 17 change port number, line number 38 Enable permit Root Login, line
number 39 create new Allow user. Save this command by using (:wqg) command. Show

this figure 3.5 sshd port change

root@localhost:~ - o x

File Edit View Search Terminal Help
15 # semanage port -a -t ssh_port_t -p tcp #PORTNUMBER
16 #
17 [gort 2200
18 #AddressFamily any

Figure 3.5: sshd port change
Show this figure 3.6 sshd Permission

root@Llocalhost:~ - o x

File Edit View Search Terminal Help

37 #LoginGraceTime 2m
38 PermitRootLogin yes
39 AllowUser mondo[l
40 #StrictModes yes

Figure 3.6: sshd permission root login & user create

After complete configuration we need must be restart to this the Service by using

(#service sshd restart) this command.
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Step 4:
Iptables configuration by using following command (#vi /etc/sysconfig/iptables).

Show this figure 3.8 iptables configuration

root@localhost:~ = o

File Edit View Search Terminal Help

7 :0UTPUT ACCEPT [©:08]

8 -A INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT

9 -A INPUT -p icmp -j ACCEPT

18 -A INPUT -i lo -j ACCEPT

11 #-A INPUT -p tcp -m state --state NEW -m tcp --dport 22 -j ACCEPT
12 -A INPUT -s 192.168.88.0/24 -m tcp -p tcp --dport 2200 -j ACCEPT
132 -A INPUT -m tcp -p tcp --dport 2200 -j DROE

14 -A INPUT -j REJECT --reject-with icmp-host-prohibited

15 -A FORWARD -j REJECT --reject-with icmp-host-prohibited

16 COMMIT

Figure 3.7: iptables configuration

Here delete 14 & 15 lines. Create new 12 and 13 lines. Save this file by using (:wq).
Restart this service by using this command (# systemctl iptables restart).

©Daffodil International University
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Chapter 04
Server Configurations
4.1 Samba Server
Samba is an incredibly helpful systems administration instrument for any individual who
has the two Windows and UNIX frameworks on his system. Running on a UNIX

framework, it permits Windows to share records and printers on the UNIX host, and it
additionally permits UNIX clients to get to assets shared by Windows frameworks. [2]

4.2 Samba Server Configuration

Step 1:

Before configuring the Samba server we've to set up our network configuration. As a
result of while not network samba server cannot be designed. Show this figure 4.1 samba

server static IP configurations

File Edit Wiew Search Terminal Help

TYPE=Ethernet

PROXY_ METHOD=none

BEROWSER_OMNLY=no

BOOTPROTO=statild

DEFROUTE=yes

IPYV4 FAILURE FATAL=NnoO
IPVEINIT=yes

IPVWS_AUTOCOMNF=yes

IPVE DEFROUTE=vyes

IPYS FAILURE FATAL=NnoO

IPVYE6 ADDR GEN MODE=stable-privacy
MAME=ens33
UUID=adf7378e-c3e7-4dal-9584-cdbe6d556d81
DEVICE=ens33

OMBOOT=yes

IPADDR=192.168.88.2
METMASK=255.255.255.0
GATEWAY=192.168.88.1

Figure 4.1: Samba server static IP configuration

Step 2:

At first install samba packages by using the following command to install a package.
(#yum install samba —y)

After complete install samba packages, we need to start snm & nmb service by using the

following command to start these services.
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(#systemctl start smb)

(#systemctl start nmb)

Permanently active this service using the following command
(#systemctl enable smb)

(#systemctl enable nmb)

Step 3:

Now edit samba configuration file by using following command

(# vi /etc/samba/smb.conf)

Here global access to create a workgroup & host allow IP address. Show this figure 4.2
samba server smb global access configure

[global]
workgroup = WORKGROUP

=] h

]

17 host allow = 127. 192.168.88.
Figure 4.2: smb global access configure

Here line number 40 to line number 46 create share drive location access user. Show this

figure 4.3 samba server smb share directory configure
48 [sambashare]

41 command = share directory
42 path = /home/sambashare
43 valid user = mondol
- public = no
45 browseable = yes
46 writable = yes
47

Figure 4.3: smb share directory configure
Step 4:

Now create a directory by using the following command (#mkdir /home/sambashare).
Add a user they can be access this sharing directory. Following command to add a user
(#adduser mondol).

Samba user password set by using the following command (#smnpasswd —a mondol).

Then enter your password two times.
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Step 5:
Now set permission to access sharing directory. Show this figure directory permeation.

Show this figure 4.4 samba share directory permission

[root@localhost ~1# chown -R mondol /home/sambashare/
[root@localhost ~]1# chmod 750 fhome/sambashare/
[root@localhost ~]# chown mondol /home/sambashare/#

Figure 4.4: samba share directory permission
Step 6:
How can “samba share” access from windows. If smb1 client is not enabled on to our
windows PC then go to, Control Panel=>Uninstall a program=>Turn windows features
on or off=>. Show this figure 4.5 smb enable Windows PC
Windows Features — O

=
Turn Windows features on or off [ 2 ]

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box rmeans that only part of the feature is turned on.

Simple TCPIP services (i.e. echo, daytime etc) L)

g
140

SME 1.0/CIFS File Sharing Support

Cance

Figure 4.5: smb enable windows PC

Step 7:

Samba access to Windows PC. Show this figure 4.6 samba server access windows PC

Run =

— Type the name of a program, folder, document, or Internet

=iy rescurce, and Windows will open it for you.
Open: | KEEENEEDE -
I Ok I Cancel EBrowse...

Figure 4.6: samba server access
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Here write samba server user name and password. Show this figure 4.7 samba server

access user name & password

Windows Security s

Enter network credentials

Enter your credentials to comnnect to: 192.168.88.2

Password |

|:| Remember my credentials

(] Cancel

Figure 4.7: Samba server access user name and password

Here samba sharing directory. Show this figure 4.8 samba sharing directory

3 5 Network » 192.168.88.2 v O Search 192.168.88.2 »p

~
mondel sambashare

Figure 4.8: samba server sharing directory

4.3 Nagios Server

Nagios is a free and open-source PC programming application that screens structure
frameworks and entire IT establishment. Nagios screens the system issues brought about
by over-burden information connections or system associations, just as checking router,
switches and more, administrations and business forms are working appropriately. [3]

4.4 Nagios Server Configuration

Step 1:

At first, configure Static IP to our Nagios server PC. SELinux disabled by using the

following command (#vi /etc/sysconfig/seliux).

Firewall stop by using the following command (#Systemctl stop firewalld) and firewall
permanently disable by using this (#Systemctl disable firewalld) command.

SSH enables to default port by using the following command (#systemctl restart ssh).
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Iptables disable for the temporary using following command (#systemctl stop iptables)

Hostname setup following command (# vi /etc/hosts). ). Show this figure 4.9 host name

EP root@localhost~ — O >

Figure 4.9: Nagios host name setup

Step 2:

Before configuring Nagios server we need install some required packages using the
following command to install these packages

(# yum install httpd php php-cli gcc glibe glibc-common gd gd-devel -y).

Waet installation for minimal mode using the following command

(#yum install wget —y).

Another required package installation using the following command

(# yum install epel-release —y).

Step 3:
Nagios server installs using the following command (#nagios* -y). Show this figure 4.10

nagios server packages install.

EP root@nagios:~ — O x

Figure 4.10: Nagios server packages installed
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Step 4:

Now start Nagios server using the following command (#systemctl start Nagios).
Enable the Nagios server using the following command (#systemctl enable Nagios).
Now start httpd server using the following command (#systemctl start httpd).

Enable httpd server using the following command (#systemctl enable httpd).

Step 5:
Now configure Nagios server by using the following command
(# vi /etc/httpd/conf.d/nagios.conf). Here line number 30 allows LAN block IP address

to access this server. Show this figure 4.11 nagios server LAN block allows.
‘@ roct@nagios:~ — O by

Figure 4.11: Nagios server allow LAN block

Step 6:
Password set for default user Nagios admin using the following command

(#htpasswd /etc/nagios/passwd nagiosadmin). Show this figure 4.12 name & password

@ roct@nagios:~ — O x

Figure 4.12: Nagios default user admin Password set

Step 7:
Directory configuration for clients using following command

(# vi letc/nagios/nagios.cfg; # mkdir /etc/nagios/servers).
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Here line number 51 configure default directory. Show this figure 4.13 default directory.

EP root@nagios:~ — O x

Figure 4.13: Nagios server default directory configure

Step 8:

Now go to the location cd/etc/Nagios by using following command (#cd/etc/nagios).
Create a new directory by using the following command (# mkdir servers). Go to this
directory and create a new file by using the following command (#touch clients.cfg).
Now configure this file by using this (#vi clients.cfg) command. Here add new client

Nagios server. Show this figure 4.14 nagios host configure.

‘@ root@nagios:/etc/nagios/servers - O it

Figure 4.14: Nagios host configure

After complete host configuration restart Nagios server by using the following command

(#systemctl restart Nagios).
Step 9:

Now go to our web browser and write down Nagios server IP address by using the
following command (192.168.88.51/Nagios).
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Show this figure 4.15 nagios server admin login.

& G ® 192.168.88.51/nagios

2.168.88.51

Your connection to this site is not private
Username  nagiosadmin

Password | sesed |

m Ceones!

Figure 4.15: Nagios server admin login

Show this figure 4.16 nagios server client monitoring.

Nagios’

General

Home
Documentation

Current Status

Tactical Overview
Map (Legacy)
Hosts
Services
Host Groups
Summary
Grid
Service Groups
Summary
Grid
Problems
Services
(Unhandled)
Hosts (Unhandled)
Network Outages
Quick Search

Reports

Availability
Trends  (Legacy)
Alerts
History
Summary
Histogram (Legacy)
Notifications
Event Log

System
Comments
Downtime
Process Info

Performance Info
—

Current Network Status
Last Updated: Sat Feb 15 17:10:14 +06 2020
Updated every 90 seconds

Host Status Totals
Up Down Unreachable Pending

Service Status Totals
Ok Waming Unknown Critical Pending

Magios® Core™ 4 43 - wnw nagios org E o L o] B e o o]
Logged in as nsgiosadimin All Problems All Types All Problems All Types

View Service Status Detail For All Host Groups

View Sta rview For All Host Groups

View Status Summary For Al Host Groups
View Status Grid Fer All Host Groups

Host Status Details For All Host Groups

Limit Results: | 100 ¥

b4

Host *# Status * ¥ Last Check *# Duration *# Status Information
lenon g v 02152020 170702 0 oh 3m 125+ PING OK - Packetloss = 0%, RTA= 0.05 ms
localhost g. ur 02-15-2020 17:05:50 0d Oh 38m 42s PING OK - Packet loss = 0%, RTA=0.05 ms
rakib B up 02-15-2020 17:08:17 0d Oh 3m 125+ PING OK - Packet loss = 0%, RTA=3.13 ms
uble g uw 02152020 170832 0 on 3m 125+ PING OK - Packetloss = 0%, RTA= 0.65 ms

Results 1- 4 of 4 Mastching Hosts

Figure 4.16: Nagios server-client monitoring

4.5 FTP Server Configuration

Step 1:

At first Configure internet to this server. As a result of while not network FTP server
cannot be designed. At first, configure Static IP to our FTP server PC.
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Step 2:
At first, disable Selinux execute the command (#vim /etc/sysconfig/selinux). Show this

figure 4.17 FTP server selinux disable.
root@localhost:~ - o x

File Edit View Search Terminal Help
disabled - No SELinux policy is loaded.
ELINUX=disabled
SELINUXTYPE= can take one of three values:
targeted - Targeted processes are protected,
minimum - Modification of targeted policy. Only selected processes are
protected.
11 # mls - Multi Level Security protection.
:set nu 7.1 62%

8

-~ O
BRIl Y L0 B

=

H

Figure 4.17: FTP server Selinux disable
Stop iptables by using this command (#systemctl stop iptables).

Step 3:
Before configuring the vsftpd file, it's been downloaded and installed by using the

command (#yum install vsftpd™* -y).

Step 4:
Configuration this vsftpd file by using this command (#vi /etc/vsftpd/vsftpd.conf). For
configuring line number 12 nonuser based mostly FTP server, “anonymous_enable=NO”

has been organized that is portrayed on the following figure. Show this figure 4.18 FTP

server anonymous enable.

18 #
11 # Allow anonymous FTP? (Beware - allowed by default if you comment this out).

12 anonymous_enable=NO
13 #

Figure 4.18: FTP server anonymous enable

Here lines numbers 83 & 84 upload and download option have been configured. Show
this figure 4.19 server asci upload & download enable

82 # ASCII mangling is a horrible feature of the protocol.
83 ascii_upload_enable=YE3

84 ascii_download_enable=YES
85 u

Figure 4.19: FTP server asci upload & download enable
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Step 5:

Now save this file and restart vsftpd package by using the following command
(#systemctl restart vsftpd). Permanently enable this service by using the following
command (#ststemctl enable vsftpd).

Present you just enable firewall. Add TCP port and FTP service. Configured are
represented below. Show this figure 4.20 FTP & TCP port add

[root@localhost 7 1#t systemct]l start firewalld
[root@localhost "1#t firewall-cmd --permanent --add-port=Z1-tcp
SUCCESS

[root@localhost "1#t firewall-cmd --permanent --add-szerwvice=ftp
SUCCESS
[rootl@localhost ™ 1#

Figure 4.20: FTP & TCP port add

Show this figure 4.21 FTP user add

[root@localhost ~]# useradd joy

[root@localhost ~]# passwd joy

Changing password for user joy.

New password:

BAD PASSWORD: The password is shorter than 8 characters
Retype new password:

passwd: all authentication tokens updated successfully.
[root@localhost ~]# I

Figure 4.21: FTP Server New user add

Step 6:
Show this Figure 4.22 user-based FTP server is checked by a web browser.
&« C  ® Notsecure | fip://192.168.88.111 % =8
Index of /
Name Size Date Modified
limon. 2/10/20, 12:13:00 AM

pub 2/9/20, 10:33:00 PM

Figure 4.22: FTP server access by a web browser
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Chapter 05

MikroTik Router Configurations

5.1 About MikroTik Router

MikroTik is a company that held based in 1996 to develop routers and wireless ISP

systems. MikroTik currently produces hardware and software packages as web property

in most of the countries around the world. Our expertise in victimization business normal

laptop hardware and complete routing systems allowed the North American nation in

1997 to make the Router OS package that gives intensive security, authorities, and

suppleness for every kind of knowledge interface including routing. During 2002 we tend

to determine to build our hardware, and therefore the Router board complete was

produced. We’ve got resellers in the largest components of the globe, and clients in all

probability each country in the world. [6]

5.2 WAN Configuration
Step 1:

v" Click IP — Click Address — Click Add — Set IP Address
The following figure 5.1 Show IP Address Set for Wan Configuration

- = | T

Address Mletwwork
172161 124 1721610

S 172.21.10.242 . 172.231.10.240

Address <1 72.317 10 24230

Interface
ether2-LAM
ether1-WW AR

Address:

Metwork: [172.21.10.240 -

Imterface: | ether1-WAR - Ay
enabled

Figure 5.1: Wan IP Configuration
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Step 2:

v" Click IP — Click Routes — Click Add — Click General — Write Gateway IP

The following figure 5.2 Show WAN Routes Configuration

Mew Route

General | Attributes

Dst. Address: | [IXEXEXVEN]

Gateway: [172.31.10.241 [=] $ | [ ooy |
R | | - Disable
Type: ||.|nicast ” L | Comment
-C
Digtance: | | v =
Remove
Scope: |3’D |

Target Scope: | 10

Routing Mark: |

Pref. Source: |

enabled [ |

Figure 5.2: Wan Route Configuration

Step 3:
v" Click IP — Click DNS — Write DNS Server Address
The following figure 5.3 Show WAN DNS Server Address

- L] oo

- Carcel

Ea = =1L

[ Adlowe Remote Requests Static

Max ILIDP Packet Size: |[<S09E Cae it ne—=
ey Server Timeoort - | 2 G0 | =
ey Total Timesoort : | O OO0 | =
Cache Sixze: | 2as | e

Cache Max T T | 7o OO o9

Cache Lised: |53

Figure 5.3: Wan DNS Server Address
5.3 Statistic LAN Configuration
Step 1:
v Click IP — Click Address — Click Add:
Address: Write LAN IP Address
Interface: Select interface
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The following figure 5.4 Show LAN IP Address

[l =] [=]lz=] [=] [F] Find
|.ﬁ.ddress - I Metwar Interface || l
= 172161 152 172.16.1.0 etherZ-LAmM

Address: |t (v Pl I Lo ]

Metwork: [192.168.10.0 | -

Interface: |stherZ-LamM =] Anphy

enabled

Figure 5.4: LAN IP Address
Step 2:
v Click IP — Click Firewall — Click NAT — Click Add — Click General:
Chain: Select srcnat
Src. Address: Write LAN IP Address
v Click Action :
Action: Select masquerade

The following figure 5.5 Show NAT Configuration

E(E| | new NAT Ruie

Geners | Advanced Bira Acton . Advanced Exra Acton | Suatstcs | .
Chain: |srcnat |i| Cancel Action: E

Sre. Address: [ ][192.168.10.0/24 | & oply Cltog Aooly

Dst Addwess: | | ¥ Log Pref: - —
Protocal: ’—| 7 Comment
Src. Port: ’—| = Copy
e
Any. Port: ,—| - Reset Counters
In. Interface: |—| A4 Reset All Counters

Figure 5.5: NAT Configuration
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5.4 Bandwidth Share
Step 1: Bandwidth Share Target IP
v Click Queues — Click Simple Queues — Click Add — Click General:
Name: Write Name
Target: Write Target IP Address
Target Upload: Select Upload Speed
Target Download: Select Download Speed

The following figure 5.6 Show Bandwidth Share target IP

Simple Queue <Lab PC> [ K3
Simple Queues | Interface Queuss Queue Tree  GQueue Types General | Advanced Statistics Traffic  Total Total Statistics
+= 1| [T | o0 Reset Courters || 00 Reset Al Counters Name: [E0XE8
b Name Target Upload Max Limt | Download Max ... - |Packet Marks Upload v Target: |192.168.10.2 ¥ ¥
4 BD0OLLs.. 192.168.1... 10M 10M Obps
3 BlabPC 1521681 10M 10M Obps Dst.: ~
0 B mypc 1721612 10M 10M Obps
1 X otal N... 172.16.1.0... uniimited unimied J bps Target Upload Target Download
2D {Bhshots.. etherZ-LAN unlimited unlimited 3.0kbps
Max Lim: (101 %/ [10m % bisss
Burst Limit: |unlimited ¥ | |unlimited ¥ bits/s
Reset Counters
Burst Threshold: |unlimited ¥ | |unlimited ¥ bits/s
Reset All Counters
Burst Time: |0 0 s
¥~ Time

+ *
Sitems (1 selected) 0 B queued D packets queued

enabled

Figure 5.6: Bandwidth Share target IP

5.5 Bandwidth Share use PCQ
Step 1:
v Click Queues — Click Queue Types — Click Add
Type Name: Write name
Click Kind: Select pcq
Rate: Write Bandwidth Speed
Classifier: Select Src. Address — Select Dst. Address
Step 2:
v" Click Simple Queues — Click Add — Click General:
Name: Write name
Target: Write target Network Address
v Click Advanced:
Click Queue Types — select Upload & Download Speed Name
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The following figure 5.7 Show Bandwidth Share pcq Use

@E Queue Type <?MBps>
Generl  Advanced \mm Treffic  Total Total Statistics Type Name: 0K
Packet Marks: | ‘C Kind: |peg \i‘ Cancel
Target Upload Target Download Fonty Rate:
Limit At: [unlimited | %] [unlimited | #| bitass Disable Limit: I&D—[ Copy
Prorty: |8 | 8 | Total Limit: | 2000 Remove
Queue Type |2MElps ” ¥ | ‘defaultsma\l ” ¥ ‘ Copy Burst Rate: I:l -
Parent |nane ||3 | Burst Threshold: I:l ~
B T
Classfier: [ Src. Address [/ Dst. Address
Torch [[JSc Pot [ Dst. Port
Src. Address Mask:
Dst Addess Masic
enabled

Sz Addrss$ Mask:

_ Dgt Mdressﬁ MESK:

Figure 5.7: Bandwidth Share pcq use

5.6 Filter Rules Create
Step 1: Drop Filter

v" Click IP — Click Filter — Click Filter Rules — Click Add — Click General:

Chain: Select forward
Src. Address: Write Network Address

v Click Action:
Action: Select drop

The following figure 5.8 Show Drop a Network

New Frrewall Rule

General Advanced Edra Action ‘Qaﬁmcs

©Daffodil International University

Actor: [ |+ Cance!
[log Apply
Log Prefix: ‘ ‘ v Disable:

i

Comment
Copy
Remove
Reset Counters

Reset All Counters

General ‘Mvanaed Edra Action Statistics

B

Chain: ‘forward

Cancel

Sro. Address: [1[192.168.10.0/24

Apply

B >
Protocol: ‘ ‘ A Comment
Src. Pott: | A Copy
Dst. Port: | [ Remave
Any Port: | A Reset Counters

.

Reset All Counters

Figure 5.8: Drop a Network
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Step 2: Accepted Specific IP
v" Click IP — Click Filter — Click Filter Rules — Click Add — Click General:
Chain: Select forward
Src. Address: Write Accepted IP Address
v" Click Action:
Action: Select Accept
Click Ok
v" Drag and drop up to Drop Filter Rules
The following figure 5.9 Show Accept Specific IP from Drop Filter Rules

o Y N - |
General | Advanced Fxtra | Action Statistics General Advanced Extra Adtion | Statistics
Chain: |forward 2 Action: [ | +

Sre. Address: [[172.16.10.2 B Apoly Lo Aoply

Dst. Address: v Disable Log Prefix v Disable

Protocal - Comment Comment

Figure 5.9: Accept IP from Filter Rules

5.7 Block Web Site
Step 1:
v" Click IP — Click Firewall — Click Layer 7 Protocols
v Click Add:
o Name: Write Identity Name
o Regexp: Write Block format with web side name

The following figure 5.10 Show Block web site format

Firewall L7 Protocol facebooolk >

Mame: |Ffaceboook Block
Regexp: Cancel

App

~ +ffacebook .com).*S

Comment
opy

Remowe

0
8]
& A

Figure 5.10: Block web site
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Step 2:
v Click IP — Click Filter Rules — Click Add — Click General:
Chain: forward
Src. Address: Write Network Address
v Click Advanced:
Layer 7 Protocol: Select block address name
v Click Action:
Action: Select drop
The following figure 5.11 Show Block web site

@E @E New Firewall Rule 0] x]

General | Advanced Bdra Action  Statistics General Advanced | Era | Action  Staistics Advanced Edra Action | Statistics ..

Chain: |forward ¥ Sre. Address List v Action: _ ¥

v
Content v
Src. Pot v Cony Cony Copy

Connection Bytes A
Connection Rate: v

Any. Pot v Reset Counters Reset Counters
Per Cornection Classfier: v

PP w | | Reset Al Counters Reset Al Courters Reset Al Courters

Sre. MAC Address v

Figure 5.11: Drop Web Site from a Network
5.8 Mangle rule create
Step 1:
v Click IP — Click Firewall — Click Address List — Click Add
Name: Write web site name
Address: Write web site IP Address
The following figure 5.12 Show Facebook IP address list create

(=]
Fiter Rules MAT Mangle Service Ports Connections Address Lists | Layer? Protocols
o || = - || Bg [ | o Mew Firewall Address List =1 E3 S
Mame Address Mame: |Facebook - B
<@ facebook 157.240.24 0v24
@ youtube 172.217.163.0+24 | Address: |157.240.24.0024
Timeout: -~ Apphy
enabled

Figure 5.12: Facebook IP Address List Create
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v Again same process add more IP Address

Step 2:

v Click IP — Click Mangle — Click Add — Click General:

Chain: Select prerouting
v Click Advance:

Select Dst. Address
v Click Action:

Action: Select mark connection

New Connection Mark: Write Connection Mark Name

The following figure 5.13 Show Mangle Mark Connection Create for Facebook

IE"E @E New Mangle Rule 0] %]
Generl | Advanced Extra Action  Statistics General Advanced |Edra Action  Statistics General Advanced Edra Action | Staistics
Contert o New Connection Mark: |facebook *
St pot  asatrougn
Connection Bytes
Connection Rate
Per Connection Classfier. <
[ v Reset Al Counters Reset All Counters Reset All Counters
Src. MAC Address w7
In. Interface Y
Figure 5.13: Mark Connection for Facebook

v Click IP — Click Mangle — Click Add — Click General:
Chain: Select prerouting

v Click Advance:
Select Dst. Address

v Click Action:
Action: Select mark packet

New Connection Mark: Write Connection Mark Name
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The following figure 5.14 Show Mangle Mark Packet Create for Facebook

General | Advanced Edra Action Statistics
Chain: [prerouting

Src. Address:

Dst. Address.

Protocal.
Sre. Port
Dst. Port:
Any. Port:

P2P:

In Intafana

Step 4:

4 4 |«

4 4 4 4 4 4

[x]

Cancel

g

Disable

Comment

Remove
Reset Counters

Reset Al Counters

Src. Address List
Dst. Address List

General Advanced | Edra Action Statistics

facebook

g
=2

Layer7 Protocal

Content:

Connection Bytes
Connection Rate

Per Connection Classifier.

Sre. MAC Address:

¥

-
&

4 4 4 4 4

[x]

Cancel

g

Disable

Comment

Remove

Reset Counters

g
=2

Reset Al Counters

v Click Queue — Click Queue Type — Click Add:
Type Name: Write Name

Kind: Select pcq
Rate: Write Bandwidth Speed
Classifier: Select Dst. Address

New Mangle Rule

General Advanced Bdra Action | Statistics

Action i Cance!
Log Apply
Lag Pref h Disable

Mew Packet Mark: |facebock
| Passthrough

Figure 5.14: Mark Packet for Facebook

v Again Copy This and Only Classifier: Select Src. Address

Step 5:

v Click Queue — Click Simple Queue — Click add — Click General:

Name: Write Name

Target: Write Target Network Address

v Click Advantage:

Packet marks: Select Packet Address
Queue Type: Select Upload & Download Speed

The following figure 5.15 Show High Bandwidth for Facebook

Comment

+

o
g

Remove
Reset Counters

Reset Al Counters

=] E3
Gereral | Advanced Stafistics Treffic Total Total Stafistics
Name: Packet Marks: facebook
Target: |192.168.10.0/24 ik
Dst.: |0.0.0.0/0 ¥ |-
Limit At: |unlimited
Target Upload Target Download Priority: |8
Max Limit: |unlimted ¥ | |unlimted ¥ | bita/s Queue Type: Fo_UP
Burst Limt: | unlimited * | |unlimited # | bits/s Raee nre
Reset Courters
Burst Threshold: |unlimited ¥ | |unlimited ¥ | bits/s
Reset Al Courters
Burst Time: |0 0 8
¥ Time

General Advanced | Siatistics Traffic  Total | Total Statistics

-

Target Upload Target Download
* | \unlimited ¥ | bits/s
8
| [Fo_ow ¥

Figure 5.15: High Bandwidth for Facebook
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5.9 PPOE Server Configuration
Step 1:
v Click IP — Click Pool — Click Add:
Name: Write Name
Address: Write Network Address
The following figure 5.16 Show PPOE Poll Create

IP Pool <1MBps> =1 E3
Name: [1MBps
Addresses: [172.31.10.0024 =
Mext Pool: |none - | -

Figure 5.16: PPOE Poll Create

Step 2:
v" Click PPP — Click PPOE Servers — Click Add:
Server Name: Write PPPOE Server Name
Interface: Select Interface
The following figure 5.17 Show PPOE Server Name Create

FPFPPoE Scervice =Limomnblets=

=
Max pTL: [1480 -
rase nars: (14850 -~
MRRL: pL=se ) .
oy
Keepalive Timeout: 10O ettt _
Remowe
Defaulk Profile: defauh -

Lusthemticatiorm - | meschap2 | mschags1
| chap ~| pa

=enakiled

Figure 5.17: PPOE Server Name Create

Step 3:
v Click PPP — Click Profile — Click Add — Click General:
Name: Write Profile Name
Local Address: Write Local Address network Gateway

Remote Address: Select Remote Address Name
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v Click Limit:
Rate Limit (rx/tx): Write User Bandwidth Speed
Only One: Select Yes
The following figure 5.18 Show PPOE Profile Create

=I[E3| | Hew PPP Profie o]
General | Protocols  Limits GQueue  Scripts General  Protocols Limits | Queue  Seripts
Name: | Imbps Session Timeout: | |-
Local Address: |172.31.0.1 7|a idle Timeout: v Aoy
Remote Address: | IMBps ¥ A
Rate Limit (petx): | TMAM -
Remate: |Pyv6 Prefis Pool: A -
-Co -C
DHCPv6 PD Pool: v = Only One i
! o Cno @¢yes  default

Figure 5.18: PPOE Profile Create

Step 4:
v Click PPP — Click Secrets — Click Add:
Name: User Name
Password: User Password
Service: Select PPOE
The following figure 5.19 Show PPOE User Create

Mew PPP Secret

Mame: |Thesl K

Passwaord: Cancel

Service: |pppoe

4|4

Caller ID: Disable

¥

Profile: | 1TMB
= b= Comment

{

g ﬁ' 0
< m
X]

Local Address: Y

{

Remote Address: Remove

Figure 5.19: PPOE User Create

Step 5
v" Click IP — Click Firewall — Click NAT — Click Add — Click General:
Src. Network: Write PPOE Network Address
v Click Action:

Action: Select masquerade
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5.10 Hotspot User Configuration
Step 1:

v Click IP — Click Hotspot — Click Server — Click Hotspot Setup:

Hotspot Interface = Select Port

Local Address of Network = Write Network
Address Poll of Network = Write Poll Network
Certification = Select

IP Address of SNTP Server = Write SNTP IP
DNS Server = Write DNS Server IP

DNS Name = Write DNS Name

Name of Local Hotspot User = Write admin
Password for the User = Write Password
Click next

Click Ok

Step 2:

v" Click IP — Click Hotspot — Click Server Profiles — Double Click of hosprofl :

v" Click Login:
Select HTTP CHAP

The following figure 5.20 Show Hotspot Server Profile create

Hotspot Server Profile <hsprof1=

General Leogin | RADIUS
Login By: L o i Cookie
» HTTP CHAF HTTPS
HTTFP PAP Trial

MAC Cookis

MAC Auth. Mode: |MAC as usemame
MAC Auth. Passwaord:
HTTFP Cookie Lifetime: |3d O0:00:0{0
S5 Cerificate: |none
Split User Domain
Trial Uptime Limit: |0 3000

Tral Uptime Reset: | 1d 00000
Trial User Profile: |default

Figure 5.20: Hotspot profile create
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Step 3:

v Click IP — Click Hotspot — Click User Profiles — Click Add — Click General:
Name = Write Name
Address Pool = Select Address Pool

Rate Limit (rx/tx) =
Open Status Page =

Write Bandwidth
Select HTTP Login

The following figure 5.21 Show Hotspot User Profile

Mew Hotspot LUser Profile

Senaeral L TR T T Adwertise Scripts
Mame: 1Mbps

Address Poaol:

Session Timeourt:
Idle Timeout:

Keepalive Timeout:
Status Autorefresh:

Shared lUsers:

Fate Limit (= te):

MMAC Cookie Timeourt:

Address List:
Imncomimng Fiker:

Outgoirneg Filker:

Imncomimng Paclket Mark:

Outgoimng Packet Marka:

ODpen Status Page:

Step 4:

hspooal-2

more
O - O O
OO 1 O

1
1010

w| Aucdd MAIC Coobkais
S OO0 O

HTTF lagim
w| Tramnsparemt FProoscy:

Figure 5.21: Hotspot user profile
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v Click IP — Click Hotspot — Click User — Click Add — Click General:

Server = Select hotspotl

Name = Write User Name

Password = Write User Password
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The following figure 5.22 Show Hotspot User Create

L]

Profile: |default
Remowve

Routes: b
Reset Counters

Email: hd
Reset All Counters

Mew Hotspot User [=] E3
General | Limits Statistics | oK |
Server: =] || Cancel |

Mame: |Limon | Apply |
Password: | | Disable |
Address: My fo— |

MALC Address: | — |

| |

| |

| |

enabled

Figure 5.22: Hotspot User

5.11 Challenges

If you see no work has any challenges, however four months of my billet expertise and to
share friends the once hearing concerning the time of day, I've see that there's some
common challenges intern. | believe it's that interns 3 things: unpaid / below, temporary,
and that they are during a race to realize expertise. as a result of intern’s are simply glad
to induce a foot within the door, some work places could benefit of young staff by giving
them terribly long hours of lifeless repetitive work. Afraid to raise questions: All of a
sudden there’s associate degree inflow of labor, and that I finally have the prospect to
prove myself! However I’'m undecided concerning x, y, z....I may feel the pressure to be
associate degree freelance and self- spare employee, however it’s higher to clarify
uncertainties! Vie with alternative Intern: fortunately | used to be associate degree intern;
we have a tendency to raise queries of every alternative and may simply group with
comes that have worked in groups wherever there was such a cooperative relationship.
Interns during a future job gap or a recommendation for a decent letter are going to be

competitor in alternative workplace environments, might not be thus friendly.
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CHAPTER 06

Competencies & Smart Plan

6.1 Competencies Earned:
After completed my internship programed in Daffodil on-line Ltd. (DOL). I actually have
gather data of regardful downside or Troubleshooting. Faces the various practicality of
sensible operating. In my placement time | had appointed some Competencies earned
.Those earned | used to be attempting to finish with successfully. Those Competencies
earned square measure given bellow:

e Troubleshoot hardware and software system issues, each on workstations and

shopper finish.

e Router Management, watching and troubleshooting.

e Find solutions for middle level issues.

e Develop our sensible data for real downside faces.

e Research our company web site give weekly reports.

e Increase my social temperament along.

e Real expertise of operating place.

6.2 Smart Plan

Each organization must have a savvy intend to pick up progress. Initially some normal

things in blend make a keen arrangement.

6.3 Reflections

Daffodil on-line Ltd. (DOL) Started they're journey within the year 2002. Continue this
period, they extended they're operation and repair resume in step with the customers
recommendation and considering demands of your time. They worked with several
national comes and international organizations and achieved the name. They’re
exploitation the most recent technologies and upgrading the services where it's needed.

Reflection or considering our encounters, is that the thanks to learning.
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CHAPTER 07

Conclusion and Future Career

7.1 Discussion and Conclusion

Hours daily, six days seven days are going to be able to sit in Associate in nursing
workplace and did not assume Review this temporary job has been an outstanding and
compensating expertise. | actually have seen the longer term and that i can have the
choice to help Pine Tree State with the prospect to coordinate with several people WHO
have had the choice to affirm that. During this temporary job, | actually have discovered
that one in all the first problems and time the board's powers solely as self-inspiration. At
the purpose after | at the start began, i used to be eight. After | understood what I required
to try and do my long stretches of covering is not broken, thus | delineated my traditional
employment. Sorted out and it had been the right time after | get a reaction organized for
queries that ought to be donnish. This interim time board of the geographical point for an
excellent time, | required to work out a way to impel in person through. i am despite
everything checking out utilizing the corporate thought of the many recommendations
and thoughts. 1 am despite everything holding my alternatives receptive new prospects, in
any case, are continued to figure for the University of Asian country on the world. i am
appreciating this profession. | persevere buckling down for my position and arrange to
persevere searching for concerning the business and meet new people can. it had been an
outstanding encounter, and that i trust the opposite understudy received an excellent deal

reciprocally.

7.2 Scope for Further Career

If you don’t have any experience to finding any job is very challenging. A successful
complete placement can provide better experience. That experience will be help into
your career. | finish my internship in the Network sector, so | have more extra
opportunities in the work field. My future scopes are going to be.

e To operate in the ISP Center.

e To work with an IT company.
e To be an information technology (IT), administrator.

e To do asystem engineer.

©Daffodil International University 43



e To do aserver administrator.
e To do a Linux administrator.

e To do work any bank.
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Appendices
Appendix A: Internship Reflection

The primary goal of my internship in a professional setting, practical solutions to real-
world problems is to apply the knowledge gained in the classroom. And professionally
relevant competencies and relationships in a professional setting, learning to deal with
new knowledge, skills, and the ability to determine how to sharpen and develop plans.
Add to network with other professional’s supervisors and professional relationships. To
fulfill the duties of my internship, I'm exercising proper business etiquette. 1 am an
organization's mission / vision is implemented, how to contact colleagues, how power is
shared, how it is structured, how decisions are made, how to understand the culture of a
professional organization, and what degree of accountability and feedback to the
organization. With an assessment at the end of my internship supervisor and internship
experience running through individual meetings provides an opportunity to take a
professional opinion. Internship experiences to prepare for life in a global society,

leadership and service, my gift to be able to put it to use.

Appendix B: Company Detail

s =

Doffodil Onlime

Head Office
Name Daffodil Online Limited
Address 102, Shukrabad (3rd floor),

Mirpur Road, Dhanmondi,
Dhaka - 1207, Bangladesh

Telephone 02-9143258-60
Fax 880-2-8116103
E-mail info@daffodilnet.com
Website www.daffodilnet.com

Type of Organization ~ Nationwide Internet Service

Provider (ISP) Employees 12

©Daffodil International University 45


mailto:info@daffodilnet.com
http://www.daffodilnet.com/

References

[1] Daffodil online limited, Available at
<<http://www.daffodilnet.com/index.php?option=com_content&view=article&id=54&Itemid=1 12>>, last
accessed on 20 January 2020, 11.50 pm.

[2] Samba server, Available at <<https://www.samba.org/samba/docs/using_samba/chO1.html>>, last
accessed on 30 January 2020, 9.45 pm.

[3] Nagios server, Available at << https://www.nagios.org/about/>>, last accessed on 10 February 2020,
1.50 pm.

[4] Wikipedia, Available at <<https://en.wikipedia.org/wiki/File_Transfer_Protocol>>, last accessed on 15
February 2020, 11.20 pm.

[5] Tuturself, Available at <<https://www.tuturself.com/posts/view?menuld=90&postld=897>>, last
accessed on 25 February 2020, 11.20 pm

[6] MikroTik, Available at << https://mikrotik.com/aboutus>>, last accessed on 1 March 2020, 8.50 pm.

[7] Wikipedia, Available at << https://en.wikipedia.org/wiki/MikroTik >>, last accessed on 18 March 2020,
4.50 pm.

[8] Opensource, Available at << https://opensource.com/resources/linux>> last accessed on 28 January
2020 at 09.20 pm.

[9] Centos-6 book, Available at << https://www.techotopia.com/index.php/CentOS_6_Essentials >> last
accessed on 21 April 2020 at 08.10 pm

[10] Centos-7 book, Available at << https://forums.centos.org/viewtopic.php?t=54669>> last accessed on
23 April 2020 at 07.50 pm

©Daffodil International University 46



Submission date: 07-Jul-2020 07:15PM (UTC+0600)
Submission ID: 1354556736

File name: Limon_Internship_Report.docx (1.02M)
Word count: 6262

Character count: 32799

NETWORK ADMINISTRATION AND MIKROTIK ROUTER
CONFIGURATION

ORIGINALITY REPORT

24, 10, 1 23,

SIMILARITY INDEX INTERNET SOURCES  PUBLICATIONS STUDENT PAPERS

PRIMARY SOURCES

Submitted to Daffodil International University

Shudant Papss

daffodil.family

Imbarnet S owrce

o

africasportnews.com

Imbarmsd Source

}

13%
25
24

Submitted to University of Bedfordshire

Swdant Papar

T

Submitted to DeVry University Onlline

Shudant Papar

B B

To

Submitted to Rosebank College

Shudent Paper

T

H B

Submitted to Noroff University College
Studani Paper y eg { 1 %
www.techoism.com

|termet Source ‘: 1 %

n poweruphosting.com

©Daffodil International University

47



Intermet Souros

<1 %
Submitted to University of South Australia
Student Paper ty <1 %
Submitted to University of Northumbria at <1
%
Newcastle
Student Papes
Submitted to Middle East College of Information <1 "
Technology
Swdent Paper
www.explorelinux.com
Internet Sommpk) <1 %
Submitted to North West Universi
Student Paper ty <1 %
N ark-library.blogspot.com
|nternet Sourr:sy g po <1 %
Submitted to University of Melbourne
Student Paper ty <1 %

Submitted to University of Central England in <1 o

Birmingham
Student Paper

—
~

Submitted to Bolton Institute of Higher

Education
Student Paper

<1%

—
o

©Daffodil International University



access.redhat.com

m Imtarnad Source { 1 %

p docsplayer.net

|nitesrned gfnm:ll:a { 1 %

Guy Hart-Davis. "Learn Office 2011 for Mac OS {1
X", Springer Science and Business Media LLC, *
2010
Publication

e Submitted to MCC Training Institute

22 Siudent Paper ¢ < 1 %

. Submitted to CTI Education Grou

£3 Siudant Papar P < 1 Yo
Submitted to Glasgow Caledonian Universi

Studernt Paper J ty < 1 %

. Submitted to Udayana Universit

25 Student Paper ¥ / {1 %
Submitted to University of Hertfordshire

Studerni Paper ty { 1 %

e Submitted to University of Northampton

‘.? Siudent Paper ity p { 1 %

©Daffodil International University

49



