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ABSTRACT

At present network configuration and management is one of the significant terms for developing
the country day by day. In our daily life internet connection became the fundamental
requirement. Worldwide internet service provider (ISP) usually delivers the network
connectivity to the home user. The router handle this network connectivity which is a special
device. MikroTik router has been studied in this experimental report. Daffodil Online Ltd is
(DOL) is one of the promoter ISP in Bangladesh. In order to optimize the network, the network
configuration and management of Daffodil Online using MikroTik has been studied and sketch
accordingly in this report.
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CHAPTER 1

Introduction

1.1 Introduction

Nowadays people can develop their activities by using information technology via internet.
For doing loyal work internship is an important employment challenge for students so that
people can appreciate to see their true work. It is seemed to me it is high time to extend my
knowledge to do better in working model, deals and industrial behavior. Today each business
and enterprise are connected to software communication and information technology. It is
called E-Commerce. Most of the people can enhance their job quality via E-Commerce without
wasting their time on smartphones. Domain name system (DNS) is one of the significant parts
of the internet. It should be known by us how network downtime is reduced, how affordable
and profitable network is developed and built.

1.2 Motivation

Motivation which is extensive power for everyone. If you want to do better in your life you
should have a high motivational capacity. Now | am a student of ETE department in Daffodil
International University. Collecting practical information help the students to gain a capacious
view of the subject and the importance of it is very significant in practical life. During the
internship | completed the detail of MikroTik Router. The internship motivates me to do better
in future life hopefully.

1.3 Internship Objectives

As a qualified person, the target of my internship to train in a competitive job market. It is very
necessary to build up skill. When I have outstanding qualities, it will make me a skillful person.
The objective of the internship is to provide consciousness to improve work practically. For
this objective self-dependent will be createt.

1.4 Report Layout

Chapter 1: Described Introduction, Objective and Motivation.

Chapter 2: Described the Networking, types of Networking which is using for MikroTik,
Introduction of MikroTik and types of so many router.

© Daffodil International University 1



Chapter 3: Displayed preparing went to, doled out obligations, Mikrotik fundamental charge
and portrayed about various kind of steering setup (DHCP, PPPoE, ARP, Firewall) goal.

Chapter 4: Report decision and Future development.
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CHAPTER 2
Introduction of MikroTik

2.1 Networking

In the present time networking is an important thing to communicate. From one place to
another we cannot think of sharing data without networking. Now it is easy to us to exchange
data from one place to another through networking. By distributing data between several
computers we can build a network. MikroTik is a Latvian company that was based in 1996 to
develop wireless and routers ISP system. Most of the countries around the world MikroTik
provides software and hardware system for net property. The perception in victimization
industry complete routing system and standard laptop hardware system allowed America in
1997 to make the Router OS computer code that gives intensive stability, controls for all types
of knowledge routing and interfaces. We tend that we can set to create their own Router
BOARD and also hardware. There are many resellers and customers in most elements each
country on the globe. [1]

2.2 Types of Networking

There are different kind of networks.

2.2.1 LAN (Local Area Network)

In our daily routine we use the local area network whole day. Its main intention is working to
little medium workplace such as courts, business commerce networks and small medium share
info and resources and office lamps, print electronic equipment scanner etc. Native space
Network are accustomed to emphasize computers substitute network devices and the devices
can share the resources from one another computers. The computer network is concerned, the
sole cable used here is restricted by the absolute distance and additional options of the
computer network. [2]
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Figure 2.2.1: Local Area Network

2.2.2 MAN (Metropolitan Area Network)

MAN stands for Metropolitan area Networks which is a range of different types of networks.
New class of a network can be relatively by an individual. MAN is larger than a LAN. MANSs
seldom enlarge on the so much facet — 100 km and repeatedly constitute an alternative of
different kind of hardware and transmission media. The form of cable TV network is it’s one
network and so it’s a technical term to connect a range of PC networks into an even larger
network. Consequently, sharing PC networks to LAN except as device to device in resources
area unit. Particularly it is a combination of the networks like Cable TV network, casing the
whole city or a group of many endemic areas Networks. During this process sharing resource
from network to network and laptop to laptop to move. MAN is commonly recognize by large
organization to associate its several branches across the city. [2]

© Daffodil International University 4
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etwork

Figure 2.2.2 Metropolitan Area Network

2.2.3 WAN (Wide Area Network)

Wide Area Network is exhibited in a spacious geographical area with LAN and MAN. This
kind of network was exhibited using the telephone company because of wide area network
which is difficult to grow, technologies and special areas used for connecting to several LANS.
WAN of the plans to construct more than the LAN is really difficult to operate because of the
necessity for creating a LAN across the world, the satellite is used in many cases. Greater
portion of wide area networks work at 1.544 Mbps at 56kbps speed. [2]

© Daffodil International University 5



Figure 2.2.3 : Wide Area Network

2.3 Training Served

For my internship | choose Daffodil Online Ltd. The training time was about four months and
there Cisco networking MicroTouch switch configuration MikroTik Router is done about. For
training | was admitted DOL and started class. About Cisco networking we have no idea at
first. First we will learn IP configuration. We find different information about IP subletting
and conciliation then we started installing micro router. If MikroTik router can do a new
configuration forward, it will have to reset the process to give it first. First we get an internet
connection in the microcytic router to scan the IP in the interface and DNA and gateway is
required to be given. The Mikrotik router we have no idea about different kind of configuration
of the MikroTik router. Then we have the DHCP configuration Pppoe service which about we
know all kinds of configuration and bandwidth management and also can share bandwidth.
MkroTik router also know how to configure block the bandwidth of YouTube and Facebook.
We could not complete four month course because epidemic of the CORONA Virus. For this
reason | completed only MikroTik routing.

At the first step we learn about IP sub netting and networking properly and switch
configuration VLAN and switch Management.

%+ Comprehension and learning about network components.
% Understand and studying basics of MikroTik.
% Basic centos commands.

X/

X/

At the second stage from training we learn MikroTik simple configuration and OS installation
of MikroTik in VMware.

© Daffodil International University 6



¢+ Concept of IP Addressing
¢ OS installing of MikroTik
s Web site faltering

At the third stage we learn MikroTik hole configuration that is very important for Mikrotik
router management.

¢+ IP configuration

¢+ Sub netting

¢+ Networking binding
s Cisco

< VLAN

% PPPOE

++ Static and DHCP

% Bridge

+« Bandwidth management
ARP/AP

Wireless configuration
Firewall

Firewall security

L)

X/
o

X/
o

X/
o

X/
o

2.4 OS of MikroTik

MikroTik OS is an operating system. The operating system comes with various license levels
ranging from 0-6. Where 0 is 24 hour experiment version. In experiment mode we can test all
outlook of router OS free. We can compare the different license level features. Router OS is
very easy to installing. Either download ISO image or burn it to CD and boot from it. Net
install write Router OS to any secondary drive which we have attached to our Windows PC.
By moving the drive to our Router PC and boot it. About all the installation methods, upgrade
files and more can be found here. [3]

2.5 MikroTik Ethernet Route

2.5.1 HEX lite

HEX lite is 5 port LAN router by a nice plastic case. Its grade is under the router OS license
alone there absolutely is not any doubt once it entangle managing our wired home network.
Not only it is inexpensive, small, discreet trying and simple to use. It is most perhaps the first
cheap MPL capable router on the market, between option and values there are no more
compromise. It’s impenetrable style and pure look, it’ll work any SOHO atmosphere. [5]
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Figure 2.5.1: HEX lite

2.5.2 HEX PoE

Wireless connectivity is not necessary because HEX PoE is a five port Gigabit Ethernet router
for location. For adding optical fiber connectivity the device has a USB 2.0 port and an SFP
port. The ports 2to5 can power another PoE efficient devices with the equal voltage as applied
to the unit. It is safe and spontaneous to use, in the meantime it’s come with a very powerful
800MHz CPU, the supporting of Router OS is susceptible of all the advanced configuration.
Less power adapters and cables are liable for anxiety about Max current is 1A/port, Ethernet
ports are shielded. It is also supportive passive PoE input and passive or 802.3af/at POE output.
Ethernet ports 2to5 can efficient other PoE capable devices with the equivalent voltage as
applied to the unit. [4]

Figure 2.5.2: HEX PoE

2.5.3 RB2011

The RB2011 is a low cost multiport device series. Designed for indoor use and attainable in
many kinds of cases with a collection of options. The RB2011iL-IN is the most basic model,
with 5 Ethernet ports, 5 Gigabit Ethernet ports, power jack and PoE support. The new Atheros
next generation powered is 600MHz 74K MIPS network processor. There is a POE output

© Daffodil International University 8



function for port #10 — it can power other PoE capable devices with the same voltage as applied
to the unit. The maximum load on the port is 500mA. [6]

Figure:2.5.3 RB2011

2.5.4 CC1036-8G-25+

Now fastest router has become even better, the new CCR1036-8G-2S+ now has two SFP+
ports for 10G interface support (SFP+ module available separately). It also uses the same 36
core Tiller CPU as our other CCR1036 model and give the same performance, but 10 gigabit
links are possible. The device comes in a 1U case, has 2 SEP+ ports, eight Gigabit Ethernet
ports, a serial console cable, and a USB port. The CCR1036-8G-2S+ has 2 sodium slots, by
default it is shifted with 4GB Ram, but Router OS has no memory limit. Also available now,
the EM model with 16GB of RAM supports both SFP. [7]

Figure 2.5.4: CC1036-8G-2S
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CHAPTER 3
Configuration of MikroTik

3.1 Win box Interface Menu

Win box is a compressed use that sanctions the administration of MikroTik Router OS utilizing
an urgent. It is an endemic Win 32 binary. All of the Winbox interface functions are as
immediate as possible reflect the quiet function, for this there is no Winbox sections in the
manual. There are some advanced and system

4+ For key exchange and authentication Winbox uses ECSRP

+ By SIA MikroTik is issued the Winbox is signed with an extended validation
certificate.

4+ Other side knows the password and both sides verify that.

Winbox uses AES128-CBC-SHA as an encryption algorithm

Pavarcrd

Figure 3.1: Winbox

3.2 Static Configuration

Routing decisions are required by the static routing in the routing table, only admin can update
this manually. Her the route choice is limited but only one default route is available, static
routes are usually completed. If we have few route setup devices and no future route change is
needed, Static routing can also be used.

Step 1: Winbox open: Ip>Address 192.168.0.1/24>Interface=ether1>

© Daffodil International University 10



Ip>Address 172.16.0.1/24>Interface=ether4>
Apply>0OK

Addreas Network Interface
172 160.1/24 172.16.0.0 ethers
§ 192 168 SO 224 192 168 500 etherl

2 rRems

Figure 3.2: Add Network Address & select interface
Step 2: Ip>Routes>=192.168.50.1)>Apply>0K

Route L
Rades Neghops Fles VRF
=] 7% @Y
Dt Addess  / Gatenyy Ostance  Routng Makk  Pref. Source

A POCODD 19216850 1 machabe s
0K PITLIB002 ehedmachabe

TN AT —

mwoi

D P1S2168500).. aher! machatie ( 192168502

Figure 3.3: Add Route
Step 3: Ip>Firewall>NAT>+action>masquerade>Apply>0OK
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NAT Rule <>

Adtvanced Extra

Action St atistics

Action LS SQUIeT ade

To Poma

Figure 3.4: Set Firewall

Step 4: Ip>DNS>DNS Seeting>servers=203.190.10.252

=230.190.10.253
DNS Settings e
Servers: 203.190.10252 =
203.190 10 253 s | ,C"flﬁ
st oy [ Acon |
Alow Remote Reqguests Static
Max UDP Packet Size: 40956 —
Query Server Timeowt: 2 000 =
Query Total Tinmeowt: | 10 000 =
Max Concusrert Quesies: 100
Maxe Concusrert TCP Sesssons: 20
Cache Sire. 2048 B
Cache Max TTL: | 7¢ 00:00:00
Cache Used: 35 XB

Figure 3.5: Add DNS

3.3 DHCP Configuration

DHCP is a network management protocol which is used to progressively assign the IP address
and to any device or node on the network, it is allow to communicate via IP. It is a network
management protocol. DHCP will run as well as on large enterprise networks and small local
networks.

Step 1: Go to IP>DHCP server tab. The window of the DHCP server will apper.
Step 2: Click the DHCP setup button and select ether2 then click the next

© Daffodil International University 12



[
X

OHCP | Networks Leases Options Option Sets  Ments
-+ ¥ DHCPCorfig | DHCP Setp
Narro Ftedace Felay Loase Time Address Pool  Add AR -

DHCP Setwo
DHCP Server ktedace SIRCHNGGGGE ¥

Back E Cancel
B

Qters

Figure 3.6: Select DHCP Server Interface

Step 3: Now DHCP address space input field, given LAN network block (172.16.0.1) and
click next. LAN user will receive the IP from this network.

(s) 3
DHCP | Networks Leases Options Option Sets  Meds
+ Y  DOHCP Config || DHCP Setp
Name tedsce Felay Lease Tme Address Pool  Add AR i

Oems

Figure 3.7: Select Network Block

Step 4: Select a gateway for the given DHCP network input box in the gateway and click next.

DHCP | Networks Leases Options Option Sels  Alets
| =] Y| | DHCPCorfig || DHCP Setip
Name tedace Relay Lease Teme Address Pool Add AR, -

Gtems

Figure 3.8: Select Gateway
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Step 5: The IP address of DHCP client/LAN user provides the IP range will be entered and
click next.

Step 6: Give DNS server IP and press next

DHCP  Netwoks Leases Options Option Sets  Alerts
4 Y DHCPCorfig | DHCP Sep
Name Intedace Reday Lease Time Addess Pool  Add AR v
DNS Servers: 203,190 10.252 B
203.190.10.253 <
Bk Cace
Oems
Figure 3.9: Select DNS Server
Step 7: Enter the IP lease time then press next.
=6
DHCP | Netwoks Lsases Optons Option Sets Alets
+ Y DHCPConfig | DHCP Senp
Name Intedace Relay Lease Tme Address Pool | Add AR v

s'.a{' Carces

Otems

Figure 3.10: Set Lease Time

Step 8: Now DHCP is complete and successful message will be displayed.

© Daffodil International University 14
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Figure 3.11: DHCP Setup Complete

Any IP device like desktop, laptop, mobile etc. now link to the network. For this device a
MicroTik DHCP server IP is automatically allocated. Click leases to see the DHCP client’s IP
lease status.

3.4 Bandwidth Management

Bandwidth management have two ways.
I.  Add multiple queues.

W admin@DACABD:S166:A4 (MikroTik) - WinBox v6.11 on RE7S1U-2HnD (mipsbe) - o
Session Settings Dashboard
| 0o | SabeMode | Seswon [DACASD5ICEA4

ol PPP

% Swach

% Mesh amey

@wer Serphe Guems | intedace Gueues  Cueve Tree  Gueue Types

Gl " + = v % @O T 00 FReseCouren | 00 Roset M Courten

":‘:9 & | Name T Uplosd Max e | Dowrdoad Max Lme | Packet Maks  Total Max Lt &

o o W WD mR

L=
™ General | Advanced  SQumistics  Trahc  Toud  Totsl Statetics

B Racun Name SN

R Took L Torget (192 168220

- New Temnal

4 MetaROUTER

€ Pamon
Make Supout o

@ Marual

@ Mew WinBos

B e

Figure BTZ Bandwidth Management

Il.  Define two PCQs queue types. (for 1 upload and 1 download)
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Most of the time | use win box. So the exact CLI commands do not remember. In winbox go
to Queues then types Add (+) give it name say. 10M-Download, kind=pcq, rate=10M,
Classifier=Dst. Address for rest defaults are ok.

Another one is added:

Name=10M-Upload, kind=pcq,rate=10M,Classifier=Src Address

3.5 PPPOE Configuration

PPPoE is a network protocol for encapsulating point to point protocol frames inside Ethernet
frames, it stands for point to point protocol over Ethernet. It is also used mainly with DSL
services. It is take advantage of mainly with DSL circumstance where separate users connect
DSL modem over Ethernet. Ethernet networks have no receptivity for a connection and packet
predicated. Even they lack rudimental security property to bulwark against IP and MAC
friction and rogue DHCP servers. Individual users associate to a DSL modem over Ethernet.
Ethernet networks have no receptivity for connection and it is packet based network.

Step 1: Creating PPPOE client, We guess that our WAN port is etherl. WAN cable plug into
etherl- press PPP then press plus sign. Add +.Then choose and PPPoE client. After click
general tab, we will see interface then choose an etherl. Go Dial out tab, after fill in User and
Password then Click Apply. After that we see status connected on the bottom.

W adminp192.168.0.120 (Mo i) - Winox v, 11 on KRB/ 1U-2nl) jmipsbe) * v

Sesson  Settings  Oashboard

W) (o) SeeMode | Sewson 1921680120 |
Ao Ouck St

o Swech Sevche Quoes rtedace Queves Cueve e Queve Types
3 Mo $ = ¢ X O T 00FeetCortes 00 Feset Al Courten

@r ; 2 e T Upkoad Mas Limé  Dowrioad Max Lint Packet Maks  Total Max Ut by
M‘% s o :

1 BMewn 1521624 25 [ ™
# Pasrg 2 BT etk M40 ] M

X Yook

W Vew Temws

3 MetaROUTER
G Pancn

+ Mok Sigout
o Mo

@ e Vieic

Bee

Figure 3.13 PPPoE Configuration
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Step2: Set DNS, press IP then select DNS, fill in the DNS IP address.

Step3: After the Ports tab, press on add + add port into bridge, Select interface add into the
bridge then choose bridge that created earlier and press ok.

Step4: For LAN add IP address, press IP then choose Address. Press add+ then add new IP
address, after filling the IP address then choose the bridge name and create earlier.

Step5: Creating DHCP server, after setup then choose bridge and click next.

Step6: NAT LAN network, press IP and choose Firewall, in the general tab select scant and
select PPPoE outl. Choose masquerade then ok.

) e A SO AL AL AR s Wit o8 7T o ST 1L Sl ot

W e S Sese 06 CAMD MDA

[ et & setieng ] Diad-up Petared settnge

Figure 3.14: PPPoE Configuration
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Figure 3.15: PPPoE Configuration

3.6: Wireless Connection

Wireless LAN uses radio waves to connect devices the internet and business network and
application. After connect Wi-Fi hotspot at a hotel, café, airport lounge or other public place,
connect to the business wireless network.

Stepl: New security profile is create go to Wireless>Security Profiles then then add new
profile. Virtual access point create go to Wireless>Interfaces then add virtual AP.

R 5
Genersl Wreless | WDS Ststus e [ ok |
General —_
RADIUS EAP Suatic Keys PSS - oo | - Carcel
(LR epa2 ohones Cancel Master reedoce (wian * roses
Mode dyname keys s Aok o i Dastie
Securty Profle | wpa2 phone: * e
Authertication Types WPAPSK v WPA2PSK = WPS ~ 3 s =
VPA EAP WPA2 EAP A —
26 e Y == Max Statson Count: | 2007 FRermove
WMM Support  dsabied . -
Serple Mode
Group Cphens: |vl aes com thip
VLAN Mode ro teg * Terch
vA VIAND 1
WPA2 Fre-Sl . '(cy Dottt AP Tx Flate ¥ bps
Dottt Ohart Tx flate v bos
¥ Delnit Atherticete
v Dol Forward
Group Key Update | 00:05:00 Hde SSI0
Mubcast Helper  delok -
Management Protection.  allowed * Maces Bflewvy
Keepahve Frames
Managemant Protection Key
enabled rarrang
Figure 3.16: Wireless Connection

Step2: IP>Address then add new address. Go IP >Pool that add new pool.

© Daffodil International University
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IP Pool <dhcpphoness

LSl cp phones| OK

Addresses: [10.46.264-10462254 |5 | Cancel

Next Pool: |nan-a |E - Apply

Copy
Remove

Figure 3.17 Wireless Configuration

Step3: For connect to the Wi Fi network DHCP is used to assign address to devices. If we
create the pool they will use. Then assign a few other special addresses.

Go to IP>DHCP Server>DHCP tab>DHCP Server

New DHCP Server =] E3

Name: |FEnperoare] OK
Interface: | wianphones o Cancel
Relay: | T Apply
Lease Time: | 1d 00:00:00 ‘ Disable
Bootp Lease Time: |forever | s Copy
Address Pool: |dhcpphones ® —
Src. Address: v
Delay Threshold: -
Authoritative: | after 2s delay =2
Bootp Support: | static i

Figure 3.18: Wireless Configuration
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Figure 3.19: Wireless Configuration

3.7 ARP Configuration

A static IP is put by ARP binding to MAC address entry in a devices ARP table. DHCP
conservations accommodate a device on the network to get the same IP assignment making
DHCP requests. They are not related.

At first, select ARP IP then + sign, add information then press ok. Then select static IP address,
MAC address. Interface: ether2, Same LAN steps need to repeat on DHCP server. Click IP
and DHCP server.
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Fig3.15 ARP/AP Configuration

Then
Click on + sign and also add required information on DHCP Server tab, Static IP
Addre and A A Addro Den iclefick on o afi p

PAGE26 OF46 6387 WORDS [ ] B -—4—+ 1a0%
" P B 6 ® B © G HEEEwD zd) 36PM

Figure 3.20: ARP Configuration

© Daffodil International University 20



Then press on + sign, add required information on DHCP server, MAC address and static IP
address, use static IP

Server dhcpl

3.8 Bridge Configuration

Step 1: Select Bridge menu

@ SabbieI0LIHL12210 BaboatPOP) - Winbos vEALZ em CCRMDIE-1LG ik}
Setion Settings Dashbeard
[=][] | soebose | Somman (20219012210

Figure 3.21: Select Bridge

Step 2: Go to bridge tab and click on (+)
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Figure 3.22: Click Bridge plus sign
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Step 3: Give Interface name. Click app
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Figure 3.23: Add Bridge Name

Step 4: Then go to Ports and click (+)
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Step 5: From dropdown menu choose physical interface.
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Figure 3.25: Select Interface & Bridge

3.9: IP Server

. admin@192,168.0.120 (MikioTik) - WinBox v6.11 on REZST1U-2HD (mipstse) -
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Figure 3.26: IP Service
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3.10: User ID
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Figure 3.27: User ID
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CHAPTER 4
Conclusion and Future Career Scope

4.1 Conclusion

The experience of the internship was excellent and teachable. When | complete my internship
| realize that from Daffodil Online Ltd if anyone complete the training they can perfectly
operate the MikroTik Router. | also able to operate MikroTik router. I also done configuration
microcontroller routers very well. Now | can operate MikroTik router myself. In this session |
also learned creating network institution via ISP. Hope the internship of mine will able to lead
and serve the society successfully.

Future Career Scope

In networking sector there are a lot of opportunities available for job. In MikroTik Networking
sector, there have many different field opportunities for career including CISCO, AWS, INCP
etc. As the technology and network communication advances, networks are interconnected
progressively. Consequently, every person must live up to the latest network technological and
communication aptitude. It helps every person to achieve depth wisdom to resolve many kinds
of problems in future life.
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