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ABSTRACT

This internship is on a study of basic networking with Mikrotik Router configuration. |
am mainly working Mikrotik OS base. Mikrotick has been established in 1996. This
router mainly using easy for bandwidth management. Actually a Mikrotik Router cost-
efficient and easy access that can be used for small and big network management. Our
Internet Service Provider (ISP) Company especially uses Mikrotik Router in this sector.
These functions include IP addressing, IP distribution, Firewall, Nat, Routing, Bandwidth
control, Point to Point Tunneling Protocol (PPTP), Domain Name System (DNS) server,
Dynamic Host Configuration Protocol (DHCP) server, File Transfer Protocol (FTP)
server, Point to Point Protocol Over Ethernet (PPPoOE), Hotspot and many other features.
In this sector we are using Cisco router, Cabling and Linux operating system etc. Now
today all over the world using the internet in our daily life. A network provides the
internet service computer to computer and other networking devices. So, Networking is
so much important fact right now. Now this day using internet on E-Commerce web site,
Software base application, Robotic, Internet of things (10T), in our daily life. Its use is
increasing day by day. They provide various advantages, For example- instant messaging,
Parallel computing, Video conference, Interaction with other users using dynamic web
pages, Sharing information by using the internet or web.
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CHAPTER 1
INTRODUCTION

1.1 Introductions

This is a time you can any resource search through the Internet all over the world.
Nowadays a large number of people all over the world use internet technology and the
server is a part and parcel. We cannot do anything for internet communication without
server. That’s why DHCP and DNS server is very important for internet technology. Now
this day presently working with the small or big organization, Bank service, Etc. Through
the software to connect to internet connectivity. Bank service mostly effects on the
internet example Short Message Service (SMS) banking online banking debit card
service credit service and also. When any organization use the internet at that time you
can easily communicate and easy maintain. This report is about PC networking server
configure server security Mikrotik Router OS base, Firewall, Bandwidth control,

Backhauls Link, Wireless access point, Hotspot gateway and moreover.

1.2Motivation

| understand the importance of gaining practical knowledge which will complement the
textbook knowledge and help a student gain a wider perspective of the subjects. During
the internship I have found that | am perfectly skilled in the details of basic networking
and MikroTik. I thing Mikrotik operating system is very easy user use and when you use
the ISP company that time you easily manage user and easily control bandwidth. | agree
with this place is very perspective and important because we have communicated all

places proper now. | think that I can successfully prove my experience with the help of

IST ENGINEERING LTD

Page|1l
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1.3 Objectives
The main objective of high Education to gather knowledge. I am Choose an Internship on
Networking because this day a large amount of job all over the world and | gain
practically Experience. | try my level best to present my practical knowledge as well as.
Mikrotik Router plays a role in a data center because in Mikrotik Router management
bandwidth control is very easy. That’s why I have select this topic for an internship.

 Install Mikrotik operating system

» Configure ISP server

» Maintain Bandwidth Control use Mikrotik

« Maintain user

1.4 Report layout

The report is as follows:

Chapter-1 | have described of internship, Motivation of internship and introduction to the
company. Chapter-2 | have described the on the IT service and what are the roles of in
jobs market of Mikrotik. Chapter-3 | have described on daly task and activities, Events
and challenges. Chapter-4 | have described detail on the competencies, smart plan and

reflections. Chapter-5 | have described on the conclusion and future scope.

Page|2
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CHAPTER 2
ORGANIZATION

2.1 Introduction:

The IST ENGINEERING LTD one of the best Company in Bangladesh. The company
provides internet service and solution since 2016.

IST ENGINEERING LTD is an IT Support team where you will find complete IT
solutions or Wire & WiFi Networking Solution, Domain Web Hosting, MikroTik
Configure, Cisco R & S Configure, FTP/File/Media/Apache Server Configure, Graphic
Design, Web Design. IST ENGINEERING LTD also providing you Bandwidth &
System Configuration Service in your area. If you start ISP Business don“t worry IST
ENGINEERING LTD here to provide Bandwidth & System Configuration. Available in
all kinds of information on no information charge

2.2 Services:

IST ENGINEERING LTD. 24 hours of high-speed data service through the internet.
Mostly it offers high-speed Internet service to residential and corporate customer.

* Network Installation.
* Protected Ring Network.
« Manage Hosting.
 Multiple Upstream.
* IT Support.
*Corporate level Internet Solution.
» CC Camera
2.3Company Profile
Register Head Office

IST ENGINEERING LTD

House# 292, Ulon Road, West Rampura, Dhaka-1219

M@ elicke nMhttps://istengineeringltd.com

Page|3
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CHAPTER 3

Internship Roles & Responsibilities

3.1 Daily Task and Activities:

® Month - 1: In the first month of my internship at Prisma Digital Network Limited
| have learned and performed the following tasks:

1 About IP address.

1 Introduction of MikroTik.

1 PC based Installation of MikroTik Router OS using
1 VMware. MikroTik Router Configuration.

1 How to configure your LAN Network.

® Month - 2: In this month | have learned and performed the following tasks:
" Firewall and NAT Configuration.

- Static-1P Configuration.

- (DHCP) Dynamic Routing Configuration.

® Month — 3: In this month of | have learned and performed the following tasks:
- Site Blocking Configuration.

1 Bandwidth Distribution With Live Users.
1 Day/Night Bandwidth Configure.
1 HotsPot Configuration.

1 PPPoE Server Configuration in MikroTik Router.

Pagel4
©Daffodil International University



3.3.1 About IP address

IP mining internet protocol, Network has interpreted an IP address in two components:
Community and host range part. The IP address is 4 octets and is octet is eight-bit that’s
mines IP address are total bit 32. A class IP address is 1 octet are network and 3 octets is
host. B class 2 octets are network and 2 octets are host. C class 3 octets are network and 1
octet is host and D, E. Class is multicast.

3.3.2 Introduction of MikroTik

MikroTik is a network-based equipment manufacturing company. MikroTik was founded
by Latvia in 1996 to develop ISP System with Router & Wireless Devices.

3.3.3 PC based Installation of MikroTik Router OS using VMware
Requirement Items:
* VMware Workstation Application.
» Mikro-Tik Router OS ISO image file.
» Winbox.
Now, I show the Install Guideline Step by Step:
Step 1: At first install VMware application and open it, then click on File>New

Virtual Machine and Next>Next>ok.

Page|5
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» —
New Virtual Machine Wizard

A

Welcome to the New Virtual
Machine Wizard

VMWARE

WORKSTATION

-

What type of configuration do vou want?

1 Typical {recommended)

Create a Workstation 15.x virtual machine
in a few easy steps.

@ Custom {advanced)

Create a virtual machine with advanced
options, such as a SCSI controller type,
virtual disk type and compatibility with
older VMware products.

Fle | €t View VM Tobs Help

med
5 New Virtual Machine... Ctil-N
5 New Window
Open... -0
Sean for Virtual Machines...
Close Tab CuteW WORKSTATION 155 PRO™
[l ConnecttoServer... el

52 Vintualize a Physical Machine...

Pl ® L4 e

Exit

Create a New Open a Virtual Connect to a
Virtual Machine Machine Remote Server

Figure 3.3.3.2: VMware Workstation

Page|®6
©Daffodil International University



i T
Mew Virtual Machine Wizard

Choose the Virtual Machine Hardware Compatibility
Which hardware features are needed for this virtual machine?

virtual machine hardware compatibility
Hardware compatibility: |workstation 15.% v]

Compatible with: [V]ESY Server

Compatible products; Limitations:

Fusion 11.x 54 GB memary
Waorkstation 15.x 16 processors
10 network adapters
& TB disk size
3 GB shared graphics memory

Figure 3.3.3.3: Virtual Machine Hardware Compatibility

New Vs vz

Guest Operating System Installation
A virtual machine is like a physical computer; it needs an operating
system. How will you install the guest operating system?

Install from:

Installer disc:

| No drives available ¥

(") Installer disc image file (iso):

!C:\Users\MD BABU\Downloads\mikrotik-6.47beta 19.ist vl [ Browse...

@ I will install the operating system later.
The virtual machine will be created with a blank hard disk.

Figure 3.3.3.4: Guest Operating System Installation

Page|7
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Select a Guest Operating System
Which operating system will be installed an this virtual machine?

Guest operating system
() Microsoft Windows
() Linux

) VMware ESX

@ Other

Version

[other

Figure 3.3.3.5: Select a Guest Operating System

e

Name the Virtual Machine
What name would you like to use for this virtual machine?

Virtual machine name:
Mikrotik

Location:
C:\Users\MD BABU\Documents\Virtual Machines\Mikrotik | Browse...
The default location can be changed at Edit > Preferences.

Figure 3.3.3.6: Name The Virtual Machine

Page|8
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) _
e ahne wases

Processor Configuration
Specfy the number of processors for this virtual machine.

Processors

Mumber of processors:

=
1

NMumber of cores per processor:

Total processor cores:

Figure 3.3.3.7: Processor Configuration

Memory for the Virtual Machine
How much memory would you like to use for this virtual machine?

4GB
2GB
1GB
512 MB
256 MB
128 MB
€4 MB
32 MB
16 MB
EMB
4 MB

-«

<

Specify the amount of memory allocated to this virtual machine. The memory size

must be a multiple of 4 MB.
54 G Memory for this virtual machine: 024 ii} MB
268
16 GB
8GB

B Maximum recommended memory:
2.9GB

B Recommended memory:
256 MB

Guest OS recommended minimum:
32MB

©Daffodil International University
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~

New Virtual Machine Wizard

How large do you want this disk to be?

=1

Maximum disk size (GE): 10lo E—

il

Recommended size for Other: 8 GB

Allocate all disk space now.

Allocating the full capacity can enhance performance but requires all of the
physical disk space to be available right now. If you do not allocate all the space
now, the virtual disk starts small and grows as you add data toit.

(") Store virtual disk as a single file
@ 5plit virtual disk inta multiple files
Splitting the disk makes it easier to move the virtual machine to another computer

but may reduce performance with very large disks.

l < Back l[ Mext = ]l Cancel

Figure 3.3.3.9: Specify Disk Capacity

Specify Disk Capacity i

Specify Disk File i
Where would you like to store the disk file?

Disk file

A 10 GB virtual disk be created using multiple disk files. The disk files will be
automatically named based on this file name.

Browse...

Figure 3.3.3.1.1: Specify Disk File

©Daffodil International University
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- -
Mew Virtual Machine Wizard

Ready to Create Virtual Machine
Click Finish to create the virtual machine. Then you can install Other,

The wvirtual machine will be created with the following settings:

Mame: Mikrotik -
Location: Ci\UsersMD BABU\Documents\Wirtual MachinesMikr...
Version: Workstation 15.x

Operating System; Other

m

Hard Disk: 10 GB, split

Memory: 1024 MB

Metwork Adapter:  Bridged {Automatic)
Other Devices: CD,/OVD, Sound Card

[ Customize Hardware... ]

Figure 3.3.3.1.2: Ready to Create Virtual Machine

(i Home . [C] Mikrotik
[C] Mikrotik

P Power on this virtual machine
[Cz Edit virtual machine settings

¥ Devices
EaMemory 1GB
{"EProcessors 1
£=\Hard Disk (IDE) 10 GB
(=) CD/DVD (IDE) Auto detect
50 Network Adapter Bridged (Autom...
i Sound Card Auto detect
[_1Display Auto detect

w Description

Type here to enter a description of this virtual
machine,

Figure 3.3.3.1.3: Edit Virtual Machine Settings

Pagel|11
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Virtual Machine Settings : =]

Hardware | Options.
Al
| | oeee L Specify the amount of memory slocated to ths virtual machine. The
s ‘amount of memory to ir! 3
| | ESmemory 1GB memory size must be a multiple of 4 MB.
QWS 1 "
| [E2Hard Disk (IDE) 1068 Memory for this virtual machine: 1024 2/ 8
© copvo (10E) Auto detect
|| %oNetwork Adapter Sridged (Automatic) 468
|| 40 sound card Auto detect e
‘ Clpsplay Auto detect wae
BGB W Maximum recommended memory
‘ 468 (Memory swapping may
‘ e < occur beyond this size.)
| 168 - .
4 an W Recommended memory
| [ < S
128 MB
‘ A ME Guest OS recommended minimum
2m8 32M8
16MB
| smMB
| 4ME
|
|
|
|
|
[ox [ comcel J[ neo |

Figure 3.3.3.1.4: Virtual Machine Hardware List

e

Hardware Type
What type of hardware do you want to install?

Hardware types: Explanation
(A Hard Disk Add a network adapter.
(%) CD/DVD Drive
Hoppy Drive

i Network Adapter |

USE Controller

<} Sound Card

@] Parallel Port

Serial Port

(=0 Printer

@ Generic SCSI Device

{E, Trusted Platform Module

Figure 3.3.3.1.5: Hardware Types

Page]12
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Step 2:

Now select on the Installer disk image file (ISO) and choose the ISO image file and then
click on Next. After that create a virtual machine name and also choose a location where
the machine is Install, then click next. Now configure the Hardware requirement how we

have need.

To direct input to this virtual machine, press Ctrl+G.

Welcome to MikroTik Router Software installation

Move around Menu using 'p’ and
Select all with 'a’,

cancel and reboot.

| [X] system

[X1 ppp
dhep
advanced-tools
calea
dude
gps

[X1
X1
[X1
X1
[xX1
X1
[x1

[X1
X1
[X1
[X1
X1

system (depends on nothing):
Main package with

Do you want to

basic services and

keep old configuration?

'n' or arrow keys,
MiniMum with 'm’.

Press i’

hotspot
ipub

kum

lcd

lora

Mpls
multicast

drivers

[ysml:_

se

to

st with 'spacebar’.
stall locally or ’q°

[X1 ntp
[X]1 routing

[X]1 security

[X1

[X1 nager
[X] wireless@

Figure 3.3.3.3: MikroTik OS Installation

3.3.4 MikroTik Router Configuration:

Switch @ il Q‘”\

Intérnet

Interface: WAN
172.16.15.16/24

Subnet Mask
255.255.255.0

Gateway
172.16.15.1
MikroTik Router
Interface: LAN
192.168.1.1/24

Switch

FTP Server /

192.168.1.100

Y

]

=

I

Work Place
192.168.1.10

|

Interface: MAN
192.168.2.1/24

User
192.168.1.20

Figure 3.3.4.1: Network Topology of MikroTik

©Daffodil International University
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At first download WinBox and router OS 1SO image file, in
VMware and run WinBox, now click on the Mac address
window and do not need to give user Password.

after that install router OS

type “admin” in the login

Settings Da;hboard
[ ][] | sefe Mode | Session:[00:0C:25:A0:5E:83|

Session

A& Quick Set Terminal
I CAPsMAN
. Interfaces
1 Wireless
wmar e Heed TITTITITTIT e
22 Bridge o 204 KKK TTITITTTITIT KKK (i
w8 PPP M4 M MM III ITT III & Heed
Mt MM MMM III ITT IIT KKKKK
°18 Mesh platald MM III ITT III KKK KKK
s 1P I M MM III TIT III KKK KKK
«’ MPLS f MikroTik RouterOS &.46.2 (c) 1999-2020 http://www.mikrotik.com/
38 IPv6 ~
% Routing " IRCUTER HAS NO SOFTWARE KEY
§59 System )
[Yfocu have 4h48m te configure the rcuter tc be remctely accessikle,
’Q“eues and to enter the key by pasting it in a Telnet window or in Winbox.
(] Files Turn off the device to stop the timer.
See www.mikretik.com/key for more details.
(&l Log
S RADIUS Current installation “"software ID": T101-KB79
XTools I Please press "Entexr”™ te continue!
|l New Teminal feb/22/2020 15:22:11 system,error,critical login failure for user babu from 2C:60:
s LoRa 0C:64:A4:16 via winbox
4 ¥l >
<i» Dot1X t >
© Dude l E =
=y KVM 1 > >
Figure 3.3.4.2: WinBox Terminal
At first Click on, Interfaces>define our port > LAN, MAN, WAN.
© 2dmin@00:0C:29:A0:5E:B3 (MikroTik) - WinBox v6.46.2 on x86 (x86) = 2| <
Session Settings Dashboard
[ Safe Mode | Session:[00:0C:28:A0:5E:B3)]
Ax Quick Set @E
L CARsMAN Interface Ilnteﬁace List Ethemet EolP Tunnel IP Tunnel GRE Tunnel VLAN VRRP  Bonding LTE
8 Interfaces e = [ & r B s R 9
| = Detect Intemet =
1 Wireless o chd ¥ Ix ICI l? | = =4 =
me oo [Name /| Type [Actual MTU [L2MTU [Tx [Rx
w195 R #ivethemet-1(LAN)  Ethemet 1500 43.6kbps.
5 PPP R eivethemet-2 (WAN)  Ethemet 1500 Obps
18 Mesh R <ivethemet-2 (MAN) Ethemet 1500 Cbps
&gl 1P [ Interface <ethemet-1 (LAN)> =] E3
> MPLS K General | Ethemet | Loop Protect | Status | Traffic [ ox ]
= : Nore: (EEENEN || [ coew |
@& Routing P~
Type: 1E1hemet ]
€2 System r 1 ‘ Apply
MTU: [1500
os
@S Files Actual MTU: [1500 |
[ Log .l L2mTU: [0 | [ commem |f.
R RADIUS |ctemsi(jiselactocl MAC Address: [00:0C:29:A0:5E-BD | [ Toen |
|

K Tools " ARP: [reply-only I

Cable Test

-
-

[l New Teminal ARP Timeout:

Blink

™ LoRa
<> Dot1X
@ Dude I
=5 KvM

[ e |
[ Baset WAC Kiikenn |

Reset MAC Address

Figure 3.3.5.1: Interface

©Daffodil International University
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Now, click on “IP>Address>Add IP on Address and Network>Apply OK”.

Session

Settings

Dashboard

A& Quick Set
T CAPSMAN
= I

Safe Mode Session: | 00:0C:23:A0:5E:B3

[#][=] [v][=] [=] [7]

Address: |172151515/24

=

31 Wireless
3% Bridge
= PPP
13 Mesh
izg8l P

<& MPLS
38l IPv6
#2 Routing
453 System
’ Queues
Files

[ Log
S RADIUS
2K Tools r
[ New Teminal
™8 LoRa

4t Dot1X

@ Dude ~
=5 KvM

rdl (o 4 P2 b ooy 2

| Address

[Fr
\—[ Network [ Inteface

152.168.2.1/24
5°192.168.1.1/24

N 172.16.15.0 A Cancel
Interface: |ethemet-2 (WAN)JE‘ Apply

152.168.20
192.168.1.0

ethemet-2 (MAN)
ethemet-1 (LAN;

Disable
Address <192.168.2.1/24> Commat
:
Pl YN 192 168.2.1/24)] 0K Cony
Network: |152.168.2.0 A Cancel
Remove
Interface: [ethemet-3 (MAN) [[¥ |

Address: |[182.168.1.1/24 OK

Network: [152.168.1.0

Cancel

inteface: IM_LI Apply

Figure 3.3.5.2: IP Addressing

Next, click “IP>DNS>Add Server IP address>Apply OK”.

SlLe] [aserin ]

A Quick Set

1 CAPsMAN

| Interfaces

I Wireless

‘z Bridae

=3 PPP

©13 Mesh

&> MPLS
38l IPvE
#8 Routing
452 System
’ Queues
=] Files

L) Les

S RADIUS
K Tools N
[ New Teminal
% LoRa

<4} Dot1X

@ Dude I
=5 KvM

=

el o] (72 1B
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ARP
Accounting
Addresses
DHCP Client
DHCP Relay
DHCP Server
DNS

Firewall
Hotspot
IPsec

Kid Control
Neighbors
Packing

Pool

Routes

SMB

SNMP
Services
Settings
Socks

TFTP

Traffic Flow
UPnP
Web Proxy

DNS Settings
Servers: |8.8.8.8 4 OK
Dynamic Servers: | | Cancel
[ Allow Remote Requests
Max UDP Packet Size: [2096 |
Query Server Timeout: |2.000 s Cache
Query Total Timeout: s
Max. Concument Queries: |'IDO |
Max. Concumrent TCP Sessions: |20 |
Cache Size: KB
Cache Max TTL: [7d 00:00:00 ]
Cache Used: [19KB ]

Figure 3.3.5.3: DNS Server
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After that click on “IP>Firewall>NAT>Add+>General>Chain: srcnat> Out. Interface:
ethernet-2 (WAN)>Apply OK".

Session Settings Das’’

ARP

[o][c] [seMod | arcourmg

A Quick Set Addresses
3 CAPsMAN DHCP Client Fiter Rules NAT |Mangle Raw Service Ports Connections Address Lists | Layer7 Protocols |
[ Interfaces DHCP Relay E’ EI - [}:‘ EI - I 00 Reset Counters || 00 Reset Al Counters l
3 Wireless DHCP Server %
32 Bridge DNS nT
=g FPP Firewall
NAT Rule <>
©18 Mesh Hotspot — i =t
Gene@"}\dvaneed Extra Action Statistics | OK
&3 IP [ IPsec : : :
& MPLS S Kid Control Chain: |sncnat [l - ! Cancel
38 IPvE N | Neighbors Sc.Address: [ |= Apply
%2 Routing I Packing Dt Address: [ |~
$5% System I~ Pool
Q Queues Routes Lrotocol; M it
Files SMB I Src. Port: ps Copy —
* =
=) Log SNMP 1 tem (1 seld Dst. Port: - Remove
S RADIUS Services Any. Port: -~ Reset Counters
Tool r i
)Hé’ oo Settings o tedacs: - Reset All Counters
(8] New Teminal Socks
{em LoRa s Out. Interface: [|[ethemet-2 (WAN) |[ ] «
o Dorix Tt o P —
™
- . T I—
= KvM Web Proxy

Figure 3.3.5.4: Firewall

Next, click on “IP>Firewall>NAT>Add+>Action>Select=masquerade>Apply Ok”.

Session  Settings Dashboard

-- Safe Mode | Session:|00:0C:29:A0:5E:B3)

- Qurck Set i
I CAPsMAN Filter Rules NAT | Mangle Raw Service Ports Connections Address Lists Layer7 Protocols
T ‘Ilr;:aces EE‘ E Ioo Reset Counters H 00 Reset Al Counters |
I Wireless = =
g’.f Bridge
=2 PPP
o0
Lo Mesti § NAT Rule <>
@3 P -
= Genersl | Advanced Bara Action | Statistics | | oK
&7 MPLS r |
35 IPvE » Action: Imasquemda “ ¥ | | Cancel
accept

22 Routing "~ add dst to address list Apply

o5 IS add src to address list

 Smen Lo Pt 37
e :
Files To Ports: [Erreuers

= netmap

|} Log passthrough Copy
S RADIUS b Remove
=] New Teminal Reset All Counters
=8 LoRa

<i» Dot1X

@ Dude P
=5 kvm

Figure 3.3.5.5: Firewall of Action
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Now click “IP>Routes>Routes>Add+>General>Dst. Address + Gateway>Apply OK”.

© 2dmin@00:0C:29:A0:5E:B3 (MikroTik) - WinBox v6.46.2 on x86 (x86) ()
Session  Settings Das 3
- ARP

[2>][ <] [ sefeMode | arcounting g W &
A Quick Set Addresses [
1 CAPsMAN DHCP Client l| Routes }Nexthops Rules VRF
i Interfaces DHCP Relay I[2] [=] [7]
; Wireless DHCP Server 7 iGatewéy [Distance EROJ
:2 Bridge DNS 0/0 172.18.15.1 reachable ethemet-2 (WAN) 1
6.15.0/24 ethemet-2 (WWAN) reachable 0
=3 oW )
=2 PPP Lkewas 62.1.0/24 ethemet-1 {LAN) reachable o
©18 Mesh Hotspot 62.2.0/24 ethemet-2 (MAN) reachable o
s IP I IPsec
&7 MPLS [ Kid Control
sl IPvE r Neighbors _
=~ /0
32 Routing P Packing —
482 System M Pool [[#] [reachable ethemet-2 (WAN)
a [ r
? e ‘ utes Check Gateway: |
& Files SMB =
[ Log SnmE Type: |unicast
S RADIUS Services Distance: |1
& I ) L
2 Tools Settings ‘ Scope: [30
(@l New Teminal Socks _
Target Scope: |10
#® LoRa TFTP =
<i» Dot1x Traffic Flow Routing Mark: |
@ Dude » UPRP Pref. Source: |
=S KvMm Web Proxy
Figure 3.3.5.5: IP Routing
: . 13
After process are complete then check the instruction by “New
. . . 9
Terminal>Terminal=ping (Gateway IP)>OK”.
& 2dmin®00:0C:29:A0:5E:B3 (MikroTik) - WinBox v6.46.2 on x86 (x86) P | o | |

Session Settings Dashboard

1

\-ojo-H Safe Mode | Session:[00:0C:28:A0:5E:B3) Wi}

A& Quick Set
I CAPsMAN
/® Interfaces TIITITIITITITIIT
i Wirsless TIITITITITIITIT
= IITI ITT IIT
& Bridge III TTIT TTT
=% PPP III IIT III
oo 11T TTT 11T
°12 Mesh
i2gsl IP B MikrcTik Router(CS €.46.2 (c) 1999-2020 http: //www.mikrotik.com/ il
Z” MPLS r
8l IPvS I [RCUTER HAS NC SCFIWARE KEY

Routing r the rcuter tc be remctely accessible,
483 System ) ¥ pasting it in a Telnet window or in Winbox.
’ Q Tthe timer.

eues r more details.

5] Files

s Current installation "software ID": T101-KB73
L g Please press "Ente tc continue!
S rRADIUS
X Tools r
(=] New Teminal
[#® LoRa 16.15.1

SIZE TTL TIME STATUS

<i» Dot1X 58 &4 Tms

Dude ™~ 56 &4 3ms
S 72. . B 56 &4 3ms
BE 1oy ’ =
=5 KvM =

Figure 3.3.5.6: IP Ping
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Final Step, now connects pc with static IP click on “PC Setting>Network>Change
adapter setting>Local Area Connection>Properties>IPv4=Use your static IP address,
gateway, subnet mask and DNS server>Apply OK”.

U Local Area Connection Properties =]

@\ /v‘i‘ » Control Panel » Network and Internet » Network Conr| [ Networking |
|

Organize v Disable this network device Diagnose this connection| Connect using |
= = & Reattek PCle GBE Family Controller

5 Bluetooth Network Connection [ Local Area Conn

= Disabled B Net = |

oy 2 s Configure

Bluetooth Device (Person > Realt e GBE |

This connection uses the following tems |

Internet Protocol Version 4 (TCP/IPvd) Properties ? = (V1 o8 Cliert for Microsoft Networks |

General ™ B QoS Packet Scf |

™) J&)File and
You can get IP settings assigned automatically if your network supports B i lntamet Prod
this capabllity. Otherwise, you need to ask your network administrator = aet o
for the appropriate IP settings. [ s Intemet Protocol Version 4 (TCP/IPv4)
M s Lind Mapper /0 Driver

Obtain an IP address automatically W Responder

|
|
ye!
5 : oo ) |
@ Use the following IP address: ([__instal [ Propenies ) ‘
|

1P address: 192,168, 1 . 50 Desenption

Sbrat Taeks 255,255,255, 0 Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication

Default gatéways 192.168. 1 . 1 across diverse interconnected networks.

|
@ Use th following DNS server addresses: T

Preferred DNS server: 124, 6 ,224, 4

Alternate DNS server: 8 .8 .8 .8

[7] validate settings upon exit " TEE—— "

Figure 3.3.5.7: TCP/IPv4 Configuration

At first click on “IP>DHCP Server>DHCP Setup= select needed server
interface>Next>DHCP Address Space= example (192.168.10.0/24)>Next> Gateway
DHCP  Network= example (192.168.10.1)>Next>Addresses to Give Out= example
(192.168.10.100-192.168.10.254)>Next>Next>DNS Server>Next>Lease Time”.
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3.3.7 Dynamic (DHCP) Routing Configuration with MikroTik:

Session  Settings Dashboard

A& Quick Set
1 CAPsMAN
| Interfaces
1 Wireless
e Bridge
=g PPP

©13 Mesh

&8 P

&2 MPLS
¢l IPvE

& Routing
&5 System
’ Queues
Files

L] Les

M RADIUS

DHCP |Netw0|ks Leases Options Option Sets  Vendor Classes = Alerts

| | DHCP Config || DHCP Setup |

|Name 7 |Interface |Relay

|Lease Time

| Address Pool

[Add AR..]

DHCP Setup

ol o] |2 b e 2

=] E3

Select interface to run DHCP server on
DHCP Server Interface: |ethemet-1 (LAN)

ethemet-1 (LAN
ethemet-2 (WAN)
[ [ty |

Figure 3.3.7.1: Dynamic Host Configuration Protocol Server Interface

DHCP Setup

Select network for DHCP addresses

[=] E3

DHCP Address Space: [152.168.10.0/24

Back

Neaxd

Cancel

Figure 3.3.7.1: DHCP Address Space
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=] E3

Gateway for DHCP Netwarl:

192.168.10.1

Back |

Mext

| Cancel

Figure 3.3.7.1: Gateway for DHCP Network

DHCP Setup =] E3

Select pool of ip addresses given out by DHCP server

Addresses to Give Out: [192.188.10.100{»192.168.10.254

=

Back

Next

Cancel

DHCP Setup [=] E3

DNS Servers:

Figure 3.3.7.1: Addresses to Give Out

Select DNS servers

88838

12462244

“ <O

Back

Next

Cancel

Figure 3.3.7.1: Domain Name System (DNS) Servers
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DHCP Setup

Selectleasetive |

Lease Time: |DD:11}:ED

Back

Mext

Cancel

Figure 3.3.7.1: Lease Time

Now Restart WinBox and reconnect Ethernet port IPv4 into automatic from pc then

click from WinBox “IP>ARP= where show ARP list”.

RN
() =[F > CortrolPanel » Networkandintemet » Network Comnectons » <[4y |[ Seorcn tier. p
Organize v Disable this netwd T » &

B oo Aren Conection Statiss ,m}} - 06
[ Bluetoath Network Connl . o — e
~ 9 Disabled Network Connection Details =

Bluetooth Device (Person
Comnection
=/ VMware Network Adapte v Connecthity: i Corke oo Dot
% Uy work Propey <
= e 6 Comectity: oy o g
i i Mok St Correction-specfic DN
sinnns Deszrption Reatek PCle GBE Famiy Controller
Mraton: Physcal Addess EHACELALIE
Speed: DHCP Enatled es
| 1PV4 Adirees 192 162.10.252
1Pvd Suonet Mask. 2
Lease Obtared
Lease Expres Saturday. February 22, 2020 5:27:2
Activity 184 Dafaut Gatawsy 192162101
[Pv4 DHCP Sarver 18215
Sent — 1Pv4 DNS Servers
Bytes: 41,844 1Pv& WINS Server
NetBIOS over Tepp En... Yes
1| | Unkiocal IPv§ Address  fe80:8cB.cf1 bed5:159%21 i
Hiproperties | | M Dissble

1PvE Defauk Gatewsy

T

m

ARP List

#1[=] [o][z] [o] [¥]

[IP Address
81721615183
©172.16.15.185
©17216.15.186
©17216.15.187
21721615188
©17216.15.189
©17216.15.191
01721615192
©17216.15.193
©17216.15.1%4
©17216.15.195
©17216.15.197
©17216.15.198
©17216.15.199
©17216.15.201
1721615202
©172.16.15.206
©172.16.15.207
©172.16.15.209
01721615211

D 81721615215

/ |MAC Address
F4:F2:6D:2B:E4E7
E8:DE:27:50:07:1B
18:A6:F7:63:EA:85
0C:80:63:98:82:1D
0C:80:63:0A:46:AF
50:.C7:BF:36:18:27
70:4F-57.55:CA:17
F8:1A:67:36:A9:85
EC:08:6B:F6:88:91
10:62:EB:1A:00:8E
D4:6E:0E:E6.CD:19
F4:F2:6D:D0:0C:5D
18:D6:C7.ED:88.CD
D8:0D:17:23:02:28
0C:80:63:76:16:38
C4:3D:C7:70:A0:8F
F4:F2:6D:58:BF:17
BO0:C5:54:83:8A:69
C8:3A:35:2A.C2:88
18:06:C7:D7:4F.CD
18:D6:C7:54.EATF

Figure 3.3.7.2: ARP for Dynamic (DHCP) Configuration
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3.3.9 Site Blocking Configuration:
Step 1:

Click on, "IP>Firewall>Layer7Protocols>Add>Name: Example: Facebook>Regexp:
Example: .+(facebook.com).*$ >Apply>Ok".

= |3
Fiter Rules NAT Mangle Raw Service Ports Connections Address Lists Layer7 Protocols |
*/[=] o] [Frd ]
lName z IRegexp l Iv
@ YouTube  ~.=fyoutube.com).”s <
@ facebook ~ ~facebook.com).”S
Frewall L7 Protocol <YouTube> O x|
Name: I I oK I
oo
“~ ~{youtube.com).”S -
Copy
2 items {1 se -
E—— RS eSS==—=SS—=—=S— =™

Figure 3.3.9.1: Block IP configure and create rule

Step 2:

Next, "IP>Firewall>Filter Rules>General>Src. Add: Example:

192.168.16.50>Advanced>Layer 7 Protocol: Example: facebook>Action>Action:

drop>Apply>0k™.
]
Fitter Rules | NAT Mangle Raw Service Ports Connections Address Lists Layer7 Protocols
E]E] Li @ @ |00 Reset Counters H 00 Reset All Counters } [ Cind i [all ”31
= | IAction |Chain ]Src. Address IDs(. Address ‘Proto.., fSrc. Port IDsL Port |ln. Imer...[Out. Int... ‘In.iv
o ¥ drop forward 152.168.16.50
1 [®drop forward  192.168.16.50
2 ¥ drop  forward 192.168.16.50
Firewall Rule <192.168.16.50> =1 E3
General |Advanced Extra  Action = Statistics
Chain: E] Cancel
Src. Address: [1{152.162.1650 | - Apply
Protocol: l | - Comment
« >
2items (1 selected) Src. Port: l l ¥ Copy
Dst. Port: l | v Remove

Any. Port: I =

Reset Counters

In. Interface: | A

Reset All Counters

Out. Interface: I 2.2
In. Interface List: ¥

Figure 3.3.9.2: IP source configure, drop and forward
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Not Site Block:
Step 1:

Clack on, "IP>Firewall>Address Lists>Name: Example: No Block>Address:
192.168.16.50>Apply>0k."

= B
Fiter Rules NAT Mangle Raw Service Ports Connections Address Lists ILayer? Protocols
[#][=] [][] [=] E L
|

| Address iTlmeout |Creation Time | | v
2 50 ji | Feb/27/202012:... |

Firewall Address List <Not Block> =] E3

Name: |Not Block =] 5]
Address: [192.168.16.50 | Cancel

Timeout: | | St Apply
Creation Time: |Feb/27/2020 12:32:18 |

Disable

[l

Comment

Copy

1item {1 selected)

Remove

iLSv |enabled | _

Step 2:

Next, "IP>Firewall>Filter Rules>Select Rules (Double click)>Advanced>Src.
Address List: (Select) Not Block>Apply>0Ok."

Filter Rules lNAT Mangle Raw Service Ports Connections Address Lists  Layer7 Protocols

(#|[=]| [«][%] [@] [T] |00 Reset Counters |00 Reset Al Counters | Frd | I+

|Action Chain Src. Address ; IProtocoI [Layer? Protocol |Byles |Paokets |Rate |V
1 Rdrop forward 152.168.16.0/24 YouTube SS KB 168 Obps
Firewall Rule <192.168.16.0/24>

Genersl Advanced |EBama Action  Statistics
S Atin i QR %]~
Dst. Address List: > 4 Apply
Layer7 Protocol: [ |[facebock | ® | Disable
opy
+] ComnectionBytes: [ | ¥ l [»

Comnecton Rate: [ |~
Per Connection Classffier: :] o
So.MACAddress: [ |~

Out BridgePor: [ |+
nBidgePot: [  |v

Figure 3.3.9.3: Result of Not Site Block

Reset Counters

Reset All Counters
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3.4.1 Bandwidth Distribution with Live Users:
Step 1:

Click on, "Queues>Queue Types>Add>Type Name: Example: 3_MB_Down>Kin:

pcg>Rate: 3M>Classifier: Select Dst. Address>Apply>0k™.

Next, "Queues>Queue Types>Add>Type Name: Example: 3_MB_UP>Kin: pcg>Rate:

3M>Classifier: Select Src. Address>Apply>0k".

| Dst. Address Mask: [32 ]
Src. Address6 Mask: (64 |
Dst. Address6 Mask: |64

]

Queue Type <3_MB Down> =K
Tr Queue Types
i=irole ees | fiece Gumes | ueue Tiee ‘ e Nare: 1 [ ok
[#][=] [¥] { 7 i e P
Type Name /| Kind |
g—:gag'm Pcg Rate: |3M | bits/s
)_| peq
* default pfifo Queue Size: 150_ | kB Copy
* default-small pfifo T 1
- ethemet-defautt pffo Total Queue Size: |2000 | kB M’
* hotspot-default sfg
* multiqueue-ethemet-defaut  mq pfifo Burst Rate: | _i ¥ bits/s
* only-hardware-queue none
- peq-download-default pcq Burst Threshold: | e
* pcq-upload-default pcq - [00-00- |
* synchronous-default red Burst Teue 21 06,0010: Y
* wireless-default sfq Classffier: [ | Src. Address V| Dst. Address
[Isrc.Pot [ Dst. Port
Src. Address Mask: 32 |
12items (1 selected) P T——

Figure 3.4.1.1: Queue Types for This Live Users

Step 2:

Click on, "Queues>Simple Queues>General>Name: Example:
Live User>Target:Example:192.168.16.0/24>Apply>0Ok".

Simple Queues ‘ Interface Queues  Queue Tree  Queue Types

‘ # ‘ ‘Name "‘Target iUpIuad Max Limit ‘f‘

load Max I.jmit}Packet Marks

‘ Download (

New Simple Queue

General | Advanced Statistics  Traffic Total  Total Statistics

Name: vae User

Target: [192.166.16.0/24 [E2R
Dst.: | |v
Target Upload Target Download
Max Limit: |unlimited | #] [unimited | %] bits/s
R
Burst Limit: |unlimited “ ¥ iunlimned ” ¥ | bits/s
Burst Threshold: |unlimited | %] [unimited |+ ] bits/s
Burst Time: |0 | [0 | s
~v- Time
[enabled

=

€§o
&
00}
x|

o
<

Disable
Comment

Remove
Reset Counters

Reset All Counters

g
g

IIIII
g
\

Figure 3.4.1.2: General Setting for This Live User
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Step 3:

Click on, "Queues>Simple Queues>Advanced>Queue Type: 3_MB
UP/3_MB Down>Apply>0k".

Smole Queues  |ntedace Queuss Queus Tree  Queue Types
-+ ( V| | vo Reset Courters || 00 Reset Al Courters
# | [Neme Target Upload Max Limit  Downiosd Max Limt | Packet Marks Dowrio:
General Advanced | Qatatics Traffic  Total  Total Statistics [ OK |
Targst Upload Target Download daind
Lime & unlimted ¥ |unimited * biess Dsabie
Promy: |8 8  Comment
Bucket Size- 0100 {0,100 ratio Copy
Guewe Type |3_MB UP '%| 3_MB Down - Remove
Farert: none ¥ | _f‘:._u_c?}:tg} —
IR ot
Torch
] enabled

Figure 3.4.1.3: Advanced Setting for This Live Users

3.4.2 Day/Night Bandwidth Configure:
Step 1:

Click on, "Queues>Queue Types>Add>Type Name: Example: 10_MB_Down_Day>Kin:
pcg>Rate: 10M>Classifier: Select Dst. Address>Apply>0k™.

Next, "Queues>Queue Types>Add>Type Name: Example: 10_MB Up_Day>Kin:
pcg>Rate: 10M>Classifier: Select Src. Address>Apply>0k".
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Next, "Queues>Queue Types>Add>Type Name: Example: 5 MB_Down_Night>Kin:
pcg>Rate: 5SM>Classifier: Select Dst. Address>Apply>0k".

Next, "Queues>Queue Types>Add>Type Name: Example: 5 MB Up_Night>Kin:
pcg>Rate: 5SM>Classifier: Select Src. Address>Apply>0k™.

Simple Queues  Inteface Queues Queue Tree Queue Types
e B =y |

[+][=] [¥]

_Llyge Name / ‘IGnd
5_MB Downl_Night pcq
5_MB Up_Night pecq
10_MB Downl_Day peq
10_MB Up_Day peg

* default pfifo

* default-small pfifo

* ethemet-default pfifo

* hotspot-default sfq

* multiqueue-ethemet-default  mq pfifo

* only-hardware-queue none

* pcq-download-default pecg

* pcg-upload-default pcq

* synchronous-default red

~ wireless-default sfq

14 items (1 selected)

Queue Type <10_MB Down|_Day>

L =R 10_ B DownlDay R

Kind: |pcq \EW

,,,,,

g
H
el

Total Queue Size: jZDOO KB Remove
Burst Rate: \ : ¥ bits/s
Burst Threshold: | |~

Burst Time: |00:00:10

Classifier: || Src. Address |v/ Dst. Address
[ Src. Port [] Dst. Port

| Src. Address Mask: [32 ]

Dst. Address Mask: |32
Src. Address6 Mask: |64 |
Dst. Address6 Mask: 64 |

Figure 3.4.2.1: Queue Types for This Day/Night Pack

Step 2:

Click on, "Queues>Simple Queues>General>Name: Example:
10_MB_Day>Target:Example:192.168.16.0/24>Time>Time: 06:00:00-

18:00:00>Apply>0k™.

©Daffodil International University
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Simple Queue <10_MB_Day>
Genersl | Advanced Stafisics Traffic  Totsl Total Statistics
Mame: !'H}_I'u'IE!_I:JEﬁ.r | Cancel
Target: [192.168.16.0/24 B
o | -
Target Lpload Target Cownload
Maze Limit: |unlimited || ¥ | |unlirnited || ¥ | bits/s
Burst Limit: |unlimited || ¥ | |unlirnited || ¥ | bits/s
Burst Threshold: |ur1|irnited || * | |ur1|irnited " ¥ | bits./s
Burst Time: |0 | [o | s
Torch
—a- Time
Time: |{|'E:DD:|]'D |—|1E:M:Dﬁﬂ |
Days: v sun (wimon |witue [vwlwed [w/thu [wifi [wsat
enabled
Figure 3.4.2.2: General Setting (Day) For This Day/Night Pack
Step 3:
Click on, "Queues>Simple Queues>General>Name: Example:
5 MB_Night>Target:Example:192.168.16.0/24>Time>Time: 18:00:01-
05:59:59>Apply>0k".
Simple Queue <5_MB_Night> =] E3
General | Advanced Statisics Traffic Total Total Statistics
Name: |5_MB_Night | Cancel
Target: [192.168.16.0/24 [#]2
ou: -
Target Upload Target Download
Max Limit: |unlimited |l ¥ [ !unlimited ” ¥ ] bits/s
el ,
Burst Limit: |unlimited |#] |uniimited |#] bitsss
=
Burst Threshold: |unlimited |%] !unlimiled H ¥ ’ bits/s
Burst Time: |0 | o | s
Torch
~4- Time
Time: |18:00:01 | -/ 05:59:59) J
Days: V/sun [VImon [Vitue [Viwed [Vithu [vifi [visat
{enabled

Figure 3.4.2.3: General Setting (Night) For This Day/Night Pack
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Step 4:

Click on, "Queues>Simple Queues>General>Name: Example: Userl>Target: Example:
192.168.16.50> >Apply>0Ok".

Queue List [=] E3

Simple Queues ‘ Interface Queues Queue Tree Queue Types
(/=] [v|[%]| @] |7 o0 Reset Courters || 00 Reset Al Courters | [Frg |
# | |Name / ;Targe! | Upload Max Limit lDownload Max Limit | Packet Marks | Download Queue... | Total Max Limit bi.|v
1 £&5_MB_Night  192.168.16.0/24 unlimited unlimited
0 & 10_MB_Day 192.168.16.0/24 unlimited unlimited
2100 unlimited
3items (1 selected) 10 B queued ‘D packets queued

Figure 3.4.2.4: Simple Queues for This Day/Night Pack
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3.4.4 HotsPot Configuration:
Step 1:—

Click on, "IP>Pool>Name: Example: HotsPot_Pool>Address:
192.168.15.2-192.168.15.254>Apply>0k".

Pools | Used Addresses

#|[=] =] ¥
ENalme 7 /| Addresses :Ne;xt Pool
| oHotsPot_Pool  192.168.15.2-192.168.15.254 none
'IP Pool <HotsPot_Pool> of %]
W=l HotsPot_Pooll K
Addresses: [192.168.15.2152.] & Cancel
Next Pool: |none IEARS

E item {1 selected)

[=1/E3

Figure 3.4.4.1: IP Pool Configuration

Step 2:

Click on, “IP>Hotspot>Servers>Hotspot Setup>HotSpot Interface: HotsPot

(LAN)>Local Address of Network:192.168.15.1/24>Address Pool of Network:
192.168.15.2-192.168.15.254>Select Certificate: none>IP Address of SMTP Server:

0.0.0.0>DNS Servers: 8.8.8.8>DNS Name: mdbabu.com>Ok”.
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Servers |Senrer Profiles | Users | User Profiles | Active  Hosts | |IP Bindings

E“El | Reset HTML || Hotspot Setup |

Name ! ||r|terfac:e |Address FPool |F'rc|ﬁ|e
Hotspot Setup =1 E3

Select inteface to run Hot Spot on

Hot Spot Interface:

| Back |[ Net || Cancel |

Figure 3.4.4.1: HotSpot Interface

Hotspot Setup =] E3
Set HotSpot address forinterface

Local Address of Network: |[EZRISRERNP. |

Masquerade Network

Back Next Cancel l

Figure 3.4.4.1: Local Address of Network

Hotspot Setup =] E3

Set pool for HotSpot addresses

o

Address Pool of Network:

4

Back Nexd Cancel

Figure 3.4.4.1: Address Pool of Network
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Hotspaot Setup

Select hotspot SSL cerificate
Select Coticate: [N |

Back Mext Cancel

Figure 3.4.4.1: Select Certificate

Hotspot Setup = E3
IP Address of SMTP Server: |THIN] ]

Back Next Cancel

Figure 3.4.4.1: IP Address of SMTP Server

Hotspot Setup

DNS Servers: |8.8.8.8

Back Next Cancel

Figure 3.4.4.1: DNS Server for Hotspot Setup
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Hotspot Setup =] E3
DNS name of local hotspot server

DNS Mame: |mdbabu.c:0n1 |

| Back || Net || cancel |

Figure 3.4.4.2: DNS Name

Step 3:

Click on, “IP>Hotspot>User Profiles>Add>General>Name: HotsPot_5MB>Address
Pool: HotsPot Pool>Apply>Ok™.

Users User Profiles IActive Hosts |IP Bindings Service Ports Walled Garden ...
[=][=] [¥ [Fngd ]
Name - | Session Time... Ildle Timeout IShared U... |Rate Limit inc/x) ] ]v
-~ &¥default none 1

Hotspot User Profile <HotsPot_5MB> =] E3

General ! Queus Advertiss  Scripts

Name: IHotsF’ot_5MB I Cancel

Address Pool: ||gleiise sl slele]] El

Session Timeout: [ —| =S

2 items {1 selected) Idle Timeout: {none “ - I T

Keepalive Timeout: lGG:O2:C-D l -

Status Autorefresh: |00:01:00 I

Shared Users: |1 I -~

Rate Limit {nc/tx): I l ==

Add MAC Cookie

Figure 3.4.4.3: Hotspot User Profile

Step 4:

Click on, “IP>Hotspot>Users>Add>Server: hotspot]1>Name: babu>Password:
123>Profile: HotsPot SMB>Apply>Ok”.
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Server Profiles  Users | User Profiles | Active | Hosts | IP Bindings | Service Ports [ =]
EIEI IZI | 00 Resst Counters || o0 Reset All Counters | Eirncd
[Server + [ Mame [Address [MAC Address [ Profile
i counters and limits for trial
= Hotspot User <babus=
@l  admin General | Limits | Statistics | oK |
E.i 5 b
&P hotspot 1 pronob Server: |hc|tspot1 " - | | Cancel! |
& hotspot 1 hasan
Mame: |babu | | Apphy |
Password: |""" | | Disable |
Ronsss | | i | Comment |
- | MALC Address: | | £
B items {1 selected) | Copy |
Profile: |HotsPot_SMB [[=] | = |
emove
Fioues: l l h | Reset Counters |
S | | e | Reset All Counters |
|enab|ed

Figure 3.4.4.4: Hotspot Users Setting

Step 4:

Next, Check active user “IP>Hotspot>Active>Ok”.

User Profiles  Active |Hosts IP Bindings = Service Ports Walled Garden

[=] [¥]

| Domain

Hotspot Active User <babu>
Genersl | Statistics  Traffic

Server: [hotspoﬂ
User: [babu

Remove

Domain: [

o Address: [192.168.15.30
1item (1 selected) MAC Address: lZC:SO:OC:64:A4:16
Login By: Ihttp-chap

Uptime: [00:67:14

Idle Time

Session Time Left:

Idle Timeout:

: [00:00:01

Keepalive Timeout: [DD:OZ:DD

Figure 3.4.4.4: Hotspot Active User
Step 4:

User log-In System “Open browser and type www.mdbabu.com >Enter
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ogn[ )

password |

oK

HOTSPOT GATEWAY

Figure 3.4.4.5: Hotspot Log In Panel
Step 5:

o |B| 3%
\\- mikrotik hotspot > status b4 -

& > C @ Notsecure | mdbabu.com/status Y& =4 @ :

32 Apps M Gmail @ YouTube @ Maps (W Internet Speed »

Welcome babu!

IP address: | 192.168.15.90
bytes up/down: | 125.4 KiB / 5.3 MiB

connected: | 19s

status refresh: | 1m

log off

Figure 3.4.4.5: Log in success in Hotspot
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3.4.5 PPPoE Server Configuration in MikroTik Router:

Step 1:

At first Click on “IP>Addresses>Add>Address: Example: 192.168.100.1>Network:
Example: 192.168.100.0>Interface: Example: LAN>Apply>0Ok".

Step 2:

Address List

[#][=] [+][=] [a] [¥]

[Address 7 [Network
__ T°1721615.16/28 17216150
o~ :&g‘ 92.188 .,:..5 52.168.100.0

2 items {1 selected)

Figure 3.4.5.1: Address List for PPPoE Server

Now, Click on: "PPP>PPPoE Server>Add>Server Name: Example: PPPoE
Server>Interface>LAN>Apply>0Ok".

Session Settings Dashboard
(][ 0] [ sefe Mode | Session: 00029495028 1)

A& Quick Set
1 CAPsMAN
| Interfaces
L Wireless

S Bridge

EEPPP

“15 Mesh
sl 1P

&’ MPLS
lvsl IPvE
& Routing
€57 System
& Queues
[ Files
L Leg
M RADIUS
K Tools

|8 LoRa
<41 Dot1X
@ Dude

[ New Teminal

Inteface  PPPoE Servers |Sectas Profiles | Active Connections | L2TP Secrets

[#][] [“][=] [¥]

[service .. ~ | Interface

[Max MTU [Max MRU [MRRU _ [Defautt Profile| Authentication

New PPPoE Service [=] E3
Service Name: |HER=om |

Interface: |LAN !EJ Cancel

N
N |—l
» Max MTU: v Apply
S Max MRU: R4
» MRRU: i d
py
Keepalive Timeout: |10 -
Default Profile: [default 2

[ One Session Per Host

Max Sessions: W
PADODeay: [ |vms

Authentication: [V mschap2 [v] mschap1
Wchap  [lpap

‘ enabled
b

Figure 3.4.5.2: Point-to-Point Protocol over Ethernet (PPPoE) Server
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Step 3:

Click on, "IP>Pool>Add>Name: Example: 5. MB_P>Address: Example:
192.168.100.2-192.168.100.254>Apply>0k".

© a2dmin 5D:8B (MikroTik) - WinBox v6.46.2 on x86 (x36)

Session  Settings Das ARP

Accounting

A& Quick Set Addresses

I CAPsMAN DHCP Client

8 Interffaces DHCP Relay

I Wireless DHCP Server

& Bridge DNS |

3 PrP Firewall [#][=]

18 Mesh Hotspot + | Addresses
8 1P I IPsec

& MPLS I Kd Control BewikEock

(58] IPvE I Neighbors Name: [5_ME_P
& Routing I Packing Addresses: [192.168.100.2-192.168.100.254 | &
5 System " | Pool Next Pool: [none =]
Q Queues Routes

Files SMB

[£] Log SNMP

. RADIUS Services

R Tools I Settings

[ New Teminal Socks

|8 LoRa TFTP

4% Dot1X Traffic Flow

@ Dude I upnP

=5 KvM Web Proxy

Figure 3.4.5.3: IP Pool Configure for PPPoE Server
Step 4:

Clock on, "PPP>Profiles>General>Name: Example:5 MB>Local Address:
Example:192.168.100.1>Remote Address: Example:5_MB_P>DNS Server:
Example:8.8.8.8 and 124.6.224.4>Apply>0Ok".

New PPP Profile

HlnAteffaoe | PPPoE Servers Secrets 77Pf°ﬁ|es General |Protocols Limts Queue Scripts
[ Cancel |
[ ooy |

]
| X]

[#[=] Name: Carcel
_1%3; — |Local Address  [Remote A4 Local Address: [192.168.100.1 | %]« prerea | I
N aul
- @defauttencr... Remote Address: [5_MBLF ¥4 Commert
Remote IPv6 Prefix Pool: hd

Copy

DHCPv6 PD Pool: ¥ R
emove

Badgr [ |~

Bridge Port Priority: :I Y
Bridge Path Cost: [:] v
Bridge Horizon: [:l ¥

Incoming Fitter: :I Y —
Qutgoing Fitter: [:l b e
Addesslist: [ | %
Interface List: [:]

DNS Server: [8.8.8.8

12462244
WINS Senvar

2items

4

[ S 2

Figure 3.4.5.4: Point-to-Point Protocol (PPP) Profile
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Step 5:

Next on, "PPP>Secrets>Name: Example: MdBabu>Password: Example: 12345>Service:
pppoe>Profile: 5 MB>Apply>0k".

Interface | PPPOE Servers  Secrets 1Proﬁeo Active Connections | L2TP Secrets
[#][=] [<][] [a] [¥] [ ep Adnentcatonsaccoutng |
[Name ./ [Password [Service [CallerD [Profie [Local Adcress [Remote Adcress [Last Logged Out
Name: ‘ ] OK
Password: [~ |- Cancel
Service: [pppos [#] [ #epy
Caller ID: [ \ - -
Profile: [5_MB ”ﬂ @
Local Address: ». Copy
Remote Address: ‘ ‘ v Remove
Oitems Remote IPv6 Prefix: Rg
Routes: | |~
Limit Bytes In: ‘ ‘ b2

Limit Bytes Out: .

Figure 3.4.5.5: Point-to-Point Protocol (PPP) Secret

Step 6:

Clock on, "Queues>Queue Types>Add>Type Name: Example: 5 MB_Q_UP>Kind:
pcq>Rate>5M>Classifier: Select Src. Address>Apply>OKk.

Agene Add>Add>Type Name: Example: 5 MB_Q_UP>Kind: pcg>Rate>5M>Classifier:
Select Dst. Address>Apply>0k."

Simple Queues  Interface Queues  Queue Tree  Queue Types ‘

[#[[=] [7]

Type Name A [}Gnd Queue Type <5_MB_Q_UP>
5_MB_Q_Down pcg
5_MB_Q_UP pea Type Name: |SRUIERERVIS ILI
* default pfifo Kind: 3
- defaultsmall pffo nd: peq [3] [ cancel |
* ethemet-defautt pfifo i Apply
- hotspot-default sfq Rate: 5M bits/s
* multi-queue-ethemet-default  mg pfifo Q Size: [50 KB C
~ onlyhardware-queue none i ‘i,
* pcg-download-default pcg Total Queue Size: |ggc_o KB Remove
* pcg-upload-default pcg
* synchronous-default red S e
* wireless-default sfq e e
BustTheshold: [ |v
Burst Time: [00:00:10 |
12items (1 selectzd) Classfier: [Vl Src. Address || Dst. Address

[ Sre. Port [] Dst. Port

Src. Address Mask: |32 |
Dst. Address Mask: [32 |
|
|

Src. Address6 Mask: |Sd
Dst. Address6 Mask: |64

Figure 3.4.5.6: Queue Type for PPPoE Server
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Step 7:

Clock on, "Queues>Simple Queues>General>Add>Name: Example: 5_MB>Target:
Example:192.168.100.0/24>Advanced>Queue Type:

5 MB_Q_UP/5_MB_Q_DOWN>Apply>0Ok."

Smpls Qevee | pedare Gueues  Ooeue Tree e Tioe
[#][=] [o][e] [ ]|

Reset Courters | 00 Feset Al Courtey

Name Tege | Ubload Mac Lot Download Max Lim | Packet Marks

Gen=d | Adenced Secs Tefic Tod Tosl Satisics

Totd Max e v

Tamet: 182162.100.02¢

Simple Queue <5_MB>

Queve Type: [5_ME_Q_UP [ [5.M8.0_Dow| ¥

General Advanced | Statistics  Trffc | Total | .
Packet Marks: |; HES Cancel

Target Upload  Target Download

Limit Af: |unhmrted ‘3 ‘ unlimited ‘ ¥ | bis/e

Prory: 2 | [8 '

Bucket Size: [0.100 | o100 o [ o |

Parent: Inme

5

Reset Al Counters
Torch

|enabled

Figure 3.4.5.7: Simple Queue for PPPoE Server
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CHAPTER 4

Conclusion and Future Career & Scope
4.1 Conclusion and Discussion:

In short of my internship project | will learn about configuring network by MikroTik and
how to make and configure the network. I will also learn and complete understanding of
IP classes. Main learning of this project was how to configure ISP link, Bandwidth
Control in different ways, Bridge mode configuration, Firewall and NAT Configuration,
Network Security, All of the instruction help and improved me to increase build my job
aims and career skilful. This Internship is completely handed course and provides
information and aptitudes which will introduce me to a Mikrotik for informative,
Informative. Along with improving the most recent forms and server security, we always
see the reconstruction and role of the programming department. The MikroTik operating
system provides us with a comprehensive introduction of steady, Reliable and successful
administration. Now, today most of the organizations are highly dependent on their work
on the network thought internet. Therefore a proper network design is very important to
think of an organization, without this it is not possible to manage all network support.

4.2 Future Career & Scope:

In real life finding a job can be a big challenge of anyone of our country, especially if we
have no experience. That’s why I choose an internship, because it can help me to improve
my career opportunity into an experience. So, this internship provides me to find scope in
a future life:

>
Work in ISP based platform.

Work at as an IT manager of a company.

Work at as a Network Engineer.
Work at as a technical support and security manager.

Bank job for IT

Yv Vv Y
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study of basic
networking with Mikrotik Router configuration. | am mainly working Mikrotik

https://www.turnitin.com/newreport_printview.asp?eq=0&eb=0&esm=0
&0id=13517
80343&sid=0&Nn=0&mM=2&svr=20&r=80.80426569213056&lang=en_ ... 3/8
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OS base. Mikrotick has been established in 1996. This router mainly using easy for
bandwidth management. Actually a Mikrotik Router cost-efficient and easy
access that can be used for small and big network management. Our
Internet Service Provider (ISP) Company especially uses Mikrotik Router in

this sector. These functions include IP addressing, IP distribution, Firewall, Nat,
Routing, Bandwidth control, Point to Point Tunneling Protocol

(PPTP), Domain Name System (DNS) server, Dynamic Host Configuration
Protocol (DHCP) server, File Transfer Protocol (FTP) server, Point to Point

Protocol Over Ethernet (PPPOE), Hotspot and many other features. In

this sector we are using Cisco router, Cabling and Linux operating system etc.
Now today all over the world using the internet in our daily life. A network
provides the internet service computer to computer and other networking
devices. So, Networking is so much important fact right now. Now this day using
internet on E-Commerce web site, Software base application, Robotic, Internet of
things (10T), in our daily life. Its use is increasing day by day. They provide
various advantages, For example, instant messaging, Parallel computing,. Video
conference, Interaction with other users using dynamic web pages, Sharing
information by using the internet or web. TABLE OF CONTENTS CONTENTS
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MikroTik Router Configuration 3.3. 5 Static- IP Configuration in
MikroTik Router 3.3.7 (DHCP) Dynamic Routing Configuration with MikroTik
3.3.9 Site Blocking Configuration 3.4.1 Bandwidth Distribution With Live

Users 3.4.2 Day/Night Bandwidth Configure 3.4.4 Hotspot Configuration 3.4.5
PPPOE Server Configuration in MikroTik Router CHAPTER 4. CONCLUSION,
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OS Installation 22 CHAPTER 1 INTRODUCTION 1.1 Introductions This is a time
you can any resource search through the Internet all over the world. Nowadays
a large number of people all over the world use internet technology and the
server is a part and parcel. We cannot do anything for internet
communication without server. That's why. DHCP and DNS server is VEry

Important for internet technology. Now this day presently working with
the small or big organization, Bank service, Etc. Through the software to
connect to internet connectivity. Bank service mostly effects on the internet
example Short Message Service (SMS) banking online banking debit card
service credit service and also. When any organization use the internet at that
time you can easily communicate and easy maintain. This report is about

PC networking server configure server security. Mikrotik Router OS base,

Firewall, Bandwidth control, Backhauls Link, Wireless access point,

Hotspot gateway and moreover. 1.2Motivation | understand the importance
of gaining

https://lwww.turnitin.com/newreport_printview.asp?eq=0&eb=0&esm=0&0id=13517
80343&sid=0&N=0&mM=2&svr=20&r=80.80426569213056&lang=en . .. 4/8
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Turnitin practical knowledge which will complement the textbook knowledge
and help a student gain a wider perspective of the subjects. During the
internship | have found that | am perfectly skilled in the details of basic
networking and MikroTik. | thing Mikrotik operating system is very easy user
use and when you use the ISP company that time you easily manage user
and easily control bandwidth. | agree with this place is very perspective and
important because we have communicated all places proper
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now. | think that | can successfully prove my experience with the help of IST
ENGINEERING LTD 1.3 Objectives The main objective of high Education to
gather knowledge. | am Choose an Internship on Networking because this
day a large amount of job all over the world and | gain practically Experience. | try
my level best to present my. practical knowledge as well as. Mikrotik Router plays a
role in a data center because in Mikrotik Router management bandwidth control is very
easy.

That's why | have select this topic for an internship. * Install Mikrotik operating

system ¢ Configure ISP server « Maintain Bandwidth Control use Mikrotik *
Maintain user 1.4 Report layout The report is as follows: Chapter-1 | have

described of internship, Motivation of internship and introduction to the company.
Chapter-2 | have described the on the IT service and what are the roles of in jobs market

of Mikrotik. Chapter-3 | have described on daly task and activities, Events and
challenges. Chapter-4 | have described detail on the competencies, smart plan
and reflections. Chapter-5 | have described on the conclusion and future scope.
CHAPTER 2 ORGANIZATION 2.1 Introduction: The IST ENGINEERING LTD one
of the best Company in Bangladesh. The company provides internet service and
solution since 2016. IST ENGINEERING LTD is an IT Support team where you
will find complete IT solutions or Wire & WiFi Networking Solution, Domain Web
Hosting, MikroTik Configure, Cisco R & S Configure, FTP/File/Media/Apache
Server Configure, Graphic Design, web Design. IST ENGINEERING LTD also

providing you Bandwidth & System Configuration Service in your area. If you
start ISP Business don't worry. TRST Network here to provide Bandwidth &
System Configuration. Available in all kinds of information on no information
charge 2.2 Services: IST ENGINEERING LTD. 24 hours of high-speed data
service through the internet. Mostly it offers high-speed Internet service to
residential and corporate customer. « Network Installation. « Protected Ring
Network. « Manage Hosting. * Multiple Upstream. « IT Support. Corporate level
Internet Solution. « CC Camera 2.3Company Profile Register Head Office IST
ENGINEERING LTD House# 292, Ulon Road, West Rampura, Dhaka-1219
info@istengineeringltd.com, https://istengineeringltd.com CHAPTER 3 Internship
Roles & Responsibilities 3.1 Daily Task and Activities: « Month - 1 : In the first month of my
internship at Prisma Digital Network Limited | have learned and performed the following
tasks: Introduction of MikroTik. MikroTik Router Configuration. - Month - 2:

In this month | have learned and performed the following tasks: Static-IP

Configuration. . Month = 3: In this month of | have learned and performed the
following tasks: Hotspot

Configuration. 3.3.1 About IP address IP mining internet protocol, Network has
interpreted an IP address in two components: Community and host range
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part. The IP address is 4 octets and is octet is eight-bit that's mines IP address are
total bit 32. A class IP address is 1 octet are network and 3 octets is host. B class

2 octets are network and 2 octets are host. C class 3 octets are network and 1 octet
is host and D, E. Class is multicast. 3.3.2 Introduction of MikroTik MikroTik is a
network-based equipment manufacturing company. MikroTik was founded by
Latvia in 1996 to develop ISP System with Router & Wireless Devices. 3.3.3

PC based Installation of MikroTik Router OS using VMware Requirement

Items: « VMware Workstation Application. « Mikro-Tik Router OS ISO image file. *
Winbox. Now, | show the Install Guideline Step by Step: Step 1: At first install
VMware application and open it, then click on File>New Virtual Machine and
Next>Next>ok. Figure

https://lwww.turnitin.com/newreport_printview.asp?eq=0&eb=0&esm=0&0id=13517
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Turnitin 3.3.3.1: Virtual Machine Wizard Figure 3.3.3.2: VMware Workstation
Figure 3.3.3.3: Virtual Machine Hardware Compatibility Figure 3.3.3.4: Guest
Operating System Installation Figure 3.3. 3.5: Select a Guest Operating System Figure
3.3. 3.6: Name The Virtual Machine Figure 3.3.3. 7: Processor Configuration Figure
3.3.3. 8: Memory for the Virtual Machine Figure 3.3.3. 9: Specify Disk Capacity
Figure 3.3.3.1.1: Specify Disk File Figure 3.3.3.1.2: Ready to Create
Virtual Machine Figure 3.3.3.1.3: Edit Virtual Machine Settings Figure
3.3.3.1.4: Virtual Machine Hardware List Figure 3.3.3.1.5: Hardware Types Step 2: Now
select on the Installer disk image file (1ISO). and choose the ISO image file and then
click on Next. After that create a virtual machine name and also choose a location
where the machine is Install, then click next. Now configure the Hardware requirement how
we have need. Figure 3.3.3.3: MikroTik OS Installation 3.3.4 MikroTik Router

Configuration: Figure 3.3.4.1: Network Topology of MikroTik At first download

WinBox and router OS ISO image file, after that install router OS in VMware and run
WinBox, now click on the Mac address type "admin" in the login window and

do not need to give user Password. Figure 3.3.4.2: WinBox Terminal 3.3.5 Static-IP

Configuration in MikroTik Router: At first Click on, Interfaces>define our port > LAN,
MAN, WAN, Figure 3.3.5.1: Interface Now, click on "IP>Address>Add IP on Address

and Network>Apply OK". Figure 3.3.5.2: IP Addressing Next, click
"IP>DNS>Add Server IP address>Apply OK". Figure 3.3.5.3: DNS Server After
that click on "IP>Firewall>NAT>Add+>General>Chain: srcnat> Out. Interface:
ethernet-2 (WAN)>Apply OK". Figure 3.3.5.4: Firewall Next, click on
"IP>Firewall>NAT> add +>Action>Select=masquerade>Apply Ok". Figure 3. 3.5.5:
Firewall of Action Now click "IP> Routes> Routes>Add+>General>Dst. Address +
Gateway>Apply OK". Figure 3.3.5.5: IP Routing After process are
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complete then check the instruction by "New Terminal>Terminal=ping (Gateway
IP)>OK". Figure 3.3.5.6: IP Ping Final Step, now connects pc with static IP click
on "PC Setting>Network>Change adapter setting> Local Area Connection>
Properties>IPv4=Use your static |P address, gateway, subnet mask and DNS server>
Apply OK". Figure 3. 3.5.7: TCP/IPv4 Configuration At first click on "IP>DHCP
Server> DHCP Setup= select needed server interface> Next >DHCP
Address Space= example (192.168.10.0/24)>Next> Gateway DHCP
Network= example (192.168.10.1)>Next>Addresses to Give Out= example
(192.168.10.100-192.168.10.254)>Next>Next>DNS Server>Next>Lease Time". 3.3.7
Dynamic (DHCP) Routing Configuration with MikroTik: Figure 3.3.7.1: Dynamic Host
Configuration Protocol Server Interface Figure 3.3.7.1: DHCP Address Space
Figure 3.3.7.1: Gateway for DHCP Network Figure 3.3.7.1: Addresses to

Give Out Figure 3.3.7.1: Domain Name System (DNS) Servers Figure
3.3.7.1: Lease Time Now Restart WinBox and reconnect Ethernet port IPv4 into
automatic from pc then click from WinBox "IP>ARP= where show ARP list". Figure
3.3.7.2: ARP for Dynamic (DHCP) Configuration 3.3.9 Site Blocking
Configuration: Step 1: Click on, "IP>Firewall>Layer7Protocols>Add>Name:
Example: Facebook>Regexp: Example: *.+(facebook.com).*$ >Apply>Ok".
Figure 3.3.9.1: Block IP configure and create rule Step 2: Next,
"IP>Firewall>Filter Rules>General>Src. Add: Example:
192.168.16.50>Advanced>Layer 7 Protocol: Example: facebook>Action>Action:
drop>Apply>0Ok". Figure 3.3.9.2: IP source configure, drop and forward Not
Site Block: Step 1: Clack on, "IP>Firewall>Address Lists>Name: Example: No
Block>Address: 192.168.16.50>Apply>0k." Step 2: Next, "IP>Firewall> Filter
Rules>Select Rules (Double click)>Advanced>Src. Address List: (Select) Not
Block>Apply>Ok." Figure 3.3.9.3: Result of Not Site Block 3.4.1 Bandwidth
Distribution with Live Users: Step 1: Click on, "Queues>Queue Types>Add>Type
Name: Example: 3_MB_Down>Kin: pcg>Rate: 3M>Classifier: Select Dst.
Address>Apply>0k". Next, "Queues>Queue

https://lwww.turnitin.com/newreport_printview.asp?eq=0&eb=0&esm=0&0id=1351780343&
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Types>Add>Type Name: Example: 3_MB_UP>Kin: pcg>Rate: 3M>Classifier:
Select Src. Address>Apply>0Ok". Figure 3.4.1.1: Queue Types for This Live Users
Step 2: Click on, "Queues>Simple Queues>General>Name: Example: Live

User>Target:Example:192.168.16.0/24>Apply>0k". Figure 3.4.1.2: General
Setting for This Live User Step 3: Click on, "Queues>Simple

Page |50
©Daffodil International University



Queues>Advanced>Queue Type: 3_MB UP/3_MB Down>Apply>Ok". Figure

3.4.1.3: Advanced Setting for This Live Users 3.4.2 Day/Night Bandwidth
Configure: Step 1: Click on, "Queues>Queue Types>Add>Type Name: Example:
10_MB_Down_Day> Kin: pcg> Rate: 10M>Classifier: Select Dst. Address>Apply>0Ok".
Next, "Queues>Queue Types>Add>Type Name: Example: 10_MB Up_Day> Kin:
pcg>Rate: 10M>Classifier: Select Src. Address>Apply>0k". Next, "Queues>Queue
Types>Add>Type Name: Example: 5 MB_Down_Night>Kin: pcg>Rate: 5M>Classifier:
Select Dst. Address>Apply>0k". Next, "Queues>Queue Types>Add>Type Name:
Example: 5_MB Up_Night>Kin: pcg>Rate: 5M>Classifier: Select Src.
Address>Apply>0k". Figure 3.4.2.1: Queue Types for This Day/Night Pack Step
2: Click on, "Queues>Simple Queues>General>Name: Example:
10_MB_Day>Target:Example: 192.168.16.0/24>Time>Time: 06:00:00
18:00:00>Apply>0k". Figure 3.4.2.2: General Setting (Day) For This Day/Night Pack
Step 3: Click on, "Queues>Simple Queues>General>Name: Example:

5 MB_Night>Target:Example: 192.168.16.0/24>Time>Time: 18:00:01-
05:59:59>Apply>0k". Figure 3.4.2.3: General Setting (Night) For This
Day/Night Pack Step 4: Click on, "Queues>Simple Queues>General>Name:
Example: Userl>Target: Example: 192.168.16.50>>Apply>0k". Figure 3.4.2.4:
Simple Queues for This Day/Night Pack 3.4.4 Hotspot Configuration: Step 1:
Click on, "IP>Pool>Name: Example: Hotspot_Pool>Address: 192.168.15.2
192.168.15.254>Apply>0k". Figure 3.4.4.1: IP Pool Configuration Step 2:
Click on, "IP>Hotspot> Servers > Hotspot Setup>HotSpot Interface: Hotspot (LAN
>Local Address of Network: 192.168.15 .1/24>Address Pool of Network:
192.168.15.2- 192.168.15 .254>Select Certificate: none>IP Address of
SMTP Server: 0.0.0.0>DNS Servers: 8.8.8.8> DNS Name: mdbabu.com>0k".

Figure 3.4.4.1: HotSpot Interface Figure 3.4.4.1: Local Address of Network Figure
3.4.4.1: Address Pool of Network Figure 3.4.4.1: Select Certificate Figure 3.4.4.1: IP

Address of SMTP Server Figure 3.4.4.1: DNS Server for Hotspot Setup Figure
3.4.4.2: DNS Name Step 3: Click on, "IP>Hotspot> User Profiles
>Add>General>Name: Hotspot 5MB>Address Pool:
Hotspot_Pool>Apply>0k". Figure 3.4.4.3: Hotspot User Profile Step 4: Click on,
"IP>Hotspot>Users>Add>Server: hotspotl>Name: babu>Password: 123>Profile:
Hotspot_5MB>Apply>0k". Figure 3.4.4.4: Hotspot Users Setting Step 4: Next, Check
active user "IP>Hotspot>Active>Ok". Figure 3.4.4.4: Hotspot Active User Step 4:
User log-In System "Open browser and type www.mdbabu.com >Enter Figure
3.4.4.5: Hotspot Log In Panel Step 5: Figure 3.4.4.5: Log in success in
Hotspot 3.4.5 PPPOE Server Configuration in MikroTik Router: Step 1: At first
Click on "IP>Addresses>Add>Address: Example: 192.168.100.1>Network:
Example: 192.168.100.0>Interface: Example: LAN>Apply>Ok". Figure
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3.4.5.1: Address List for PPPOE Server Step 2: Now, Click on:
"PPP>PPPOE Server>Add>Server Name: Example: PPPoE
Server>Interface>LAN>Apply>0k". Figure 3.4.5.2: Point-to-Point Protocol over
Ethernet (PPPOE) Server Step 3: Click on, "IP>Pool>Add>Name: Example:

5 MB_P>Address: Example: 192.168.100.2 192.168.100.254>Apply>0k".
Figure 3.4.5.3: IP Pool Configure for PPPOE Server Step 4: Clock on,
"PPP>Profiles>General>Name: Example:5_MB>Local Address: Example:
192.168.100.1>Remote Address: Example:5_MB_P>DNS Server:
Example:8.8.8.8 and 124.6.224.4>Apply>0k". Figure 3.4.5.4: Point-to-Point
Protocol (PPP) Profile
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Tumnitin Step 5: Next on, "PPP>Secrets>Name: Example:
MdBabu>Password: Example: 12345>Service: pppoe> Profile:

5 MB>Apply>Ok". Figure 3.4.5.5: Point-to-Point Protocol (PPP) Secret
Step 6: Clock on, "Queues>Queue Types>Add>Type Name: Example:
5 MB_Q _ UP>Kind: pcq>Rate>5M>Classifier: Select Src.
Address>Apply>0k. Agene Add>Add>Type Name: Example: 5 MB_Q_UP>
Kind: pcg> Rate>5M>Classifier: Select Dst. Address>Apply>Ok." Figure 3.4.5.6:
Queue Type for PPPoE Server Step 7: Clock on, "Queues>Simple
Queues>General>Add>Name: Example: 5_MB>Target:
Example:192.168.100.0/24>Advanced>Queue Type:

5 MB_Q UP/5 MB_Q DOWN>Apply>Ok." Figure 3.4.5.7: Simple Queue for
PPPOE Server CHAPTER 4 Conclusion and Future Career & Scope 4.1

Conclusion and Discussion: In short of my internship project | will learn
about configuring network by MikroTik and how to make and configure the network. |

will also learn and complete understanding of IP classes. Main learning of this
project was how to configure ISP link, Bandwidth Control in different ways,
Bridge mode configuration, Firewall and NAT Configuration, Network Security, All
of the instruction help and improved me to increase build my job aims and
career skilful. This Internship is completely handed

course and provides information and aptitudes which will introduce me to a
Mikrotik for informative, Informative. Along with improving the most recent forms
and server security, we always see the reconstruction and role of the
programming department. The MikroTik operating system provides us with a

comprehensive introduction of steady, Reliable and successful administration. Now,
today most of the organizations are highly dependent on their work on the network
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thought internet. Therefore a proper network design is very important to think of an
organization, without this it is not possible to manage all network support. 4.2 Future
Career & Scope : In real life finding a job can be a big challenge of anyone of our
country, especially if we have no experience. That's why | choose an internship,
because it can help me to improve my career opportunity into an experience. So,
this internship provides me to find scope in a future life: - Work in ISP based platform,
Work at as an IT manager of a company. - Work at as a Network Engineer.” Work at
as a technical support and security manager. - Bank job for IT References
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