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Abstract
Network Security Is Considered As A Major Task In Network Architecture.  A Network Administrator Had To Focus, And It Is Defined And Demonstrated As The Rules, Plans, And Procedures Followed By A Network Administrator To Protect The Network Devices From Different Threats, And Simultaneously, The Passive And Active Attacks Are Generated From Various Vulnerable Sources. Further, The Unauthorized Users Must Be Prevented From Accessing The Network. There Are Different Types Of Threats That Need To Be Identified, Explored, And Take A Step For Preventing It, Wherein The Attacks Are Like Dos And Ddos Attracts, Aurora Attacks, Malware Attack, Port Scanning, Password Sniffer, IP Spoofing, Session Hijacking, And Man-In-The-Middle Attacks, And Cyber-Attacks. This Could Be Done With The Help Of Firewalls, Which Can Secure The Network From Malicious Attacks. This Paper Is More Focused On Strong Policy And Performs Incredible Directions For Averting The Mentioned Attacks. Firewalls Are One Of The Strongest Hardware Attachments To Secure The Zone Of Networking Sectors Like Local Large, Multinational, Or Enterprise Networks. The Deployment of Firewalls That Enforce an Organization’s Security Policy Is Network Devices. For This Kind Of Tiresomeness, The Concern Of This Paper Is To Enhance And Develop Network Security Like IPsec VPN, Strong Masquerades, Port Forwarding, Create A Trusted Zone On WAN And LAN Side, Etc., Based On The Firewall By The Execution Of Various Tasks And Different Policies.
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