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ABSTRACT

The Internet of things is currently a buzzword in the modern technology era. Over the
years, the Internet of Things has become a part of our lives. For their integral behavior,
many companies and solutions are built upon it. Though many solutions have been
developed to meet the needs, security issues are still overlooked. MQTT is one of the
most used protocols in the IoT world because of its performance, battery-friendliness.
However, as many companies use this protocol to make their products, security is one of
the significant issues of this protocol. In this report, we will take a look at the security
issues of the MQTT protocol and analyze them for future researchers and studies. We will
discuss some common vulnerabilities that are still not fixed or up to the developers’
choice to implement security solutions that have been overlooked over the years. We will
also discuss how researchers should approach the IoT security issues and provide a

methodology for interacting with modern-day IoT protocols.
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CHAPTER 1
INTRODUCTION

1.1 Introduction

In the era of technology, communication technology has brought us the possibility that
we could not imagine a long time ago. In communication technology, the invention of
ARPANET (which turned into the internet later) and the rise of the Internet of Things
(IoT) brought special significance to the world. For example, the students of Carnegie
Mellon University found a way to monitor the number of cans on a vending machine by
using devices that can communicate with the internet. It was the very first

implementation of the Internet of Things.

Though at first, the concept of IoT may look somewhat bizarre. Kevin Aston, who first
used the term “Internet of Things,” would probably not have imagined that these devices
would spread vastly worldwide. However, the internet of things has come a long way,
improving from time to time. Nowadays, we can see this technology everywhere from
household appliances to enterprises, retail stores, health care, industry, power grids, and

scientific research.

The first pace of the rise of 10T devices created a dangerous situation where the
policymakers could not develop quality and security controls. As a result, the world of
IoT technology is continuously getting news of the security vulnerabilities of IoT
devices. These incidents got the attention of the researchers, and they are working for
better security for IoT devices as the IoT devices have already claimed their places in our

daily lives.
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1.2 Motivation

As loT devices work by collecting the data and receiving it from the environment,
exchanging it with other devices and systems over the internet, privacy and security are
some of the main concerns in this field. According to a study by Transforma Insights,
“7.6 billion IoT devices were already active at the end of 2019 [1], and it is expected
that “it will grow to 24.1 billion by 2030” [1]. However, with the growth of IoT devices
and systems, these continuously suffer from privacy and security issues. For example,
hard-coded passwords, not changing the default password, lack of firmware updates have
increased security risks and vulnerabilities and the chances of acquiring sensitive data. In
addition, researchers consider loT the most vulnerable technology for cyber attacks due
to weak manufacturing, weak security protocols, hardware limitations, computational and
energy constraints, memory constraints, and tamper-resistant packaging. As [oT began to
explode in 2011, many security countermeasures and mechanisms were developed over

the years; but security in IoT is still a problem these days.

From OWASP’s top 10 list [2], it can be noticed that many vulnerabilities still exist in
IoT technology. For example, weak, guessable passwords, insecure network services,
insecure ecosystem interfaces are vulnerable to others, and the strength of the

communication services between them.

If we look at the history of the IoT world, we can find many security issues happening
from time to time. Hernandez et al. [3] mention security shortcomings from Google Nest,
which allowed the attackers to install new malicious firmware on the device. It was found
in 2013 that Philips hue and many other devices suffered security issues for identifying
the MAC address of the host. The Lifx smart bulb used the 6LoWPAN protocol, which
was vulnerable to malicious packets into the network. Jay Radcliffe [4] from Rapid7
identified that some medical devices like insulin pumps suffered from replay-based
vulnerability. So the analysis is intended to focus on the security of protocol so that the
future of the IoT remains secure and the practice of security analysis built up over the

years.
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1.3 Rationale of the study

The continuous rise of the Internet of Things led to the development of multiple protocols
in the communications area. Each of them is attempting to meet the expectations of
different uses to fulfill specific domains and problems. Sometimes these protocols share
some vulnerabilities of the same type. As the internet of things is relatively young, these
protocols are evolving, and new protocols are emerging to fulfill the environment’s
needs. Some protocols can also be designed to maintain the security standards securely,

and others can create more security issues.

The primary purpose of this research is to highlight the current security issues in existing
IoT protocols. Some well-known IoT protocols are AMQP, NB-IoT, CoAP, 6LowPAN,
IPv6, Wi-Fi, Bluetooth, SigFox, ZigBee, Z-Wave. Security researchers have studied these

protocols to develop better security and privacy over the years.

This report will focus on the current state of the protocols in terms of security and
privacy, specifically on MQTT. In addition, we will also talk about some attack vectors of

the IoT.

1.4 Expected Output

Our work is based on analyzing the protocol’s network traffic structure. Also, on what
other researchers have been found over the years, and the solutions of the vulnerabilities

they suggested.

We expect to present the current state of MQTT and the existing security issues of some

well-known protocols, which will help new researchers to conduct their research.
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1.5 Report Layout

This report is divided into several sections.

e Chapter 2 will discuss the background of [oT security and related works

e Chapter 3 will discuss the research methodologies

e Chapter 4 will create a discussion and present the state of the IoT security
research.

e Chapter 5 will discuss the current issues and future scope for the researchers.

e Chapter 6 will present the summary and conclusion.

©Daffodil International University 4



CHAPTER 2
BACKGROUNDS

2.1 Terminologies

Internet of Things (IoT) is currently a buzzword for the modern world, a revolution in
technology. The Internet of things is a collection of various network-enabled devices that
can communicate, share information, and work together for decision-making; thus, they
build a network. IoT consists of four basic building blocks - sensors, processors,

gateways, and applications [5].

Sensors: Sensors are the front end of 10T devices. These are the “things” of the system.
Their functions are to collect data from the environment or give out data to their
surroundings. They have uniquely identifiable IP addresses and are active on their own or
user-controlled.

DOlIcessors: Processors are the brain of the system. Their functions are to process the

data they gathered and make decisions depending on the information on a real-time basis.

Gateways: Gateways route the processed data and connect it to network devices, making

the interconnected network send the data to the proper location.

Applications: Applications utilizes the data collected from the environment. They

determine the final goals and outcomes of the system.

Applications send gathered data through gateways with the help of communication
protocols. There are many communication protocols, but some are domain-specific, some
for efficiency, and some are generic. Furthermore, all protocols have different
implementation flaws, protocol design, and configuration. Examples are MQTT, AMQP,

WebSocket, DNP3, DNS, BLE, RFID, ZigBee, etc.
2.2 Concepts of IoT

©Daffodil International University 5
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Security is a general and sensitive issue in this virtualization era because no rule ensures
that a system is fully protected. Because the security characteristics can be tackled on so
many levels and are subject to constant evolution technology [6]. Also, IoT security is
different from traditional security because an IoT ecosystem is composed of embedded
systems, sensors, mobile applications, clouds, and network communication protocols.

Based on the [oT ecosystem, it can be divided into three categories:

1) Embedded Device;
2) Firmware, Software, and Applications;

3) Communications.

These introduced us to different attack surfaces on IoT.

2.2.1 Embedded Devices

An embedded device is the foundation of IoT architecture and the “thing” in the Internet
of Things. So it will hold sensitive information, and if it is compromised, it would be
considered critical. Serial ports exposing, power analysis, and side channel-based attacks,
dumping the firmware over JTAG or via Flash chips or insecure authentication

mechanism can be considered highly vulnerable.

2.2.2 Firmware, Software, and Application

A Hack study by Miller and Valasek [7] has shown that security concerns were not built
for IoT. Authentication of the firmware which runs on its chips can be found, and the loT
world neglected it. It was not considered a security vulnerability initially. Authentication
and authorization are IoT’s core concepts, and host-based secure booting will always

ensure that authorized code can run on the IoT node [8].
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As the whole firmware includes everything that runs on the device, these device
interfaces are vulnerable to some extent. Web-based dashboard, insecure network
interfaces are exposed over the network as they collect data and frequently end it to a
distant point. It is the ideal attack surface. Some vulnerable surfaces are storage,
authentication, and authorization of the devices, sensor, and peripheral interfaces. Some
examples like modifying firmware, insecure signature, private certificates, outdated
components with known vulnerabilities, side-channel data leakage, logic flaws, cross-site

scripting are known in the security issues of the IoT world.

2.2.3 Communications

Commercial products are usually not considered protocols when it comes to the point of
security. However, communication protocols like Wi-Fi, BLE, ZigBee, ZWave,
6LoWPAN, LoRA are used in IoT communications. As it is not usually considered about
the protocol’s security, [oT communication protocols are now the primary attack vector
of the IoT world. Denial of Service (DoS) attacks, lack of encryption, jamming-based

attacks, replay-based attacks are now prevalent in IoT communication security.

2.2.4 Attack Vectors

As the 10T ecosystem consists of embedded devices, software, and communication, we

can divide the attack surfaces into three to four categories.

1. Device: The first one is the device itself. A device consists of storage which
includes SD cards, USB, Volatile and non-volatile memory. This storage can be
used to store firmware updates. Vulnerabilities can come from memory, firmware,
physical interfaces, and network services. Unsecure default settings, firmware
update mechanisms, and outdated components also attack IoT vectors.

2. Cloud: IoT is not only about hardware. It can also communicate with the internet,
and the cloud plays a vital role in this area. Data can be held in the cloud, and it

has the privileges to send and receive commands to them. If the cloud can be
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compromised, which is deployed worldwide, attackers will gain access to the
devices and the hazardous data [9]. It makes the cloud an interesting attack vector
of the IoT world. From the study of Payatu, a cybersecurity service provider for
[oT, they provide some attack vectors for the cloud such as authentication,
encryption, APIs, etc.

Communication: The communication interfaces and the drivers/firmware are
responsible for the transmission, but it falls under the device category. Hardware
interfaces provide the actual communication, but the layers and protocols define
the data [9]. A list of communication protocols can be used in the IoT ecosystem,
where developers often overlook security solutions. A flaw in the protocol may
result in attacks that also affect the endpoints such as devices or the cloud [9].
Payatu shows that authentication, encryption, and poor implementation of the
protocol standard are the primary attack vectors for the communication. This
report will discuss one of the most used IoT protocols, MQTT.

Applications and Software: Software related to the IoT ecosystem and web
applications are also the attack vectors for [oT. By exploiting them, attackers can
access the credentials, push malicious firmware updates and gain control of the

[0T ecosystem.

Payatu [10] also published a list of top ten vulnerabilities for the 10T, which includes:

1.

A e A o B

Hardcoded Sensitive information;
Enabled hardware debug ports;
Insecure Firmware;

Insecure data storage;
Insufficient Authentication;
Insecure Communication;
Insecure Configuration;
Insufficient data input filtration;

Insecure Mobile Interface;

10. Insecure Cloud/Web interface [10].

2.4 Comparative Analysis and Summary

©Daffodil International University 8
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Many researchers are currently working on IoT Architectures, Protocols, and
Applications. As IoT is one of the most rising technologies, researchers are publishing
analysis results and helping new researchers to work further. For example, Lombardi et
al. [11] discussed top architectures, protocols, and applications of IoT. Their studies
discussed the architecture layer of IoT and the most used protocols on the layer. Based on
their research, CoAP, MQTT, DDS, AMQP, XMPP are the most used protocols on the
application layer, TCP and UDP on the transport layer, LoOWPANSs, ZigBee, Z-wave,
LoraWLAN, Sigfox, NB-oT on the Network layer.

Mohanty et al. [12] and his team presented a model for IoT security and privacy based on
blockchain technology. They proposed the ELIB model based on blockchain and
discussed the security features combining all the aspects of IoT. Cerney et al. [13]
surveyed the application layer protocols’ identification, authorization, and authentication.
Yang et al. [14] summarised different security issues of IoT applications. Also,

Tschofenig et al. [15] performed a study on the internet protocols suite for [oT security.

Shipley et al. [16] and Jing et al. [17] discussed various stages of the life cycle of an [oT
attack and the IoT Security Requirements in their studies. Their list of IoT Security
Requirements is Cryptographic Algorithms, Key Management Techniques, Secured
Routing Algorithms, Data Classification, Protecting devices at production time, Secured
Operating System, Application Security, Encryption, Network Connectivity, Secured
Event Logging, etc.

Cynthia et al. [18] and her co-authors mentioned some security issues of [oT in their
studies like Low power embedded devices, trust management, Secured Access Control,
Identity Management, Trust Management, and Distributed IoT networks. In addition,
their studies discussed some security challenges like dynamic security patches and

limitations on network connections for mobility and scalability [18].
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According to Liu et al. [19] and his co-authors, essential measures should be taken with
different IoT protocols to communicate with various devices. Furthermore, the difference
between protocols stops service contracts from implementation and are fundamental

elements that should be present in the security structure of loT architecture [19].

2.4 Scope of the Problem

Recently there has been an increase in the targeting of the communication protocols of
IoT. Though vendors and developers are fixing many vulnerabilities, many exploitations
are still not fixed. Researchers are working on different security aspects, discussing
in-depth IoT technology, and proposing models and future factors. Our study will discuss
the most used IoT protocol, MQTT, and its security designs and existing vulnerabilities.
We will also discuss if vulnerabilities still exist and if new vulnerabilities are found or
not. Our study focuses on the security aspects of the top Internet of Things protocols and
helps developers and researchers to develop and improve the communication protocols.
Covering all the exploits and vulnerabilities on all protocols can not be possible at the

moment. This study will try to cover the most used communication protocols in [oT.

2.5 Challenges

As the growth of the internet of things increases day by day, new exploits and
vulnerabilities are being found every day. Zero-day exploits and vulnerabilities (exploits
that are not being reported by others) still exist at the time of this study. As these zero-day
exploits are not reported, discussing them is not possible at the moment. Also, this study
is trying to cover the existing vulnerabilities that developers should fix in terms of

priority; covering all vulnerabilities is not the goal of this study.

©Daffodil International University 10


https://www.zotero.org/google-docs/?Torz0V
https://www.zotero.org/google-docs/?eMPrQG

CHAPTER 3
RESEARCH METHODOLOGY

3.1 Research Subject and Instrumentation

IoT Technologies differ from standard IT technologies. As IoT is being used in many
areas, including medical spots, security failure can cause a direct loss of life.
Implementation of proper security requires vast amounts of storage and computing
power, which goes against the IoT concept, as a core concept of [oT is size and a power
constraint. Also, unlike traditional security tests, [oT requires inspecting and working
with new and different communication protocols which are not generally encountered in
the general environment. In communication protocols and the device hardware,
applications and interfaces need to be disassembled, analyzed, and studied as it is unique

in terms of the internet of things.

Our studies will discuss MQTT, one of the most popular machine-to-machine
communication protocols in the IoT world. It is being used in sensors, healthcare
products, and small devices that require low power usage. It is based on a TCP/IP stack
but extremely lightweight as it minimizes messaging using a publish-subscribe

architecture.

MQTT stands for Message Queueing Telemetry Transport which is OASIS and ISO
standard. Based on the principle of the Publisher-Subscriber mechanism, it is incredibly
lightweight and works well in constrained and automated environments like
machine-to-machine communication and IoT. Moreover, as it runs over TCP/IP stack, it
can also run over other network protocols that provide reliable, bi-directional, and

ordered communication.
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There are some entities involved in the MQTT protocol. These are:

o Publisher: Publisher collects the data from sensors. It will publish data on a
particular topic and transfer the information to subscribers via the broker.

e Subscriber: Subscriber subscribes to the topic on which publisher publishes data.

e Broker: Broker collects the data from the publisher and supplies it to the
subscribers. The broker is a central device. The broker’s responsibilities are
processing the communication between clients and distributing the messages
based on the clients’DOIpics. The broker can manage thousands of devices
simultaneously [20]. When a broker receives a message on a particular topic, it
searches all the devices subscribed to it and sends the data. In most scenarios,
brokers store data in clouds, and the subscribers get via it, and processing the data
becomes accessible.

e Topic: The address where the message is published is called topic.

e Message: Messages are the information.

MQTT is a very lightweight protocol by its generic design. As a result, it can provide low
power consumption for devices and an ideal protocol for low-powered, smaller devices.
Moreover, it is very battery friendly as studies found that it consumes less energy on 3G
and Wi-Fi networks. So for the devices which need to stay connected for a long time,

MQTT is an ideal protocol to use.

It also ensures 100% message delivery under poor network conditions. MQTT introduces

three different flags known as Quality of Service (QoS).

® QoS 0: At most once delivery. This is the default level for MQTT, suitable for
reliable network connections where data loss is acceptable. In addition, it provides
the highest possible speed.

® QoS 1: At least once delivery. At this level, the broker sends the message and
ensures that the message is received at least once. QoS 1 is used when the system

needs the message delivery guarantee and allows duplicate messages.
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® QoS 2: Exactly once delivery. This level is used in critical network conditions
where the system needs the message delivery guarantee but does not allow
duplicate messages. This level provides the highest messaging quality and is very

reliable.

As MQTT is battery-friendly, lightweight, and ensures message delivery, this protocol is
very well known to the [oT world. Moreover, the automotive industry is also considering

using MQTT to build connected cars [21].

3.2 Proposed Methodology

3.2.1 Information Gathering

The act of gathering various kinds of information about a system is called information
gathering. In the information-gathering phase, we will try to find resources available to us
which we can use against a targeted system. In our case, searching the official and
unofficial documentation about the targeted protocol falls under information gathering.
Also, various resources like developer blogs and enthusiasts’ blogs can be enormous

resources for the targeted protocol.

3.2.2 Installing and Enumerating clients

To gather a specific understanding of the protocol, we have to create a test environment
to check and analyze the protocol in life. To create an environment, we can gather clients
which can communicate with the protocol. We can also generate and replicate network
traffic to analyze them closely. Implementations in different programming languages can
be another resource to understand the protocol better as other clients communicate with

the protocol differently.
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3.2.3 Discovering the different protocols

As the ToT world consists of different technologies, [oT protocols can sometimes depend
on the other protocols. For example, the TCP/IP stack is the primary transport protocol in
our interconnected world, and many protocols rely on the TCP/IP stack for
communications. Therefore, to get a clear understanding of how secure a protocol is, we

have to look for the dependencies of that protocol.

3.2.4 Protocol’s Port and Certificate Authentication

Protocols run on different types of ports. To create tools to exploit the protocols, we have
to find the default port number of that protocol. There are so many different protocols in
our interconnected world, and some protocols run on alternate ports. Identifying them

will be a significant step in analyzing IoT protocols.

3.3 Implementation Requirements

To create a test environment for our desired purpose, we will use Virtualbox with Kali
Linux. We have to develop network traffic to communicate with the protocol to analyze
specific protocols. Therefore, we are using well-known clients which can communicate
with our desired protocol. In the case of MQTT, we will use Eclipse Mosquitto Software
as it acts as a server and broker at the same time. In addition, we are using a famous,
open-source network traffic capture tool Wireshark to capture and analyze network

traffic.
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CHAPTER 4
EXPERIMENTAL RESULTS

4.1 Experimental Setup

We will conduct our analysis in Kali Linux, a penetration distribution designed for
pen-testers, security researchers, and students. We have already set up our Kali
environment (Version 2021.2, released on 1st June 2021) in the Virtualbox (Version
6.1.1). For network traffic capturing for analysis, we will use Wireshark, which comes in

default with Kali Linux.

In our experimental setup, we will use Eclipse Mosquitto Software [22], a client for the
MQTT protocol. It is an open-source and cross-platform MQTT client. The reason to
choose Mosquitto is that simultaneously t acts as server and broker. So, it will be easier to
generate network traffic in Mosquitto and capture them for analysis. So first, we are

installing the Mosquitto server and client in our test environment shown in Figure 4.1.1:

| ) - [~]
s pt install mosquitto mosquitto-clients
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
The following additional packages will be installed:
libcjsonl libdlt2 libmosquittol
The following NEW packages will be installed:
libcjsonl libdlt2 libmosquittol mosquitto mosquitto-clients
0 upgraded, 5 newly installed, @ to remove and 0 not upgraded.
Need to get 553 kB of archives.
After this operation, 1,428 kB of additional disk space will be used

Do you want to continue? [Y/n] _

Figure 4.1.1: Installing MQTT clients.
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After installing, the broker starts listening on the TCP port. We are starting our server as

shown in Figure 4.1.2:

sudo / / quitto start
Staltlng mosqultto (via systemctl): mosquitto.service.

osquitto_sub 'test/topic’

Figure 4.1.2: Starting the MQTT service.

To test the server is working or not, we are trying to subscribe to a topic, shown in Figure

4.1.3:

squitto start

Staltlng mosqultto (vla systemctl) mosquitto.service.

) - [-]
nosquitto sub 'test/topic’
test/topic hello world

Figure 4.1.3: Testing the server and broker connection.

We verified that our MQTT environment is working. First, to test authentication security,
we have to configure our MQTT server. Next, we have to create a user “test” and set up a

password for that user for authentication, shown in Figure 4.1.4.
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) - [~]
nosquitto passwd /etc/mosquitto/password test

Pas :
Reenter password:

) - [~]
| /etc/mosquitto/conf.d

: ) - [/etc/mosquitto/conf.d]
nano pass.conf

: ) - [/etc/mosquitto/conf.d]
cat pass.conf
allow anonymous false
password_file /etc/mosquitto/password

) - [ /etc/mosquitto/conf.d]
/etc/init.d/mosquitto restart
Restarting mosquitto (via systemctl): mosquitto.service.

Figure 4.1.4: Configuring the service.

We have created a configuration file for the user in the configuration directory, shown in
Figure 4.1.4, by the number 2. After creating the desired configuration file for the user,

we restart the server to take effect, shown in figure 4.1.4, by the number 3.

Now, we have the configuration for our desired broker, and it is working, shown in Figure
4.1.5. However, if we try to publish or subscribe in the broker without any valid

username and password, we should get an error message.

[ /etc/mosquitto/conf.d]
'test/topic’ "hello world' test testl23

: ) - | /fetc/mosquitto/conf.d]
mosquitto_sub '‘test/topic’ test testl23
test/topic hello world

Figure 4.1.5: Testing the authentication.
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We launched Wireshark to capture the network traffic for mosquito protocol. The MQTT
broker sends a CONNACK packet to reply to the Connect Acknowledgement and

successfully connects to the server. Wireshark captures it, shown in Figure 4.1.6.

10 4.670491421 34 3 92 Connect Ack
11 4.670503527 18 ek 88 54382 - 1883 [4
12 4.670610116 k 18 107 Publish Messag:
92 bytes on wire (736 bits), 92
pture vl
>0l Version 6, Src: ::1, Ds Sl
Transmission Control Pro 0l, Src Port: 1 , Dst Port: 54382, Seq: 1, Ack: 31, Len: 4
MQ Telemetry Tr o0l, Connect Ack
~ Header Flags: e Type: Connect Ack

[elchl e : Connect Ack (2)

epted (0)

Figure 4.1.6: Captured network traffic of MQTT.

4.2 Experimental Results & Analysis

First, let us look at the structure of the header in the MQTT connection. MQTT packet

contains a fixed header [23], shown in table 4.2.1.

Table 4.2.1: The header of MQTT.

Bit 7 6 5 4 3 2 1 0
Byte 1 MQTT Control Packet Type Flags specific to each MQTT Control
Packet Type
Byte 2 Remaining Length

There are two types of fields in the fixed header, as we can see here. The first one
represents the type of the packet and the second one represents the value of the return

code. First, let us the available control packet types of MQTT [23], shown in table 4.2.2.
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Table 4.2.2: MQTT Packet Types.

Name Value Direction of flow Description
Reserved 0 Forbidden Reserved
CONNECT 1 Client to Server Client request to connect to
the server
CONNACK 2 Server to Client Connect Acknowledgment
PUBLISH 3 Client to Server/ Publish message
Server to Client
PUBACK 4 Client to Server/ Publish Acknowledgment
Server to Client
PUBREC 5 Client to Server/ Publish received
Server to Client
PUBREL 6 Client to Server/ Publish release
Server to Client
PUBCOMP 7 Client to Server/ Publish complete
Server to Client
SUBSCRIBE 8 Client to Server Client subscribe request
SUBACK 9 Server to Client Subscribe acknowledgment
UNSUBSCRIBE 10 Client to Server Unsubscribe request
UNSUBACK 11 Server to Client Unsubscribe acknowledgment
PINGREQ 12 Client to Server PING request
PINGRESP 13 Server to Client PING response
DISCONNECT 14 Client to Server Client is missing
Reserved 15 Forbidden Reserved

©Daffodil International University
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4.2.1 Authentication

As we configured the client to use an authentication mechanism that uses username and
password to authenticate the connection, the MQTT broker establishes the relationship
with the CONNECT packet, shown in the table. In response to a CONNECT packet from
the client, the MQTT broker sends the CONNACK packet. The CONNACK packet
contains the “return code” field, representing the authentication result. All return code

values are listed, shown in table 4.2.1.1 [23].

Table 4.2.1.1: Return Code values of CONNACK packet

Value Return Code Response Description
0 0x00 Connection Accepted. Connection accepted.
1 0x01 Connection Refused, The server does not support the
unacceptable protocol version. level of the protocol requested by
the client.
2 0x02 Connection Refused, identifier The Client identifier is correct
rejected. UTF-8 but not allowed by the
server.
3 0x03 Connection Refused, Server The Network Connection has
unavailable been made, but the service is
unavailable.
4 0x04 Connection Refused, bad user The data in the username or
name or password. password is malformed
5 0x05 Connection Refused, not The Client is not authorized to
authorized. connect
6-255 Reserved for future use

For an attacker to act as publisher or subscriber, he needs to know the username and
password. An attacker can track down which packets contain necessary information by
tracking the return values. Furthermore, if the attacker and publisher are in the same
network, they can sniff the traffic. If the username and password are revealed in the

traffic, an attacker can take advantage of that information. For example, we have captured
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the traffic when the CONNECT packet is sent from publisher to broker to connect, and
the username and password are revealed, shown in Figure 4.2.1.1. Thus, an attacker can

achieve this information efficiently.

Also, in the authentication process, the header includes the KeepAive header, which
informs how long an IoT device is connected with the broker. When the time is expired,

the device resends the CONNECT packet to restart the connection.

~ MQ Telemetry Tra ort Protocel, Connect Command
Type: Connect Command

Name: MQTT
MQTT v3.1.1 (4)

ct Flags: ©xc2, User Name Flag, Password Flag, QoS Level: At most once delivery
Keep Alive: 60
Client ID Length: ®
Client ID:
User Name Length: 4
User Name: test
Password Length: 7
Password: testl123

Figure 4.2.1.1: Captured network traffic - authentication.

4.2.2 Data Privacy

Data privacy in MQTT can be considered a significant issue. Whether the broker uses
authentication or not, an attacker can still detect the data. For example, in Figure 8§,
Wireshark captured the data transmitted by the broker, which includes information about

message length and Topic, shown in Figure 4.2.2.1.

B Message Type: Publish M e, QoS Level: At most once delivery
= Message Type: Publish Message (3
. Not set
) : At most once delivery (Fire and Forget) (@)
.0 = Re

Msg Len: 23

Figure 4.2.2.1. Available information from network traffic.
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4.2.3 Data Integrity

Valuable information is exposed in network traffic, and by using Wireshark, an attacker
can quickly obtain that information. When an attacker knows about the valuable data
packet information, he can modify the data during transmission. By filtering the data
from transit, attackers can use Etterfilter [24] (an open-source software) and Ettercap [25]

(a network tool used for changing the data) to filter, compile and modify the data.

4.3 Discussion

The header of MQTT is light-weighted, which is also mentioned in the official manual,
“MQTT solutions are often deployed in hostile communication environments”[26].
Therefore, it means the header is one of the primary sources of abuse which we have seen
in Figure 7 and Figure 8. Furthermore, in the official manual of MQTT security, they
have also mentioned some security threats concerning MQTT [26].

e Devices could be compromised.

e Data at rest in Clients and Servers might be accessible.

e Protocol behaviors could have side effects.

e Injection of spoofed control packets.

e Communication could be intercepted, altered, re-routed, or disclosed.

This proves our experiment about authentication, data privacy, and data integrity. MQTT
does not have encryption by default. We have to configure our MQTT broker and server
to use authentication, which means authentication is optional. It is a significant security
issue for MQTT as attackers sniffing the connection can interfere with the data easily.
MQTT server with default configuration is an ideal target for breaching, and by accessing
the server, attackers can get access to all the messages going through it. Poorly

configured MQTT servers are publicly available on the internet, which can be found
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through Shodan. Shodan is the world’s first IoT search engine for Internet-connected
devices. According to Shodan, almost 460000 MQTT servers are exposed on the internet,

shown in Figure 4.3.1 (August 07, 2021).

whd
China 11,000
Australia 6,671
United States 4,409
Kuwait 2,444
Korea, Republic of 2,364

Figure 4.3.1: Exposed MQTT brokers in Shodan.

Kant et al. [27] discussed the security risks of the exposure of the MQTT protocol in
detail. Their research paper showed how detailed information is exposed on the internet.
They conducted their research using the Shodan search engine and based on the port
MQTT protocol using. They predict that the number of devices exposed on the internet
could be a double-digit amount in Billions of IoT devices as the uses of [oT devices rise
very fast. Furthermore, they mentioned that “standard security mechanisms and hardware
protections such as TLS are not feasible, supported, or activated within IoT devices”[27].
IoT appliances are connected to the open internet, and these are the main reasons for

exposed IoT devices on the internet.

Joseph et al. [28] also discussed the authorization problem in MQTT in their research.
They show that “MQTT over WebSocket allows an attacker to send malicious scripts to
the server,” which enables the attacker unauthorized access to the MQTT server. In their
research, Speh et al. [29] have discussed that the protocol itself does not provide any

mechanism to authorize, and the security lies in the broker’s hand.
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Some attacks are mentioned in the various research papers, journals, articles, and
websites dedicated to the IoT world based on this problem. They are:

e Replay attacks

e Denial of Service attacks (DOS)

e Retained Message Attack

e Slow DoS attack

e Man in the middle attack

Chen et al. [30] discussed these attacks in their study on MQTT security. They pointed

out that the middle in the man attack is more destructive than eavesdropping attacks and

DDoS attacks.
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CHAPTER 5
IMPACT ON SOCIETY

5.1 Impact on Society

Providing security to the MQTT protocol is very important compared to all other
protocols. MQTT is widely used in healthcare, education, manufacturing, and
transportation because of its simplicity and scalability. MQTT has overcome the gap
between different protocols so that different devices using the other protocols can
communicate with MQTT. Intelligent home systems are being implemented widely,
making our lives easier and comfortable. However, security issues on MQTT can expose
our home to the open internet. A thief with some knowledge of the protocol can access

our home anytime they want and can get a hand on messages going through the networks.

The IoT world suffers from different kinds of viruses from time to time. For example, the
wannacry and NotPetya virus attacks caused trillions of dollars of damage globally. The
IoT ecosystem is used in critical infrastructure and manufacturing, which has impacted.
The consequences of loT security failures may cause a direct loss of life as they are
involved in the healthcare industry. When the wannacry hit, patients with acute
conditions were untreated for several days because the virus delayed care delivery for a

couple of days.

Hospitals are the most vulnerable sector to IoT security issues. Implanted medical
devices that include pacemakers, drug administration devices, monitoring devices, and
infusion pumps can have severe effects on health if the IoT device has been tampered

with.

[oT devices can also help with DDoS attacks as every loT device acts as a
mini-computer. Less secure IoT devices can be captured easily. By reprogramming them
to conduct malicious acts, an attacker can launch a DDoS attack that badly affects service

or organization.
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5.2 Ethical Aspects

As every modern-day technology uses users’ information to process and offers better
services, ethical issues are significant in this sector. Privacy and information security are
some of the most important among them. IoT companies use different technology to
collect data from the user and environment. So, while collecting data, which type of data
should be collected or not is an active debate over the years. Also, how companies

process and provide security on the data is a topic that should be discussed broadly.

IoT protocols are not only limited to their core design. It also depends on how the
protocol is implemented on a specific technology. So, studying and examining the
technology to find vulnerabilities is essential to the IoT world. Therefore, security
researchers are bound by the law; researching and exploring a technology without proper

permission can cause a lawsuit against a security researcher.

5.3 Sustainability Plan

Technology is constantly changing in this modern era. Technologies go through massive
development, trial, and error. This development process is so fast that the issue is solved
overnight after finding zero-day vulnerabilities. And the update is instantly delivered to
all active services over the world. So sustainability plan in this type of research is not so
broad. Instead, this research focuses on the security issues that have not been fixed until
today and gives awareness to future researchers who will study and work on security

issues of the IoT world.
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CHAPTER 6
SUMMARY, CONCLUSION, and IMPLICATION FOR FUTURE
RESEARCH

6.1 Summary of the Study

With the widespread adoption of MQTT, the attackers continuously exploit and attack
this lightweight protocol which meets the needs of light and fragile environments. In this
report, we tried to present them and discussed some of the attack vectors for the internet
of things. We have shown that authentication, data privacy, and authorization are still
significant issues for the MQTT protocol. Nowadays, security vulnerabilities are
becoming more common in the IoT world, and the types of attacks are broader than in the
past. Also, we have discussed what other researchers have found in their research and

what can be done to develop this protocol better.

6.2 Conclusions

The ToT world consists of embedded devices and sensors, and as this technology is
portable, small in size, they need a mobile ecosystem and a small, effective solution. To
meet the requirements, companies are producing devices without thinking about security.
Protocols like MQTT meet the requirements of the IoT world but lack security. Security
is crucial for the internet of things as we are very much engaged with these technologies.
Any consequences of IoT security failure might cause a direct loss of life. For example,
when the wannacry virus hit the internet, many patients with time-sensitive conditions

were untreated because the wannacry delayed care delivery for about four to five days.
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Providing security to the protocols is necessary because they help the IoT world connect.
Therefore, it is essential to protect the loT-connected devices from attacks and misuse

and make them a secure, reliable paradigm.

6.3 Implication for Further Research

This report tried to discuss the security issues of the MQTT protocol and some attack
vectors of the protocol. Although the MQTT protocol is not designed with security in
mind, researchers are working on making it more secure and proposing solutions and
frameworks to make it more reliable. With the knowledge gained from this research, we
want to further develop an exploit framework on the existing development of the MQTT
protocol. Also, I want to build an automatic detection of CVE vulnerabilities of MQTT.
Discovering zero-day vulnerabilities and more research on various protocols, including

MQTT, is the main focus of future work.
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