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ABSTRACT

Information System (IS) audit and consultancy has become a popular approach among fresh
graduates and students. This report consists of a description of my work as an IS auditor in
ACNABIN Chartered Accountants. This firm has 10 partners in total. | am completing my
internship under our honorable partner sir Muhammad Aminul Haque, FCA and | was supervised
by our honorable director Mr. A.N.M. Shakawath Hossain CISA, I have completed my internship
program in this firm from 15" of May, 2022 to 15" of November, 2022. In this report | will
describe each and every work that | have learnt and implemented during my internship program.
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1. INTRODUCTION

1.1 Objective:

| have completed my 6 months internship program at ACNABIN Chartered Accountants as an IT
Audit Intern. This internship report covers all the working experience that | have gained during
my 6 months internship period.

1.2 Motivation:

As | am a student of the Department of Software Engineering (Major in Cyber Security), Daffodil
International University, | have decided to gain some industry experience based on my learnings
for these four years. The primary reason to do the internship is to know cybersecurity in depth with
industry best practices. Because it is not possible to cover everything and get industry experience
in boundaries of academic curriculum. Another reason of choosing internship it helps me to face
real life challenges like facing internal and external audit and doing consultancy with renowned
organizations.

| have completed “Information System Audit & Assurance Course” under major in cybersecurity.
That’s why I have chosen ACNABIN Chartered Accountants where I can work independently as
an external and internal IS auditor.

1.3 Internship Goals:
1. Conducting IT audits through different cybersecurity framework.
Doing cybersecurity consultancy.
Doing validation according to the framework requirements.
Provide report of the final assessment.
Knowing sensible data concerning security Audit and Assurance.
Gain information regarding IT tools and software that is vastly used in the industry.
Develop analytical and technical skills.
Develop professional skills with ethics and values.

N Ok LN
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2. COMPANY INFORMATION

2.1 Introduction about the Firm:

ACNABIN is one of the largest accounting firms relying on Baker Tilly International as a free
institutional sub-firm in Bangladesh providing Security, Tax, Business Advisory Management,
Information Systems Audit and Security ensuring the highest quality. Initiating the process in
1985, the law firm has been one of the most competent and trusted law firms for business networks
and associated partners. At ACNABIN, we measure performance based on the value our customers
and partner’s demand. Approximately 500 professionals with diverse knowledge and skills work
continuously in all business areas to serve our valued customer base.

ACNABIN is a sponsored business of Baker Tilly International that focuses on more than just truly
raising appreciation. To understand what the customer needs. We not only meet fast requirements,
but also make long-distance arrangements. Respond to customer needs and proactively address
future challenges.

ACNABIN was founded in February 1985 with a mission to continually enhance our reputation
by helping our clients succeed. In the long term, he has grown to be one of the most important and
reputable contract accounting firms in Bangladesh. Our culture is driven by the Baker Tilly Internal
core values:

1. To lead by example

2. To deliver quality services with integrity
3. To communicate openly, to act ethically
4. And to foster a community built around civic responsibilities and teamwork.

We are passionate about helping our clients, while at the same time developing our people's
potential.

2.2 Vision:
We go beyond the traditional auditor and client relationship by becoming your Trusted Business
Advisor.

2.3 Mission:

We adhere to the strictest principles of client confidentiality. The sensitive and competitive nature
of proprietary information and the maintenance of trust-demands it. We have built our success on
such principles. We do our utmost to earn and keep client trust.
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2.4 Core Services:

. IT Audit

. Audit and Assurance

. Tax and Legal Advice

. Advisory

. Cyber security consultancy
. ISO 27001 implementation.

2.5 Organizational Structure:

Partner
Director
e ¢ N
Associate
Director v
- J .
¢ [ Admin
Manager *
h ‘ g Supporting
s ~ Staff
Deputy
Manager
J

Senior Assistant
Manager

Assistant
Manager

Fig — 1: Organogram Chart of ACNABIN CA
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3. WORKING PROCEDURE

3.1 Introduction:
This portion will reflect my works and experiences that | have gathered during my internship
period in ACNABIN Chartered Accountants as an IT auditor and cybersecurity consultant.

During this period, I have supervised by Mr. A.N.M. Shakawath Hossain, CISA, CISO the Director
of IT at ACNABIN Chartered Accountants.

3.2 Overview:

During this internship period, | have conducted eight IT audit in eight different clients which
includes Banks, Non-Banking Financial Institutes, Manufacturing Company, Hospitals and Power
generation companies and group of companies.

3.2.1 Types of IT Audit
There are two types of audits that is conducted by our firm. I have completed several projects that
are following:

1. Internal Audit.
2. External Audit.

3.2.1.1 Internal IT Audit:

Internal auditing is an independent, objective assurance and consulting activity designed to add
value and improve an organization's operations. It helps an organization accomplish its objectives
by bringing a systematic, disciplined approach to evaluate and improve the effectiveness of risk
management, control, and governance processes.

3.2.1.2 External IT Audit:

An external audit is an examination that is conducted by an independent accountant. This type of
audit is most commonly intended to result in a certification of the financial statements of an entity.
This certification is required by certain investors and lenders, and for all publicly-held businesses.

The objectives of an external audit are to determine:

. The accuracy and completeness of the client's accounting records;

. Whether the client's accounting records have been prepared in accordance with the
applicable accounting framework; and

. Whether the client's financial statements present fairly its results and financial position.
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DIFFERENCE

Internal Audit | External Audit
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Objective

Duration

Report
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The scope of internal audit The scope of external audit is
determined by the management. determined by the relevant law.

The main objective of internal auditis The main objective of external audit is
to detect and prevent errors and to show fair and true view of
frauds. accounting record.

Internal audit may be conduct for any ~ External audit is only for certain or

time of duration. specific period of time.
In internal audit the report is In external audit the report is
submitted to the management. submitted to the shareholders.

Fig — 2: Internal & External Audit



3.3 Major Clients:
My major clients in which I have completed both external and internal IT audits are:

1. External IT Audit —
2.
e Walton
e Grameenphone (GP)

| have also done an ISO 27001 implementation Project at Walton Hi-Tech Industries Ltd. PLC.

3.4 Audit Procedure
Every Business is now associated with several IT infrastructure. Business processes has been so
easy nowadays with the support of IT.

In an IT audit, in both external and internal, we place some documents requisition regarding ICT
security compliance. After receiving those documents, we assess them and check the compliance.
Then we find out the non-compliances and report to the management.

Here are my working steps:
1. Arrangements

The auditor will review previous audits and expert letters in your area. Auditors also research
relevant policies and decisions and establish key audit programs to follow.

2. Warning

The Internal Audit Manager's workplace will notify the relevant department or department faculty
of the upcoming audit and its basis when the first meeting is scheduled.

3. Commencement of meeting

This meeting includes all staff involved in the audit of the administrative and supervisory
authorities. As with the audit program, we also discuss the motivations and objectives of the audit.
Audit programs may be modified based on the data collected during this session.

4. Hands-on
This step includes testing to be performed and discussion with the employees in charge.
5. Write a report

Write a report after completing the practical training. The report includes areas such as audit
objectives and scope, key fundamentals, findings and recommendations for revision or
improvement.
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6. Board Response

A draft audit report will be submitted to the audited area's administrative agency for consideration
and comment on the proposals. The Board's response should include an action plan for the change.

7. Closing Session

This session will be held at the Office of Officers. Audit reports and board responses are evaluated
and discussed. This is the ideal opportunity for questions and clarifications. The impact of other
auditing methods not covered in the previous report will be reported at this meeting.

8. Distribution of Final Audit Report

After the final meeting, the final audit report containing the executives' responses is distributed to
the audit department, the president, senior management, the CFO, and the CWRU's external
accounting firm.

9. Follow-up

Approximately four months after the submission of the audit report, the audit management
department will conduct a follow-up investigation. The reason for this check is to determine if
corrective action has been taken.

In this chapter, | will briefly describe my whole working procedures and experience that | have
gained throughout the internship program.

3.4.1 Documents requisition:
In an IT audit, the documents requisition is placed based on the following areas:

« Governance and strategy

« Data security

* Risk management

« Training and awareness

« Legal, regulatory and contractual requirements

» Policies and information security management system
» Business continuity and incident management

« Technical IT security controls

» Physical security controls

« Third-party management

» Secure development
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3.4.2 Requisition List:

We ask for these documents for an IT Audit:

SL# Document Required for IT Audit

1 "ICT Security Policy".

2 Organogram chart of ICT department including job description, segregation of duties and
fallback plan.

3 Organogram for ICT support unit.

4 Scheduled roster for ICT personnel

5 Internal and/or external IS audit report (Last Three (03)).

6 Information Security Training documents for last period, copy of yearly training plan, List
of participants.

7 Incident/Problem management log

8 Assessment of the risk

9 Identification of mitigation control

10 Remedial plan to reduce the risk

11 Approval of the risk acknowledgement from the owner of the risk

12 IT based/enabled product list [marked recently launched (if any) product], list of upcoming
products.

13 List of software (in house and purchased).

14 Document of change procedure for IS (Documentation about —Necessary change details in
production environment, Audit log of changes)

15 User Acceptance Test (UAT) for changes

16 Inventory list of all ICT assets

17 Software licenses (OS, DB, Anti-Virus, MS Office, etc.)

18 Operating procedure (Operating procedure for the users, Scheduling process, system start-
up, close down, restart, recovery process.)

19 Handling of exception condition.

20 Secure disposal policy

21 Active Directory and password control policy

22 Audit trail report including user ID, authorizer ID and date-time stamp for System for a
particular period of time

23 Network design document (should contain protocols and security features)

24 Email and internet usage policy

25 Outsourced software documentation

26 Business Continuity Plan

27 Backup and restore log

28 Disaster Recovery test report, list of available software in DR site.

29 SLA with software vendor, connectivity provider and with other vendors

30 Documentation about—Total Bandwidth used, No of Fiber communication link with
vendor name, Network security devices

31 Annual fire testing report
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32 User Creation Policy and procedures (Domain, Email, Software etc.)

33 User deletion/deactivation Policy and procedures (Domain, Email, Software etc.)
34 Software Design & Development related documents

35 List of security solution (Firewall, Anti-virus, SIEM, PAM etc.)

36 Firewall and any other security solutions Report

37 Antivirus Dashboard Report

38 Software testing related documents

39 Role base access control list

40 List of computer/software users and their privilege

41 Server and Network utilization report in regular interval

3.4.3 Audit Format:
Based on my experience, | have conducted IT audits in the following format:

General Information:

Date

Name of the Application/
System/DB/Network Device

Description

Classification

Owner

Custodian

Location

IP Address

DNS Name

Asset ID

Details Information:

Area Status Comments

Logical Access Path

Physical Access Path

Remote Access

Risk & Controls

Risk Assessment

List of IT Controls

User Management

User Management Policy

User Creation Process

List of All Active Users with
Access Privilege
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List of Newly Created Users
(Audit Year)

No. of new user reviewed

List of Deleted User (Audit
Year)

No of Deleted User Reviewed

User Review

Segregation of Duties (SOD)

Password Management

Password Policy

Minimum Length of Password

Password Complexity

Password Expiry Period

Remember Password

Minimum Days

No of wrong password input

Password Lock Period

Backup & restore

Backup Policy

Recovery Point Objective
(RPO)

Recovery Time Obijective
(RTO)

Backup Frequency

Backup Log

Backup Medium

Backup Labelling

Backup Store

Frequency of Backup
Restoring

Backup Restore Log

Change Management

Change Management Policy

Change Process

Change Request Log (Audit
Period)

No. of Changes

No. of Change Reviewed

Impact of Changes

Authorization of Changes

Testing of Changes

Approval of Change

© Daffodil International University
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User Acceptance Testing
(UAT)

Segregation of Duties (SOD)

Hardening

Configuration  Management
Policy

Written & Approved
Configuration

Periodic Configuration
Review

Patch Management Policy

Patch Deployment Process

Patch Testing before
Deployment

Last Patch Deployment Date

Written & Approved List of
Ports & Services with
Business Justification

Periodic Review of Ports &
Services

Incident/Problem Manageme

Incident/Problem
Management Policy

Incident/Problem
Management Process

Incident/Problem Log

No. of Incident

No. of Changes Reviewed

Root Cause Analysis

Trend Analysis

BIA/BCP/DRP

Business Impact Analysis

Business Impact

Business Continuity Plan

BCP Test

Disaster Recovery Plan

Disaster Recovery Test

Log Management

Log Management Policy

Log Retention Period

Log Review

Audit Trail Log

Audit Trail Log Review

Medium of Log preserve

Location of the Log

© Daffodil International University
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Sample Size:

Testing manual controls (=non-automated controls)

The number of samples to test when testing a manual control depends mainly on two factors — the
frequency/population of the control and the risk related to the control: Sample size table:

Frequency of control Number of items to test

High |  Medium | Low
Annual 1
Quarterly 2
Monthly 4 3 2
Weekly 10 7 5
Daily 30 25 20
Multiple times per day 45 30 20

3.4.4 Documents Analysis:

ICT Security Policy:

In any kind of organization, manufacturing company, Bank, NBFI or multinational company who
has implemented IT infrastructure for their business purpose should have an approved and
documented ICT Security policy in place.

Generally, an ICT Security Policy must consider the following factors:

« Defining an overall organizational approach to organizational security

« Laying out user access control policies and security measures

o Detecting compromised assets such as data, networks, computers, devices, and applications

« Minimizing the adverse impacts of any compromised assets

o Protecting an organization's reputation for information security

« Complying with applicable legal requirements from standards and regulatory bodies.

o Protecting sensitive client data.

o Establishing frameworks through which to respond to questions and complaints about
cybersecurity threats such as malware, ransomware, and phishing

« Limiting access to information to users with a legitimate need for it.

Organogram chart of ICT department including job description, segregation of duties and fallback
plan:

The definition of an org chart or "org chart" is a diagram that shows a report or relationship
hierarchy. The most common use of organizational charts is to show the structure of a company,
government, or other organization.

12
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Incident/Problem management log:
Any kind of incidents that happens in the organization that is related to ICT security, must be kept
in a separate register to assess the risk of that incident.

Assessment of the risk:

There are several risks that can breach the CIA standard of an organization. The
company/organization should assess the risk based on the ISO 27001 security framework in a
regular basis.

Risks should be identified and rated in three categories:

1. High
2. Medium
3. Low.

The respective company/organization should set the matrix for risk rating based on their business
criticality.

Identification of mitigation control:
Risk can never be eliminated. But it can be mitigated. After assessing the risks, an organization
must find out the mitigation control to mitigate the risk.

Approval of the risk acknowledgement from the owner of the risk:

In a company/organization there are several risks that are connected to several departments of that
company. The respective heads of those companies are responsible for those risks. They are the
risk owners.

After assessing the risks, an approval is mandatory from the risk owners regarding the
acknowledgement of the risks.

IT based/enabled product list:
This list contains all information of all the ICT assets that are being used by the employees of the
company.

This part should contain the following contents:

. Office
. Cost Centre

13
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. Type

. Brand Name

. Product Model
. Product Serial
. User Name

. Dept.

. Location

. Supplier

. Invoice

. Owner

. Custodian

. Asset ID

. Asset Classification.

List of software (in house and purchased):
A list of software should be maintained by the company that must be approved by the management.

That includes both in house and purchased software.

Document of change procedure:

Documentation about necessary change details in production environment should be maintained.
Any change in the system should be done in an approved method to avoid breach of CIA standard.
Audit log of changes must be kept also.

Here is a change procedure that is maintained by one of our clients:

e ) e e
URS BRS/BRD N sop " copinG —\[ aat/ua
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URS: User Requirement Specification

BRS: Business Requirement Specification
SDD: Software Design Document

QAT: Quality Assurance & Testing

UM: User Manual

UVT: User Verification Test

QC: Quality Control

LL: Lonhguration Controller

14
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User Acceptance Test (UAT) for changes:
After the necessary changes in the system, an UAT — User Acceptance Test must be conducted by
the end user.

Software licenses:
Original licenses of OS, DB, Anti-Virus, MS Office, etc. must be kept and shared with the auditors.
Unlicensed system would be a non-compliance for any organization/company.

Operating procedure:
A standard operating procedure for the users, scheduling process, system start-up, close down,
restart, recovery process should be maintained.

Secure disposal policy:
Any company/organization must have a secure disposal policy for all their ICT assets. Because an
out of life asset must be disposed in such a way that it can’t be re used in any purpose.

Password control policy:
Any company/Organization should follow the following password guidelines to protect their
system from data breach:

e Minimum length of 8 characters and maximum length of at least 64 characters if chosen
by the user.

o Allow usage of ASCII characters (including space) and Unicode characters.

o Check prospective passwords against a list that contains values known to be commonly
used, expected, or compromised.

o Limit consecutive failed authentication attempts on a single account to no more than 100.

e Allow "paste” functionality while entering a password.

o No complexity requirements.

e No password expiration period.

o Enforce multi-factor authentication (MFA).

Network design document:

A network design document should contain protocols and security features of the particular
organization. It shows the whole network connectivity through cloud, database, servers, routers,
firewall and end user computers.

15
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Email and internet usage policy:

To ensure a secure email communication and prevent the system to get compromised by
unauthorized emails and attachments, an organization/company must have a secure email and
internet usage policy that should cover the following areas:

. Prohibition of personal use of corporate email.

. No Emailing Confidential or Proprietary Information.

. Guidelines for using attachments.

. A requirement that an employee use only approved e-mail providers.
. Policy for archiving mail. A guide to using auto responders.

Business Continuity Plan:

A business continuity plan (BCP) is a plan designed to ensure the continuity of business processes
in the event of an emergency or disaster. Such emergencies or disasters may include fires or other
instances in which business cannot be conducted under normal circumstances. Organizations
should address all of these potential threats and develop a BCP to ensure continued operations
should the threat materialize.

A business continuity plan includes:

. Organizational threat analysis

. List of major tasks required to keep the organization running

. Easy to find admin contact

. A map of where workers should go in the event of a disaster

. Sponsorship details page for your information and support of your club
. Collaboration between all parts of your club

. Feedback from everyone in your club purchase

When developing your BCP, you should identify threats that could impact your normal operations.
The next step is to determine the major tasks required to continue operations. How many people
do you need to keep your business running, and what tools and information do you need?

A list of managers and their contact information should be included in her BCP. These people
should have each other's contact information at home. If it's not possible to get to the office, we
need to be able to communicate with each other, both at home and remotely, so that we can plan
for the return to work. This includes using data backups and disaster recovery plans.

Creating a BCP requires the involvement of many people. Creating a BCP is not the responsibility
of one person.

16
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Backup and restore log:
A company/organization must keep the backup of their data in a DR site. They need to restore their
data also when needed.

SLA with software vendor, connectivity provider and with other vendors:
SLA stands for Service Level Agreement. SLA must be documented for the both parties in case of
any purchase or service. SLA is the mutual agreement for the purchased service with all conditions.

It is important for businesses and consumers alike to set accurate service level agreements (SLAS)
for specific products to ensure smooth operations and support. As Naomi Karten explains in her
work on creating service level agreements: It serves an important purpose as a communication and
dispute resolution tool and as a general expectations management document.

Typical SLA content -

To create a well-organized service level agreement, there are six main components that should be
included in this excellent template.

1. Contract overview -

The contract summary provides details such as a general description of who is involved,
effective/expiration dates, and other details covered by each SLA.

2. Goals and targets -

The next section we need to cover is goals and objectives. The purpose of the agreement is outlined
here, including the possibility of reaching mutual agreement.

3. Stakeholder -

This section defines the parties involved in the contract. For example, an IT service provider and
his IT customer.

4. Periodic review -

Periodic reviews should be mentioned and should outline the effective/expiration dates and
parameters associated with the review period for her particular SLA.

5. Service contract -

Next is probably the biggest part of the service level agreement, called the service contract. It
contains many important components for which service providers are responsible. Topics in this
section are:

. Scope of services. Deal with the specific services provided by the contract. B. Phone
Support.
. Customer requirements, including payment details at agreed intervals.
17
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Service provider requirements are also part of the service agreement and cover areas

including defining response times for service-related incidents.

Service premise. Here we discuss logging changes to the service and how they are

communicated to stakeholders.

6. Service management -

The final part of the service level agreement deals with service management. This section covers
both service availability and service requests. A clear SLA provides information on phone support

availability, service request response times, and remote support options.

Whether creating a service level agreement or simply ignoring it, maintaining a good relationship
between service providers and service consumers involves many, if not all, of the above sections
and subsections.

User Creation & Deletion Policy and procedures:
Any company/organization must have a proper user creation policy and procedures for their
Domain, Email, and Software etc.

Following contents should be considered for an access control policy:

=
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Introduction

Business Requirement for Access Control
Access Control Policy

Access to networks and network services
User Access Management

User Registration

Privileged Access Management
Management of Secret authentication information of users
Removal of Access Rights

Review of User Access Rights

System and Application Access Control
Information Access Restriction

Secure Log-on Procedures

User Password Management

Password Use

Session Time-out

© Daffodil International University
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Software Design & Development related documents:

When developing a software, some documentations must be in place regarding the requirements
of the system software like Software requirement specifications diagram, Use cases, UI/UX design
documents, Class diagrams, Entity relationship diagram, Data flow diagram etc.

We need to collect them and assess as per the requirement and business needs of the company.

3.4.5 Audit Report
After analyzing all the documents, | have to prepare an audit report which includes the following
headings:

1. Observation heading
Risk Rating

Root cause

Potential Risk
Recommendation

6. Management Response

ok own

Here | have attached a sample IT audit report:

19
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4. CONCLUSION

In this digital world, ICT Security has always been a top most discussed issue from both security
and business perspectives. All types of companies, organizations, financial institutions are
implementing ICT infrastructure to make their daily transaction easier and faster. A huge amount
of data is stored in every minute to. These data needs security as most of them are very much
confidential. IT audit is such a profession where | can ensure security compliances from business
perspectives. | find my journey with ACNABIN Chartered Accountants as an IT Audit intern very
much helpful for my personal and professional benefits. | am thankful to my firm for giving me
this opportunity. This will help my career to boost up.

20
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Fall - MIIIEMIIMH_ELEHEITHE IWEIHIQMQLMIM
almighty Allah {SWT) for granting me his blessing throughout these years and giving me
the strength to complete my B,5¢, in Software Engingering, [ had the honor of leaming
under Mr, Md. Maruf Hassan sin my respected supervisor, and [ am grateful for his g uidance
and encouragement, His great knowledge allowed me to broaden my views and make
significant progress. His keen eyes and constant support influenced me greatly with the
|Positive motivation te work in the practical sector of the industry, His endiess patience,
Studioass s tearing, contimsl encouragemant, energetic support, oonstrictive criticism, and
wvaluable recommendation has attained me in my present position. [ would like to show my
heartiest fealings 1o Dr [man Mabmud, Asseclate Professor and Head, Department of
Softwane Engineenng, Daffodil [ntemational University for his kindness and proper support
for my internship, Additionally, T want to show my gratitude to all the faculties, employees
and staffs for their contimeous support, v ABSTRACT Information System ([5) awdit and
consultancy has become a popular approach among fresh gradustes and students, This
report consists of a descor ption of my work as an IS awditor in ACNABIN Chartered
Accguntants, This firm has 10 partners in total, [ am complating my internship under gur
hnerable partner sir Muhammad Aminul Hague, FCA and [ was supervised by our
honorable director M AJN.M, Shakawath Hossain CISA, [ have completed my internship
program in this firm from 15th of May, 2022 to 15th of November, 2022, In this report T will
deseribe each and every work that 1 have leamt and implemented during my intemship
program, v TABLE OF CONTENTS APFROVAL
.................................................................................. Error! Bookmark not defined.
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wi 1. INTRODUCTION 1.1 Objective: I have completed my & months internship program at
ACHABIN Chartered Accountants a5 an IT Awdit Intemn, This internship repont covers all the
working expenence that I have gained during my 6 months intemship perod. 1.2
Motivation: As | am a stwdent of the Department of Software Englineering {Major in Cyber
Security], Daffodil Intemational University, [ have decided to gain somae industry experiesnce
based on my learnings for these four years. The primary reasen to do the internship is to
know Cybersecurity in depth with industry best practices, Because it is not possible to cover
everything and get industry experdence in boundares of academic cumriculum, Angther
reason of choosing internship it helps me to face real life challenges like facing internal and
extemal audit and doing consultancy with renowned argani zations, T have complet ed
“Information System Audit & Assurance Course” under major in cybersecurty, That's why [
have chosen ACNABIN Chartered Acoountants where [ can work independently as an
extemnal and intemal IS auditor, 1,3 Internship Goals: 1, Conducting IT audits through
different cybersecurity framework. 2. Doing Cybersecurity consultancy, 3. Doing validation
according to the frrmework requirements, 4, Provide report of the final assessment, 5,
Knowing sensible data conceming secunity Audit and Assurance, 6, Gain information
regarding [T tools and software that is vastly used in the industry. 7. Develop analytical and
technical skills, &, Develop professional skills with ethics and values, 2, COMPANY
INFORMATION 2.1 Introduection about the Firm: ACMABIN is one of the langest accounting
firms relying on Baker Tilly International as a free institutional sub-firm in Bangladesh
providing Security, Tax, Business Advisory Management, Information Systems Ssdit and
Seturity enduring the highest quality, Initiating the process in 1985, the law firm has been
ome of the most competent and trusted law firms for business networks and associated
partners, At ACNABIN, we measure performance based on the valee cur customers and
partners demand. Approximately S00 professionals with diverse knowedge and Skills work
continuously in all business areas to serve owr valeed customer base, ACNABIN is a
sponsored business of Baker Tilly Intemnational that fecuses on more than just truly raising
appreciation, To understand what the customer neads ., We not only mest fast requirements,
but also make long-distance armangements, Respond to customer needs and proactively
address future challenges, ACNARIN was founded in February 1985 with a mission to
continually enhance our reputation by belping, owr cients succeed, In the kg term, he has
mnhhmﬂthimmmmmmﬁwﬁWh

Dar wimast b eam and keep client brost, 2.4 Core Services: « IT Audit = Audit and
Assurance = Tax and Legal Advice = Advisory » Cyber security consultancy = IS0 27001
implementation. 2.5 Organizational Strocture: Partier Director Associate Director Admin
Manager Supporting Staff Deputy Manager Sendor Assistant Manager Assistant Manager Fig
= 1: Grgangogram Chart of ACNABIN CA 3, WORKING PROCEDURE 3.1 Intraduction: This
portion will reflect nry works and experiences that I have gathered during my intems hip
pericd im ACNABIN Chartered Accountants as an [T awditor and cybersecurity consultant,
DCoaring this period, [ have supervised by Mr, AN.M, Shakawath Hossain, CISA, CISO the
Director of IT at ACNABIN Chartered Accountants. 3.2 Overview: During this internship
period, 1 have conducted eight IT audit in eight different clients which includes Banks, Non-
Banking Anancial Institutes, Manufacturing Company, HoSpitals And Power generation
compantes and group of companies, 3.2.1 Types of [T Auwdit There are two types of audits
that is conducted by our firm, [ have completed several projects that are Rllowing: 1,
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Intema:l.ﬁ.l.n! 2. MMI.SIJMMIH

have been in accordance with the a bile acc l‘ramennﬂr and =

-2 Mtnll&.EMAmSSHHMMt.HFMMtthIhMW
both external and internal IT audits are: 1. External IT Audit - 2. « Walton » Grameenphone
{GP) T have also done an IS0 27001 implementation Project at Walton Hi-Tech Industries
Led. PLC. 3.4 Awdit Procedure Every Business i ndw associated with several IT
infrastructure, Business processes has been 50 easy nowadays with the support of [T, Inan
IT anedit, in both extemal and intemal, we place some dotuments mequisition reganding ICT
security compliance, AMer receiving those doou Men s, we assess them and check the
compliance, Then we find out the non-compliances and report to the management, Here are
my warking steps: 1, Arrangements The auditor will review previeus awdits and expert
letters in your area, Auditors aleo research relevant policies and deciions and establish key
audit programs to follow, 2, Warning The Internal Audit Manager's workplace will notify the
relavant depatment or department faculty of the upcoming awdit and its basis wihen the
first meeting is scheduled, 3, Commencement of meeting This meeting incledes all staff
inyohoed in the audit of the administrative and supervisery authorities, As with the audit
program, we also discuss the motivations and objectives of the audit. Audit programs may
b2 madified based on the data collected during this session, 4, Hands-om This step incClhedes
testing to be performed and discussion with the employees in charge, 5, Write a report
Write a report after completing the practical training. The report includes aneas such as
audit objectives and scope, key fundamentals, findings and mcommendations for mevision or
improvement. 6. Board Responce & draft awdit report will e submit ted to the sudited anea
"s administrative agency for consideration and comment on the proposals, The Board's
response should inclede an action plan for the change, 7, Closing Session This session will
Ibe veddl at the Office of Oificers, Audit reports and board responses ane eval uated and
discussed, This ts the ideal opportunity for guestions and clanfications, The impact of other
mmmmd:mttm m;mmmm_mmdumuuga

mmwmmmmmmuunmw
managemant, the OF0, and the O RU'S sxternal acoownting fimm , 9, Follsw-up
Approximatety fowr months after the submission of the audit repont, the 3udit management
department will conduct a follvw -up imestigation, The reason for this check is to
determine if corrective action has been taken. Im this chapter, I will briefly describe my
wihode working procedures and experience that [ have gained throughout the intemship
[program, 341l}mmullﬁrﬂiﬂﬂm mwnmtmmmmmum

_mmm_ﬁﬂwma-t zmmm w.mrwm.mm:m
an IT Auwdit: SL# Document Required for IT Audit 1 “ICT Security Policy™. 2 Onganogram
chart of ICT department including job description, segregation of duties and fallback plan, 3
Organogram for ICT support wunit, 4 Scheduled roster for ICT personnel 5 Tntemal andyior
extemnal IS awdit réport (Last Three (03)). 6 Information Security Training documents for
last pericd, copy of yeary training plan, List of participants, 7 Incident/Problem
management log B Assessment of the risk & Identification of mitigation control 10 Remexdial
plan to reduce the sk 11 Approval of the sk acknowledgement from the owner of the sk
12 IT based fenabled product list [marked recently lawnched (if any) product ], list of
upcoming products. 13 List of software (in house and purchased). 14 Document of change
procedure for [S | Docsmentation about - Mecessary change details in prod wction
amvirgnmaent, Audit log of changes) 15 User Acceptance Test [(UAT) for changes 16 Inventony
list of all ICT assets 17 Software licenses [0S, DB, Anti-Vines, MS Office, etc.) 18 Operating
procedune (Operating procedure Br the wsers, Scheduling process, system start- up, close
Ao, MESTArY, MeCovery process.) 19 Handling of exception condition, 20 Secune disposal
policy 21 Active Directory and password control policy 22 Audit trail report including user
10, avthorizer [ and date-time stamp for System for a particular pericd of time 23 Network
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desipn document (should contain protocsds and security features) 24 Email and intemet
usage policy 25 Outsourced softwame documentation 26 Business Continuity Plan 27 Backup
and restore kog 28 Disaster Recovery test report, list of available software in DR site, 39 SLa
with software vendor, connectivity provider and with other vendors 30 Documentation about
—Total Bandwidth wsed, No of Fiber communication link with vendor name, Network security
devices 31 Anmeal fire testing report 32 User Crestion Policy and proced ures [ Domain,
Email, Software etc.) 33 User deletion/deactivation Policy and procedures (Domain, Email,
Software etc.] 34 Software Design & Development related documents 35 List of security
sodution {Frewall, Anti-virus, SIEM, FAM etc.) 36 Rrewall and any other security solutions
Repart 37 Antivires Dashboard Report 38 Softwame testing related documents 39 Role base
access control list 40 List of computer)software users and ther privilege 41 Server and
Metwork utilization report in regular interval 3.4.3 Audit Format: Based on my experience, [
have conducted [T awdits in the following format : General Information: Date Name of the
Application' Systen, DB/ Network Device Description Oassification Owner Custodian Location
IPF Address DNS Mame Asset [D Details Information: Area Status Commants Logical Access
Path Phvysical Access Path Remote Access Risk & Controls Risk Assessment List of IT
Controds User Management User Management Policy User Creation Prooess List of All Active
Users with Access Privilege List of Mewly Created Users (Audit Year) No, of new wser
reviewed List of Deleted User (Audit Year] No of Deleted User Reviewed User Review
Segregatien of Duties (SOD) Password Management Password Folicy Minimuem Length of
Fassword Password Complexity Password Expiry Penod Remember Password Minimem Days
Mo of wrong password input Password Lock Period Backup & restore Backup Policy Recovery
Paint [RPO) Objective Recovery Time (RTO) Objective Backup Frequency Backup Log
Backup Medium Backup Labelling Backup Store Frequency of Restoring Backup Backup
Restore Log Change Management Change Management Folicy Change Process Changs
Request Log (Suedit Period) Mo, of Changes No, of Change Reviewed Impact of Changes
Autheori zation of Changes Testing of Changes Approval of Change User Acceptance Testing
{UAT) Segregation of Duties (500 ) Hardening Configuration Management Policy Written &
Approved Configuration Periodic Configuration Review Patch Management Paicy Patch
Deployment Process Patch Testing before Deployment Last Patch Deployment Date Written
& Approved List of Ports & Services with Business Justification Pedadic Review of Ports &
Services Incident/Problem Management Incident/Problem Management Palicy
Incident/Problem Management Process [ncident /Problem Log No. of Incident No. of Changes
Reviewed Root Couse Analysis Trend Anatysis BLA/BOP/DRF Business Impact Analysis
Business Impact Business Continuity Flan BOP Test Disaster Recovery Plan Disaster
Recovery Test Log Management Log Management Policy Log Retention Fericd Log Review
Audit Trail Log Awdit Trail Log Review Medium of Log preserve Location of the Log Samphe
Size: 3.4.4 Documents Analysis: ICT Security Policy: In any kind of organization,
manufacturing company, Bank, NBFT or multinational company who has implemented 1T
infras tru cture for their business purpose should have an spproved and documented ICT
Ea:l.ll'grpullwhphm GEI'!EI'ﬂI’f, anIETSmnterolqnmstcmﬂdu'ﬂlefnhwm

Pmn:tilm mm dhnt d-t-t. - mmmmuwn
Hm aind mm@nts 8ot ggharmﬁty threals such a8 malware, ranssmwans, and

MHICTWMMWNHWMHWMEMM
The—mmmnwwrtw org chat' is a diagram that shows a repod or

213 1 st ommon use of organizational charts 5 £0 show the
mmmmmmmm_m Inec ity Problem managemaent
log: Ay kind of incidents that happens in the organization that is related to ICT security,
must bie kept in a separate mgister to assess the rsk of that incident, Assessment of the
rigk: There are several risks that can breach the CIA standard of an onganization. The
company/organiz ation should assess the sk based on the IS0 27001 secwnity framework in
a megular basis, Risks should be identified and rated in three categories: 1, High 2, Madium
3. Low. The respective company;/erganization should set the matrix for risk rating based on
their business criticality. Identification of mitigation control: Risk can never be eliminated,
But it can be mitigated , After assessing the risks, an organiz ation must find out the
mitigation control to mitigate the risk. Approval of the risk acknowledgement from the
gwmner of the risk: In a company/omganization there are several risks that are connected to
several departments of that company. The respective heads of those companies are
responsible for those risks, They are the risk owners, After assessing the risks, an approsval
is mandatory from the risk owners reg arding the acknowlsdgement of the rsks, IT
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based/enabled product list: This list contains all informatien of all the ICT assets that ane
lbeing used by the employees of the company, This part should contain the foll owing
contents: » Office » Cost Centre » Type » Brand Mame » Product Model » Product Sarial »
User Name = Dept. » Location « Supplier « Invodce = Owner « Custodian « Asset ID « Asset
Classification, List of software (in house and purchased): A list of software should be
maintained by the company that must be approved by the management. That includes both
im howse and purchased software, Document of change procedure: Doou mentation about
mecess ary change details in produection envionment should be maintained. Any change in
the system should bedone in an approved method to avoesd breach of CIA standard . Audit
kg of changes must be kept also, Here is a change procedure that is maintained by one of
our clients : User Acceptance Test (UAT) for changes: After the necessary changes in the
System, an UAT - User Acceptance Test must be conducted by the end user, Softwane
licenses: Original licenses of OS5, DB, Anti-Vires, MS Office, etc. must be kept and shared
wiith the uditors. Unlicensed system woukd be a non-compliance for amy

ongani zation/company, Operating procedure: A standard operating procedure for the wusers,
sched uling prodess, System start-up, cose down, restart, recovery proCess should be
maintained . Secure disposal policy: Any Companyy'cng anization must have a seoure disposal
podicy for all their [CT assets, Becouse an gut of life asset must be disposed in such a way
that it can't be re used in any purpose, Password control policy: Any company, Organizaticn
ﬂmldﬂhﬂﬂlefﬂlmhuﬂﬁsmrdmldﬂnummmﬂ'wstmmmmh .

mm{nm: mmmm ammmmm:m
contain protecsls and security features of the particular organization, [t shows the wihole
netwark connectivity throwgh dowd, database, serwers, muters, fimwall and end user
computers, Email and internst uiage policy: To nSure 8 &Cwre Smail COmMmnication and
prévent the system to get compromised by unauthorized emails and attachments, an
QAN Zation company mast have a Secure email and internat weage policy that should cover
the following areas: = Prohibition of personal use of comporate email, « No Emailing
Confidential or Proprietary Information, = Guiddines for using attachments, = A mguiemaent
Mmemunmlrmrwﬁtmum“ -Polwl'ormmnul A guide to
using auto B i 1 an {BCF) is a plan
ﬂmumumimﬁﬂvﬁhwmhthmufmw
disaster, Such emergencies or disasters may include fires or other instanoes in which
business cannot be conduec ted under normal circumstances, Onganizations should address
all of these patential threats and develop a BCP Lo ensure continued operations s houkd the
threat materialize, A business contingity plan inchsdes: » Organizational threat analysis =
List of major tasks mequined to kesp the organization renning « Easy to find admin contact =
A map of wihere vworkers should §o in the event of 4 disaster « Sponsorship details page for
your infermation and support of your club = Collaboration between all parts of your club «
Feidback from everyon in your club puerchase When developing your BCP, you should
identify threats that could impact your normal operations, The next sfep i@ o determine the
major tasks mguired to continuwe operations, How many peophe do you need to keep your
Ibuesi vess ruinining, and what toods and information do you need? A list of managers and their
gontact infgrmation should be ingheded in her BCF These pagple should have each gther's
contact information at home. If it's not possible to get to the office, we need to be able to
communicate with gach other, both at heme and remotely, 5o that we can plan for the
retum to work, This incledes wsing data backups and disaster recovery plans, Creating a
BCP mquiines the invohrement of many people, Creating a BOP is not the mesponsi bility of
o person. Backup And restore kKag: A compaity, organization must keep the backup of ther
data in a DR site, They need to restome their data also when neaded, SLA with softwame
VEndon connectivity provider and with other vendors: SLA stands for Service Level

. SLA must be documented for the both parties in case of any purchase or
service, SLA is the mutval agmeement for the purchased service with all conditions, Tt is
important e businessss and consumers alike to et Aocurate servios level agresments
{SLAs) for specific products to ensure smooth operations and support, As Nagmi Karden
explains in her work on creating service level agrpements: It serves an important pumose
a5 8 communication and dispube resolution ool and 345 8 general expectations management
document, Typical SLA content - T create a well-crganized service bvel ageement, there
are i:u. mah mmgmm that should be included in l:hu mnelun lmwm:e. 1, Contract
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- This section defines the parties involved in the contract, For example,
service provider and his [T customer. 4. Pericdic review - Penodic peviews S hould be
manticned and should gutling the effectve/expiration dates and parameters associated
with the review period for her padicular SLA, 5. Service Contract - Mest is probably the
biggest part of the service level agreement, called the serice contract. It contains mamy
important components for which service providers are responsible, Topics in this section
are: = Scope of services, Deal with the specific services prowvided by the contract, B, Phone
Suppoet, » Customer meguirements, indlwding payment details at agreed intervals, » Service
MMJ_MMMIMW Areas inchuding
m:mmmmmmm-ﬁ:mmmm 5. Service
management - The final &g : > i T
provides information mphme ggt awilau\t'y_, merw.ﬂ response times, and

M 1 ] 56 3gres 1 or simply kgnoring i,
mmammmmnumm.wmmmmm
many, if not all, of the abowe sections and subsections, User Creation & Deletion Policy and
procedures: Any company/organization must have a proper user oreation policy and
procedures for their Domain, Email, and Software etc, Following contents should be
considered for an access control policy: 1. Introduction 2. Business Requirement for Access
Controd 2, Access Controd Policy 4, Access to networks and network senvices 5, User Access
Mamm 6. User Registration 7. Pm'm!mHMME HManagement of

tic 3 ] = . Remaonval of Access Rights 10, Mlewdl.lﬁa'
nmmumn smmmmmm 12, [

13, Secure Log-on Procedures 14, User Password Management 15, Password Use 16.
Session Time-gut Software Design & Develspment related documents: When developing a
software, some document ations must be in place reganding the requirements of the system
oftwiare like Software requirement specifications diagram, Use cases, UT/UX degign
documents, Class diagrams, Entity relationship diagram, Data flow diagram etc. We need to
collect them and assess as per the requirement and business needs of the company. 3.4.5
Aud it Report After analyzing all the documents, [ hawe to prepare an awdit report wiich
includes the following headings: 1. Observation heading 2, Risk Rating 3, Root couse 4,
Potential Risk 5. Recommendation 6. Management Response Here I have attached a sample
IT awdit report: 4, CONCLUSION In this digital word, [CT Security has always been a top
mast discussed isswe from both security and business perspectives, All types of companies,
organizations, financial institutions are implementing ICT infrastructure to make their daily
transaction easier and faster, A huge amount of data is stored in every minute to, These
data nesds security 85 MOSt of them are very mach confidential, IT sudit is such a
profession where [ can ansure security compliances from business perspactives. I find my
joumney with ACHABIN Chartered Accountants as an [T Sudit intern very much helpful for
my personal nd professional benefits, [ am thankhsl to mmy firm e givieg mée this
QOEoTunity, This will help my career to boest up, REFERENCES [1] Advancing IT, audit,
gowernance, risk, privacy & cybersecurity. [n.d.). ISACA, Retrieved November 3, 2022, from
hitps /v isaca,org) [2] COBIT, (n.d.). [SACA, Retrieved Movember 3, 20232, from
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Isaca,org, Retrigved November 3, 2022, from hitps:/fwww isaca, ongy/ bookstore risk-it-and-
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