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ABSTRACT

Identification is important for a person and country. Identity contains valuable

information. It contains fingerprints, Name, Date of Birth etc. By using this we can

identify someone. So, it is very important to secure this data. Nowadays we are using

a server to store the database. But somehow the unethical people managed to modify

this data. And there they managed to get unauthorized access. This is a threat for a

country. By using this they can easily get passports and other facilities. That’s why the

security of a person's identity is very important. Blockchain technology facilitates

greater assurance in the data being shared across a network, providing enhanced

security, improved transparency, and allowing for easier tracking of the information.

If we use this technology in our identity system, this will increase trust. And the

system will be secure enough. To ensure security of the identity system is our main

purpose of our research-based project.

In our system we use Ethereum smart contact. We performed comprehensive testing

in a variety of scenarios and conditions with a wide range of users using Remix IDE.

Using Remix IDE, we can simulate a realistic situation that has an owner and multiple

users by having access to multiple Ethereum wallets. Some security properties are

anonymity, integrity, privacy, security, authenticity, trust, immutability,

decentralization. Our system can ensure all those security properties. There are some

security properties such as immutability which are ensured by our proposed system.
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CHAPTER 1

Introduction
1.1 Introduction

  A government-issued number that is used to track citizens, permanent citizens and

temporary residents for purposes such as education, work, tax, health care, etc. is

referred to as a national identification number, national identity number, or national

insurance number. A national identity system serves to associate a set of information

with an individual, for example through the use of an identity card which can be used

to verify someone's membership of a particular group. Having a national ID card is

intended to make public and private transactions, school enrollment, and bank account

openings simpler. It is hoped that this will lead to better efficiency, especially when

dealing with government services, as people will only need to present one ID.

However, due to international privacy regulations such as the General Data Protection

Regulation, the security and privacy of the ID must be carefully taken into account to

avoid data leaks or identity fraud, which can cause economic losses and reduce trust

in identity providers. Therefore, it is necessary to explore new identity management

solutions that meet these requirements. A centralized management and validation

system is prone to disruption from a single point of vulnerability, leaving it vulnerable

to cyberattacks like DDoS, DoS, and malicious software. Blockchain technology has

emerged as a viable option for creating a secure and distributed platform for

exchanging data. Blockchain is a type of database that is shared and maintained by a

network of computers. It was first introduced through the Bitcoin ledger, however

now many more exist globally. Each block consists of data such as transaction

records, user information, and unique identifiers. Blockchain is appealing due to its

features of being immutable, secure and transparent. Blockchain is a system of digital

blocks linked together in a chain, each of which contains records of transactions. The

connections between the blocks make it difficult to alter a single record, as a hacker

would need to alter the block containing the record and the ones linked to it to avoid

detection. Sadly, for those aspiring cyber criminals, blockchain technology is

decentralized and spread through peer-to-peer networks that are constantly updated

and kept in sync. As there is no centralized location, blockchain does not have a

single point of vulnerability and cannot be modified from a single computer. It would
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take an enormous amount of computing power to be able to control a large portion of

a blockchain, so we have incorporated blockchain technology into our system to avoid

this situation. In this research, our aim is to create an Identity Management System

based on Blockchain technology that ensures maximum transparency and control for

users regarding their personal data. We evaluate the safety features of the system to

show that it can accurately link real-world data to the information stored on the

blockchain. The cryptographically secure Ethereum blockchain is used in

combination with distributed data storage systems to store data securely, while

maintaining a decentralized system. This allows us to remove the need for centralized

data storage systems while still ensuring data integrity and trust among users.

Additionally, techniques such as hashing and encryption provide anonymity, privacy,

and authenticity. Finally, immutability and decentralization further guarantee the

security of the system.

1.2 Motivation:

 We are Living at the age of modern technology. Everywhere we are using these

technologies to make our life easy. Our goal is to make the world a better place for

everyone, particularly those in need, through the implementation and utilization of

blockchain technology. We anticipate that governments and companies will become

more competent, effective, and reactive, and that individuals will be the major

beneficiaries of these changes. After using technology in the identity sector, we can

identify very effectively. Identity is very important for a person and a country. 

Identity contains valuable information. It contains fingerprints, Name, Date of Birth

etc. By using this we can identify someone. So, this is very important to secure this

data. Nowadays we are using a server to store the database. But somehow the

unethical people managed to modify this data. And there they managed to get

unauthorized access. In Bangladesh some Rohingyas got NID cards. This is a threat

for a country. By using this they can easily get passports and other facilities. That’s

why the security of Identity is very important. And we will secure this total system.

Here we have used Blockchain technology. This blockchain technology is the safest

technology that has been invented yet. Blockchain technology facilitates greater

assurance in the data being shared across a network, providing enhanced security,

improved transparency, and allowing for easier tracking of the information. This will

result in a reliable, unfilterable, and no consumable source of data and information
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that can be accessed from any place on the globe. Blockchain technology is driven by

the desire to decentralize, which is accomplished by sharing the computing tasks

among the various nodes in the blockchain network. This decentralization eliminates

some of the issues that are inherent in traditional systems, such as being prone to a

single point of failure. Blockchain technology could be used to safeguard the interests

of both consumers and creators of digital works by tracking the ownership of digital

assets and potentially enforcing digital rights.

1.3 Objective

● To provide a method to secure the Identity system using blockchain

technology.

● To validate the system to ensure only the legitimate users are allowed to use

the system

● To increase trust between citizens about sharing their data.

● To analyze the system’s performance based on different security properties

1.4 Report Layout

Chapter 1: Introduction

Motivation, objectives

Chapter 2: Background

Related works, comparison, scope of the problem and challenges.

Chapter 3: Methodology

Business process modeling, requirement collection and analysis, use case model,
logical relational database model and design requirements.

Chapter 4: Implementation and

Implementation, Gas Cost, Figure of system, Security properties analysis,
Comparative analysis of property.

Chapter 5: Conclusion and Future Scope

Discussion and Conclusion and Scope of further Development
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Chapter 2

Background

2.1 Related Works:

They suggested a decentralized blockchain network, a decentralized approach for

managing personal data that guarantees data ownership and control by people.

Develop a system that transforms a blockchain into an automatic access-control

manager without needing third-party trust. This platform uses standard cryptographic

building blocks: a symmetric encryption method, a system for digital signatures, and

an encryption hash function.

They offer a means of protecting the security of smart card data, which will benefit

the government in ensuring the privacy of citizens' personal information and

increasing information management openness. If citizens want access to third-party

information, it will give them access control capabilities. Instead of a private network,

suggest an open one. It uses an asymmetric cryptography algorithm to supply

protection during the information exchange. To verify transactions and create new

blocks for the chain, the PoW algorithm is utilized. For a blockchain calculation, a

hash is a function that satisfies the encrypted requirements.

They provide a system that is constructed using smart contracts based on the

Blockchain (qualities of decentralization and high security). By use of a smart

contract, the attribute data is kept on the Blockchain. Here attributes (Hash, Value,

Reputation, Grantee, Certificate) and services are two key ideas. They primarily

categorize their services into two categories: authentication and authorization

services.

They Make a Blockchain-based decentralized identity management system

suggestion. Suggest a mechanism for managing identities based on the operative

mechanism and the Ethereum Blockchain in this system's anarchism. The system

comprises two components: an identification verification module (allowing a person's

identification to match their Ethereum public key address), and a module for

reputation management (trying to capture how an identity behaves inside the system).

They create a blockchain-based national identity management methodology and

architecture. They used Blockchain in the smart city to quickly identify people and
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deliver various government services. For this concept, use the Consortium blockchain.

Where to provide the required assistance on a big scale, nodes are distributed and

linked. As a result, the end user will have secure access to and control over their

personal information.

They claimed that biometric technology, which automates the identification of people

based on their biological and behavioral characteristics, provides better security and

ease than traditional personal identification techniques. Specific biometric

measurements are distinctive and reliable enough for identity management systems to

use them as identifiers. Biometrics establish a one-to-one link between physical

individuals and identity records and limit individuals to one document or set of

records; biometrics have particular appeal in digital identity management. One

frequently mentioned issue with biometrics is that some characteristics, even when

gathered as verifiers, might serve as universal identifiers, enabling the data owners to

link identity records.

They provide an identity management system, which enhances usability. Customers

save their identities and login credentials from several service providers in a piece of

hardware impervious to tampering, such as a smart card or other portable personal

devices (personal authentication device). Protocol adaptability can be achieved by

using a PAD (personal authentication device) that supports various authentication

protocols and technologies without the need to update existing identity management

systems.
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Chapter 3

METHODOLOGY

The general architecture of the proposed system is shown in figure 3.1. We present a

framework using Ethereum Blockchain via smart contracts for identity management

of a user.

Fig 3.1: Identity management model using Blockchain

In our system, users should first input their credentials into the local server. The

information will be verified by the authority who is assigned by the government.

Verified data is sent to the main server from the local server. This data will be

converted into hash value & stored in the Blockchain. In order to validate a user's

data, service providers such as the passport office, driving license authority, vaccine

server, train ticket server, bank server, etc. submit requests to the main server. The
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main server transforms the request into a hash value and compares it to data hashes

which are stored in the blockchain. If the requested hash and the data hash match, the

blockchain will transmit the data to the main server for verification, and the main

server will notify the service provider that the requested data has been validated.

There are three steps in our system

1.User data Verification

2. Storing data in Blockchain

3. Validate user data.

List of notation

Table: 1

Notation Definition

u User

nmU User name

ageU User age

gndU User Gender

dobU User date of birth

ctU User contract number

hmaU User home address

nidU User National identity number

UC User credential
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VCu Verified user Credential

AU Authority of system

LS Local Server of the system

rjt Rejected data by authority

MS Main Server of the system

BC Blockchain

Dhv
User Data converted to hash value

Rhv Requested Data converted to hash value

SP Service Provider

reqSP Service Provider Request for data to main
server

recSP Service Provider receiving data from main
server

3.1 User data verification

A user is the owner of the identity. The user needs to obtain a digital identity from

the Authority, which can be used to identify him/herself. The user is not trusted,

he/she may try to use others’ digital identities. Authority verifies the user data.

The user data verification process is shown in flowchart 1.

©Daffodil International University 8



Flowchart 1: User data verification
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Algorithm 1 illustrates the data verification process. In step 1, users have to input

their credentials as input such as user name, user age, user date of birth, user contract

number & most importantly, user national identity number, to the local server. The

local server receives all information about a user and checks whether all the necessary

information is given or not at step 2. If all information is given according to system

requirements, the local server sends data to the authority at step 3. Verified data

checked by the authority, if data is correct authority notifies the local server

“verification of user successfully” at step 5. If all given data are not correct, then the

authority rejects the request at step 7 and gets back to the user that gives correct and

relevant information according to the requirement at step 8. Also, if required data is

not given to the system re-enter user credential input at step 10.

3.2 Storing data in Blockchain

Blockchain has decentralized and strong security attributes. In our proposed system

blockchain is used to store the hash value of user verified credentials.

©Daffodil International University 10



Flowchart2: Storing data in Blockchain

The local server sends all verified data to the main server as input at step 1. The main

server receives all verified data from the local server and converts verified data into a

hash value at step 2, which includes the user name, age, date of birth, contact number,

home address, and national identity number. Blockchain stores hash data about a user

for further verification or other using purposes at step 3.

©Daffodil International University 11



3.3 Authentication of valid user

A Service Provider wants to verify the user authentication. Here service providers are:

Passport Office, Vaccine server, Driving license authority, Train ticket server, Bank

server.

Flowchart 3: Authentication of valid user
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Whenever a service provider needs to check a user data that the user is valid or

invalid, they need to send a request to the main server by giving information about the

user at step 1. Receiving the request from the service provider, the main server

converts this request into hash value. This requested hash is sent to the blockchain,

and the blockchain checks this request hash with a stored data hash at step 3. If the

request hash matches with the stored data hash of a user, then the blockchain notifies

the main server data is matched and the main server sends a message that requested

user is valid at step 4. If the requested hash does not match the stored data hash, then

the blockchain notifies the main server that the requested data is not found and the

main server sends a message that requested user is not a valid user at step 6.

©Daffodil International University 13



Chapter 4

IMPLEMENTATION AND SECURITY PROPERTY

4.1 IMPLEMENTATION:

We used the Remix IDE from http://remix.ethereum.org/ to build and test our smart

contract. Here, we put the Ethereum smart contracts through their paces to ensure

proper operation across the board. The broad feature set provided by the Remix IDE

makes it easy to test and troubleshoot smart contracts before putting them into

production. The availability of several Ethereum wallets within Remix IDE enables us

to mimic a real-world scenario that involves an owner as well as a number of users. In

addition, there is a debugger that can be used to investigate different transactions and

check that the contract is behaving as expected. This is made possible by the fact that

the debugger is made public.

We used Remix IDE to conduct extensive testing on a number of different scenarios

and conditions with a number of different users in order to guarantee that the contract

would produce the expected logical functionality and execution outcome. These tests

also guaranteed that the correct behavior would be exhibited, including access to

function setters and modifiers, as well as the generation of an access token.

The authority and the service provider make up the two primary participating entities

in our decentralized smart contract. Each of the entities has an Ethereum address, and

they all have the ability to participate in the smart contract by making function calls at

the appropriate times. Since direct function calls are handled by authority, it is

forbidden for an entity to make any direct function calls. Because of the modifiers, the

functions can only be called by certain individuals or organizations. To begin, as was

covered in the preceding part of this article, one of the registered authorized persons is

responsible for the creation of the smart contract. This contract contains information

regarding the document, such as the document's name and its 256 hash. During this

time, a registered authorized person creates and uploads a document. The hash value

for this document is then stored in the contract.

©Daffodil International University 14



After that, the authorized person will submit a request for permission by supplying the

hash in order to update the new version of the chain. The version reference is only

saved in the smart contract if it has been given the go-ahead for storage by at least

two-thirds of all the approvers. This process is ongoing, with each authority uploading

a new version of the software. In addition, the intelligent contract is used to oversee

the registration of any new authority.

All registered authorized users need to accept and consent to the request before a

"new" registration can be considered successful. The message sequence diagram for a

new registration that was requested by either a developer or an approver. In this

scenario, the new entity that wants to get registered will send a request to the smart

contract by the main server. The request for fresh registration would only be accepted

if it was supported by all of the participants who were actively taking part in the

activity. If not 51% of the approvers provide their consent, the registration request

made by a new participant approval will be turned down.

4.2 Gas cost function in our smart contract

(GAS PRICE = 2.4 WEI, 1 ETH '=1247$)

Table: 2

User have to input their valid information to the system such as user name, user age,

user date of birth, user contract number & most importantly user national identity

number shown in figure 4.1
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Figure 4.1: Data input for new user

User given their required data and the data are verifying by authority. Then this data

goes to main server as a successful new user entry which shown in figure 4.2.

Figure 4.2: Successful user data entry

Get all data and provide the information about how much data is in the system. It

shows all data which are already stored in the system shown in figure 4.3

©Daffodil International University 16



Figure 4.3: Get all user data

4.6

Total Gas consumes to store 6 data in the system shown in figure 4.4. This gas

number depends on the number of data in the list. If the number of user data is

increased so the gas value for getting all data also increases.

Figure 4.4: Gas value of get all data

If the main server wants to check if a user data is validated or not. Using NID number

as the primary key, the Main server can search specific users shown in figure 4.5. If

the user is already stored show the data else show empty data.

Figure 4.5: get Specific data

Owner can see the all data index list of users which have already been verified by the

authority which is shown in figure 4.6.
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Figure 4.6: user data index

Owner can see the all data index list of users which have already been verified by the

authority and every index has all information about user input user name, user age,

user date of birth, user contract number & most importantly user national identity

number shown at figure 4.7.
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Figure 4.7: user data visualization
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Storage address of the system as an object which is shown in figure 4.8.

Figure 4.8: Storage

Solidity state is where owner can saw the index of user list shown at figure 4.9

Figure 4.9: Solidity state

Storing a single user record in code where we recorded NID number, name, ages,

gender, date of Birth, contact, home address shown in figure 4.10.
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Figure 4.10: Storing single user record

We inserted name, age, gender, date of birth, contact, home address, nid number by

using this code which  is shown in 4.11.

Figure 4.11: insert records in code
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This portion of code show the function for get user data of a specific user which is

shown in   4.12

Figure 4.12: Function to get specific user data

This portion of code will show the full record of user data which shown in 4.13

Figure 4.13: function to get all the records

4.3 Security property analysis

This section examines the security and privacy capabilities of a blockchain-based

identity system from a theoretical perspective.

4.3.1 Authentication:

physical data and the system address is needed to establish an identity. This

combination of information cannot be used to create a second identity. To validate the

identity authentication, we employ three sets of input data. If someone attempts to
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create an account with different identity information but with the same system address

as an existing user, that attempt will be unsuccessful. [21] In our proposed system,

users must enter their information into the local server. The local server then verifies

the user's identity before sending the data to the main server. This way, the integrity of

the data is secured.

4.3.2 Immutability: 

Blockchain is characterized by immutability, meaning that data stored on it cannot be

altered without the agreement of all participating nodes, leading to an extremely

secure level of data integrity. [22] The blockchain system being proposed will keep

the user data secure by hashing the pointers and storing them on external repositories.

The trust that comes with blockchain technology will be incredibly useful in

protecting data privacy.

4.3.3 Transparency: 
Blockchain offers complete visibility and verifiable evidence about various

transactions associated with user information and identity management, which will

strengthen the faith and security of the system for all users and providers. Our

proposed system utilizes blockchain technology to ensure transparency. Every

individual connected to the network can track the transactions registered on the

blockchain, making it impossible for anyone to tamper with the data.

4..43 Anonymity:

Blockchain's anonymity feature permits users to hide their identity and details when it

is needed. Furthermore, the decentralized and distributed consensus protocols of

blockchain make it difficult for malicious actors to take control of the system. Unless

someone has more than a majority of the network's power (51%), any false entries or

changes to the data will not be accepted. The hash function offers anonymity, so this

system allows for users to enter their information into the blockchain without

revealing their identity. In this system, data is encoded into a unique code (hash)

which guarantees that user privacy is protected and users can verify their identity

without having to reveal who they are. In the blockchain network, the public key

serves as an identifier for the user, while the hash value is a representation of the

user's data.
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4.3.5 Privacy:

Privacy preservation is the safeguarding of users' sensitive data, including personal

details, locations, movements, and habits, from unauthorized access by third

parties. [20] Our proposed model suggests the use of privacy-enhancing encryption

and destruction techniques to safeguard an individual's privacy rights, such as hashing

data or applying other forms of data transformation to personal information, as well as

revoking access rights to a blockchain application.

4.3.6 Trust: 

Users and service providers within the same security domain trust and depend on the

same identity provider, ensuring that their personal data is safe from exploitation or

misuse by the identity provider or any other external parties. Numerous times, detect

are vulnerable, leaving personal information repositories open to theft by malicious

intruders. When it comes to maintaining privacy and being sustainable in the IoT era,

where everything is connected, the implicit faith in identity providers is called into

question, rendering the centralized identity paradigm outmoded. The growing number

of online service providers and identity suppliers isolates and fragments digital

identities across the Internet, despite the fact that businesses (like Google or

Facebook) aim to provide uniform identity providers for all cyber-users and service

providers. Unquestionably, blockchain-based identity management systems remove

the need for superfluous information to be disclosed to other parties and offer

numerous positive attributes including immutability, impartiality, and secure

timestamping that can be utilized to establish confidence. Decentralized applications

that operate on their own should be created by redesigning the applications. [20] No

unauthorized individuals are able to access user records in the system we offer.

Furthermore, no one is permitted to alter user data without consent. Additionally, we

are protecting the user's privacy. Thus, this will guarantee the user's trust.

4.3.7 Decentralization:

The fundamental concept of decentralization has become increasingly popular as

blockchain technology has advanced. Blockchain is a decentralized network where
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users retain identical data replication while exchanging data with other node

members. Blockchain technology offers features including data accuracy, privacy, and

distribution. A trustworthy and secure Identity management system can be created

with the use of blockchain technology. [5] Access is spread among several

environments via decentralized identity management. Individuals can keep

identification-related information in a digital wallet thanks to the decentralized

identity concept. The implementation of blockchain in our system has made our data

decentralized.

4.3.8 Integrity:

To protect critical identity attributes or to spot any tampering with the identity

attributes, an identity system's integrity is crucial. Anytime a user needs to be verified,

he must give some identifying information to a third party. Diffie and Hellman's

concept of public key cryptography was put forth in order to protect the integrity. The

authors asserted that it might not be adequate in terms of identification, nevertheless.

Identity theft may potentially result from careless message security. [26] Merkle trees

are a feature of blockchain technology that guarantee data integrity. Ethereum has

implemented the Merkle tree concept to enable a condensed and effective verifiable

proof that guarantees a transaction is included in a block. [5] Users should not be

altered, falsified, or secretly eliminated. The integrity of the results is a key idea

during the identification process. A component of blockchain technology that ensures

data integrity is the Merkle tree. The blockchain has a predetermined number of

transactions in each block. Every transaction that takes place on the blockchain is

documented in a data structure called the Merkle tree. Because the data is

permanently saved and cannot be altered or erased, the technology satisfies the

primary criteria for data integrity. We can ensure integrity by employing this.
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4.4 Comparative Analysis of Property

The comparison between the known works and our suggested mechanisms is shown

in Table 4.2. We can observe from this comparison that [10, 11,17,19] do not offer

anonymity. Integrity is not provided by [6,11,19]. It doesn't offer privacy, [19].

Authenticity is not provided by [10]. [6,10] don't inspire confidence. Both

Decentralization and Immutability are absent from [6,11,19]. Our proposed system

provides anonymity, integrity, privacy, security, authenticity, trust, immutability, and

decentralization in order to achieve a fair and democratic result. Based on the

analysis, we can see that none of the existing works provide all the security properties

together in their systems.

Comparative Analysis of Property

Table: 3
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Chapter 5

CONCLUSION AND FUTURE SCOPE

5.1 Discussion and Conclusion

Identity management is crucial for both an individual and a nation. Almost all of our

crucial tasks are completed with the help of this ID card. We rely on this in our daily

lives. We use this identity in the banking, ticket, passport, shot, and driver's license

industries. Security is being ensured by our blockchain. Blockchain identity

management that is implemented well can raise the bar for security and privacy. Third

parties can validate the user's data without wasting time or money thanks to the

immutable and decentralized ledger. Blockchain is decentralized, making it

impossible for unauthorized parties to alter the dataset. If some unauthorized

individuals attempt to alter the database, they must alter the entire blockchain dataset.

Thus, it is practically impossible for unauthorized individuals to update.

5.2 Scope for Further Developments

Any development project has no end to develop. So, we have also to develop this

project

in the future. Here some of the plans are given below:

• We wish to integrate it with the present data server for our nation.

• Make it accessible across various industries

• Assures that all users of the network have access to the same reliable data.

• Increase both internal and external trust in the organization.

• We'll work to keep it affordable.
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