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Abstract
As a cornerstone of democratic governance, elections hold unparalleled significance, shaping a nation’s trajectory.

However, the prevailing ballot-paper based voting systems continue to face trust issues among significant populations. As a

result, e-Voting has emerged as an appealing alternative, with numerous countries opting for its implementation globally.

While e-Voting systems offer several advantages, they also come with their own set of challenges. Even a minor vul-

nerability can lead to massive manipulations in voting results. In recent years, there have been efforts to revolutionize the

e-Voting paradigm by harnessing the potential of emerging technologies such as biometrics and blockchain. This paper

proposes a Internet-based voting that adopts blockchain technology and biometric identification techniques. We use

biometric modalities, such as fingerprint and facial recognition, for voter authentication while leveraging Hyperledger

Fabric framework as blockchain network and ensuring a secure, transparent, and tamper-evident voting record. We

demonstrate the proposed system with 100 participants in a preset environment where we collect the biometrics data. The

results indicate that 87% of participants successfully registered with biometrics, while 88% cast their votes with a

combination of either voter ID and fingerprint or voter ID with facial recognition. Our findings suggest that the proposed

system allows voters to access the system seamlessly and automate identity verification procedures while ensuring a secure,

decentralized, and distributed database network that maintains transparency. Future research shall be carried out in

collaboration with election officials and voters to improve the system in real-world scenarios.

Keywords Online voting � Electronic voting � Blockchain technology � Hyperledger fabric � Biometrics technology �
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1 Introduction

Elections represent a critical method of determining rep-

resentative leadership in democratic societies, providing an

essential channel for citizens to express their political

preferences [1]. Despite their integral role, traditional

voting systems, particularly those relying on ballot paper,

often grapple with trust issues [2]. Factors such as electoral

fraud, manipulation, and rigging have underscored the need

for a more secure, transparent, and robust approach. To

address these challenges, electronic voting (e-Voting) has

gained considerable traction globally, positioned as an

appealing alternative to traditional voting methods [3].

E-Voting was introduced to mitigate the risks inherent in

ballot paper voting, e-Voting aimed to curtail electoral

fraud, streamline the voting process, reduce cost, and
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enhance accessibility [4]. However, e-Voting in its early

forms, even with its many benefits, was not exempt from its

own array of vulnerabilities.

Electronic voting systems can be broadly categorized

into two types: Internet-based voting (i-Voting), which

enables voting from any location via the Internet, and non-

internet electronic voting (e-Voting), which requires voters

to cast their votes physically at voting centers using elec-

tronic machines [5, 6]. The conventional technologies

underlying these systems, primarily centralized databases,

are particularly prone to corruption and manipulation [7].

Security threats such as Denial-of-Service attacks, mali-

cious software, and spoofing attacks pose considerable

risks, undermining the integrity of the voting process.

Considering these concerns, the incorporation of

blockchain technology into e-Voting systems has emerged

as a promising approach [8]. Blockchain technology is

characterized by its decentralized architecture, immutabil-

ity, and fault tolerance that offers a robust shield against

data manipulation and fraud [9]. This distributed ledger

technology provides an incorruptible, tamper-evident

record of digital events, thus fostering trust and trans-

parency [10, 11]. Furthermore, the adoption of blockchain

technology has extended beyond e-Voting systems, trans-

forming various sectors, including transportation, educa-

tion, and healthcare that demonstrate strong security and

privacy measures [12–14].

In parallel, biometric technology can bolster the

authenticity of the voting process [15, 16]. With govern-

ment entities worldwide capturing and storing biometric

data, such as facial recognition and fingerprints, these

unique identifiers can be leveraged for voter authentication

[17, 18]. By integrating biometrics with blockchain, a

secure and transparent voting system can be achieved,

enhancing the integrity of the election process [19].

This paper explores the potential of blockchain tech-

nology and biometric identification to enhance the security

and transparency of online voting (i-Voting), one step

advanced of electronic voting. We propose a novel archi-

tecture for i-Voting systems that uses Hyperledger Fabric

to secure and transparently record votes, and biometric

identifiers, such as facial recognition and fingerprints, to

reliably authenticate voters. Further, we engage in a com-

prehensive evaluation of our proposed system using stan-

dard methodologies to ensure the system’s robustness, ease

of use and accessibility. We believe that i-Voting has the

potential to make a significant contribution to ongoing

discourse on secure, transparent, and efficient i-Voting

systems, paving the way for future real-world

implementations.

This paper makes several contributions to the e-Voting

domain, encompassing both theoretical and practical per-

spectives. These contributions are as follows:

• We offer a comprehensive exploration of the capabil-

ities of internet voting (i-Voting) based on blockchain

and biometric technology.

• We propose a novel i-Voting system that integrates

facial and fingerprint biometrics with blockchain tech-

nology to ensure robust security, authentication, veri-

fication, and validation while maintaining efficient

privacy.

• We conduct an evaluation of the proposed system,

outlining its performance metrics, potential challenges,

and future trajectories.

The manuscript is systematically organized into well-de-

fined sections to provide clarity, progression, and in-depth

exploration. Section 2 provides a thorough exposition of

the potential of blockchain in online voting and the merits

and utilities of biometric modalities, specifically empha-

sizing facial and fingerprint recognition for voter authen-

tication. Section 3 reviews the extant literature,

emphasizing research gaps and the distinctiveness of the

presented work. Section 4 introduces the architecture of the

internet voting framework of the proposed system,

explaining its detailed modular components. Section 5

provides details of the implementation of the proposed

system. First, we explain the voting algorithm, from reg-

istration to vote casting. Then, we discuss the algorithms

for biometric data collection and storage, voter authenti-

cation, casting, and tallying. Finally, we introduce the

implemented prototype on RESTful API. Section 6 pre-

sents the evaluation setup, metrics, and experimental

results. This section describes the experimental setup used

to evaluate the system and interprets the results. Section 7

provides a more in-depth discussion of the results, potential

challenges, limitations, and outlines potential extensions

and trajectories of the current research. Section 8 summa-

rizes the research journey, encapsulating key insights,

findings, and implications for the realm of online voting.

2 Innovative technologies for i-Voting

2.1 Blockchain technology

Blockchain technology is a digital, distributed, and

decentralized ledger that presents a significant advance-

ment over traditional database systems [20]. It enables the

creation of a tamper-evident, trusted, and shared ledger by

appending cryptographically secure data transactions in a

sequential manner [21]. Once added to the ledger, this data

remains immutable and accessible only to authorized

stakeholders [22]. Each transaction is also timestamped,

which further reinforces the security of the network and

makes it resilient to potential data tampering [23]. The
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concept of smart contracts, or chaincodes are self-execut-

ing contracts that are stored on the blockchain and enforced

upon fulfillment of predefined security criteria [24]. This

can be used to ensure the integrity of the voting process and

to prevent fraud.

Figure 1 illustrates a comparative analysis of traditional

voting systems and blockchain-based voting system [25].

While traditional systems rely on a central authority sus-

ceptible to data manipulation, blockchain-based systems

distribute data across multiple nodes, reducing the possi-

bility of a coordinated hacking attempt. Different types of

blockchains, such as public, private, and consortium

blockchains, cater to varying use cases, with Ethereum and

Hyperledger Fabric representing two widely recognized

blockchain frameworks [26, 27]. Given our emphasis on

sensitive and confidential data, we leverage Hyperledger

Fabric for the development of our proposed i-Voting

application.

A. Hyperledger fabric in electronic voting as a dis-

tributed ledger platform tailored for enterprise solutions,

Hyperledger Fabric offers an architecture that ensures high

levels of confidentiality, resilience, flexibility, and scala-

bility [28]. It also supports modular consensus protocols,

which allows it to be customized for specific use cases and

trust models [29]. Implementing hyperledger fabric in the

context of a voting system offers a robust and secure

mechanism for vote casting, as votes are recorded immu-

tably with smart contracts facilitating the setup of a private

blockchain. The system also guarantees voter anonymity

and fosters trust in the election process. It offers potential

benefits for election officials as well, enabling them to

customize nodes in alignment with governing rules or

constitutional requirements [30, 31].

2.2 Biometrics technology

Biometric technology refers to automated systems capable

of measuring distinct physical characteristics to verify an

individual’s claimed identity or identify an individual

[32, 33]. This technology can significantly enhance voting

frameworks and the overall voting experience [34]. As

shown in Fig. 2, a typical biometrics system comprises

multiple phases, including enrollment, verification, identi-

fication, and matching [35]. By integrating biometric

identifiers such as facial and fingerprint recognition in our

proposed voting system, we aim to elevate its security,

privacy, and operational efficiency [36, 37].

A. Facial and Fingerprint Recognition in Voting System

Facial recognition technology (FRT) combined with arti-

ficial intelligence (AI) is a powerful tool for accurate,

flexible, and rapid identification [39]. It has been used in a

variety of fields, including security, finance, education, and

government management, to enhance early detection of

suspicious activities and tracking of suspects [40]. The use

of FRT in voting systems can improve security and trust-

worthiness due to its capacity to verify the identity of

voters, which can help to prevent voter fraud [41]. FRT

modalities including fingerprint and facial recognition can

be used to improve the security of voting systems [42, 43].

Fingerprints are unique to each individual, making them a

reliable way to identify voters. Additionally, fingerprint

recognition is a relatively non-intrusive biometric

Fig. 1 Illustrates the traditional

and blockchain voting system

[25]
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technology, which can help to preserve voter privacy. The

combination of FRT and fingerprint recognition can pro-

vide a high level of security for voting systems. By

incorporating these technologies, we can create more

transparent, secure, and efficient electoral processes

(Fig. 3).

3 Related work

Blockchain technology has been proposed as a solution to

address the security and transparency challenges of e-vot-

ing systems. Several studies have investigated the inte-

gration of blockchain technology into e-voting systems,

with promising results. For example, Pawlak et al. [42]

proposed an integrated e-voting system that effectively

incorporated blockchain technology into a supervised non-

remote internet voting system, thereby offering end-to-end

verifiability. The system adopted the ABVS

(Auditable Blockchain Voting System) for its architectural

design and subsequent evaluation proved that the ABVS

system outperformed other e-voting systems in terms of

security and trustworthiness. Other studies [8, 43] have also

utilized various blockchain frameworks such as Hyper-

ledger Fabric and Ethereum to develop secure e-voting

systems. These studies have demonstrated that blockchain

technology can play a pivotal role in promoting trans-

parency and security in public applications.

In a different approach, researchers have proposed vot-

ing frameworks utilizing blockchain algorithms built using

cryptographic techniques [44]. These researchers have

demonstrated the efficiency and effectiveness of e-voting

systems and the potential of significantly improving elec-

tronic voting through the application of blockchain

[45, 46]. A recent study by Jafar et al. [25] conducted an in-

depth investigation of conventional and blockchain-based

voting systems, examining the present state of blockchain-

oriented voting research. The study revealed that block-

chain technology could potentially address and resolve

many of the issues that currently hinder transparency in our

election system. However, the researchers concluded that

to develop a viable blockchain-based electronic voting

system, the security of remote participation needs to be

ensured, and transaction speed must be optimized for

scalability. It was clear that the existing frameworks

require significant enhancements for efficient integration

into voting systems.

Blockchain technology has also been proposed as a

solution to address the security and privacy challenges of

healthcare data systems. Misic et al. [47] outlined an

architecture for a blockchain-centric healthcare informa-

tion system, with a focus on block validation. Their method

employed collective signatures initiated by a pre-identified

leader and carried out by a group of witnesses. Through the

use of a Block Validation and Leader Selection Algorithm,

the authors demonstrated that the application of blockchain

in EHR/PHR systems resulted in enhanced security com-

pared to traditional systems. In a related study, Faruk et al.

[12] proposed a blockchain-based EHR data management

system targeting healthcare stakeholders for efficient data

storage and sharing. They leveraged the Ethereum frame-

work for their architectural design. Their results demon-

strated that blockchain-based solutions offered a secure and

robust network for managing healthcare data.

These studies suggest that blockchain technology has

the potential to significantly improve the security, trans-

parency, and efficiency of e-voting and healthcare systems.

Fig. 2 Enrolment, verification, identification and matching modules

of a general biometrics system [38]

Fig. 3 An-example-of-two-stages-enrollment-and-verification-in-a-

biometric-authentication-system [38]
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However, further research is needed to develop and eval-

uate practical blockchain-based solutions for these

applications.

3.1 Gap analysis and research significance

Existing e-Voting systems have made significant progress

in integrating emerging technologies such as blockchain.

However, these systems have not adequately addressed

voter authentication and verification issues, as well as

potential vulnerabilities that could allow for significant

manipulations in voting outcomes. The existing research

also did not focus on web-based internet voting. This gap in

the literature represents a crucial area where our research

seeks to make a significant contribution. We performed a

comparative analysis that we illustrate in Table 1.

Our research proposes an online or internet voting (i-

Voting) system that harnesses the power of blockchain

technology and biometric identification techniques,

specifically fingerprint and facial recognition, to create a

robust and secure i-Voting system. We propose using

device cameras and fingerprint sensors, readily available in

most smart devices, to capture voter biometric data for

authentication purposes. This approach could significantly

enhance the security and trustworthiness of i-Voting by

providing a highly accurate and non-invasive method for

voter authentication.

The use of Hyperledger Fabric in our blockchain

architecture is another key differentiator. Hyperledger

Fabric is a fully permissioned network that is suitable for

sensitive operations like voting. It offers flexibility, scala-

bility, and high-degree confidentiality, making it ideal for

building an advanced voting system. To ensure our system

is robust, secure, and user-friendly, we will employ a rig-

orous evaluation process involving security testing,

usability testing, and compliance testing. This testing

framework is intended to detect potential vulnerabilities,

assess user-friendliness, and guarantee alignment with

legal and regulatory standards.

The novelty and significance of our research lie in the

effective integration of biometrics with blockchain tech-

nology to address existing challenges in i-Voting systems.

Our proposed system offers enhanced voter authentication

and overall voting security while maintaining transparency

and ease of use. Future research will focus on applying this

system in real-world voting scenarios, potentially trans-

forming the current state of democratic elections.

4 System design

The proposed system is designed to enhance the security,

privacy, and transparency of online voting processes by

utilizing biometric identification and blockchain technol-

ogy. This design is partitioned into three primary compo-

nents, including the (1) Biometric Authentication Server,

(2) Blockchain Network, and (3) Voting Application, and

further classified into several subsystems. The following is

a detailed technical explanation of the system’s architec-

ture, components, subsystems, operation, and security

measures.

4.1 System architecture

In our endeavor to revolutionize the realm of internet

voting, we have meticulously crafted an innovative

Table 1 Comparative analysis of existing electronic voting and online voting systems

Feature Typical e-Voting systems Proposed blockchain & biometric system

Authentication Often relies on traditional ID checks, PINs or

one-time tokens

Uses biometric modalities (fingerprint, facial recognition) for robust voter

authentication

Data Integrity Relies on central databases which can be

vulnerable to tampering

Blockchain ensures a tamper-evident, transparent, and decentralized record

of all votes

Transparency Limited transparency, potential for vote

manipulation without detection

Leveraging the Hyperledger Fabric, the system maintains a transparent and

immutable voting record

Privacy Variable, but traditional e-Voting systems can

potentially link votes to voters

Biometric data ensures authentication without necessarily linking identity

to a specific vote, enhancing voter privacy

Scalability Dependent on the centralized server’s capacity Blockchain allows for a distributed network that is scalable and resilient

Accessibility Typically requires a computer or specific

machines to vote

Internet-based system allowing a broader range of devices, including

mobiles, to access and cast votes

Security Vulnerable to various cyber threats due to

centralized nature

Utilizes both biometric identification and blockchain for enhanced security

Trust Trust issues persist, especially after high-profile

voting irregularities

Decentralized nature of blockchain combined with biometric verification

increases trust and reliability

Usability Can be complex due to various authentication

steps

Simplified by using a combination of voter ID and biometric modality

(fingerprint or facial recognition)
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architectural blueprint for the i-Voting system. We adopted

the principles of the 4 ? 1 view model [48], this design

captures the myriad facets of the i-Voting ecosystem. At

the center of the proposed framework lies an ensemble of

integrated components (Fig. 4):

• Biometric-integrated registration: Voters and candi-

dates embark on their i-Voting journey with a registra-

tion system fortified with biometric authentication.

Leveraging state-of-the-art facial recognition and fin-

gerprint scanning technologies, it ensures that each

individual is distinctly recognized and authenticated.

• RESTful API ballot box: Providing a real-time interac-

tive interface, the ballot box caters to dynamic voting

sessions, with live results accessible via RESTful API.

• Smart registration and authentication component: Infus-

ing intelligence into the registration realm, this com-

ponent champions seamless, secure, and swift

registration and sign-in processes.

• Central server with blockchain integration: Acting as

the neural center, this server interfaces with a

blockchain network, establishing an immutable, trans-

parent, and decentralized record of every vote cast.

• Vote counting server: Inheriting attributes from the

central server, it ensures a tamper-proof, transparent,

and expedited vote tallying process.

• Election commission oversight: The overarching author-

ity, the Election Commission, is endowed with robust

monitoring tools, ensuring that the entire electoral

process remains pristine, transparent, and secure (Fig. 5).

Figure 6 provides a visual representation in the form of

a UML use case diagram, highlighting the interactions and

processes of the e-Voting system. The system architecture

is centered around four main stakeholders: voters, candi-

dates, observers, and the election commission. Voters can

view candidate profiles, which are managed and vetted by

the election commission. Before casting a vote, voters are

authenticated using biometric identifiers. As the voting

progresses, real-time results are displayed and are acces-

sible via the RESTful API. Candidates go through a

detailed registration process using the same RESTful API.

This registration mandates biometric verification and any

other criteria set forth by the election commission.

Observers can monitor the voting process to ensure its

integrity. They can access the voting data through the

RESTful API. The Election Commission has overall

responsibility for the i-Voting system. They manage the

candidate registration process, authenticate voters, and

tally the votes .

Figure 7 shows the process view of the e-Voting system,

highlighting the real-time operations and dynamic inter-

actions of the system components. The process begins with

the biometric registration of candidates and voters. Each

component’s role in data handling, transmission, and

retrieval is depicted, with the central server playing a

pivotal role, particularly for its integration with the

blockchain database.

Figure 8 illustrates that the e-Voting system can be

broadly divided into four stages: biometric-based login/

registration, vote casting, vote counting, and result decla-

ration. The web application primarily emphasizes biomet-

ric identification techniques, although there is a provision

for using a national ID card (NID). However, this is sec-

ondary to the biometric methods and is subject to admin-

istrative approval. After logging in using biometrics, voters

cast their votes based on their designated regions. Once the

voting phase is over, repeated voting is prevented. The

votes are then quickly tallied, and the results are promi-

nently displayed on the e-Voting application’s dashboard.

4.2 System component and subsystems

The proposed system provides cross-platform compatibil-

ity, seamlessly accessible via both laptops and smart-

phones. Structurally, it integrates three pivotal components,

each further encapsulating specific subsystems:

• Biometric authentication server (biometric authentica-

tion subsystem): Situated on a fortified server, this

element is pivotal in ascertaining voters’ identities

using their unique biometric data. During the voting

process, it refers to the stored biometric templates of

registered voters for authentication, cross-referencing

them with live scans. Throughout, it maintains secure

communication channels with other system

constituents.
Fig. 4 UML use case diagram for e-Voting application
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• Blockchain network (blockchain network subsystem):

This component is entrusted with the decentralized

documentation and upkeep of voting records. Compris-

ing the robust Hyperledger Fabric blockchain network,

it facilitates node communication and transaction

validation. Furthermore, embedded smart contracts

meticulously outline the voting procedure, fortifying

security and ensuring transparency at every juncture.

• Voting application (user interface subsystem): Serving

as the gateway for voters, this component delivers an

intuitive user interface, facilitating biometric-based

identity authentication and subsequent voting. To

streamline operations, it seamlessly interfaces with

both the Biometric Authentication Server and the

Blockchain Network, ensuring a cohesive, secure, and

user-friendly voting experience.

Fig. 5 Process view model of

e-Voting system

Fig. 6 Proposed architectural

framework
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4.3 Operation

The operation of the system involves distinct processes for

smartphone and laptop access, incorporating user authen-

tication, biometric data collection, data encoding, transac-

tion creation, and verification.

4.3.1 Smartphone process

The smartphone process involves the following steps:

1. User authentication: Users provide their login creden-

tials (email and password) to access the voting system.

2. Biometric collection: After authentication, users give

their consent for biometric data collection. The smart-

phone’s front-facing camera captures facial images, and

the in-built fingerprint scanner captures fingerprints.

3. Data encoding: The facial image and fingerprint data are

encrypted using industry-standard encryption methods.

4. Transaction creation: Encoded biometric data, along

with the login credentials, are packaged into a

transaction and sent to the Hyperledger Fabric network

for verification.

5. Verification: The network nodes verify the transaction

by comparing the encoded biometric data with the

blockchain-stored data. If the data matches, the trans-

action is validated, granting the user access to the

voting system.

4.3.2 Laptop process

The laptop process mirrors the smartphone process, with

some slight variations:

1. User authentication: Users provide their login creden-

tials to access the voting system via a laptop.

2. Biometric collection: Upon authentication, users con-

sent to biometric data collection. The laptop’s built-in

camera captures the user’s facial image, and the in-

built fingerprint scanner captures the fingerprint.

3. Data encoding: The facial image and fingerprint data are

encrypted using industry-standard encryption methods.

4.4 Dual-factor authentication

In order to bolster the security and transparency of the

voting system, the implementation of a rigorous dual-factor

authentication mechanism is essential. Voters are mandated

to furnish two distinct forms of verification: their unique

Voter ID combined with a biometric identifier, either facial

recognition or a fingerprint. By utilizing this dual-factor

authentication model, the likelihood of unauthorized access

or impersonation attempts is significantly curtailed. The

biometric data, collected at the time of voter registration, is

then securely retained within the system’s database,

thereby acting as a vital checkpoint to match and validate a

voter’s identity during the voting process.

Fig. 7 Login interface of proposed system

Fig. 8 Cast Ballot interface of

the proposed system
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4.5 Biometric data collection and verification

The core of this novel system lies in its ability to collect,

store, and verify biometric data, specifically facial and

fingerprint recognition. Hyperledger Fabric, a highly secure

blockchain network, shoulders the responsibility for the

safekeeping and verification of this biometric information.

Crucially, the verification process is decentralized, relying

on a myriad of network nodes. This not only enhances

security but also minimizes the risk of a single point of

failure, ensuring consistent and reliable data verification.

4.6 Endorsement model

A crucial differentiation of our proposed architecture is the

incorporation of device cameras and fingerprint sensors for

voter authentication, which offer robust security due to their

uniqueness across individuals. To ensure the tamper-resistant

and transparent operation of our system, we employed the

Hyperledger Fabric framework. Our selection of Hyperledger

Fabric was deliberate due to its flexible endorsement model,

which is essential for the integrity of voting transactions.

Hyperledger Fabric’s endorsement model ensures that

transactions are agreed upon by a specific set of endorsing

peers before they are committed to the ledger. Our model

adopts a majority-based endorsement policy, requiring more

than half of the endorsing peers to validate a transaction for it

to be considered legitimate. This ensures robustness against

malicious activities. For consensus, we opted for the Raft

ordering service, a crash-fault-tolerant consensus mechanism

that guarantees total order delivery of transactions.

4.7 Database management

Entrusted with the vital task of managing encrypted bio-

metric data, Hyperledger Fabric offers a database that is

resistant to tampering or unauthorized modifications. By

employing advanced access controls and state-of-the-art

encryption techniques, the system ensures the utmost pri-

vacy and protection of user information, thus fostering trust

among its users.

4.8 User interface and experience

Recognizing the diversity of its potential user base, the

system boasts an intuitive and user-centric interface. This

interface facilitates the seamless capture of biometric data,

guides users through the login process, and enables hassle-

free voting. It has been meticulously crafted to cater to a

wide range of devices, from mobiles to laptops, ensuring

universal accessibility.

4.9 System scalability and performance

Anticipating a surge in user registration and simultaneous

voting sessions, especially during peak election periods,

the system is architecturally designed for scalability.

Through the integration of load balancing methodologies

and refined algorithms, the system guarantees optimal

performance, rapid response times, and a seamless voting

experience for its users.

4.10 Security and privacy measures

Security remains paramount. The system is fortified with

robust security protocols to ward off unauthorized intrusions

and potential data breaches. Incorporating industry-standard

encryption methodologies, secure communication channels,

and stringent access controls, it presents a bulwark against

threats, thereby instilling confidence among its users.

4.11 Backup and disaster recovery

Understanding the criticality of the data it handles, the

system prioritizes consistent backups. Coupled with a well-

orchestrated disaster recovery plan, it ensures continuity of

operations even in the face of unexpected disruptions, be

they technical glitches or external threats.

4.12 Compliance and legal considerations

The system not only champions security and transparency

but also remains committed to legal compliance. Adhering

to all pertinent regulations and privacy statutes concerning

biometric data, it underscores the importance of informed

consent, ensuring users are always aware and in control of

how their data is utilized.

In conclusion, the proposed system combines biometric

identification and blockchain technology to ensure an

unparalleled level of security, privacy, and transparency in

the online voting process. Its user-friendly interface and

scalability make it a comprehensive solution for a reliable

and trustworthy voting platform.

5 System implementation

5.1 Voting algorithm: from registration to vote
casting

The following algorithm encapsulates the entire voting

process from voter registration to the casting of a vote,

factoring in the biometric verification mechanisms and the

blockchain storage methodology:
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Algorithm 1 Illustrates the general algorithm for e-Voting system

The algorithm outlines the voting process for the e-Voting

system, emphasizing biometric authentication. Initially, the

RegisterVoter function ensures that a voter is not already

registered within the Blockchain Network. If not, it captures

and stores the voter’s details and their chosen biometric data,

which can either be facial recognition or a fingerprint. The

chosen biometric data is captured via a smartphone or laptop’s

built-in hardware. Once registered, the Authenticate�
Votingr function verifies a voter’s identity bycomparing a live

capture of their biometric data with the previously stored

version in the Blockchain Network. This live data is acquired

every time they attempt to vote, ensuring authenticity. If

authenticated successfully, the CastVote function allows a

voter to submit their choice. It first checks if a vote has been

previously cast by the voter to prevent double voting. If no

previous vote is found, it records the new vote and saves it to

the Blockchain Network, ensuring a secure, transparent, and

tamper-resistant voting record.

1: function RegisterVoter(voterDetails, biometricType, biometricData)
2: if voterDetails /∈ BlockchainNetwork then
3: Store voterDetails in BlockchainNetwork
4: if biometricType is “Facial” then
5: Capture face using smartphone/laptop camera
6: else if biometricType is “Fingerprint” then
7: Capture fingerprint using smartphone sensor
8: end if
9: Store biometricData with voterDetails in BlockchainNetwork

10: return registration confirmation
11: else
12: return “Voter already registered.”
13: end if
14: end function
15: function Authenticate-Votingr(voterID, biometricType)
16: Retrieve storedBiometricData from BlockchainNetwork using voterID
17: if biometricType is “Facial” then
18: Capture liveFace using smartphone/laptop camera
19: if liveFace matches storedBiometricData then
20: return “Authenticated”
21: else
22: return “Authentication failed”
23: end if
24: else if biometricType is “Fingerprint” then
25: Capture liveF ingerprint using smartphone sensor
26: if liveF ingerprint matches storedBiometricData then
27: return “Authenticated”
28: else
29: return “Authentication failed”
30: end if
31: end if
32: end function
33: function CastVote(voterID, votingChoice)
34: if Authenticate-Votingr(voterID, biometricType) is “Authenticated”

then
35: if voterID has not voted in BlockchainNetwork then
36: Record votingChoice in BlockchainNetwork
37: return “Vote successfully cast”
38: else
39: return “Vote already cast”
40: end if
41: else
42: return “Authentication failed. Vote not cast”
43: end if
44: end function
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5.2 Algorithms for biometric data collection
and storage

The algorithm’s first step is to verify the provided voter ID

using the ‘VerifyVoter’ function. Only after successful veri-

fication does the algorithm proceed with biometric data col-

lection.Depending on the biometric type specified, it activates

either the camera (for facial recognition) or the fingerprint

sensor (for fingerprint data). The data captured from these

sources is then returned. If the voter ID cannot be verified, the

function informs the user that the verification failed.

Algorithm 2 Biometric collection and verification algorithm

With the captured and verified biometric data, the sys-

tem needs to securely store it. To ensure privacy and

security, a hash of the biometric data is generated. This

hash acts as a representation of the actual biometric data.

Using the ‘Hash‘ function, the algorithm generates this

unique hash. With the hashed data, a transaction is then

created, containing the voter’s ID and the biometric hash.

This transaction is sent to the Hyperledger Fabric network.

If successfully processed, the algorithm confirms storage; if

not, it indicates a failure.

Algorithm 3 Biometric storage algorithm

5.3 Algorithms for voter authentication, casting,
and tallying

To ensure that only valid voters cast votes, the system

relies on biometric authentication. For the voter trying to

cast a vote, the system retrieves the stored biometric hash

from the blockchain. Depending on the biometric type

(facial or fingerprint), the system captures live biometric

data using the device’s camera or fingerprint sensor. This

freshly captured data is then hashed. If the newly generated

hash matches the stored biometric hash, the voter is

authenticated.

1: functionCollectAndVerifyBiometric(voterID, deviceType, biometricType)
2: if VerifyVoter(voterID) then
3: if biometricType is “Facial” then
4: if deviceType is “Smartphone” OR deviceType is “Laptop” then
5: CaptureFace ← ActivateCamera(deviceType)
6: CapturedBiometricData ← CaptureFace
7: end if
8: else if biometricType is “Fingerprint” AND deviceType is “Smartphone”

then
9: CaptureFingerprint ← ActivateFingerprintSensor()

10: CapturedBiometricData ← CaptureFingerprint
11: end if
12: return CapturedBiometricData
13: else
14: return “Voter ID not verified”
15: end if
16: end function

1: function StoreBiometric(voterID, capturedBiometricData)
2: biometricHash ← Hash(capturedBiometricData)
3: Transaction ← CreateTransaction(voterID, biometricHash)
4: Send Transaction to HyperledgerFabric
5: if Transaction is successful then
6: return “Biometric data stored”
7: else
8: return “Storage failed”
9: end if

10: end function
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Algorithm 4 Biometric authentication

1: function Authenticate-Votingr(voterID, deviceType, biometricType)
2: storedBiometricHash ← RetrieveFromBlockchain(voterID)
3: if biometricType is “Facial” then
4: liveFace ← ActivateCamera(deviceType)
5: liveHash ← Hash(liveFace)
6: else if biometricType is “Fingerprint” then
7: liveF ingerprint ← ActivateFingerprintSensor()
8: liveHash ← Hash(liveF ingerprint)
9: end if

10: if liveHash matches storedBiometricHash then
11: return “Authenticated”
12: else
13: return “Authentication failed”
14: end if
15: end function

Once authenticated, the voter can cast their vote. The

system creates a transaction containing the voter’s ID and

voting choice. This transaction is then sent to the Hyper-

ledger Fabric network for secure storage. If the transaction

is confirmed, the vote is considered cast successfully;

otherwise, the system indicates a failure.

Algorithm 5 Vote casting and tallying

After voting concludes, the ‘TallyVotes’ function

retrieves all votes from the blockchain. It then calculates

the vote count for each choice. The final results are then

published, providing transparency and assurance of integ-

rity to all stakeholders.

1: function CastVote(voterID, votingChoice)
2: if Authenticate-Votingr(voterID, deviceType, biometricType) is

“Authenticated” then
3: voteTransaction ← Create-VotingTransaction(voterID, votingChoice)
4: Send voteTransaction to HyperledgerFabric
5: if Transaction is successful then
6: return “Vote successfully cast”
7: else
8: return “Vote casting failed”
9: end if

10: else
11: return “Authentication failed. Vote not cast”
12: end if
13: end function
14: function TallyVotes
15: votes ← RetrieveAllVotesFromBlockchain()
16: result ← Calculate-Votings(votes)
17: Publish result
18: return result
19: end function
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5.4 Hyperledger fabric endorsement
and consensus

The Voter Authentication Process (Algorithm 6) ensures

the security and legitimacy of a voter’s attempt to access

the system. The algorithm begins by prompting the user for

their unique Voter ID and their preferred biometric

modality for authentication. The chosen biometric data,

either fingerprint or facial recognition, is then captured and

defined as B.

Algorithm 6 Hyperledger fabric endorsement and consensus

This biometric data, B, is sent to a set of endorsing

peers, represented as E. Each endorsing peer individually

verifies the authenticity of B against the stored record in

the blockchain. A count, C, keeps track of the number of

endorsements.

A transaction proposal, T , is generated only if the

majority of the endorsing peers validate B. The majority is

determined as more than half of the total endorsing peers,

ensuring a robust protection against potential adversarial

activities. Once T gets the majority endorsement, it’s

ordered using the Raft ordering service and is committed to

the ledger, post which the voter is granted access. If not,

the voter’s access attempt is denied.

5.5 System implementation

Our e-Voting System is an intricate melding of cutting-

edge technologies and methodologies aimed at enhancing

the security, privacy, and transparency of online voting. To

achieve this goal, we divide the system into three distin-

guished layers, each contributing to its overall

functionality.

• Front-End Layer: Our aim is to present a user-friendly

interface to the voters. We have designed a web-based

platform to offer a seamless voting experience on both

smartphones and laptops. We integrated the system

with essential functions to access in-built cameras and

fingerprint sensors. Web-based platforms ensure a

broader reach as it can cater to various operating

systems without device-specific modifications.

• Application layer: Developed as a RESTful API, this

layer orchestrates the entire voting process, right from

registration to vote submission. Using Node.js with the

Express.js framework, we have ensured this API

provides platform-independent services with impecca-

ble scalability. The combination of Node.js and

Express.js provides a lightweight yet powerful platform

to develop RESTful APIs. This ensures our e-Voting

System can handle thousands of concurrent requests

without compromising speed or security.

1: function Verify-Endorsement(transactionProposal, listOfPeers)
2: endorsementCount ← 0
3: for each peer in listOfPeers do
4: if peer verifies transactionProposal then
5: endorsementCount ← endorsementCount + 1
6: end if
7: end for
8: if endorsementCount > length(listOfPeers)

2 then
9: return OrderTransaction(transactionProposal)

10: else
11: return “Endorsement failed”
12: end if
13: end function
14: function OrderTransaction(transactionProposal)
15: orderingService ← ActivateOrderingService() � Using Raft consensus
16: orderedTransaction ← orderingService.Order(transactionProposal)
17: if orderedTransaction is not null then
18: CommitToLedger(orderedTransaction)
19: return “Transaction Successful”
20: else
21: return “Transaction Ordering Failed”
22: end if
23: end function
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• Data layer: We integrated Hyperledger Fabric for our

e-Voting System which provides strong security for the

system. As Hyperledger Fabric is a permissioned

blockchain that guarantees that once a vote is cast,

it’s immutable and transparent. Moreover, the block-

chain structure ensures that every voter is unique,

curbing the potential of dual voting.

5.5.1 Biometric data collection and verification

• Facial recognition: Tapping into the potential of

OpenCV, a seasoned computer vision library, we have

sculpted a system that captures faces with precision. To

ensure that the face captured is genuine and not a photo

or video spoof, we integrated deep-learning models.

These models, trained on a predefined dataset, compare

the live capture against the stored biometric data to

authenticate voters accurately.

• Fingerprint authentication: Given the ubiquity of

fingerprint sensors in modern devices, our e-Voting

System seamlessly ties into the APIs. This ensures that

when voters opt for fingerprint-based authentication,

they have a swift and secure experience.

5.5.2 Development of the e-Voting system

• Voter registration (Function RegisterVoter): First and

foremost, before capturing any biometric data, we query

the blockchain. This is to ascertain that the voter has not

previously registered. Post this verification, our system

activates the requisite biometric module (facial/finger-

print) to capture the voter’s unique attributes. Once

captured, the voter’s details, along with their biometric

data, find a secure spot in our Hyperledger Fabric

blockchain.

• Voter authentication (Function Authenticate-Votingr):

Voter authentication is pivotal to ensure only eligible

voters cast their votes. To facilitate this, our system

fetches the biometric data associated with the voter ID

from the blockchain. With data in tow, it activates the

respective biometric module to capture live data. A

deep comparison ensues between the live data and

stored data. A match results in a successful

authentication.

• Vote casting (Function CastVote): The culmination of

our system’s processes is in vote casting. Leveraging

the authentication methods elucidated above, it verifies

the voter’s identity. Post successful authentication, the

system checks the blockchain to ensure the voter hasn’t

previously cast their vote. If all checks pass, the voter’s

choice is encrypted and securely recorded on the

blockchain.

6 Experiment and result

We developed an electronic voting system that is web-

based and accessible using both laptops and smartphones

using a RESTful API. The system allows voters to vote

with verification and validation using a combination of

voter ID and fingerprint or voter ID and facial recognition.

All transactions are stored and verified in a blockchain

network.

6.1 Experiment

We conducted an experiment where a total of 100 voters

were chosen for this experiment. We assigned a unique ID

(as Voter ID) to each participant and the proposed system

registered the voters with either smartphones or laptops

that have both fingerprint sensors and cameras. We first

captured the fingerprints and facial recognition data and

stored it against the voter ID in the blockchain network

(Hyperledger Fabric). Then, participants were provided

with a secure link to access the voting platform.

There are different steps in the voting procedure. The

voter first needed to enter their correct voter ID first. Then,

the system would ask them to select either fingerprint or

facial recognition for final verification and validation. If the

verification and validation were correctly identified

through the blockchain against the stored data, then the

system would allow the voter to cast their vote. Upon

successful verification against the blockchain’s stored data,

access to the voting portal was granted. A two-attempt

system was implemented for biometric verification. Failure

to authenticate on the second attempt resulted in session

termination.

After voting, the system autonomously compiles the

results at a predetermined time, displaying the vote count

for each candidate and the respective percentages of the

total votes.

6.2 Findings

The experiment results showed that the process of bio-

metric data collection was notably efficient. Out of 100

participants, 97 successfully registered their biometrics on

the first attempt. The remaining 3 participants faced minor

hitches due to device compatibility issues but were able to

register successfully on subsequent attempts. All of the

votes were cast successfully and the results were tallied

accurately. In terms of biometric verification, the system

demonstrated an accuracy rate of 87%. There were 13% of

instances (13 out of 100) where voters could not authen-

ticate even after the second attempt, leading to session
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termination. The following are some of the key findings of

the experiment (Fig. 9):

• The blockchain network provided a secure and tamper-

proof way to store and verify voting data. The system is

also able to prevent any fraudulent voting attempts.

• The biometric verification methods were effective in

preventing fraudulent voting attempts.

• The RESTful API made it easy for voters to cast their

votes from their laptops or smartphones.

Overall, the experiment results were very promising and

showed that the proposed system is a feasible and secure

way to conduct electronic voting. Periodic checks on the

blockchain entries verified the integrity and immutability

of the stored data. No discrepancies or unauthorized

alterations were found during the course of the experiment,

underscoring the system’s resilience against potential

tampering. In addition to the findings mentioned above, the

experiment also revealed some of the following limitations

of the system:

• The system requires voters to have a smartphone or

laptop with a fingerprint sensor and camera.

• The system requires voters to be registered with the

system in advance.

• The system does not allow voters to change their votes

once cast.

7 Authentication mechanism’s performance

Our authentication mechanism’s performance was gauged

on pivotal biometric metrics, including authentication time,

False Acceptance Rate (FAR), and False Recognition Rate

(FRR). Table 1 elucidates these findings.

Table 2 indicates that the average authentication time

for fingerprint recognition was relatively faster than that for

facial recognition. The FAR for both modalities remained

low, suggesting that unauthorized users were seldom

granted access. However, FRR indicates a slightly higher

percentage for facial recognition, implying that there were

instances where legitimate users might have faced chal-

lenges during authentication.

7.1 Analysis of intra-class variation and accuracy
enhancement

Biometric technology is robust, but it inherently grapples

with intra-class variation, which often leads to false posi-

tives and false negatives. Our system’s accuracy rate of

87% underscores this challenge, especially given the uni-

versal importance of voting accuracy. In analyzing the

false positives, we observed potential influences from

varied lighting conditions, minor injuries to fingerprint

regions, and even subtle differences in facial expressions or

angles during facial recognition. To bolster accuracy, we

can consider several proactive steps:

• Device standardization: Implementing a set of recom-

mended devices or device specifications can mitigate

compatibility-related inaccuracies.

• Advanced algorithms: Integrating machine learning-

based algorithms that adapt and learn from verification

attempts could significantly increase accuracy over

time.

Table 2 Biometric metrics for the proposed blockchain & biometric

system

Metric Fingerprint Facial recognition

Authentication Time (avg.) 1.8 s 3.1 s

FAR 1.2% 2.5%

FRR 2.5% 3.0%

Fig. 9 Election result interface

of the proposed system
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• Multi-modal biometrics: Combining multiple biometric

modalities, such as facial and fingerprint recognition,

for simultaneous verification can drastically reduce

false positives.

• Voter Education: By educating voters on optimal

conditions for biometric registration and verification,

such as consistent lighting and positioning, we can

ensure improved data capture.

To specifically address the concern of proxy voting, a more

granular analysis of false positives is essential. We

acknowledge that while the sample size of 100 participants

provides insights, a larger dataset would allow for a more

nuanced understanding of the system’s false positives,

laying the groundwork for necessary refinements.

These limitations could be addressed in future iterations

of the system. For example, the system could be made to

work with other biometric verification methods, such as iris

scanning or voice recognition. The system could also be

made to allow voters to change their votes before the

voting period ends.

8 Discussion

In the realm of electoral processes, the transition from

paper ballots to electronic voting marked a significant

evolution. While this evolution promised increased effi-

ciency, it brought forth its unique set of challenges, espe-

cially concerning security. The vulnerabilities of electronic

systems to threats, attacks, and risks necessitate robust

security integrations to maintain the democratic sanctity of

the process. The inception of electronic voting was indeed

to alleviate the many pitfalls of manual paper voting, such

as forgeries and counting errors. Yet, despite its merits, it

soon became apparent that a digital system wasn’t immune

to flaws.

A novel feature of e-Voting is its capacity for real-time

monitoring. This is transformative as it permits all stake-

holders, from voters to observers, to oversee the voting

process, fortifying its credibility. By leveraging biometric

technology, e-Voting’s promise of heightened security and

transparency becomes tangible. Additionally, the benefits

of cost-efficiency and time-effectiveness that accompany

online voting get accentuated.

The system addressed the challenges of both paper-

based voting and conventional electronic systems. Notably,

many existing online voting mechanisms remain suscepti-

ble to external threats, often lacking in reliability. e-Vot-

ing’s aspiration is to craft a harmonious confluence of

transparency, privacy, and security. Utilizing hyperledger

fabric, the system reinforces data integrity. With the

inclusion of the hash function, there’s a solid encryption

layer, bolstering the security apparatus and ensuring data

access remains stringent, limited only to authorized

entities.

Usability and accessibility are cornerstones of any suc-

cessful e-voting system, ensuring a broader demographic

reach and inclusion of voters from diverse backgrounds and

technological aptitudes. Despite leveraging the latest in

blockchain and biometric technology, our proposed i-vot-

ing system must be adaptable to different sections of

society, especially for voters in remote and technologically

underserved areas (e.g., villages).

While our study focused primarily on security, privacy,

and transparency, it shed light on the overall usability of

our model, with 88% of participants successfully casting

their votes using biometric authentication. However,

broader implementation in areas with limited internet

infrastructure or low technological literacy still requires

attention. We recognize that the efficacy of an online

voting system depends not only on its technological

superiority but also on its flexibility to accommodate voters

from all walks of life.

For voters in remote areas such as the countryside, the

system’s compatibility with basic smartphones or com-

munity-based voting kiosks, combined with simplified user

interfaces and localized language support, could be key to

facilitating their participation. Further research will explore

these facets, aiming to develop a more inclusive online

voting platform that bridges the digital divide and ensures

that every voter, regardless of location or technical

expertise, can confidently engage in the democratic

process.

With a focus on enhanced security, privacy, and trans-

parency, the experiment validates the feasibility of inte-

grating blockchain technology with biometric verification

in the electoral process. Feedback from participants sug-

gested that the voting process was largely user-friendly and

intuitive. The average time taken to complete the voting,

from accessing the link to casting the vote, was approxi-

mately 4 min. Some participants appreciated the additional

layer of security offered by biometric verification. The

system’s result compilation was cross-checked against

manual tallies for a subset of votes. The findings showed an

87% match, confirming the accuracy and reliability of the

platform in counting and presenting voting results.

8.1 Scalability considerations

8.1.1 Scalability from technological aspects

While our initial experiment with a modest sample of 100

participants validated the proof of concept and ensured the

foundational integrity of our system, scalability remains

paramount for national elections. Hyperledger Fabric, the
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blockchain network we used, is renowned for its scalability

and performance. It is designed to support pluggable

implementations of different components and accommo-

date the complexity and intricacies of large-scale opera-

tions. Extrapolating our system to a national scale requires

considering the following key factors:

• Distributed ledger capacity: The distributed nature of

blockchain can handle vast numbers of transactions,

making it suitable for extensive voter registrations and

vote casts.

• Network infrastructure: To maintain system perfor-

mance during the high transaction volumes typical of a

national election, we would need to upgrade our

infrastructure with more nodes and higher computa-

tional resources.

• Parallel processing: Parallel processing techniques and

robust cloud infrastructure can enable simultaneous

processing of multiple biometric authentications, ensur-

ing minimal latency and real-time responsiveness, even

during peak usage.

We acknowledge that transitioning from a pilot study to a

nationwide implementation is challenging. However, the

modularity and scalability potential of Hyperledger Fabric,

combined with advances in cloud technology, positions our

system to handle the demands of an entire country’s

electorate.

8.1.2 Biometric scalability in diverse populations

The promise of biometric technology for secure and effi-

cient identification is undeniable. However, scaling its

successful implementation in diverse populations presents

substantial challenges. Biases inherent in algorithms,

accessibility limitations, privacy concerns, and public trust

barriers require careful consideration and proactive solu-

tions. We are considering the following to address the

challenges:

1. Mitigating algorithmic biases

• Multi-modal biometric systems: We combined

multiple biometric modalities such as fingerprints

and facial recognition that compensate for individ-

ual limitations and strengthen inclusivity.

• Diverse Training Data: We are considering to

generate and utilize datasets that genuinely reflect

the global demographic landscape in terms of age,

ethnicity, and gender is crucial for training algo-

rithms that perform accurately across populations.

2. Ensuring accessibility and inclusivity

• Alternative authentication methods: We have

designed the authentication process by combining

a pattern of alternative login options, either a

combination of facial recognition and NID or

fingerprint and NID. Such an approach caters to

individuals who lack compatible biometric features

or technology access, including those with

disabilities.

• Accessibility standards: We aim to design biomet-

ric systems that adhere to accessibility standards

and equal participation for all demographics.

3. Addressing data privacy and security

• Robust data security: We considered implementing

best-in-class encryption, secure storage protocols,

and strict data minimization practices to safeguard

biometric information with blockchain technology.

• Transparency and user control: We would imple-

ment a clear policy for data collection and usage

alongside user control over their biometric data to

build trust and address privacy concerns.

4. Fostering public acceptance and trust

• Extensive public awareness campaigns: Consider-

ing the future collaboration with election officials

for real-world testing of our proposed system, we

plan to educate the selected stakeholders about the

benefits, security measures, and ethical considera-

tions surrounding biometric technology fosters trust

and encourages adoption.

8.2 Future research direction

While the proposed i-Voting system presents considerable

advancements in the domain of online voting, there is an

array of potential research trajectories that can further

amplify its capabilities:

• Decentralized identity verification: Future studies can

delve into leveraging decentralized identity platforms in

conjunction with biometrics to further strengthen voter

identity verification.

• Alternative blockchain protocols: While Hyperledger

Fabric was the choice for this research, exploring other

blockchain protocols might offer different benefits in

terms of scalability, speed, or security.

• Voter experience enhancement: User experience

research could provide insights into making the voting

process more intuitive and user-friendly, encouraging

broader adoption.

• Post-election audit mechanisms: Researching auto-

matic, blockchain-based post-election audits could

provide another layer of trust and verification to the

process.
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• Accessibility and inclusivity: Further studies can look

into making the system more inclusive, catering to

voters with disabilities or those who might not have

ready access to sophisticated devices.

• Resilience against quantum attacks: As quantum com-

puting evolves, it poses threats to many cryptographic

methods. Researching quantum-resistant cryptographic

methods for our voting system will be crucial.

• Integration with national systems: How can the e-Vot-

ing system be integrated or interfaced with existing

national or regional voting systems? This would require

both technical and policy-based research.

The domain of electronic voting, with the convergence of

blockchain and biometrics, is teeming with possibilities.

e-Voting, as a prototype, sets the stage for further inno-

vations that can redefine the way democracies function in

the digital age.

9 Conclusion

With the advancement of social digitalization, modernizing

the electoral process is a necessity. Although significant

effort has been made so far in the past decades that paved

the transformation of paper-based voting into electronic

voting. In this paper, we proposed a novel, web-based

online voting system that utilizes blockchain technology

and biometric identification techniques to improve the

security, privacy, and transparency of elections. The sys-

tem utilized Hyperledger Fabric, a permissioned block-

chain, to store and maintain a secure and tamper-evident

voting record. Biometric modalities including fingerprint

and facial recognition are integrated for dual-factor voter

authentication and security. We implemented a prototype

of the system and evaluated its performance with prede-

fined experimental settings. The results of the evaluation

demonstrate that the proposed system provides seamless

access to voters to conduct online voting. The experiment

was conducted with 100 participants where 87% success-

fully registered their biometrics on the first attempt while

the remaining 3% participants faced issues. In terms of

biometric verification during the voting process, 88% of

selected voters were able to authenticate voting. In essence,

our research presents a groundbreaking blueprint, promis-

ing a future where voting is not just a right, but a seamless,

secure, and transparent experience for every citizen. Future

research shall be carried out that shall involve working

with election officials and voters to understand their needs

and requirements.
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