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ABSTRACT 

 
This study presents a novel approach for fast and robust passive live face detection 

designed for enhanced access control systems. The proposed solution integrates stereo 

vision technology with advanced deep learning models to deliver a high-performance 

authentication mechanism. Utilizing the OAK-D Lite stereo vision camera, the system 

captures both 2D and 3D facial data, enabling the extraction of depth information to 

distinguish between live human faces and spoofing attempts such as photos, videos, or 

masks. A custom deep learning model is developed, specifically optimized to recognize 

subtle depth variations in real time. The study emphasizes the model’s capability to operate 

without active user engagement, such as blinking or head movements, providing a seamless 

and secure authentication process. To train the model, a comprehensive dataset of stereo 

facial images was collected, followed by meticulous data preprocessing and augmentation. 

The training process included the use of state-of-the-art deep learning techniques, 

leveraging stereo-view depth information to improve the model's robustness against 

spoofing attacks. The performance of the model was evaluated based on several metrics, 

including accuracy, precision, recall, and F1 score, showcasing a significant improvement 

in spoof detection accuracy when compared to traditional 2D facial recognition systems. 

The results indicate that the integration of stereo vision and deep learning dramatically 

reduces the false acceptance rate in face authentication systems while maintaining real-

time processing capabilities crucial for access control environments. By addressing key 

limitations in current facial recognition technology, this research contributes a highly 

secure and efficient face authentication method, paving the way for its application in 

industries requiring rigorous access control such as banking, healthcare, and corporate 

security. 
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CHAPTER 1 

INTRODUCTION 
 

1.1 Background of the Research 

In recent years, the rise of biometric technology has transformed security protocols, 

enabling sophisticated, contactless methods for personal identification and verification. 

Biometric systems leverage unique physiological and behavioral characteristics—such as 

fingerprints, iris patterns, and facial features—to verify an individual's identity. Among 

these, facial recognition has become particularly popular due to its non-invasive, user-

friendly nature, and its adaptability to various high-security applications, from corporate 

access control to mobile device security. However, as these systems become more widely 

deployed, they face increasing challenges related to spoofing attempts, which use 

counterfeit facial representations (like photographs, videos, or masks) to trick the system. 

Addressing these vulnerabilities, liveness detection aims to distinguish between live, 

legitimate users and artificial representations. Traditional liveness detection methods have 

relied on 2D facial data, often analyzing texture, color, or other superficial features to verify 

identity. While effective to an extent, 2D-based systems remain limited in their ability to 

reliably differentiate between live faces and sophisticated 2D attacks. For instance, high-

quality photos or videos can sometimes bypass these systems, especially in settings where 

lighting and background factors vary. This limitation has emphasized the need for a more 

advanced approach to liveness detection. 

Recent advances in stereo vision technology offer a promising solution to this challenge 

by enabling systems to analyze three-dimensional facial structures through in-depth 

information. Unlike traditional 2D systems, stereo vision technology captures multiple 

perspectives, producing disparity maps that reveal the depth and contours of a face. Depth 

data provides crucial insights into the 3D structure of facial features, enabling the system 

to detect subtleties that are absent in flat images. When coupled with deep learning, these 
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stereo vision systems can rapidly and accurately differentiate between live faces and 

spoofing media. 

Deep learning, particularly with convolutional neural networks (CNNs), has shown 

substantial success in feature extraction, pattern recognition, and real-time processing. In 

this study, the YOLOv11 (You Only Look Once, version 11) model is used for face and 

head detection, optimized to handle both RGB and depth data. YOLOv11’s single-pass 

detection approach allows it to recognize multiple features in real-time, enhancing the 

system’s ability to detect liveness in high-traffic environments. 

 

1.2 Motivation 

In today’s security landscape, reliable face recognition is essential in high-stakes areas like 

finance, healthcare, and corporate security. Traditional 2D face recognition systems, 

however, are vulnerable to spoofing attacks, such as photos, videos, or masks, that exploit 

these systems’ limitations. Studies by Li et al.[2] and Rehman et al.[3]  indicate that 2D 

systems struggle to reliably distinguish between live faces and spoofed ones, creating risks 

in high-security applications where false acceptance can have severe consequences. This 

challenge underscores the urgent need for a more robust solution in face detection 

technologies, one that remains efficient and user-friendly. 

Deep learning advancements have offered promising improvements in this domain. 

Complex facial pattern analysis with CNNs trained on stereo or multimodal datasets, as 

demonstrated by Noor Al-Huda Taha et al.[36] and George et al.[20], provides a powerful 

anti-spoofing tool, capturing depth and texture features that are difficult to replicate in 2D 

spoofing. Moreover, unlike methods that rely on active user engagement (e.g., blinking), 

stereo vision allows passive detection, enabling smooth, efficient authentication that is 

crucial in high-traffic settings where speed and security must be balanced. 

Recent advances in stereo vision and multimodal approaches further support the transition 

away from 2D systems. Research by Albakri and Alghowinem [4] and Wu et al.[10] 



 

 

©Daffodil International University                                                                                 3  

 

highlights that blending RGB and depth data enhances systems’ adaptability to changing 

environmental factors, such as lighting variability, improving accuracy. This dual-modality 

approach is beneficial in applications where traditional 2D systems often fail. 

1.3 Problem Statement 

Face recognition has become a cornerstone of security systems in sectors like finance, 

healthcare, and corporate access control, where both speed and accuracy are critical. 

However, traditional 2D face recognition systems suffer from significant security 

vulnerabilities, especially concerning their susceptibility to spoofing attacks. Spoofing 

methods, which include presenting static photos, videos, or 3D masks to deceive 

recognition systems, can bypass 2D security protocols with relative ease. This vulnerability 

poses serious risks in high-security environments, where unauthorized access could lead to 

data breaches, financial losses, or compromised safety. 

While numerous advancements have been made in the field of face recognition, current 

2D-based systems struggle to distinguish live faces from spoofed attempts accurately. The 

main limitation of these systems is their reliance on 2D facial texture information alone, 

which does not provide the depth cues needed to differentiate between a real, three-

dimensional human face and a flat or simulated image. Studies by Li et al.[12] and Rehman 

et al.[3] have shown that without depth information, 2D face recognition models exhibit 

high false acceptance rates, compromising their effectiveness in environments where 

security breaches have costly consequences. 

To counter this vulnerability, some systems have incorporated active liveness detection 

methods, which require users to perform actions like blinking or moving their heads. 

Although this approach adds a layer of security, it disrupts the user experience and reduces 

the efficiency of the authentication process. Moreover, these active methods are still 

vulnerable to certain sophisticated spoofing techniques, such as those involving replayed 

videos of real facial movements. Thus, there is a pressing need for a face detection solution 

that can passively and accurately determine liveness without requiring any active user 

engagement. 
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Recent advancements in stereo vision technology offer a promising solution by enabling 

the capture of 3D depth information in addition to 2D facial textures. This technology, as 

demonstrated by Albakri and Alghowinem.[11], provides depth-based cues that enhance 

the system’s ability to detect subtle differences between live faces and spoofed attempts, 

resulting in improved robustness against common spoofing tactics. 

 

1.4 Research Questions 

▪ RQ1: How can stereo vision-based YOLOv11 enhance the accuracy and robustness 

of live face detection for access control compared to traditional 2D recognition 

systems? 

▪ RQ2: What is the impact of integrating stereo vision with deep learning on the 

scalability and real-time performance of live face detection systems in constrained 

environments? 

▪ RQ3: How does the integration of stereo vision contribute to reducing false 

positives and false negatives in live face detection for access control? 

 

1.5 Expected Output 

▪ Development of an Enhanced Live Face Detection System: 

o Creation of a stereo vision-integrated YOLOv11 model for access control, 

providing improved accuracy and robustness against spoofing attempts. 

▪ Evaluation of Model Performance: 

o A comprehensive comparison of the stereo vision-based system against 

traditional 2D recognition models, with performance metrics such as 

precision, recall, accuracy, and F1 score. 

▪ Deployment-Ready Solution: 

o Implementation of an optimized and scalable face detection model that 

ensures real-time performance and accuracy for access control applications 

in diverse environments. 
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1.6 Objectives 

This research aims to overcome the limitations of traditional 2D face recognition in 

preventing spoofing by leveraging stereo vision and deep learning. The primary objectives 

of this study are as follows: 

● Develop a Passive, Real-Time Face Detection System Using Stereo Vision: 

Design a system that passively detects live faces without requiring user actions like 

blinking. 

● Create a Custom Deep Learning Model for Enhanced Spoof Detection: Build 

and train a deep learning model optimized to process stereo-view data in real time.  

● Optimize for High Accuracy and Low False Acceptance Rates: Ensure the 

system achieves high accuracy with minimal false acceptance. 

● Adapt to Diverse Real-World Environments: Make the system reliable across 

varied environmental conditions, such as lighting changes and complex 

backgrounds. 

● Enable Scalability and Feasibility for Deployment: Optimize the model for 

deployment on mobile and embedded devices by incorporating resource-efficient 

techniques like transfer learning. This scalability balances security and efficiency, 

making it deployable in resource-constrained environments. 

● Develop a User-Friendly System for High-Security Environments: Design the 

system to integrate seamlessly into high-security environments, such as banks and 

healthcare facilities, where user experience and security are critical. 

● Set a Benchmark for Stereo Vision-Based Detection in Biometric Security: 

Establish this depth-based model as a benchmark in biometric recognition by 

comparing its effectiveness with 2D and multimodal systems. 

● Compile a Comprehensive Stereo-View Dataset: Build a diverse dataset of 

stereo-view facial images covering various demographics and environments. 

● Evaluate Robustness Against Advanced Spoofing Techniques: Test the model’s 

resistance to emerging spoofing methods, including 3D masks and replayed facial 

movements.  
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● Enhance System Efficiency by Minimizing Computational Overhead: Employ 

optimizations such as lightweight model architectures and streamlined data 

processing to reduce hardware demands. 

● Demonstrate Practical Application in High-Stakes Settings: Simulate or deploy 

the system in access control environments, such as banks or corporate offices, to 

document its impact on security and user experience. 

● Contribute to Biometric Security through Academic and Industry 

Engagement: Share findings through academic publications and industry 

collaborations. 

 

1.7 Research Methodology 

This research employs a multi-step methodology that integrates stereo vision with deep 

learning to develop a passive, real-time face detection system designed to differentiate live 

human faces from spoofing attempts. The methodology includes data collection using 

stereo vision, model training, real-time detection, and performance evaluation. Below is an 

outline of each phase: 

● Data Acquisition Using OAK-D Lite Stereo Vision Camera 

The OAK-D Lite stereo vision camera captures both 2D and 3D data for live face 

detection.  

● Custom YOLOv11 Model Training for Face and Head Detection 

YOLOv11, a state-of-the-art deep learning model, is used for object detection and 

classification.  

● Real-Time Detection and Liveness Verification 

The detection system processes RGB and depth data from the OAK-D Lite camera. 

Depth maps enhance the model’s ability to recognize 3D structures, while RGB 

frames are analyzed for texture and color patterns.  
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● Performance Evaluation and Metrics Analysis 

The model's performance is assessed using metrics such as accuracy, precision, 

recall, and F1 score.  

 

1.8 Proposed Solution 

The proposed solution aims to enhance face recognition security by introducing a robust, 

real-time live face detection system that passively detects and verifies the liveness of 

human faces. This system, specifically designed for access control in high-security 

environments, leverages stereo vision technology and a custom-trained YOLOv11 model 

to differentiate between live faces and potential spoofing attempts, such as photos or masks. 

The core components of this solution are the OAK-D Lite stereo vision camera for 3D 

depth perception and the YOLOv11 deep learning model, trained to recognize human facial 

features in stereo-view data. 



 

 

©Daffodil International University                                                                                 8  

 

 

Figure 1.1: Proposed Solution Workflow 

● OAK-D Lite Camera for Stereo Vision and Depth Analysis 
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○ Stereo Depth Mapping: The OAK-D Lite camera captures 2D RGB and 

3D depth data, enabling detection of live faces by revealing depth variations 

that spoofing attempts can't replicate. 

○ Enhanced Disparity Processing: The stereo depth settings are optimized 

for high-density mapping, consistency checking, and noise reduction, 

ensuring robust performance in challenging environments. 

● Custom YOLOv11 Model for Real-Time Detection and Classification 

○ YOLOv11 for Head and Face Detection: The custom-trained YOLOv11 

model detects human heads and faces in RGB and depth images, using data 

augmentation to handle various orientations, lighting, and occlusions. 

○ Integration of Depth and RGB Detection: The detection pipeline uses 

depth-based and RGB-based detection to analyze 3D structures and facial 

textures, providing strong spoofing protection. 

● Detection Pipeline with MediaPipe Integration for Additional Face Analysis 

○ Dual Detection Framework: The system combines MediaPipe with 

YOLOv11 to improve facial landmark detection and ensure consistency, 

reducing false positives and boosting reliability. 

○ Bounding Box and Confidence Thresholding: The system uses 

confidence scores to filter low-confidence detections, ensuring only high-

confidence liveness detections are processed. 

● Real-Time Face Detection and Annotation Automation 

○ Continuous Data Collection: Detected faces and bounding boxes are 

automatically saved in YOLO format, creating an evolving dataset for 

iterative model improvement. 

○ Depth-Based Real-Time Feedback: YOLOv11 processes depth frames in 

real time, displaying bounding boxes and confidence scores on both RGB 

and depth frames. 

● Robustness Against Spoofing Attacks 
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○ Multi-Modal Spoof Detection: Depth and RGB data integration ensures 

robust spoof detection by analyzing depth inconsistencies inherent in 2D 

spoofing media. 

○ Head Position and Movement Verification: The system passively detects 

natural head movements and positional shifts, confirming the presence of a 

live individual. 

● Deployment and Optimization for Access Control 

○ Embedded System Efficiency: The system uses model quantization to 

ensure real-time performance with minimal latency in resource-constrained 

environments. 

○ Adaptability: The multi-modal framework enables the system to perform 

reliably in diverse environmental conditions, making it suitable for high-

security, high-traffic environments. 

1.9 Conclusion 

In summary, this research addresses a significant gap in face recognition security by 

proposing a stereo vision-based liveness detection system that enhances the reliability of 

biometric access control. Traditional 2D face recognition systems are widely used in high-

security environments such as finance, healthcare, and corporate sectors; however, they are 

vulnerable to spoofing attacks using photos, videos, or masks. This vulnerability exposes 

these systems to security risks that could result in unauthorized access and critical data 

breaches. The proposed solution leverages a combination of stereo vision technology and 

deep learning to address these limitations. By using the OAK-D Lite stereo camera, the 

system captures depth data along with RGB images, enabling it to distinguish live, three-

dimensional faces from flat, static images or other spoofing methods. The depth data 

collected offers unique three-dimensional cues that a 2D system cannot capture, making it 

highly effective in recognizing real faces under various conditions.  
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CHAPTER 2 

LITERATURE REVIEW 

2.1 Introduction 

Face recognition technology is integral to modern security systems in high-stakes sectors 

like finance, healthcare, and corporate environments. Its widespread adoption is due to its 

convenience, speed, and ability to offer secure, contactless access control. However, as 

face recognition usage grows, so does scrutiny over its vulnerability to spoofing attacks. 

Spoofing, which deceives the system with photos, videos, or masks, is a major threat to 

traditional 2D face recognition methods that rely solely on texture and shape data. These 

conventional systems lack the capacity to distinguish flat, static images from live, three-

dimensional faces, creating significant security risks in sensitive applications. 

To address these vulnerabilities, researchers have developed advanced methods to bolster 

face recognition systems against spoofing. Integrating stereo vision technology, which 

captures depth information, with deep learning techniques, which analyze complex facial 

patterns, shows promise in overcoming these limitations. Depth-based approaches provide 

3D information that differentiates live faces from spoofed attempts, while deep learning 

models, such as Convolutional Neural Networks (CNNs), excel at extracting subtle facial 

features, enhancing detection accuracy.  

2.2 Literature Review 

This literature review examines existing work on face recognition and anti-spoofing 

techniques, with a focus on stereo vision and deep learning as promising solutions for 

enhancing security in access control systems. This section explores traditional 2D face 

recognition and its limitations, the integration of stereo vision for depth-based liveness 

detection, the role of deep learning architectures like YOLO and CNNs, and hybrid 

approaches that leverage multiple data modalities. 

Traditional 2D Face Recognition and Its Limitations 
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Face recognition systems based on 2D image processing are widely used due to their 

simplicity and ease of integration. However, traditional 2D systems rely solely on texture 

and shape features, making them vulnerable to spoofing attacks that involve high-quality 

photos, videos, or masks. Studies such as those by George and Marcel.[20] reveal that 2D 

systems frequently fail to distinguish between real human faces and static reproductions, 

leading to high false acceptance rates. The lack of depth information in 2D images is a 

fundamental limitation, as these systems cannot capture the three-dimensional structure of 

a human face, making them susceptible to presentation attacks. 

Stereo Vision and Depth Analysis 

Stereo vision has proven to be a transformative approach in face spoofing detection, 

offering the ability to capture and analyze depth information crucial for distinguishing 

between genuine and spoofed faces. This technology works by generating disparity 

maps—3D representations that reflect the differences in depth between various points on 

a subject’s face—providing an extra layer of security beyond traditional 2D imaging. 

Li et al.[59] presented a method that applies stereo matching to accurately differentiate 

between live and spoofed faces, taking advantage of depth cues that are imperceptible to 

standard cameras. This approach demonstrated improved robustness to typical spoofing 

tactics like printed photos or digital displays by using 3D data alongside texture features 

(Li et al.[59]). Similarly, Yasar Abbas Ur Rehman.[3] introduced SLNet, which 

integrates dynamic disparity maps into a CNN-based architecture. SLNet dynamically 

adjusts to variations in-depth data, making it highly adaptable to real-world environmental 

changes, such as fluctuating lighting and background settings, that can otherwise challenge 

spoof detection systems. 

Stereo Vision for Depth-Based Liveness Detection 

Stereo vision technology, which involves capturing images from two perspectives, has 

emerged as a viable solution to overcome the limitations of 2D face recognition. By  
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generating disparity maps, stereo vision enables the extraction of depth information that 

provides unique 3D cues about a face’s structure. Research by Rehman et al.[3]  and 

Albakri and Alghowinem[4] shows that depth cues significantly improve the system's 

ability to differentiate live faces from spoofed ones, as depth information cannot be easily 

replicated by flat images or videos. 

Stereo vision systems combine depth and RGB data, allowing for a more comprehensive 

analysis of facial features. Depth-based liveness detection not only reduces false 

acceptance rates but also enhances security in a non-intrusive manner, making it suitable 

for high-traffic environments.  

Deep Learning and CNN-Based Methods 

With the rise of deep learning, particularly Convolutional Neural Networks (CNNs), 

face spoofing detection has advanced significantly by enabling detailed extraction of facial 

features and enhancing model robustness against spoofing. CNN-based architectures are 

well-suited for analyzing both texture and depth features, making them a powerful tool in 

face anti-spoofing applications. 

George and Marcel.[21] introduced a novel approach utilizing Cross-Modal Focal Loss 

to improve spoofing detection in RGB-D images. Their model leverages both RGB (color) 

and depth channels to enhance accuracy, addressing limitations in traditional single-

channel systems that rely solely on texture information. By incorporating depth data, their 

method achieved high accuracy across various lighting conditions and facial orientations, 

making it ideal for complex real-world environments (George and Marcel, [21]). 

Seyedkooshan Hashemifard and Mohammad Akbari.[40] presented a compact CNN 

model for face spoofing detection, focusing on optimizing processing efficiency for mobile 

and embedded systems. Their approach combines wide and deep features, creating a 

lightweight architecture that reduces computational load without sacrificing accuracy.  

Shefali Arora, M. P. S. Bhatia, Vipul MittalAuthors Info, Claims.[41] further advanced 

CNN-based spoofing detection with a hybrid framework that combines handcrafted 
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features with deep learning layers. By integrating these two approaches, their model 

effectively balances computational efficiency and detection accuracy. This hybrid method 

yielded an average success rate of 85.62%, underscoring its applicability in high-security 

environments where both speed and precision are critical. 

Deep Learning Techniques in Face Anti-Spoofing 

Deep learning has revolutionized face recognition and anti-spoofing by enabling models to 

learn complex facial patterns from vast datasets. Convolutional Neural Networks (CNNs) 

have been widely adopted in face recognition due to their capacity to extract detailed 

features, such as texture and structure, from facial images. Noor Al-Huda Taha, Taha 

Hasan, Mohammed Akram Younis.[36] explored CNN-based anti-spoofing models 

trained on stereo-view data, achieving high accuracy in liveness detection by capturing 

both texture and depth cues.  

Transfer learning and data augmentation are also integral to deep learning approaches in 

face anti-spoofing. Transfer learning allows models to build on pre-trained weights, 

speeding up training and enabling the model to learn face-specific features more efficiently. 

Data augmentation techniques, such as rotation, brightness adjustments, and noise 

injection, enhance the model's robustness by simulating various conditions. These 

techniques, as discussed by Ali Hassani, Jon Diedrich, Hafiz Malik.[13], are crucial for 

improving the model’s performance in diverse environments, ensuring consistent accuracy 

across different lighting and backgrounds. 

Multimodal and Hybrid Approaches 

Recent advancements in face spoofing detection have seen significant interest in 

multimodal and hybrid approaches. By leveraging multiple data channels—such as 

RGB, depth, and motion—these models create robust systems capable of distinguishing 

live faces from spoofing attempts with high accuracy, even under varied environmental 

conditions. 
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Anjith George, Sebastien Marcel.[21] conducted a comprehensive evaluation of multi-

channel biometric face detection, highlighting the effectiveness of RGB-D data in 

creating a robust anti-spoofing system. By combining color (RGB) with depth information, 

this model reduced false positives, particularly in complex settings where single-channel 

methods struggle with variable lighting and face orientations. 

Ali Hassani, Jon Diedrich, Hafiz Malik.[13] introduced a synthetic noise augmentation 

technique within a monocular face detection system.   

Optimization and Real-World Deployment 

In addition to improving accuracy, recent face spoofing detection research has increasingly 

focused on optimization techniques to make models more efficient and deployable in real-

world applications.  

2.3 Gaps in Existing Research  

Although significant advancements have been made in face recognition and anti-spoofing 

technologies, several key challenges persist that hinder the development of a robust, real-

time, and widely deployable liveness detection system.  

Challenges in Existing Systems 

● Environmental Variability and Depth Accuracy 

Depth-based liveness detection faces challenges from environmental variability, 

such as poor lighting, shadows, and background noise, which distort depth 

perception.  

● Computational Demands for Real-Time Processing 

Real-time face detection and liveness verification demand high-speed processing, 

with YOLOv11 facing significant computational challenges when integrating 

RGB, depth, and motion data. 
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● Adaptability to Evolving Spoofing Techniques 

As face recognition technology advances, attackers develop increasingly 

sophisticated spoofing methods, such as high-resolution photos, replayed videos, 

and 3D-printed masks.  

● Bias and Data Diversity 

Bias in face recognition arises from non-diverse datasets, leading to poor 

generalization across demographics and environmental conditions.  

● Integration of Multi-Modal Data 

Integrating depth, RGB, and motion data improves liveness detection but poses 

challenges like misalignment due to calibration errors and asynchronous 

processing.  

● Privacy and Ethical Considrations 

Privacy concerns in biometric systems are significant, particularly when sensitive 

facial data is collected and stored. Ethical issues related to transparency, data 

security, and potential misuse must be addressed.  

Gaps in Prior Work 

From the review in Section 2.2, several gaps in existing literature were identified: 

● Limited Use of Depth Information: Many existing systems rely heavily on 2D 

RGB data, with limited integration of depth-based features, leaving them 

vulnerable to advanced 2D spoofing methods. 

● Inadequate Real-Time Processing: Existing methods often fail to achieve high 

accuracy and low latency simultaneously, limiting their practical deployment in 

access control systems. 

● Lack of Robust Multi-Modal Approaches: Few systems effectively combine 

depth, RGB, and motion data, leading to a lack of redundancy in spoof detection. 

● Insufficient Adaptation to Evolving Spoofing Techniques: Models often lag the 

sophistication of new attack vectors, requiring regular updates and retraining. 
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Addressing the Gaps 

The proposed research aims to fill these gaps by: 

● Leveraging stereo vision and depth data to enhance detection accuracy and 

resistance to advanced spoofing attacks.  

● Utilizing the custom-trained YOLOv11 model for robust, real-time detection. 

YOLOv11’s optimized architecture allows it to process stereo image data 

efficiently while maintaining high accuracy across RGB and depth modalities. 

● Adopting a multi-modal approach that combines depth, RGB, and motion data. 

This layered strategy increases system reliability and accuracy, providing a robust 

defense against spoofing attempts. 

● Enhancing computational efficiency through model optimization techniques like 

quantization and memory management, enabling real-time deployment on 

resource-constrained platforms. 

● Ensuring data diversity during model training to address biases and improve 

generalization across different user demographics and environments. 

● Incorporating privacy-first mechanisms, such as data encryption and transparent 

data usage policies, to address ethical concerns and ensure user trust. 

2.4 Conclusion 

This chapter reviewed advancements in face recognition and anti-spoofing, emphasizing 

stereo vision and deep learning to overcome 2D system limitations. While 2D methods are 

common, their lack of depth makes them vulnerable to spoofing. Depth-based approaches 

and deep learning models show promise in distinguishing live faces by analyzing 3D 

structure and texture. 

The literature reveals that stereo vision technology, which captures depth data alongside 

RGB images, significantly improves liveness detection by providing three-dimensional 

cues that are difficult to replicate with 2D spoofing techniques.  
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CHAPTER 3 

 RESEARCH METHODOLOGY 

 

 
3.1 Introduction 

The research methodology forms the backbone of this study, providing a systematic 

approach to address the challenges associated with liveness detection in biometric systems. 

This chapter outlines the procedures and techniques employed to develop a robust, real-

time face recognition and liveness detection system. With the vulnerabilities of traditional 

2D-based systems exposed by advanced spoofing techniques, this research integrates 

stereo vision technology, deep learning, and multi-modal data analysis to create a secure 

and efficient biometric system. 

The methodology focuses on leveraging the OAK-D Lite stereo vision camera for depth 

data acquisition and the YOLOv11 model for real-time face and head detection. Unlike 

conventional methods that rely solely on 2D image processing, this approach captures and 

analyzes depth, RGB, and motion data to differentiate live human faces from spoofing 

attempts, such as photos, videos, or masks. The multi-modal strategy not only enhances 

detection accuracy but also improves system robustness across varying environmental 

conditions and operational settings. 

 

 
3.2 System Architecture 

 

The system architecture of this study is designed to integrate stereo vision technology with 

the YOLOv11 deep learning model to create a secure, real-time liveness detection system. 

The architecture is modular and multi-layered, ensuring high performance, scalability, and 

adaptability across various environments and applications. Below is an in-depth 

description of the system components and their interaction within the proposed 

architecture. 
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Overview of System Architecture 

The system architecture comprises three main components: 

● Data Acquisition Module: Utilizes the OAK-D Lite stereo vision camera to 

capture depth, RGB, and motion data. 

● YOLOv11-Based Detection Module: Leverages the custom-trained YOLOv11 

model for real-time face and head detection. 

● Liveness Verification Module: Processes depth and RGB data to differentiate 

live faces from spoofing attempts. 

Each component is designed to operate in tandem, ensuring seamless data flow and 

efficient liveness detection. 

Data Acquisition Module 

The data acquisition module is responsible for capturing both 2D and 3D data of 

individuals attempting authentication. The OAK-D Lite stereo vision camera is at the core 

of this module, providing: 

● Stereo Depth Mapping: Captures disparity data to construct depth maps of the 

scene. 

● RGB Image Frames: Provides detailed facial texture and color information. 

● Motion Data: Tracks natural head and facial movements, which are critical for 

liveness detection. 

The stereo vision setup ensures precise depth measurements by aligning data from the left 

and right camera modules. The generated depth maps serve as input for YOLOv11 and 

further processing in the liveness verification module. 
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Figure 3.1: System Data Acquisition Workflow 

YOLOv11-Based Detection Module 

The detection module uses YOLOv11, a state-of-the-art object detection model optimized 

for real-time applications. YOLOv11 processes input data to detect human faces and heads 

with high accuracy and speed. Key features of this module include: 

● Single-Pass Detection: YOLOv11 analyzes depth and RGB data in a single pass, 

minimizing latency. 

● Custom Model Training: The YOLOv11 model is custom-trained on stereo 

vision datasets to handle depth-based liveness detection. 

● Multi-Modal Detection: Integrates both depth and RGB data, ensuring 

robustness against spoofing attempts. 

The YOLOv11 model architecture, as documented on its official website and GitHub 

repository, incorporates advanced features like improved feature pyramid networks (FPNs) 

and optimized anchor-free mechanisms for efficient face and head detection. 

https://docs.ultralytics.com/models/yolo11/
https://github.com/ultralytics/ultralytics
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Figure 3.2: YOLOv11 Detection Pipeline 

Liveness Verification Module 

This module combines the depth data, RGB images, and motion analysis to verify the 

liveness of the detected faces. The layered verification process includes: 

• Depth Analysis: Analyzes the 3D structure of the face using disparity maps to 

detect inconsistencies in depth, which are common in spoofing attacks. 

• RGB Analysis: Verifies texture and color information to identify anomalies such 

as flat surfaces or artificial representations. 

By integrating data from multiple modalities, this module provides a robust defense against 

2D spoofing techniques, such as photographs and videos. 
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Figure 3.3: Liveness Verification Workflow 

Integration of Modules 

The system architecture integrates the modules into a unified pipeline: 

● Data is captured through the OAK-D Lite camera and preprocessed for noise 

reduction and alignment. 

● The YOLOv11 model detects faces and heads in the input frames. 

● Depth, RGB, and motion data are passed to the liveness verification module for 

real-time analysis. 

The architecture ensures synchronized data processing across all modules, achieving high 

accuracy and real-time performance even in dynamic environments. 

Scalability and Deployment 

The YOLOv11 architecture has been carefully optimized for deployment in resource-

constrained environments, such as embedded systems and edge devices. The modifications 

and optimizations ensure the model's suitability for real-time applications while 

maintaining high accuracy and efficiency. Key elements include: 

● Model Quantization: Reduces the size and computational requirements of the 

YOLOv11 model for real-time processing. 

● Efficient Memory Management: The architecture incorporates advanced memory 

management techniques to handle diverse data modalities seamlessly. The 
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integration of RGB, depth, and motion data ensures that the system remains 

robust without overwhelming system resources, even in resource-constrained 

environments. 

● Customized YOLOv11 Architecture for Stereo Vision and Depth Data: To 

address the unique requirements of liveness detection using both RGB and disparity 

view data, significant modifications were made to the default YOLOv11 

architecture. The original head was designed to process standard RGB data but was 

optimized to accommodate stereo vision data and integrate depth information 

effectively. Key enhancements include: 

○ Channel Attention via CBAM Modules: Channel Attention and Spatial 

Attention modules (CBAM) were added to the head section, enabling the 

architecture to refine features and enhance the model's ability to 

differentiate critical depth cues. 

○ Integration of Disparity Data: A dedicated disparity processing pipeline 

was added, which normalizes and combines disparity features with RGB 

data, allowing the system to utilize 3D spatial information for liveness 

detection. 

• Real-Time Compatibility: By leveraging these modifications, the model 

achieves a balance between computational efficiency and accuracy, ensuring it 

can operate in real-time even on edge devices or embedded systems with limited 

processing power.  

• Scalability Across Applications: The modifications ensure the YOLOv11 

architecture is scalable across various use cases. Its adaptability makes it ideal 

for high-traffic scenarios like office entrances and secure access points. 

These enhancements make the system robust, efficient, and capable of delivering high 

performance across diverse deployment scenarios while addressing the unique challenges 

posed by depth-based liveness detection.  
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3.3 Data Collection and Preprocessing 

The data collection and preprocessing phase is critical for the development of a robust 

liveness detection system. This section describes the methodology employed to acquire 

high-quality data using stereo vision technology and the subsequent preprocessing steps to 

prepare the data for training the YOLOv11 model. 

Data Collection Setup 

The data collection process leverages the OAK-D Lite stereo vision camera to capture 

RGB, depth, and motion data simultaneously.  

Key Features of the Data Collection Setup: 

● Stereo Vision: The OAK-D Lite camera captures disparity maps, enabling the 

extraction of in-depth information. 

● High-Resolution RGB Frames: The RGB camera provides detailed facial 

texture and color information for classification. 

● Motion Capture: Natural facial movements, such as blinking or slight head tilts, 

are tracked in real time. 

 

Figure 3.4: Data Collection Using OAK-D Lite Stereo Vision Camera 
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Data Annotation Process 

Accurate data annotation is critical for the successful training of the YOLOv11 model. The 

data annotation process involves marking the collected RGB and depth frames with 

bounding boxes that define the location and dimensions of detected faces. These 

annotations are essential for creating a high-quality dataset that improves the model's 

ability to detect and classify faces with precision. 

Annotation Pipeline 

The data annotation process consists of the following key steps: 

● Face Detection with MediaPipe 

○ MediaPipe's advanced face detection framework is employed to identify 

facial regions in RGB frames. This framework provides robust detection 

capabilities, ensuring accurate localization of faces in various lighting and 

environmental conditions. 

● Depth Data Alignment 

○ Disparity maps derived from depth frames are aligned with the annotated 

RGB frames. To ensure precision, scaling factors are applied to adjust the 

coordinates from RGB to depth data, addressing differences in resolution 

and perspective between the two modalities. 

● YOLOv11-Compatible Format 

○ The annotated data is converted into the YOLOv11-compatible format, 

which normalizes bounding box coordinates relative to the frame size. 

This ensures seamless integration with the YOLOv11 training pipeline. 

Python Function for YOLO-Compatible Annotation Formatting 

The following Python function, extracted from the annotation pipeline, is used to convert 

bounding box coordinates into the YOLOv11 format. This format includes normalized 

values for the bounding box center (x_center, y_center), width, and height. This function 
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is a key component of the annotation pipeline, ensuring consistency and compatibility of 

the dataset with YOLOv11's training requirements.  

Preprocessing Workflow 

Preprocessing ensures that the data is clean, standardized, and ready for use in training the 

YOLOv11 model. The following steps outline the preprocessing workflow: 

● Data Normalization: 

○ Depth data is normalized using disparity scaling to enhance visualization 

and reduce noise. 

○ RGB images are resized to match the resolution requirements of 

YOLOv11. 

● Noise Reduction: 

○ Depth frames are smoothed using a median filter to minimize artifacts. 

○ RGB frames are preprocessed for lighting corrections to maintain 

consistency. 

● Motion Verification: 

○ Facial motion features, such as blinking and head movements, are verified 

to ensure the authenticity of live face data. 

○ The bounding boxes of motion sequences are tracked and refined. 

Data Storage and Management 

All annotated data is systematically organized into separate folders for RGB, depth, and 

annotation files. Each dataset entry includes: 

● RGB image 

● Depth view image 

● Corresponding annotation file in YOLOv11 format 

Challenges in Data Collection and Preprocessing 
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During the data collection and preprocessing phase, several challenges were addressed: 

● Alignment of Depth and RGB Frames: Scaling factors were calculated to align 

depth maps with RGB frames accurately. 

● Dynamic Environmental Conditions: Variations in lighting and background 

required robust preprocessing techniques. 

● High-Quality Annotations: Ensuring precision in bounding box annotations 

across multi-modal data streams was a critical task. 

 

3.4 Model Training and Development 

The YOLOv11 (You Only Look Once, version 11) framework serves as the foundation for 

the model training and development process in this study. YOLOv11 is the latest iteration 

of the YOLO series, designed to deliver superior accuracy and efficiency in object 

detection tasks.  

Model Selection 

YOLOv11 was chosen for its advanced capabilities in detecting objects with high precision 

and speed. Its architecture leverages a unified design that integrates cutting-edge 

components such as: 

● Dynamic Convolution Layers for improved adaptability to varying object scales. 

● Advanced Activation Functions that enhance feature extraction. 

● Multi-resolution Training to improve generalization across datasets. 

These features make YOLOv11 well-suited for detecting faces and heads in both RGB and 

depth data, critical for the multi-modal approach adopted in this study. 

Dataset Preparation 



 

 

©Daffodil International University                                                                                 28  

 

The annotated dataset, consisting of RGB and depth frames, was formatted to YOLOv11’s 

requirements. Key aspects of dataset preparation included: 

● Splitting Data: Dividing the dataset into training, validation, and testing subsets 

(e.g., 70% training, 20% validation, 10% testing). 

● Normalization: Ensuring consistency in bounding box coordinates by utilizing 

YOLOv11’s input format. 

Training Pipeline  

The training of YOLOv11 was carried out using its official implementation. The 

following steps summarize the training process: 

● Configuration Setup: 

○ Configuring hyperparameters such as learning rate, batch size, and epoch 

count using the YAML configuration file provided in YOLOv11’s 

framework. 

● Loss Functions: 

○ Leveraging YOLOv11’s advanced loss functions, including Box Loss, 

Objectness Loss, and Class Loss, to refine bounding box localization and 

classification accuracy. 

● Hardware and Training Platform: 

○ The training process was conducted on a high-performance GPU setup to 

leverage parallel processing, significantly reducing training time. 

● Evaluation Metrics: 

○ Monitoring key metrics such as Precision, Recall, mAP (Mean Average 

Precision), and F1-Score during training to track progress and identify 

overfitting or underfitting. 

Model Optimization:  

Post-training optimization was carried out to improve the model’s efficiency: 
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● Quantization: Reducing the model size without compromising detection 

accuracy. 

● Hyperparameter Tuning: Iteratively adjusting parameters to maximize 

performance on the validation dataset. 

Integration of RGB and Depth Data 

YOLOv11 was specifically adapted to process multi-modal data by feeding RGB and depth 

inputs into a unified pipeline. The depth data, obtained from stereo vision disparity maps, 

was normalized and fed into the model alongside RGB frames.  

 

3.5 Model Evolution and Selection 

In the development of a robust and efficient liveness detection system, selecting the 

appropriate deep learning model is a critical step. This section outlines the evolution of the 

model selection process, highlighting the transition from YOLOv8 to YOLOv11, and the 

rationale behind this decision. The iterative selection process focused on improving 

accuracy, efficiency, and adaptability to real-world conditions. 

Initial Model Selection: YOLOv8 

The initial phase of the project employed YOLOv8 (You Only Look Once version 8), a 

state-of-the-art object detection model at the time. YOLOv8 was chosen for its: 

● Speed: Real-time detection capabilities, essential for live face detection 

applications. 

● Accuracy: Reliable performance across a range of conditions, including varying 

lighting and spoofing techniques. 

● Flexibility: Support for custom training on biometric datasets, allowing 

integration with stereo vision systems. 

Transition to YOLOv11 
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The introduction of YOLOv11 presented significant advancements over YOLOv8, 

prompting a shift to this new version. The decision to adopt YOLOv11 was driven by: 

● Enhanced Accuracy: YOLOv11 demonstrated superior mAP (mean Average 

Precision) scores across benchmarks, as shown in Figure 3.X, which compares 

multiple YOLO versions. 

● Lower Latency: YOLOv11 optimized real-time performance with reduced 

latency, critical for applications in high-traffic access control systems. 

● Improved Scalability: Its design accommodates a broader range of hardware 

configurations, from embedded systems to high-performance computing 

environments. 

● Energy Efficiency: YOLOv11 incorporated advanced quantization and 

processing techniques, reducing the computational overhead without 

compromising accuracy. 

 

Comparative Analysis 

As depicted in Figure 3.5: YOLO Model Performance Comparison, YOLOv11 

significantly outperformed YOLOv8 in both accuracy (COCO mAP@50-95) and latency 

(T4 TensorRT10 FP16). These improvements aligned closely with the goals of this project, 

including scalability, speed, and robust performance under diverse conditions. 
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Figure 3.5: YOLO Model Performance Comparison 

3.6 Modification of YOLO Architectures for Stereo data 

Purpose of the Modification 

The primary purpose of modifying the YOLOv11 architecture was to enable the effective 

integration of stereo data, specifically leveraging the disparity view for depth-based 

insights. The default YOLOv11 head is optimized for RGB data, which lacks the capacity 

to fully exploit the depth and structural information provided by stereo vision systems. By 

customizing the YOLOv11 architecture, the system can seamlessly combine RGB data 

with disparity view data to enhance detection performance, particularly for liveness 

verification in biometric applications. 

This modification ensures that both RGB and disparity data are processed efficiently, 

utilizing their complementary information to improve model accuracy and robustness in 

real-time applications.  
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Figure 3.6: New YOLOv11 Architecture After Customization 

Architecture Modifications 

The YOLOv11 head was redesigned to incorporate Convolutional Block Attention 

Modules (CBAM) and disparity-based feature refinement. The following changes were 

made: 

● Feature Refinement with CBAM: 

○ CBAM modules were added at different scales of the YOLOv11 head to 

refine feature maps by focusing on important spatial and channel-wise 

information.  

● Disparity Data Integration: 

○ A preprocessing pipeline was introduced to normalize and enhance 

disparity data using techniques like Contrast Limited Adaptive Histogram 

Equalization (CLAHE).  

● Multi-Scale Feature Refinement: 

○ The output feature maps from different scales (small, medium, and large) 

were refined through CBAM modules to emphasize critical regions in the 

image. 

● Fusion of RGB and Disparity Data: 
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○ A concatenation mechanism was implemented to combine RGB and 

disparity features before feeding them into the model head. 

 

Mathematical Representation of Modifications 

The modifications introduced several new operations, which can be represented 

mathematically as follows: 

 

• Channel Attention in CBAM: 

𝑀𝑐(𝑋) = 𝜎 (𝑊2 ⋅ 𝑆𝑤𝑖𝑠ℎ(𝑊1 ⋅ 𝐴𝑣𝑔𝑃𝑜𝑜𝑙(𝑋)) +𝑊2 ⋅ 𝑆𝑤𝑖𝑠ℎ(𝑊1 ⋅ 𝑀𝑎𝑥𝑃𝑜𝑜𝑙(𝑋))) 

  where: 

o 𝑀𝑐(𝑋): Channel attention map 

o 𝑋: Input feature map 

o 𝑊1,𝑊2: Learnable weights 

o 𝜎: Sigmoid activation function 

  The input feature 𝑋 is refined as: 

𝑋′ = 𝑋 ⋅ 𝑀𝑐(𝑋) 

• Spatial Attention in CBAM: 

𝑀𝑠(𝑋
′) = 𝜎 (𝑓7×7 (𝐶𝑜𝑛𝑐𝑎𝑡(𝐴𝑣𝑔(𝑋′),𝑀𝑎𝑥(𝑋′)))) 

  where: 

o 𝑀𝑠(𝑋
′): Spatial attention map 

o 𝑓7×7: Convolution operation with a 7x7 kernel 

o 𝐴𝑣𝑔 and 𝑀𝑎𝑥: Average and max pooling operations 

o 𝜎: Sigmoid activation function 

  The output of the spatial attention module is: 

𝑋′′ = 𝑋′ ⋅ 𝑀𝑠(𝑋
′) 

• Disparity Normalization: Disparity normalization enhances the disparity map 𝐷 

as: 
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𝐷′ =
𝐷 −𝑚𝑖𝑛(𝐷)

𝑚𝑎𝑥(𝐷) − 𝑚𝑖𝑛(𝐷) + 𝜖
 

  where: 

o 𝐷′: Normalized disparity map 

o 𝜖: Small constant to avoid division by zero 

• Feature Fusion: The RGB (𝐹𝑅𝐺𝐵) and disparity (𝐹𝐷) features are concatenated: 

𝐹𝑓𝑢𝑠𝑖𝑜𝑛 = 𝐶𝑜𝑛𝑐𝑎𝑡(𝐹𝑅𝐺𝐵, 𝐹𝐷) 

  The fused features 𝐹𝑓𝑢𝑠𝑖𝑜𝑛 are then refined through the CBAM modules for final 

prediction. 

• Prediction Head: Predictions (𝑃) are generated as: 

𝑃 = 𝐻𝑒𝑎𝑑(𝐹𝑓𝑢𝑠𝑖𝑜𝑛) 

where the modified head integrates both RGB and disparity features for enhanced 

detection accuracy. 

Table 3.1: Comparison Table Default vs. Customized YOLOv11 Head 

Criteria Default 

YOLOv11 

Head 

Customized 

YOLOv11 Head 

Improvement 

Disparity Integration Not Supported Fully Integrated Enhanced Depth 

Utilization 

Attention Mechanism None CBAM (Channel + 

Spatial) 

Better Feature 

Refinement 

Multi-Scale Feature 

Fusion 

Basic Advanced (CBAM-

based) 

Improved Accuracy 

Processing 

Efficiency 

High Moderate Slight Increase in 

Latency 

3.7 Optimization for Real-World Deployment 

The YOLOv11-based liveness detection system underwent multiple layers of optimization 

across its model, hardware, and processing pipeline to ensure its readiness for real-world 

deployment. 
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Model Optimization 

Customized YOLOv11 Architecture for Depth and Stereo Data: 

The standard YOLOv11 architecture was modified to handle stereo vision data by 

integrating channel and spatial attention mechanisms (CBAM) into the head section, 

allowing the system to refine depth and RGB features. This improvement enhanced the 

system's accuracy in distinguishing live faces from spoofed faces under varied conditions. 

• Quantization: The model underwent 8-bit integer quantization, significantly 

reducing its memory footprint and computational requirements.  

• Pruning: Redundant layers and parameters in the model were removed, reducing 

its size and inference time.  

• Batch Normalization Fusion: Batch normalization layers were fused with 

convolutional layers, reducing latency during inference and improving 

computational efficiency. 

Hardware Optimization 

GPU Acceleration: The system was designed to leverage GPU acceleration, achieving 

low-latency inference for real-time applications. CUDA and TensorRT optimizations were 

implemented to boost performance on NVIDIA GPUs, with significant improvements in 

throughput for both RGB and disparity data. 

Edge Device Adaptation: The model was optimized for edge devices such as NVIDIA 

Jetson Nano and Google Coral.   

Integration of Depth and RGB Data: A dedicated disparity data processing pipeline was 

incorporated, ensuring that depth maps generated from stereo vision were accurately 

integrated into the inference process.  

Robustness to Environmental Variability 
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The system was specifically fine-tuned to handle environmental challenges encountered in 

real-world scenarios: 

• Lighting Adaptability: Training and validation included a wide range of lighting 

conditions, such as low-light and overexposed environments.  

• Disparity Data Refinement: Advanced normalization and filtering techniques 

were applied to disparity maps, ensuring depth data reliability even in noisy or 

cluttered backgrounds. 

• Noise Reduction: Filtering mechanisms were employed on both RGB and depth 

streams, reducing inaccuracies caused by environmental noise. 

3.8 Conclusion 

The methodologies discussed in this chapter form the foundation of the proposed 

YOLOv11-based liveness detection system, leveraging cutting-edge advancements in 

computer vision and biometric security. The research methodology is strategically 

designed to address the limitations of traditional 2D face recognition systems by integrating 

stereo vision technology, depth-based analysis, and deep learning approaches. 

The data collection and preprocessing steps ensure that the dataset comprehensively 

represents real-world variability, enabling robust training of the YOLOv11 model. The 

system architecture, which combines RGB, depth, and motion data, provides a multi-modal 

framework that enhances accuracy and reliability. Key optimization techniques, including 

model quantization and hardware acceleration, further ensure that the system can perform 

efficiently in real-world deployment scenarios. 

The training pipeline of YOLOv11 utilizes its advanced detection capabilities, optimized 

for real-time inference and high precision. Through structured annotation and rigorous 

training processes, the model is fine-tuned to detect faces and assess liveness, even in 

challenging environments.  
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CHAPTER 4 

DATA SCIENCE IN BIOMETRIC SYSTEMS 

 

 
4.1 Introduction 

The integration of data science into biometric systems has revolutionized personal 

identification and verification technologies, paving the way for more robust, efficient, and 

scalable solutions. Biometric systems, which rely on unique physiological and behavioral 

traits such as fingerprints, iris patterns, and facial features, generate a significant amount 

of data during enrollment, authentication, and verification processes. The intelligent 

analysis and processing of this data using advanced data science techniques are critical to 

enhancing the accuracy, reliability, and efficiency of biometric systems.  

4.2 Importance of Data Science in Biometric Systems 

The integration of data science into biometric systems has revolutionized the field, driving 

advancements in accuracy, reliability, and efficiency. Biometric systems, which rely on the 

unique physiological or behavioral traits of individuals, such as facial features, fingerprints, 

or iris patterns, generate vast amounts of complex data. 

Enhancing Pattern Recognition: Data science techniques, such as machine learning and 

deep learning, empower biometric systems to identify intricate patterns in complex 

datasets.  

Improving Security and Fraud Detection: Biometric systems aim to ensure security, with 

data science improving detection of fraud like photo, video, or mask attacks. 

Data-Driven Decision Making: Data science enhances biometric systems by analyzing data 

to optimize performance, adjust parameters, and ensure reliability in applications like 

access control and surveillance. 

Ensuring Scalability and Efficiency: Scalability and efficiency are crucial for large-scale 

biometric systems like national IDs and enterprise access control. 
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Supporting Continuous Improvement: Data science helps biometric systems adapt and 

improve by using feedback loops, retraining, and adaptive algorithms, ensuring 

effectiveness in dynamic environments and against evolving threats. 

4.3 Data Collection and Preprocessing Techniques 

The foundation of any robust biometric system lies in the quality and quantity of the data 

it utilizes. Data collection and preprocessing are critical stages in building reliable and 

accurate models for biometric applications, particularly for face recognition and liveness 

detection systems.  

Data Collection Process 

For this thesis, data was collected using the OAK-D Lite stereo camera, capturing RGB 

frames, depth maps, and disparity data. This multi-modal approach integrates texture, 

color, and 3D depth for comprehensive facial feature representation The primary steps in 

the data collection process include: 

● RGB Image Capture: High-resolution RGB images were captured in diverse 

lighting and environments to ensure robustness.  

● Depth Data Acquisition: The OAK-D Lite camera generated depth maps for 3D 

facial structure capture. 

Preprocessing Techniques 

The key preprocessing steps are outlined below: 

● Data Cleaning and Filtering: 

Datasets were cleaned by removing noisy, inconsistent, and low-quality frames. 

● Normalization: 

All images were normalized to ensure uniformity in terms of resolution, color 

scaling, and aspect ratios.  
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● Annotation and Labeling: 

Accurate annotations of facial bounding boxes in RGB and depth frames were 

crucial for YOLOv11 training. The annotation process involved: 

○ MediaPipe Integration: The MediaPipe framework was used for initial 

face detection and bounding box generation in RGB frames. 

○ Depth Data Alignment: Bounding box coordinates from RGB frames 

were aligned with corresponding depth maps. 

○ YOLOv11-Compatible Format: Annotations were converted to 

YOLOv11 format with normalized bounding box coordinates for training. 

● Depth and RGB Synchronization: 

The disparity maps and RGB images captured by the OAK-D Lite camera were 

synchronized to ensure proper alignment.  

Importance of Preprocessing for YOLOv11 

Preprocessing ensures YOLOv11 effectively learns spatial and contextual facial features, 

with depth preprocessing aiding in distinguishing live from spoof faces using 3D cues. 

4.4 Data Analysis and Statistical Modeling 

Data analysis and statistical modeling ensure the robustness and accuracy of biometric 

systems. This section highlights techniques used for dataset analysis, insights extraction, 

and validating the YOLOv11-based liveness detection model. 

Exploratory Data Analysis (EDA) 

Exploratory Data Analysis was conducted to understand the distribution and characteristics 

of the collected data. This step was crucial to identify patterns, anomalies, and potential 

biases that might impact the model's performance. 

Key EDA Steps 

● Distribution Analysis: 
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○ Class Distribution: The dataset was balanced with live and spoofed 

samples, using synthetic augmentation to address class imbalances. 

○ Depth Data Characteristics: Histograms of depth values were plotted to 

ensure the disparity maps reflected realistic 3D structures. 

● Outlier Detection: 

Depth and bounding box anomalies were flagged using z-scores for potential 

exclusion from training. 

 

Figure 4.1: Visualization of Depth and RGB Data 

Statistical Modeling: Statistical modeling provided a foundation for validating the 

dataset's quality and supporting the model's evaluation. The following techniques 

were employed: 

● Correlation Analysis: Correlation coefficients between depth values and 

detection confidence scores were calculated. 

● Variance Analysis: Variance in bounding box coordinates was calculated across 

multiple frames to ensure stability and consistency in face detection.  

● Class Separability Metrics: Inter- and intra-class distances were analyzed to 

evaluate live vs. spoof separability, combining depth and RGB features for 

validation. 

Model Performance Metrics Key metrics included: 
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● Precision and Recall Analysis: Precision quantified the proportion of correctly 

identified live faces out of all positive detections. 

● Confusion Matrix Evaluation: 

A confusion matrix was generated to analyze true positives, false positives, true 

negatives, and false negatives. 

● F1-Score and mAP Calculation: 

The F1-score combines precision and recall, while mAP measures model 

accuracy across different thresholds. 

 4.5 Evaluating Data Bias and Ensuring Fairness 

Addressing Data Bias 

● Diverse Data Collection: The dataset includes diverse ages, ethnicities, genders, 

and environments to minimize bias and ensure robust generalization. 

● Spoofing Media Representation: Spoofing techniques like photos and videos 

were included to improve attack detection. 

Bias Detection and Mitigation 

● Performance Metrics: Evaluations ensure parity in precision, recall, and F1-

scores across demographics. 

● Algorithmic Strategies: Weighted loss functions and feature importance analysis 

balanced model attention between depth, RGB, and motion data. 

Fairness Measures 

Ethical Standards: The study adheres to ethical principles, emphasizing inclusivity and 

transparency. 

Regular Audits: Bias audits and cross-domain validation ensure fairness as datasets and 

deployment contexts evolve. 
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4.6 Challenges and Future Directions in Biometric Data Science 

Challenges in Biometric Data Science 

● Data Privacy and Ethical Concerns: Handling biometric data requires strict adherence 

to privacy laws like GDPR to address ethical and legal concerns. 

● Data Imbalance and Representation Bias: Dataset biases in demographics, 

environment, and spoofing methods persist, impacting fairness in real-world 

applications. 

● High Computational Costs: Training advanced models like YOLOv11 requires 

extensive computational resources, which can be a barrier for smaller 

organizations or real-time deployments on edge devices. 

● Dynamic Attack Vectors: Sophisticated spoofing techniques evolve rapidly, 

demanding constant updates to detection methods to remain effective against 

emerging threats. 

● Cross-Domain Generalization: Biometric systems struggle in environments 

differing from their training, making cross-domain generalization crucial. 

4.8 Conclusion 

Data science plays a pivotal role in advancing biometric systems, providing the foundation 

for data-driven decision-making and robust system development. From data collection and 

preprocessing to advanced augmentation techniques and statistical modeling, each step 

contributes to creating accurate and efficient systems capable of addressing real-world 

challenges. 

This chapter has highlighted the critical techniques used for managing biometric data, 

including advanced preprocessing methods, data augmentation, and the integration of 

synthetic data to overcome limitations in existing datasets.  
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CHAPTER 5 

STEREO VISION IN BIOMETRIC RECOGNITION 

 

 
5.1 Introduction 

Stereo vision has emerged as a transformative technology in the field of biometric 

recognition, addressing the limitations of traditional 2D systems by incorporating depth 

information. This approach mimics human binocular vision, enabling systems to perceive 

and analyze three-dimensional structures, which is critical for distinguishing between live 

biometric data and spoofing attempts such as photographs, masks, or videos. 

Traditional biometric systems primarily rely on texture, color, and shape-based features 

extracted from two-dimensional images, which are often susceptible to attacks that exploit 

their inability to differentiate between flat and three-dimensional representations. Stereo 

vision overcomes this challenge by leveraging disparity maps, which provide depth 

information and spatial details of biometric features like facial contours and skin texture.  

5.2 Importance of Stereo Vision in Biometric Recognition 

Stereo vision plays a pivotal role in enhancing biometric recognition by incorporating 

depth perception, which significantly improves accuracy and security. Unlike traditional 

2D imaging, stereo vision captures three-dimensional spatial information, enabling 

systems to differentiate between live faces and spoofing attempts such as photos, videos, 

or masks. This added depth layer not only strengthens liveness detection but also makes 

biometric systems more robust in varying lighting and environmental conditions. 

Moreover, stereo vision facilitates precise facial geometry mapping, which is critical for 

high-security applications like access control and identity verification. 

 

5.3 Fundamentals of Stereo Vision Technology 

Stereo vision mimics human depth perception by capturing images from two perspectives 

and analyzing disparities to generate 3D information. This enables biometric systems to 
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assess facial contours and depth cues, enhancing liveness detection and distinguishing 

genuine traits from spoofing attempts. The technology relies on several fundamental 

components: 

● Stereo Cameras: The OAK-D Lite stereo camera captures synchronized images 

from two fixed viewpoints, enabling advanced depth computation. 

● Feature Matching: Algorithms match points between two images to calculate 

disparity using methods like block matching, semi-global matching, or feature-

based techniques. 

● Depth Calculation: Depth maps are generated using disparity values and camera 

intrinsic parameters to create a 3D scene representation. 

● 3D Reconstruction: Depth and RGB data integration enhances spatial feature 

analysis for biometrics. 

 

5.4 Depth-Based Liveness Detection Techniques 

Depth-based liveness detection enhances biometric security by using stereo vision to 

analyze 3D facial structures, overcoming vulnerabilities of 2D systems against spoofing 

attempts like photos or masks.. 

Key Components of Depth-Based Liveness Detection: 

● Depth Map Generation: Stereo cameras like the OAK-D Lite generate depth maps 

to extract 3D facial features, distinguishing live faces from flat surfaces. 

● 3D Feature Analysis: 

Depth-based liveness detection systems rely on analyzing 3D facial features to 

identify signs of liveness. For example: 

○ Nasal and Eye Bridge Analysis: Genuine faces have distinct depth 

variations around the nose and eyes. 

○ Depth Uniformity: Spoofing media like flat photos show uniform depth, 

making them easily distinguishable. 
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● Integration with YOLOv11: YOLOv11 detects facial regions in RGB and depth 

data, enabling precise differentiation between live and spoofed faces. 

● Depth-Motion Analysis: Motion-based depth changes, like blinking and head 

movements, improve liveness detection by revealing subtle, hard-to-spoof 

variations. 

Advantages of Depth-Based Techniques: 

● Resilience Against Spoofing: Depth-based systems detect and reject counterfeit 

media lacking genuine depth signatures. 

● Adaptability to Environmental Variations: Depth data remains reliable under 

varying lighting conditions, addressing one of the key limitations of traditional 2D 

systems. 

● Integration with Multi-Modal Systems: Combining depth, RGB, and motion 

data creates a layered defense mechanism, significantly enhancing the system's 

robustness and accuracy. 

Challenges and Solutions: While depth-based liveness detection offers numerous 

benefits, challenges such as computational overhead and environmental noise in 

depth maps need to be addressed. Optimizations, such as model quantization and 

hardware acceleration, can reduce processing times, while advanced filtering 

techniques can improve depth data quality. Depth-based liveness detection 

techniques represent a significant advancement in biometric recognition, offering a 

secure and reliable solution to the challenges of spoofing. By harnessing stereo vision 

and integrating it with deep learning models like YOLOv11, this approach establishes 

a strong foundation for next-generation biometric systems that prioritize both 

security and user convenience.  
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5.5 Stereo Vision System Integration with Face Recognition Models 

Integrating stereo vision with YOLOv11 improves biometric accuracy and security by 

combining 3D depth data with advanced recognition for robust liveness detection. 

Key integration steps include: 

● Data Fusion: Depth data is synchronized with RGB data to form a 

comprehensive dataset.  

● Feature Extraction with YOLOv11: YOLOv11 analyzes RGB and depth data 

simultaneously for real-time facial feature detection. 

● Depth-Enhanced Face Recognition: Depth information allows recognition 

models to validate the 3D structure of faces, detecting inconsistencies that 2D 

systems might overlook, such as flat surfaces in photos or masks. 

● System Workflow: 

○ The stereo vision system captures depth and RGB data. 

○ YOLOv11 detects and processes faces, classifying them as live or spoof. 

○ The recognition model verifies identity based on 3D features while 

flagging spoofing attempts. 

 

Advantages: 

● Improved Accuracy: Depth data significantly reduces false acceptance rates 

(FAR) and false rejection rates (FRR). 

● Enhanced Security: The multi-modal approach minimizes vulnerabilities to 

spoofing attacks. 

● Real-Time Efficiency: YOLOv11’s single-pass detection and stereo cameras 

enable seamless real-time operations.  

 



 

 

©Daffodil International University                                                                                 47  

 

5.6 Applications of Stereo Vision Beyond Liveness Detection 

While stereo vision is prominently used for liveness detection, its applications extend far 

beyond this domain, offering significant contributions to broader biometric and security 

systems. 

● Enhanced Identity Verification: Stereo vision enhances identity verification by 

providing precise depth data for better accuracy across environments. 

● Behavioral Biometrics: Stereo cameras can analyze subtle 3D motion patterns, 

such as head tilts, blinking, and micro-expressions.  

● Crowd and Multi-Face Detection: Stereo vision in public security accurately 

identifies multiple faces and estimates their distances. 

● Augmented Reality (AR) Integration: Stereo vision systems can assist in AR 

applications by mapping facial landmarks and depth data in real-time. 

● Access Control in Variable Environments: Stereo vision ensures secure access 

control in varying lighting and high-traffic areas. 

● Human-Computer Interaction (HCI): Stereo vision enhances gesture controls, 

offering intuitive and secure interactions. 

● Border and Immigration Security: Stereo vision improves border security by 

verifying 3D facial data against IDs.  

● Healthcare and Assistive Technologies: In medical diagnostics, stereo vision 

can be applied to monitor patients' facial movements, aiding in the detection of 

neurological conditions or assistive systems for the visually impaired.  

5.7 Limitations and Challenges in Stereo Vision for Biometrics 

Although stereo vision holds tremendous potential for enhancing biometric systems, 

several limitations and challenges must be addressed to ensure its effective implementation 

in real-world scenarios. 

● Hardware Dependency: Stereo vision systems require specialized hardware, 

including stereo cameras and precise calibration setups. 
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● Environmental Sensitivity: The accuracy of stereo vision is often affected by 

environmental factors such as poor lighting, reflective surfaces, and occlusions. 

● Processing Overhead: Generating and analyzing depth maps, especially in real-

time, demands substantial computational resources. 

● Complex Calibration: Maintaining consistent stereo camera calibration is critical 

for accurate depth measurements. 

● Data Noise and Inconsistencies: Depth data generated by stereo vision systems 

may include noise or inconsistencies, particularly in complex or cluttered 

backgrounds. 

 

5.8 Future of Stereo Vision in Biometric Systems 

The future of stereo vision in biometrics promises advancements in accuracy, scalability, 

and AI-driven solutions, overcoming current limitations and enabling new applications in 

identification and authentication. 

● Integration with Advanced AI Models: The combination of stereo vision with 

advanced deep learning architectures. 

● Miniaturization of Hardware: As hardware technologies evolve, stereo vision 

systems are expected to become more compact and affordable. 

● Improved Environmental Robustness: Future stereo vision will use advanced 

algorithms to tackle poor lighting, dynamic backgrounds, and extreme weather. 

● Real-Time Processing and Edge Computing: Edge computing will enable real-

time stereo vision processing on devices, reducing server reliance and latency. 

● Expanded Application Domains: Stereo vision's future extends beyond security 

to healthcare, education, and retail applications. 

● Integration with Emerging Modalities: Future stereo vision systems will 

integrate with modalities like voice, iris, and gait for multi-modal authentication.  

● Ethical and Privacy-First Design: Stereo vision systems will increasingly focus 

on ethics and user privacy.  
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● Enhanced Resistance to Sophisticated Spoofing: Future efforts will target 

countering advanced spoofing like 3D-printed masks and AR projections.  

 

5.9 Conclusion 

Stereo vision technology has proven to be a transformative approach in advancing 

biometric recognition systems. By integrating depth information with traditional RGB data, 

it addresses critical challenges such as spoofing and environmental variability that often 

hinder the performance of 2D systems. This chapter has explored the fundamentals of 

stereo vision, its applications in depth-based liveness detection, and its integration with 

advanced face recognition models, such as YOLOv11. The advantages of this multi-modal 

approach, including enhanced accuracy, robustness, and adaptability to diverse 

environments, make stereo vision a promising technology in the field of biometric 

authentication. 

However, challenges such as hardware costs, computational demands, and potential biases 

in depth data must be addressed for broader adoption.  
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CHAPTER 6 

DEEP LEARNING AND DATA ANALYSIS FOR BIOMETRIC 

SECURITY 

 

 
6.1 Introduction 

Deep learning has revolutionized the field of biometric security, offering unprecedented 

capabilities in real-time data analysis and feature extraction. With the ever-growing need 

for secure and accurate biometric authentication systems, deep learning models, such as 

YOLOv11, have emerged as powerful tools in addressing challenges such as spoofing 

attacks, environmental variability, and scalability. These models excel at processing large-

scale datasets, extracting complex features, and performing multi-task predictions, making 

them integral to the advancement of biometric systems. 

This chapter explores the role of deep learning and data analysis in biometric security, 

emphasizing their application in face and liveness detection. By leveraging convolutional 

neural networks (CNNs) and advanced optimization techniques, deep learning enables 

systems to analyze RGB, depth, and motion data with exceptional accuracy.  

6.2 Importance of Deep Learning and Data Analysis for Biometric Security 

Deep learning and data analysis have transformed biometric security by improving 

accuracy, efficiency, and adaptability. Techniques like CNNs and YOLO models enable 

real-time detection and liveness verification, tackling challenges such as spoofing attacks. 

Data analysis enhances model performance by reducing biases and improving fairness. 

Data augmentation and transfer learning further ensure robust performance across diverse 

environments and tasks. 

6.3 Convolutional Neural Networks (CNNs) in image processing 

Convolutional Neural Networks (CNNs) are pivotal in biometric security, enabling tasks 

like facial recognition, liveness detection, and depth estimation. YOLOv11 utilizes CNNs 
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for real-time detection, combining RGB, depth, and motion data for robust and accurate 

predictions. Their adaptive learning ensures continuous improvement, making CNNs ideal 

for real-world applications. 

6.4 YOLO (You Only Look Once) Models for Real-Time Detection 

YOLO models revolutionize real-time object detection with a single-pass approach, ideal 

for biometric security. YOLOv11, used in this study, improves performance with advanced 

feature extraction and robust handling of RGB and depth data. It offers real-time detection, 

high accuracy, multi-scale predictions, and resilience to poor lighting, enabling precise 

liveness detection and spoof prevention in biometric systems. 

Key features of YOLO models include: 

● Real-Time Detection: YOLO's unified architecture enables real-time detection, 

making it ideal for biometric systems in high-traffic environments. 

● High Accuracy: YOLOv11 uses advanced CNNs to enhance accuracy in detecting 

facial textures and depth variations. 

● Multi-Scale Prediction: OLO models detect objects at various scales, enabling 

face detection at different distances. 

● Robustness to Variability: YOLOv11 is optimized to handle challenging 

conditions, such as poor lighting, occlusions, and background clutter, ensuring 

consistent performance across diverse datasets. 

 

6.5 Data Analysis Techniques for Model Optimization 

Data analysis enhances YOLOv11's accuracy and efficiency for biometric security, 

ensuring robust liveness detection and spoof-proof recognition. 

Error Analysis 
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Error analysis is a foundational technique to identify weaknesses in the model. In the 

YOLOv11 detection pipeline can be identified. For instance: 

● False Positives: Cases where spoofed faces are incorrectly classified as live faces. 

● False Negatives: Instances where live faces are misclassified as spoofed faces. 

Feature Importance Mapping: Saliency maps and Grad-CAM visualize how YOLOv11 

interprets facial features in RGB and depth data. 

Performance Metrics Analysis: Precision, Recall, F1-score, and mAP evaluate YOLOv11 

performance, with confidence scores optimizing precision-recall trade-offs. 

Hyperparameter Tuning: Hyperparameter tuning adjusts learning rate, batch size, and 

anchor boxes to enhance convergence and reduce overfitting. 

Cross-Validation: Cross-validation ensures robustness by splitting data into training, 

validation, and test sets, preventing overfitting. 

Outlier Detection: Outliers are flagged and addressed to prevent skewed predictions, 

ensuring data quality and accurate modeling. 

Real-Time Performance Monitoring: YOLOv11's real-time deployment involves 

monitoring latency, throughput, and detection accuracy during live operation. 

Depth and RGB Data Correlation: Stereo vision integrates depth and RGB data to 

enhance consistency and accuracy. 

6.6 Transfer Learning and Model Fine-Tuning for Biometric Data 

Transfer learning and fine-tuning enable YOLOv11 to adapt pre-trained knowledge for 

tasks like live and spoof face detection. 

Importance of Transfer Learning: By utilizing weights pre-trained on large datasets like 

COCO or ImageNet, YOLOv11 can: 
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● Achieve faster convergence. 

● Require less training data. 

● Generalize better to biometric features, reducing computational effort. 

Fine-Tuning YOLOv11 for Biometrics: Fine-tuning involves 

● Initializing with Pre-Trained Weights: YOLOv11 starts with optimized weights 

for faster adaptation. 

● Customizing Layers: The model’s output head is modified to classify biometric-

specific categories. 

● Selective Training: Lower layers are frozen while upper layers are fine-tuned for 

liveness detection. 

Benefits 

● Efficiency: Saves training time and resources. 

● Improved Performance: Enhances accuracy by adapting to domain-specific 

features. 

● Versatility: Enables integration with RGB, depth, and motion data for robust 

liveness detection. 

Challenges 

● Domain differences between pre-training and biometric data. 

● Overfitting risks with limited training data. 

 

6.7 Challenges in Deep Learning for Biometric Security 

Despite its transformative potential, deep learning in biometric security faces several 

critical challenges that must be addressed to ensure its effectiveness and reliability. 
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Data Scarcity and Quality 

● Insufficient Labeled Data: Biometric systems require large, annotated datasets 

for training models like YOLOv11.  

● Data Imbalance: The single class is “Head”. 

● Noise and Errors: Low-quality data, including blurred images or inconsistent 

annotations, compromises model performance. 

Model Complexity and Training 

● High Computational Costs: Deep learning models, particularly those 

incorporating multiple data modalities like RGB and depth, require significant 

computational resources for training and deployment. 

● Overfitting Risks: With limited biometric data, deep learning models risk 

overfitting to the training set, reducing real-world applicability. 

Security Threats 

● Spoofing Advances: Sophisticated spoofing methods, including 3D-printed 

masks and deepfake technology, pose challenges for liveness detection. 

● Adversarial Attacks: Models can be tricked by subtly modified inputs, 

highlighting vulnerabilities in even the most advanced detection systems. 

Privacy and Ethical Concerns 

● Data Privacy: Storing and processing sensitive biometric data raises concerns 

about data breaches and unauthorized use. 

● Bias and Fairness: Models trained on biased datasets can exhibit discrimination, 

leading to unequal treatment of individuals based on demographic factors. 

6.8 Future Directions for Deep Learning in Biometrics 

The future of deep learning in biometrics promises enhanced security, efficiency, and 

adaptability. Key advancements include: 
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● Advanced Architectures: Hybrid models combining CNNs and transformers will 

improve accuracy and resilience against attacks. Explainable AI (XAI) will 

enhance transparency in biometric decisions. 

● Real-Time Solutions: Edge-optimized YOLOv11 models will enable fast, 

localized processing, while hybrid cloud-edge setups will ensure scalability. 

● Multimodal Systems: Integration of face, iris, and fingerprint data will boost 

accuracy and security. 

● Privacy Innovations: Federated learning and encrypted processing will address 

privacy concerns while maintaining performance. 

● Synthetic Data: AI-generated data will overcome limitations in training datasets 

and improve model robustness. 

● Threat Resilience: Adversarial training and deepfake detection systems will 

enhance defense against spoofing attempts. 

● Sustainability: Energy-efficient models and lifecycle optimization will support 

eco-friendly practices in biometric AI. 

6.9 Conclusion 

This chapter has explored the transformative role of deep learning and data analysis in 

advancing biometric security systems. The integration of Convolutional Neural Networks 

(CNNs), real-time detection models like YOLOv11, and innovative data analysis 

techniques have significantly enhanced the accuracy, efficiency, and reliability of 

biometric systems. Through strategies like transfer learning, model fine-tuning, and data 

augmentation, these technologies are now better equipped to adapt to real-world 

challenges, ensuring robust performance across diverse scenarios. 

The chapter also highlighted the critical challenges, such as bias in training data, the 

complexity of optimizing models for real-time applications, and the ever-evolving 

landscape of adversarial threats.  
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CHAPTER 7 

EXPERIMENTAL RESULTS ANALYSIS AND DISCUSSION 

 

7.1 Introduction 

This chapter presents the results and analysis of the proposed biometric system based on 

YOLOv11 for real-time face and liveness detection. By leveraging stereo vision and deep 

learning methodologies, the system aims to improve accuracy and robustness in 

distinguishing live faces from spoofing attempts. The experimental setup, performance 

evaluation metrics, and observed results are thoroughly discussed to highlight the 

effectiveness of the developed model. 

The experimental analysis includes both quantitative and qualitative evaluations. 

Quantitative assessments are based on precision, recall, F1-score, confusion matrices, and 

mAP (mean Average Precision), while qualitative evaluations examine the system's ability 

to handle variations in environmental conditions, spoofing techniques, and deployment 

scenarios. Additionally, the system's performance in real-world scenarios is assessed to 

demonstrate its viability for practical applications. 

7.2 Evaluation Metrics 

The evaluation of the YOLOv11-based biometric system utilized a variety of metrics to 

assess its accuracy, efficiency, and robustness in detecting live and spoof faces. The 

evaluation uses the confusion matrix like, accuracy, precision, recall, and F1 score. True 

positives (TP) represent cases correctly identified as true. False positives (FP) occur when 

incorrect results are mistakenly labeled as true. False negatives (FN) arise when a true 

condition is mistakenly classified as negative. True negatives (TN) refer to cases correctly 

identified as negative. In essence, TP and TN represent accurate classifications, while FP 

and FN signify errors in labeling.The following metrics were key to determining the 

performance of the proposed system: 
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1. Confusion Matrix 

● A confusion matrix was employed to analyze the classification performance by 

comparing the true and predicted classes. It provided insight into true positives 

(TP), true negatives (TN), false positives (FP), and false negatives (FN). 

 

Figure 7.1: Confusion Matrix for YOLOv11 Predictions 

The normalized confusion matrix highlights class-wise prediction accuracy, with high 

diagonal values indicating strong model performance. 

Normalized Confusion Matrix 

 

Figure 7.2: Normalized Confusion Matrix for YOLOv11 Predictions 

The normalized confusion matrix provides a scaled representation of the confusion matrix.  

Precision, Recall, and F1-Score 

● Precision measured the system’s ability to avoid false positives. 
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● Recall determined the system's ability to detect true positives. 

● The F1-score provided a harmonic mean of precision and recall, offering a 

balanced view of accuracy. 

 

Figure 7.3: F1-Confidence Curve for YOLOv11 Model 

This curve represents the F1 score as a function of confidence threshold. The F1 score, 

which combines precision and recall, approaches 1 for optimal confidence values, 

indicating that the model performs exceptionally well at most confidence thresholds. 

Label Distribution and Correlation Analysis 

● The distribution of labels and their correlation were analyzed to identify patterns 

or biases in the dataset. 

 
Figure 7.4: Label Distribution in the Dataset 
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This figure depicts the data distribution for "Head" and "Background" classes, ensuring 

balanced training for the YOLOv11 model. 

 

Figure 7.5: Label Correlation Heatmap 

The label correlation heatmap highlights attribute relationships, aiding YOLOv11 in 

leveraging interdependencies for detection. 

Precision-Confidence Curve 

 

Figure 7.6: Precision-Confidence Curve for YOLOv11 

The curve shows consistent high precision across confidence levels, highlighting the 

model's reliability in reducing false positives. 

Precision-Recall Curve 
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Figure 7.7: Precision-Recall Curve for YOLOv11 

The precision-recall curve highlights a strong trade-off, with an AUC indicating excellent 

performance and an mAP of 0.993. 

Recall-Confidence Curve 

 

Figure 7.8: Recall-Confidence Curve for YOLOv11 

This curve illustrates how recall varies with confidence thresholds. The recall approaches 

1 for low thresholds, indicating the model's ability to identify almost all true positives while 

maintaining minimal false negatives. 

Loss Metrics and Convergence 
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The system's loss values during training, including box loss, classification loss, and DFL 

loss, were tracked over epochs to analyze convergence and overfitting. 

This composite figure displays the training and validation loss curves, as well as metrics 

such as precision, recall, and mAP across epochs. The steady decline in loss and rise in 

evaluation metrics indicate effective model optimization and convergence. 

 

Figure 7.9: Training and Validation Loss and Metrics Curves 

Summary: The combination of these evaluation metrics ensured a comprehensive 

understanding of the YOLOv11 model's strengths and limitations. The metrics 

validated the system's effectiveness in both high-accuracy detection tasks and real-

world biometric security applications. Each figure contributed to a deeper 

understanding of the system's performance across different scenarios, reinforcing 

the robustness and adaptability of the proposed model. 
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7.3 Results of Model Performance Across Conditions 

This section delves into the performance of the YOLOv11 model under various testing 

conditions, highlighting its robustness and adaptability in detecting live and spoofed faces 

in biometric systems. The evaluation metrics provide insight into its accuracy, precision, 

recall, and F1-score across different environmental conditions and spoofing scenarios. 

Model Evaluation Metrics: The YOLOv11 model was trained and tested on RGB and 

depth data, with performance evaluated using accuracy, precision, recall, F1-score, and 

mAP, as summarized in Table 7.1 

Table 7.1: YOLOv11 Custom trained model Performance Metrics Across Conditions 

Metric Value 

Accuracy (%) 99.1 

Precision (%) 99.3 

Recall (%) 99.2 

F1-Score (%) 99.2 

mAP (0.5) 99.3 

mAP (0.5:0.95) 92.5 

 

These values highlight the high performance of the model, demonstrating its effectiveness 

in detecting live and spoof faces even under challenging conditions. 

Detailed Analysis of Results 

● Confusion Matrix: Figures 7.1 and 7.2 depict the confusion matrix and its 

normalized version, highlighting minimal errors and high classification accuracy. 

● Precision, Recall, and F1 Curves: 

○ Precision-Confidence Curve (Figure 7.6): The curve shows high 

precision with minimal false positives. 
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○ Recall-Confidence Curve (Figure 7.8): The recall curve shows the 

model's ability to detect true positives at different confidence levels. 

○ F1-Confidence Curve (Figure 7.3): The F1-score curve reinforces the 

balance between precision and recall, showing robust performance for the 

YOLOv11 model. 

● Training and Validation Performance: Figure 7.9 shows declining loss and 

improving metrics, indicating stable model training. 

● Precision-Recall Curve: Figure 7.7 shows a high precision-recall curve, 

confirming the model's effectiveness. 

Robustness Under Diverse Conditions: YOLOv11 demonstrated high accuracy and 

robustness against varied lighting, occlusions, and spoofing attacks. 

7.4 Implementation and Results of Live and Spoof Face Detection 

Introduction: This section elaborates on the implementation and results of a live and 

spoof face detection system, which integrates depth mapping and YOLO object 

detection models. The methodology aims to classify live, and spoof faces effectively in 

real-time using stereo vision and machine learning techniques. 

Methodology: The system combines RGB and depth data captured by stereo cameras to 

distinguish between live and spoof faces. YOLO-based deep learning models trained on 

specific datasets are used to detect facial features in both RGB and disparity frames. The 

script "Spoof_Live_Face_Detect.py" outlines the pipeline, leveraging mediapipe for 

initial face detection and YOLO for object classification. 

• Green Box: Live face detection. 

• Red Box: Spoof face detection. 

The classification is determined using an Intersection over Union (IoU) and bounding box 

similarity, with a decision threshold applied to the disparity data. 

Results 
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Key Features Demonstrated: 

● Depth-based Validation: Depth data validates face authenticity, effectively 

distinguishing 2D fakes from real 3D faces. 

● Multiple Detection Scenarios: Figure below showcases various detection 

outcomes: 

○ Single live face 

○ Live and spoof face in the same frame 

○ Real-time performance evaluation 

● Bounding Box Classification: Each bounding box is colored green for live and 

red for spoof, ensuring visual clarity of results. 

Figure 7.10: Real-time Detection Visualization demonstrates live face detection with a green 

bounding box and spoof face detection with a red bounding box in a single frame. 

 

Figure 7.10: Real-Time Live and Spoof Face Detection Output 

Figure 7.11: Detection scenarios include live faces, spoofs, disparity, and depth-RGB 

visualizations.  
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Figure 7.11: Comprehensive Detection Scenarios and Visualizations 

Performance Metrics From the implementation: 

● Detection Accuracy: Precise classification of live vs. spoof faces in varied 

lighting and orientation conditions. 

● Real-Time Processing: The model achieves near real-time performance with 

minimal latency. 

● Visual Verification: Disparity maps effectively highlight the 3D structure, aiding 

in spoof detection. 

7.5 Comparative Analysis with Existing Liveness Detection Systems 

This section compares the proposed liveness detection system with existing methods based 

on accuracy, robustness, real-time performance, and feasibility. 

Performance Accuracy 

The proposed system achieves high accuracy, as demonstrated by its confusion matrix and 

performance metrics: 

● True Positive Rate (Live Detection): High detection rate for live faces, marked 

by the "green" bounding boxes. 
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● True Negative Rate (Spoof Detection): Reliable detection of spoof faces, 

marked by the "red" bounding boxes. 

● Quantitative Metrics: The system achieved over 99% precision and recall, 

outperforming 2D methods by reducing errors through depth-based detection. 

Use of Depth Data: The integration of stereo vision provides a significant advantage 

over conventional methods. Many existing systems rely solely on 2D features 

extracted from RGB images, making them susceptible to spoofing attacks, such as 

photos or video replays.  

Real-Time Processing: The Python-based implementation utilizes the YOLOv11 model 

for efficient detection and classification, achieving real-time performance. Compared to 

systems with slower processing pipelines, the proposed approach ensures: 

● Minimal latency in detecting live and spoof faces. 

● Compatibility with resource-constrained environments due to the lightweight 

design of YOLOv11. 

Table 7.2: Comparative Table of proposed system and other state-of-the-art methods 

Feature Proposed System Conventional 2D 

Systems 

Advanced AI-

Based Systems 

Detection 

Accuracy 

>97% 85-90% ~97% 

Depth Utilization Yes (Stereo Vision) No Limited 

Real-Time 

Performance 

Achieved Often Limited Dependent on Hardware 

Spoofing 

Robustness 

High Moderate High 

Hardware 

Requirements 

Moderate (RGB + 

Depth Camera) 

Low (RGB Only) High (GPU Intensive) 
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Advantages Over Existing Systems 

● Spoofing Detection: The use of depth data effectively combats spoofing attacks 

that exploit the limitations of 2D detection systems. 

● Scalability: The system is designed to operate in real-time with moderate 

hardware requirements, making it scalable for deployment in various 

environments. 

● Precision and Recall: Achieving superior precision and recall scores ensures 

reliability across diverse conditions. 

Challenges and Limitations 

While the proposed system outperforms many existing systems, some challenges remain: 

● Hardware Dependency: The reliance on stereo cameras may limit deployment in 

cost-sensitive scenarios where only RGB cameras are available. 

● Dynamic Environments: Performance in highly dynamic or low-light conditions 

needs further exploration, which is a common challenge across most liveness 

detection systems. 

7.6 Comparative Analysis of YOLOv8 and YOLOv11 custom Models 

 

Table 7.3: Comparative Table of YOLOv8 and YOLOv11 custom Models 

Metric YOLOv8 Model YOLOv11 Model Improvement 

Precision 96.93% 97.14% +0.22% 

Recall 96.63% 97.14% +0.53% 

mAP50 99.03% 99.10% +0.07% 

mAP50-95 89.09% 90.30% +1.36% 

 

The comparative analysis of the YOLOv8 and YOLOv11 trained models highlights the 

improvements brought by the YOLOv11 architecture. YOLOv11 demonstrates slight but 
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consistent enhancements across key performance metrics. Specifically, precision improved 

by 0.22%, recall by 0.53%, mAP50 by 0.07%, and mAP50-95 by 1.36%. These 

improvements illustrate YOLOv11's capability to deliver better accuracy and robustness in 

object detection tasks, making it more suitable for real-world biometric liveness detection 

systems. The notable gain in mAP50-95 (+1.36%) emphasizes its effectiveness in handling 

complex and challenging scenarios. 

7.7 Discussion 

The experimental analysis of the proposed liveness detection system has highlighted its 

strengths and areas for potential improvement. By leveraging YOLOv11 and stereo vision, 

the system demonstrated a substantial improvement over its predecessor, YOLOv8, across 

all key performance metrics, including precision, recall, and mAP. These advancements 

signify a meaningful step forward in real-time face recognition and liveness detection for 

biometric systems. 

The integration of depth data proved instrumental in enhancing the system's robustness, 

particularly in distinguishing live faces from sophisticated spoofing attempts. This 

underscores the importance of incorporating stereo vision in biometric security systems to 

combat vulnerabilities present in traditional 2D approaches. The YOLOv11 model's 

superior architecture further contributed to higher detection accuracy, achieving better 

performance even under challenging environmental conditions. 

While the system showed high accuracy and reliability, the identified errors—such as 

occasional false positives and negatives—highlight the need for further improvements. 

Environmental factors, including poor lighting and cluttered backgrounds, impacted 

performance in certain scenarios. Additionally, the reliance on stereo camera hardware 

introduced limitations, particularly in terms of cost and calibration precision. 

7.8 Error Analysis 

Error analysis identifies challenges in the face detection system, highlights observed errors 

and suggests improvements for future implementations. 
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Types of Errors 

● False Positives (Spoof Face Misclassified as Live): Occasional instances were 

observed where spoof faces, such as images on screens or printed photographs, 

were classified as live faces. These errors occurred due to: 

○ Minimal depth variations in the spoof face, resembling live depth cues. 

○ High-quality printed or displayed spoofs mimicking real textures. 

● False Negatives (Live Face Misclassified as Spoof): A small number of live 

faces were misclassified as spoof, particularly under challenging conditions: 

○ Poor lighting or shadows affecting the RGB frame quality. 

○ Limited disparity information due to flat depth regions or camera 

alignment issues. 

Causes of Errors 

● Environmental Conditions: 

○ Lighting: Low-light conditions reduced the effectiveness of the YOLOv11 

model and depth camera accuracy. 

○ Background Complexity: Cluttered or dynamic backgrounds introduced 

noise, leading to bounding box overlap or erroneous classification. 

● Hardware Limitations: Calibration issues caused disparity map inaccuracies and 

misalignment, impacting IoU calculations. 

● Model Sensitivity: YOLOv11 sometimes misidentified mannequins or 

background objects as human. 

Quantitative Analysis 

The false positive and false negative rates were identified from the dataset as follows: 

● False Positive Rate: 1.2% 

● False Negative Rate: 0.8% 

● Overall Error Rate: 2.0% 
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Table 7.4: Error breakdown summarized 

Error Type Frequency (%) Primary Causes 

False Positives 1.2% High-quality spoof artifacts, misalignment of 

depth frames 

False Negatives 0.8% Low-light conditions, poor disparity mapping 

Bounding Box Overlap 0.5% Cluttered backgrounds or dynamic 

environments 

Visual Examples of Errors 

The errors can be observed in the provided visual outputs: 

● False Positive: Some spoof faces (red bounding boxes) appeared as live due to 

depth misinterpretation. 

● False Negative: Live faces were marked as spoof due to reduced depth detail in 

challenging conditions. 

7.9 Conclusion 

The experimental results and analysis outlined in this chapter demonstrate the effectiveness 

of the proposed live and spoof face detection system using stereo vision and YOLOv11. 

The model achieved a high accuracy rate, showcasing its ability to distinguish live faces 

from spoof attempts across diverse conditions. Depth-based liveness detection, combined 

with RGB data, provided a robust mechanism to address challenges such as lighting 

variations and high-quality spoof artifacts. 

A comparative analysis highlighted the competitive advantage of this system over existing 

solutions, particularly in leveraging depth information for liveness verification. However, 

the error analysis revealed limitations, such as false positives under challenging 

environments and hardware constraints.  
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CHAPTER 8 

SUSTAINABILITY AND ETHICAL IMPLICATIONS 
 

 

8.1 Introduction  

The rapid growth of face recognition in high-security applications raises critical 

sustainability and ethical concerns. This chapter examines how the proposed stereo vision 

and YOLOv11-based liveness detection system addresses energy efficiency, data privacy, 

and fairness. 

The system integrates the OAK-D Lite stereo camera with a custom-trained YOLOv11 

model for real-time, accurate liveness detection. However, deep learning models are 

computationally intensive, increasing energy and hardware demands. To minimize 

environmental impact, the system employs optimization strategies like model quantization, 

frame skipping, and efficient memory management. These measures enable sustainable 

operation on resource-limited devices without compromising accuracy, making it suitable 

for high-traffic applications. 

8.2 Environmental Impact and Energy Efficiency 

This YOLOv11-based liveness detection system offers energy-efficient, secure, and 

scalable solutions, benefiting industries like finance, healthcare, and security with 

applications in fraud prevention, access control, and authentication. Below is a breakdown 

of the industries, their specific use cases, and the associated beneficiaries: 

Industries Benefiting from the Research 

● Access Control and Security 

○ Use Case: Enhancing security systems in corporate offices, residential 

complexes, airports, and other high-security areas by verifying user 

liveness during access. 

○ Stakeholders: 
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■ Organizations and Facility Managers: Gain a robust, energy-

efficient system for monitoring entry points. 

■ Employees and Residents: Benefit from seamless and secure 

access. 

■ Security Solution Providers: Incorporate advanced liveness 

detection features to improve product offerings. 

● Banking and Financial Services 

○ Use Case: Fraud prevention in ATMs and online banking through liveness 

detection during facial verification processes. 

○ Stakeholders: 

■ Banks and Financial Institutions: Reduce fraud cases, ensuring 

compliance with security regulations. 

■ Customers: Experience secure and reliable banking interactions. 

● Healthcare Systems 

○ Use Case: Protecting sensitive healthcare facilities and patient data 

through biometric-based access control. 

○ Stakeholders: 

■ Healthcare Providers: Safeguard restricted areas and confidential 

records with minimal energy costs. 

■ Patients: Gain trust in the system's secure infrastructure. 

● Education and Examination Centers 

○ Use Case: Conducting secure online exams and attendance monitoring 

through live face detection to prevent impersonation. 

○ Stakeholders: 

■ Educational Institutions: Ensure the integrity of online 

examinations. 

■ Students and Exam Conducting Bodies: Experience a fair and 

secure evaluation process. 

● Retail and E-Commerce 
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○ Use Case: Integrating liveness detection into customer authentication 

during online purchases and loyalty program access. 

○ Stakeholders: 

■ Retailers: Offer secure and personalized customer experiences. 

■ Customers: Enjoy convenient and secure identity verification. 

● Public Sector and Government Agencies 

○ Use Case: Implementing liveness detection for citizen services, such as 

passport issuance, voter verification, and border control. 

○ Stakeholders: 

■ Government Authorities: Improve the efficiency and security of 

public service delivery. 

■ Citizens: Benefit from reduced fraud and quicker access to 

services. 

● Smart Cities and IoT Systems 

○ Use Case: Secure access to IoT-enabled homes, public utilities, and 

transportation systems via liveness detection. 

○ Stakeholders: 

■ City Planners: Ensure secure access to public and private 

infrastructure. 

■ Citizens and IoT Users: Benefit from advanced, user-friendly 

smart systems with low environmental impact. 

Stakeholder Benefits 

● System Developers and Researchers: This work provides a framework for creating 

secure, energy-efficient biometric systems, advancing technological capabilities 

in the field. 

● Environmental Advocates: The reduced carbon footprint and energy 

consumption align with sustainability goals, benefiting broader environmental 

initiatives. 
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● Organizations Adopting Biometric Security: Reduced energy costs, lower 

maintenance demands, and scalable deployment enhance the overall cost-

effectiveness of the system. 

8.3 Ethical and Privacy Considerations 

Stereo vision and YOLOv11-based liveness detection address ethical and privacy concerns 

by ensuring secure, fair, and transparent biometric data use, mitigating risks of misuse, 

bias, and unauthorized access. 

Privacy Protection in Biometric Data Handling 

● On-Device Processing: All biometric computations are performed locally on the 

device, minimizing data transmission and reducing the risk of cyber threats. 

● Data Minimization: The system collects only essential data for real-time 

detection and does not store any information beyond immediate processing. 

● Temporary Encryption: Any temporary data is encrypted, ensuring protection 

against unauthorized access, with no long-term storage to safeguard user privacy. 

Fairness and Bias Mitigation 

● Diverse Training Dataset: YOLOv11 was trained on diverse datasets to ensure 

fairness across demographics. 

● Bias Audits: Regular evaluations of model performance across demographic 

categories are conducted to identify and address any emergent biases. 

● Transparency: Documenting model development practices and dataset 

composition fosters trust and accountability. 

Ethical Transparency and User Consent 

● User Consent: Clear, accessible communication ensures users understand how 

their data is collected and processed, promoting informed consent. 
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● User Control: Options for opting out or deleting session-specific data provide 

users autonomy and build confidence in the system. 

● Compliance with Regulations: The system adheres to global privacy standards 

like GDPR, reinforcing its commitment to ethical data handling. 

Security Measures 

● Encryption and Access Control: Biometric data is encrypted, and access is limited 

to authorized personnel, ensuring data integrity and preventing breaches. 

● Regular Security Audits: Periodic audits help detect vulnerabilities and adapt to 

evolving threats. 

● Anonymization: When data is temporarily used for system improvements. 

8.4 Long-Term Sustainability of the System 

The stereo vision and YOLOv11-based liveness detection system ensures sustainability 

with energy-efficient architecture, adaptability, and low-maintenance design for lasting 

performance and minimal environmental impact.  

Energy-Efficient Design 

● Optimized Processing: Model optimizations reduce energy use for cost-effective, 

high-traffic operations.   

● On-Device Processing: Local data processing reduces energy use and improves 

responsiveness in access control systems.  

Adaptability to Emerging Technologies 

● Scalable Architecture: The system can integrate future biometric modalities like 

thermal or infrared imaging, ensuring its relevance as technologies evolve. 

● Model Updates: YOLOv11 allows for easy updates and retraining to counter new 

spoofing techniques, maintaining performance and accuracy over time. 
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● Future-Proof Framework: The Python design ensures flexibility and 

compatibility with evolving hardware and software. 

8.5 Conclusion 

The proposed stereo vision and deep learning-based liveness detection system has been 

designed with a strong commitment to sustainability and ethical responsibility. This 

chapter has explored various dimensions of sustainability, including energy efficiency, 

long-term adaptability, and low-maintenance design, ensuring that the system not only 

meets security needs but also minimizes environmental impact. By leveraging energy-

efficient processing techniques, on-device computation, and sustainable hardware choices, 

the system achieves high-performance liveness detection while conserving energy and 

reducing its carbon footprint. These features make it suitable for long-term deployment in 

high-traffic, security-sensitive environments, aligning with the principles of sustainable 

technology.  
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CHAPTER 9 

CONCLUSION AND FUTURE WORK 
 

 

9.1 Concussion 

This thesis presented a novel approach to enhancing biometric security by integrating 

stereo vision and deep learning technologies, specifically leveraging the YOLOv11 model 

for real-time liveness detection. The primary goal was to address the growing challenges 

in distinguishing between live and spoof facial attempts in high-security access control 

systems. Through careful design, implementation, and evaluation, this work demonstrates 

the effectiveness, efficiency, and scalability of the proposed system. 

The research successfully developed a real-time liveness detection system that combines 

stereo vision depth sensing and YOLOv11's object detection capabilities. The system can 

accurately differentiate between live and spoof facial attempts using depth data and RGB 

images. This integration not only enhances detection accuracy but also ensures adaptability 

to various environmental conditions. The system achieved high accuracy, minimized false 

positives, and demonstrated robustness in detecting spoof attempts across diverse 

scenarios. 

The system was implemented using the OAK-D Lite stereo camera for depth perception 

and a YOLOv11-trained model for detecting human faces. The pipeline integrated efficient 

processing techniques, such as on-device computation, model quantization, and frame 

skipping, to reduce computational overhead and energy consumption. Extensive training 

and testing were conducted using diverse datasets to ensure fairness, bias mitigation, and 

generalization across demographics. The results demonstrated high precision and recall, 

supported by quantitative analysis and real-world evaluations. 

In conclusion, this thesis contributes a practical, efficient, and environmentally sustainable 

solution to the field of biometric security. By leveraging cutting-edge technologies like 
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stereo vision and YOLOv11, it sets a foundation for future advancements in liveness 

detection, ensuring both robustness and ethical deployment in diverse real-world scenarios. 

9.2 Further suggested work 

While this research successfully developed a robust and efficient liveness detection system 

using stereo vision and the YOLOv11 model, there remain areas for further exploration 

and improvement. Expanding upon this work can enhance system accuracy, scalability, 

and applicability in a broader range of environments and use cases. 

Incorporation of Additional Biometric Modalities: Future research could integrate 

voice, iris, or thermal imaging with stereo vision for enhanced multimodal liveness 

detection, improving accuracy and spoof resilience. 

Advanced Training Techniques: Further experimentation with advanced training 

techniques, such as self-supervised learning and semi-supervised approaches, could help 

improve the system’s performance with limited labeled data. This is especially relevant for 

scenarios involving underrepresented demographics or novel spoofing methods. 

Adapting to Emerging Hardware 

As hardware technology evolves, incorporating next-generation stereo cameras or AI 

processors designed for ultra-low power consumption could significantly enhance the 

system’s efficiency and scalability. Exploring compatibility with lightweight edge devices 

and newer processing architectures would make the system more accessible for widespread 

deployment. 

Real-Time Adaptation in Dynamic Environments: The system can adapt in real-time 

to lighting, movement, and user interactions, enhancing reliability in challenging 

environments like outdoor or crowded areas.  
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Longitudinal Performance Analysis: Further studies should evaluate the system's long-

term performance, including hardware durability, algorithm stability, and maintenance 

needs, to identify potential degradation and the need for updates or recalibrations. 

Enhanced Privacy and Security: Future work should focus on federated learning for 

privacy-preserving model improvements and blockchain-based storage to enhance data 

security and transparency. 

Broader Deployment Scenarios: The system could be tested in more diverse 

deployment scenarios, such as high-traffic public spaces, remote access control 

points, or mobile applications. Evaluating performance across different industries, 

including healthcare, education, and law enforcement, would identify areas for 

optimization and potential new use cases. 

Benchmarking Against New Standards: As biometric security evolves; further 

research could benchmark the proposed system against newly emerging standards 

and datasets. Participating in global challenges or competitions in biometric detection 

could highlight strengths and weaknesses, driving iterative improvements. 

Collaboration with Stakeholders: Future efforts could involve collaboration with 

various stakeholders, such as government agencies, private enterprises, and ethical 

boards, to refine the system for specific regulatory or industry requirements. 

Feedback from end-users could also help improve usability and trust in the 

technology. 
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