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ABSTRACT

A Distributed and Event-Driven Online Judge System Competitive Programming is a
contemporary and online program, which focuses on popularizing the quality of abilities and
analytical skills of students with respect to the sphere of competitive programming. The
system enables the users to practice a coding exercise, provide their answers and receive the
correct and automated responses in real time. It also has a built-in Online Judge playground,
which lets one write, compile, and test code in the browser without any outside software or

local development environment is needed.

The programming languages are numerous in the system and the system has a systematic and
user friendly interface in order to learn and develop the algorithmic thinking. It has problem
solving timers, detailed reports of verdicts, history of submissions and performance analytics
among others, all of which are also interwoven in a full learning experience. By providing an
easy, reliable, and efficient judging service, Online Judge will contribute to improving the
level of analytical abilities of the users and making the educational process in the field of

competitive programming easier.
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CHAPTER 1

INTRODUCTION

1.1 Background

1.1.1 Context and Relevance

The fast evolving profession of computer science and software engineering has adopted a
significant competence development under the umbrella of competitive programming. Judge
Systems On-line judge systems have become an essential infrastructure to learning
institutions and technological companies as well as programming communities across the
world. The websites enable programmers to train on algorithm-based problem solving,

compete and better develop coding skills in an organized environment.

The market of competitive programming is expanding exponentially worldwide, and the
Codeforces, LeetCode, or HackerRank among other programs are utilized by millions of
users. However, much of the existing solutions are proprietary or expensive to license besides
being not customizable to fit specific educational or organizational needs. The high demand
is the development of open-source, self-hosted online judge systems which can be modified

to suit a particular requirement without affecting the level of performance and reliability.

The Online Judge is a full-fledged, contemporary and high scaled online judge application
that could be utilized in a learning institution, during a coding boot camp or in business
training. The platform is based on the recent tendencies within web technologies and the

design of cloud-native architecture to offer a high-performance solution.

1.1.2 Problem Identification

The challenge areas of the current competitive programming practice environments are:

1. Low Access: There are numerous good sites that require subscription, which
are not accessible to the students and learning institutions in the developing
world.

2. Lack of customisation: The solutions that are deployed are open-source and
are typically not modernised or more difficult to be customised to fit the

specific needs of a given organization.

©Daffodil International University 1



3. Security: The multifaceted sandboxing mechanisms are required to execute
untrusted user code, which many platforms fail to achieve appropriately.

4. Real Time Feedback: Customers insist on getting instant feedback on their
posts which implies that it must have an efficient asynchronous processing
system and real time communication infrastructure.

5. Contest Management: It is only possible to organize programming contests
with the assistance of such sophisticated functions as live standings,
calculation of penalties, freezing of scoreboards and rating systems.

6. Scalability Issues: Submissions: Scalability architecture will be needed to

accommodate thousands of submissions at once.

Online Judge has resolved these problems by offering an online judge platform, which is
open source, feature rich and secure; with a user friendly modern new interface and scalable

online backend infrastructure.

1.1.3 Purpose and Justification

Online Judge has its primary goal in democratizing competitive programming infrastructure.

The project aims to:

e Provide a substitute to the commercial online judge systems as a free open source
offering.

e Give educational institutions the chance to arrange their programming competitions
and practice fields.

e Use the existing security in implementation of safe codes.

e Demonstrate the experience in full-stack web development and architecture in the
microservice.

e C(Create a scalable platform which would be re-configured to numerous applications.
The idea of the project is justified by the growing pressure on the instruments of

programmatic education and several needs to possess the existing and customizable platforms

in the competitive programming environment.

©Daffodil International University 2



1.1.4 Scope

Included in Scope:

e User authentication and authorisation by JWT.

e Development, coordination and organization of the issues.

e Submission of codes (C, C++, Java, Python) Multi-language.

e Sandboxing of code that is run with real-time code execution.

e Development and administration (ICPC and 10l styles) of contests.
e On the spot rankings and score board.

e Ranking and grading system by the user.

e Management of the platform.

o WebSockets based real time updates.

e Partially graded test case management.

Excluded from Scope:

e 10S/Android Mobile native apps.

e Live video coding/video streaming.

e Placeholder implementation (only) Plagiarism detection.
e Monetization or payment processing.

e Multi-language interface (Only English)

e The aspect of sophisticated analytics and machine learning.

1.2 Chapter outlines the preparation and the start of the project.

Feasibility Study

Technical Feasibility

Assessment: Highly Feasible

The applied technologies in the project are not novel:

e Internal: Spring boot 3.4.5 with Java 21 with good enterprise capabilities.
e Frontend React 18 (Vite) offers the latest development state of the art.

©Daffodil International University 3



e DB: Database is stable and MySQL 8.0.
o Message Queue: RabbitMQ gives processing asynchronous capability.
e Storage MinlO is an object storage compatible with S3.

e Judging Engine: Go with Linux sandboxing development is secure code execution.

All of the technologies are open-source, well-documented, and it has a community. The

development team can do the necessary skills on these technologies.

Operational Feasibility

Assessment: Feasible

to the system it is made to work well:

e Deploying in Containers with the Docker.

e Well separated micro services.

e Detailed logging and monitoring abilities.

e Auto-migration of databases.

o The design of the API to be easily integrated is Restful.

The platform can be deployed on small infrastructures (just a single server when small) or

horizontally scaled when large.

Economic Feasibility

Evaluation: Very Possible
e Development Cost: Extremely low, and generally represented by developer time (academic
project).
e Infrastructure Cost: The cost of cloud hosting with small hardware is approximately 20 to 50
per month.
e No licensing fee is charged since all dependencies are free.

e Maintenance Revenue: Low since automated deployment and monitoring reduce overheads.

This is highly economically viable to educational institutions since it is cheaper as compared to

licensing commercial platforms which are in most times costs between 5,000 and 50,000 annually.

©Daffodil International University 4



Schedule Feasibility

Assessment: Feasible

Timeline for development (12 weeks):

Week 1-2 Design and requirements.
Weeks three to five Backend development.
Week six and seven frontend development.
Week 8: the use of engines assessment.
Week 9-10 Testing and integration.

Week 11: Documentation and deployment.

A T o e

Week 12: Final inspection and hand in test.

This timeline can be achieved with dedicated full-time development work.

Legal Feasibility
Assessment: Wholly Achievable.

None of the intellectual property disputes.
The MIT license of the project allows maximum flexibility.

conformity to the legislation on data protection (data protection design that meets GDPR)

el o

No violations of patents
1.3 Profile of the target user and the tentative elicitation process.

1.3.1 Target Users

Primary Target Users:

1. Students: Students learning computer science are engaged in solving algorithm problems.
2. Competitive Programmers: Individuals preparing to take part in an event in programming.

3. Teachers: Teachers constructing activities and contests to their students.

Secondary Users:
1. Contest Organizers: Organizers of programming contests which are organized by people or
groups.
2. Platform Administrators: Technical individuals who take care of the installation of Online
Judge.

3. Content Creators: Seasoned users with editorial and problems.

©Daffodil International University 5



1.3.2 User Profile

User Profile Demographics:

e Agerange: 15-35 (primary)
e Education: Computer science education, high school to college.
e Geographic: Globally, including the focus on educational institutions.

e Technical Skills: Programming skills of intermediate to advanced level.

Features of the User:
e Well informed of at least one programming language.
e Feasy to work with web-based interfaces.
e Achievement-related (preparation of competition, training of skills, etc.)
e Principles instant feedback and comprehensive error feedback.

e has responsive and user interfaces.

1.3.3 Elicitation Process

The requirements were collected through the following methods:

1. Interview Structured interviews were conducted with the following:

e Competitive programming students, 10.
e 3 programming instructors

e 2 contest organizers are local university contest organizers.

2. Questionnaire was dispatched in the web based survey to 50 or more potential users who

comprise:

e Preferred features
e User interface preferences
e Ranking of commonly used programming languages.

e Contest format preferences

3. Observation Analyzed as applied to the existing platforms:
e (Codeforces (contest features)
o [LeetCode (presentation of the problem)
e HackerRank (User dashboard design)

©Daffodil International University 6



4. Brainstorming Group brainstorming will occur with the computer science students and will
find:

e Losses in present platforms.
e Desired features

o The ease of use is increased.

5. Use-Case Analysis Prepared scenarios of:
e Submission workflow
e Contest participation
e Problem creation (admin)

e Profile management

1.4 Project Block Diagram

f No——|  Reject Submission
1 Yes ——> | Store Submission in DB

valid
Language?

Start Submission  — Upload Code ———>| sendcodetoBackend [

Return Error / Wrong

j— No —— answer

All Tests

Test Case
Successful?

Push to Judging Queue H Worker Picks Job %

Return Failed Verdict

Passed?

Return Accepted Verdict ]

The block diagram of Online Judge System is shown in Figure 1.1.
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1.5 System Requirements

1.5.1 Hardware Requirements

Minimum Requirements (Development/Small Deployment):

e processor: Dual core processors (2.0GHZ and above)
e RAM:4GB

e Storage: 20 GB of disk memory.

e Internet: 10 Mbps network.

Production Deployment (Recommended Requirements):

e Processor: Quad core processor (3.0 or higher)

e RAM: 16 GB or more

e Storage: 100 GB SSD

e Internet: 100 Mbps internet.

e More: Workers with 2 cores (2) with 8GB RAM cores (8) distributed (2).

1.5.2 Software Requirements

Server Requirements:

e OS: Ubuntu 20.04 LTS and above / Linux kernel 4.0 and above
e Java: JDK 17 or higher

e Node.js: v18 or higher

e MySQL: 8.0+

e RabbitMQ: 3.x

e MinlO: Latest stable version

e Go: 1.19+ (for judging engine)

e Docker: 20.10 or greater (not necessary, required with containerized deployment)
Development Tools:

e IDE: IntelliJ IDEA / VS Code (recommended)
e Compiler (that will be evaluated): GCC 9.0, G++ 9.0, OpenJDK 11.0, Python 3.8.0.

Client Requirements:

e Browser: Chrome 90+, Firefox 88 +, Safari 14 +, Edge 90 +.

©Daffodil International University 8



e JavaScript: Enabled
e Screen Resolution: 1024x768 (1920x 1080 desirable)

1.5.3 Constraints and Dependencies

Technical Constraints:

e Linux-specific sandboxing Linux-only judging engine (Linux-specific sandboxing)

e WebSocket functionality was required in real-time.

e JSON requirements MySQL minimum version 8.0.

e Do not enable file upload larger than 10MB at a time.
Business Constraints:

e Specifications of open-source licensing.

e The main attention is in the educational use.

e Original interface language is English only.
Environmental Constraints:

e Distributed deployment needs a stable internet connection.

e Judge workers must have compiler toolchains installed.

e MinlO requires special storage volume.

Dependencies:
e Spring boot ecosystem (Spring Security, Spring Data JPA, spring AMQP).
e React ecosystem React Router, Axios, Bootstrap.
e RabbitMQ as an inter-service communication.

e MinlO being a distributed file storage company.
1.6 Project Scheduling

Development Timeline

Phase Duration Activities Deliverables
Phase 1: Planning Week 1-2 System design, architecture Database structure,
design, requirement analysis. Application
documentation.
Phase 2: Backend Week 3-5 Installing Spring boot services, | Backend API
Development rest API, authentication, endpoint work.
database integration.
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Phase 3: Frontend Week 6-7 Create React components, add | Functional user
Development interface with the backend, interface
provide UI/UX.
Phase 4: Judging Week 8 Develop Go-based sandbox Code execution
Engine worker, connect with engine
RabbitMQ.
Phase 5: Week 9-10 Installation, WebSocket Integrated system
Integration implementation, end to end
testing.
Phase 6: Testing Week 11 Unit, integrity, security testing. | Test reports
Phase 7: Week 12 Documentation Final Deployed system,
Deployment presentation, Deployment thesis
scripts.
Milestones
1. M1 (Week 2): System design accepted.
2. M2 (Week 5): Backend API complete
3. M3 (Week 7): Frontend UI complete
4. M4 (Week 8): Engine testing.
5. MS5 (Week 10): 100 perfect integration achieved.
6. M6 (Week 12): Reported system implemented.
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UtinQ) Platform: 1-Year Project Schedule (52 Weeks)
Q1: Jan-Mar Q2: Apr-Jun Q3: Jul-Sep Q4: Oct-Dec
Month1 | Month2 Month 3 Month4 [ Month5 | Month6 Month7 | Month8 [ Month9 Month 10 | Month11l | Month 12

Wk 1 [Wk3 Wk 4 [Wk7|Wk9 [Wk 12|Wk 13|Wk 15|Wk 17|Wk 20| Wk 22|Wk 25|Wk 37[Wk 32| Wk 36 Wk 36 Wk 40[Wk 42|Wk 44 Wk 46 Wk 48/Wk 49|Wk 51|Wk 52

M1 (Wk 4) oM3 oMa M6 M7 oM8 @M
Req Gathering
[ Feasibility :
I Architecture Design

M2 (Wk 12)
[ Detailed Design
99 UIJUX Prototyping
W Process Review
M3 (Wk 26)
I Core Infra
[ Auth & User Mgmt
I Problem Mgmt
I Submission System
[ Contest Mgmt "
W standings & Ratlng
[0 Real-time Features
Phase 4: Frontend Dev (Weeks 27-38) ®M5 (Wk 38)
Setup & Core
Auth Pa?es
Problem Pages
Submission Pages
Contest Pages

Admin Pages
| Phase 5: Judging Engine Dev (Weeks 27-36) T § M5 (WK 36)
NN Engine Sety
-gCDrgailerps
[ sandbox Impl
[ Execution & Eval
I Optimization
Phase 6: Integration & System Testing (Weeks 39-44) PM7 (Wk 44)
System Integration
System Testing e
Bug Fixing & Optimization
T 9M8 (Wkks 45-48)
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Figure 1.2: Project Gantt Chart

SUMMARY

This chapter introduced Online Judge, an online judge that is a competitive online judge platform and
is open-source. We have established the backdrop and relevance of such platforms to modern teaching
of computer science, identified the chief problems with existing solutions and inspired the
development of Online Judge. The viability of the project was demonstrated by our comprehensive

feasibility study in terms of technical, operational, economic, schedule and legal aspects.

We have determined the target users or students, competitive programmers and educators and here the
process of elicitation by which they had to be obtained was explained. The system architecture was
presented as a block diagram and it was illustrated with topography of client layer, API gateway,
business logic services, message queue, workers of judging engines and storage components.
Hardware and software requirements, constraints, and dependencies of both the development and

production environment were established.
Finally, a step-by-step project plan was also included that included 7 steps and a 12-week time frame

between the beginning of the planning and the final deployment phase. The first chapter will dwell

more into the way online judge will be designed and implemented
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CHAPTER 2

DESIGN AND IMPLEMENTATION

2.1 Introduction

This chapter describes both the architecture and system design of the 'A Distributed and Event-Driven
Online Judge System for Competitive Programming' It starts by converting the requirements
ascertained into a formal set of Functional and Non-Functional Requirements. The essence of the
chapter is centred on the Object-Oriented System Design that employs the Unified Modeling
Language (UML) to demonstrate the structure and behaviour of the system such as use case, activity,

sequence, and class diagrams. Lastly, it describes the implementation choices and coding issues.

2.2 Functional Requirements

The Functional Requirements outline the fundamental capabilities of the Online Judge system and the
features that it should have in order to meet the needs of its users. In this project, these include
end-user functionality like user registration and user authentication, problem repository interface, the
real-time playground of code submission and execution, and automated verdict generation (e.g.,
Accepted, Wrong Answer) of the system. These needs are a direct mapping of the critical business

processes in an Online Judge platform.

Table: User Registration

FRO1 User Registration

Description Enables new Student Coders, Lecturers, and Administrators to open up an
account on the system.

Stakeholder Student Coder, Lecturer, Administrator.

Table: User Login/Logout

FRO2 User Login/Logout

Allows the authenticated users (Student Coders, Lecturers, Administrators) to
enter the system and to exit it safely.
Stakeholder Student Coder, Lecturer, Administrator

Description
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Table: Profile Management

FRO3 Profile Management

Description Enables users to manage their personal profile data (e.g. name, display picture,
passwords).

Stakeholder Student Coder, Lecturer, Administrator

Table: Problem Repository Access

FR04 Problem Repository Access

Description Enableg Student Coders tg view, search, and browse the specifications and
constraints of offered coding problems

Stakeholder Student Coder

Table: Code Submission

FRO05 Code Submission

Description Allows Student Coders to use the in-browser code playground to submit their
solution to a problem in a supported programming language in its source code
form.

Stakeholder Student Coder

Table: Automated Judging

FRO06 Automated Judging

Description The system must autrteomatically compile and execute submitted code against
hidden test cases and returrn an accurate, real-tirme verrdict (e.g., Accepted,
Wrong Answer, Timee Limit Exceeeded).

Stakeholder System

Table: Submission History Tracking

FRO7 Submission History Tracking

Description The Submission History Tracking table will be used to display this information
as shown in Table.

Stakeholder Student Coder

Table: Performance Tracking

FRO8

Performance Tracking

Description

enables Student Coders to see their performance statistics (e.g. total number of
problems solved, accuracy rate, place).
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Stakeholder

Student Coder

Table: Creation and Management of Problems.

FR09 Creation of Problems and Management.

Description Enables the Lecturers and Administrators to create, edit and maintain new
coding problems, such as constraints, test cases and the difficulty level.

Stakeholder Lecturer, Administrator

Table: User Role Management

FR10 User Role Management

Description Enables Administrators to add, delete and place roles (Student coder, lecturer,
Administrator).

Stakeholder Administrator

Table: Assignment Management.

FR11 Assignment Management

Description Enables the Lecturers to create, assign, and manage coding assignments and
contests involving particular groups of students.

Stakeholder Lecturer

Table: Assignment/Contest Results.

FRO06 My Assignment/Contest Results.

Description Enables Lecturers to see the objective performance and level of students on
given problems or contests.

Stakeholder Judge

2.3 Non-Functional Requirements

Non-Functional Requirements (NFRs) are the method by which the functioning of the system is

evaluated and not the particular functions. In the case of the Online Judge Online Judge, these

requirements play a significant role in user experience and system integrity that emphasize on quality

attributes such as system speed, stability, and compatibility. The most essential NFRs encompassed by

them are Performance (e.g. real-time delivery of verdicts, high execution speed), Reliability (e.g.

uptime, data integrity), and Portability (e.g. multi-browsers and multi-OS compatibility).
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2.3.1 Performance

Description: The system should be able to provide precise and automated verdicts near real-time with

minimal time reduced between the time a user posts code and the time he or she obtains the result.

2.3.2 Reliability

Description: : The platform should be very stable and up (high uptime). The automated judging
engine is one of the critical functions that should be functioning smoothly and safely. Isolated
execution environments (sandboxing/containerization) would be used to provide security to avoid
malicious code executing on the host server or other users. Problem sets, test cases, and history of

user submission must be maintained in terms of data integrity.

2.3.3 Portability

Description: Online Judge is a web-based platform, which should be entirely open and functioning on
all the most popular web browsers (e.g., Chrome, Firefox, Edge) and operating systems (e.g.,
Windows, macOS, Linux) without extra local software, or development configurations. The

browser-based code playground should be reliable in all the local machine conditions of the user.

2.4.1 Use Case Diagram

UtinOJ hiline Judge Platform

Create Problem
Register/Login
Browse
Problems

Update Problem

Delete Problem

’0

Add Test Cases
iew Problem
Details -
Updte Contest 9
Submit Admin

Solution /',
\
few Y <<include>> -
User Submission \ View System Stats
Result:
Evaluate
View Submission
Leaderboard
', <<include>>
Update
Profile
iew Contes
List

Participate
in Contest

Manage

Generate
Reports

Send

Notifications, SySte m

X

Detect
Plagiaris

A
\ &<include>>

iew Contes e \
Standings i <<include>>
Virtual Calculate .
Participation, Ratings J u dg i ng
Engine

Figure 2.1.1: Use Case Diagram
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2.4.2 Case Description

The case description-01 entails registration.

Use Case Registration
Goal Users are able to sign in to the system by registering.
Precondition To be registered, users have to install Hotel Management app.

Success End Condition

Failed End Condition Notificationnn: “Submission Not Submittedddd”
Primary Actors: Customer

Secondary Actors:

Trigger The user will request a registration form to fill up

Description / Main

Success l. Click on the Registration Button.
Scenario 2. Provide registration form
3. Enter Information
4. | Press “Submit” Button.
5. Information saved
6. The system stores the information and displays them !!!!
Alternative Flows
1.1 | System Error
1.1.a. Try Again!!
4.1 | The details have not been filled by the user!
4.1.a. Checked by the system & Notify by Please! Fill Up
the Box".
5.1 | The system did not respond
5.1.a. Show Error Message.
6.1 | The system does not store the details.
Error message: "Information has not been saved"

Quality Requirements

The user will complete all the details within a 30 minutes time span.

©Daffodil International University
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Case Description-02: Participate In contest

Use Case Participate in Contest

Goal The competitor answers questions to the challenges of a
continuous competition and receives feedbacks and updates
of the score.

Preconditions The user must be logged in and registered. It should be a
dynamic competition and the user should be eligible to go to
the contest.

Success End The competitor has already given all the answers he is
Condition targeting and received verdicts. The final score is recorded.

Failed End Condition The contest passed out of
time or the user did not
provide a solution. No results
are recorded

Primary Actors:
Contestant

Secondary Actors:
Problem Set, Ranking System, Auto-Judge System.

Trigger The contestant will choose a running contest and will start
providing solutions.

Description / Main Step Action

Success Scenario
1 The contestant makes a log in and goes to the

contest dashboard.

2 Chooses a contest that is active and takes part.
3 Considers the list of issues in the competition.
4 Efforts to solve a problem and provides the code

by the submission portal.

5 Auto-Judge analyses the solution and gives out a
verdict.
6 The user is shown the verdict (e.g., Accepted,

Wrong Answer, etc.).

7 Repeat the 4-6 steps until time elapses and all the
problems are tried.
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8 The ranking system changes the scoreboard
according to the accepted submissions.

Alternative Flows Step Branching Action

4a The system produces an error message of compile
error with details.

Sa Judge upholds Time Limit Exceeded verdict.
6a If the problem allows partial scoring, the score is
updated.
Ta The contest cannot be joined if time is over.
Quality Step Requirement
Requirements
1 Verdict must be returned within 3—10 seconds

depending on queue load.

2 The scoreboard must auto-update every 30 seconds
during the contest.

2.4.3 Activity Diagram

e
[ 5 L %

OO
=

NO

Figure 2.1.2: User Activity
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"
N

LogOut
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Figure 2.1.3: Judge

2.4.4 Sequence Diagram

% :Login :Login Controller
Admin ! ]
Request to Login — :
] 1
System will provide Login form System Receive all information _|!
al | :
Provide Id Password i :
i :
Save all information
( ____________________________

Figure 2.1.4: Login
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Load Judge
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Figure 2.1.5: Judge Server Sequence Diagram
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2.4.5 ER Diagram

Online Judge System ER Diagram

PROBLEMS TEST_CASES TESTCASE_METADATA

BIGINT id PK BIGINT id PK BIGINT id PK BIGINT id PK
VARCHAR userld UK VARCHAR problemid UK BIGINT problemid K VARCHAR testcaseld UK
VARCHAR usemame UK VARCHAR problemName TEXT input BIGINT problemid ~ FK
INT rating UK TEXT description TEXT output VARCHAR inputFilekey
INT problemSolved INT timeLimit INT points T —
TIMESTAMP createdAt INT memoryLimit
TEXT nerting BIGINT contest_id PK
INT pemeating BIGINT created_by FK 20
TIMESTAMP createdAt BIGINT created_by
TEXT mefino CHECKERS
TIMESTAMP createdAt BIGINT id PK

BIGINT problemid  FK

TEXT checkerCode

SUBMISSIONS

BIGINT id PK
VARCHAR submissionid UK

BIGINT problemid PK
VIRTUAL_PARTICIPATION BIGINT id PK BIGINT user_id FK
BIGINT id PK VARCHAR cpmeshd UK TINYINT rseud FK SUBMISSION_TEST_RESULTS
o VARCHAR tibe TEXT sourceCode g
VARCHAR participationid UK
BIGINT userid FK DATETIME startTime VARCHAR status
BIGINT contet_id FK DATETIME andTime INT score
TIMESTAMP startTime TINYINT contestType TIMESTAMP createdAt
BOOLkftiated
BIGINT userid FK

BIGINT created_by

PLAGIARISM

| 7 BIGINT id PK
VARCHAR plagarismid ~ FK
BIGINT submissionld

)

CONTEST_STANDINGS

FLOAT similarityScore
= i

CONTEST_RATING

CONTEST_PARTICIPANTS
o [ CONTEST_STANDING_PROBLEMS ‘

BIGINT id PK BIGINT id PK BIGINT id PK

BIGINT user_id  FK BIGINT user_id FK BIGINT contest_id FK BIGINT standing_id FK
BIGINT contestid FK BIGINT contestid FK BIGINT user_id FK { BIGINT problemid

INT oldRating TIMESTAMP registeredAt INT standing_rank

INT newRating INT totalScore

Figure 2.1.6: ER Diagram

2.5 Coding: Appendix A

Appendix A: Sample Coding

A.1 Sample Spring Boot Controller (Problem Management)
@RestController

@RequestMapping("/api/problems")

@Required ArgsConstructor

public class ProblemController {
private final ProblemService problemService;
@PostMapping("/create")

public ResponseEntity<ProblemResponse> createProblem(

@RequestBody ProblemRequest request,
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@RequestHeader(" Authorization") String token
) 4
ProblemResponse response = problemService.createProblem(request, token);

return ResponseEntity.ok(response);

@GetMapping("/{problemld}")
public ResponseEntity<ProblemResponse> getProblem(@PathVariable String problemld) {
ProblemResponse problem = problemService.getProblem(problemlId);

return ResponseEntity.ok(problem);

A.2 Sample Judge Worker (Go) Code
func ExecuteSubmission(code string, language string, testcases []TestCase) Verdict {
for , tc ;= range testcases {

result := RunCodeInSandbox(code, language, tc.Input)

if result.Output != tc.ExpectedOutput {
return Verdict{
Status: "Wrong Answer",
Time: result.ExecutionTime,

Memory: result. MemoryUsed,

return Verdict{
Status: "Accepted",
Time: 20,
Memory: 256,
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A.3 Sample MySQL Table Structure
CREATE TABLE submissions (
id BIGINT PRIMARY KEY AUTO INCREMENT,
submission_id VARCHAR(255) UNIQUE,
problem_id BIGINT,
user_id BIGINT,
language VARCHAR(50),
verdict VARCHAR(50),
execution_time INT,
memory used INT,
created at TIMESTAMP DEFAULT CURRENT TIMESTAMP

);

A.4 Sample React Code (Submit Page)
const handleSubmit = async () => {
const response = await axios.post("/api/submission", {
code,
language,
problemld
1)

alert("Submission Sent: " + response.data.status);

}

Summary

The general design and implementation process of the Online Judge system has been demonstrated in
this chapter. The main functional and non-functional requirements of the system were established to
make it reliable, at high performance and scale. Extensive UML charts such as use case, activity and
sequence, class and ER charts were drawn to give a clear structure and behavioral view of the system.
The architecture was also described in terms of system block diagram, component diagrams and

interaction flows of the front, back end, judging engine and the data layer.

In the implementation section, the key coding elements were brought to focus, such as sample
controller logic, judge worker execution flow, and database schema design. In this chapter, the
groundwork of the interaction of the several modules in the Online Judge system is laid, and prepares

the background of the next chapter on the software testing and validation.
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CHAPTER 3

SOFTWARE TESTING

3.1 Introduction

Testing plays a very important role in ensuring reliability, security and performance of Online Judge.
The chapter explains the testing methodology, plans and findings. A combination of unit testing,
integration testing and system testing was used to test all the functional requirements.

Since the sandboxing mechanism and the edge cases were security-critical during code judging,

special attention was given to testing them.
3.2 Testing Features

3.2.1 Features to Be Tested

Critical Features:
1. JWT validation- user authentication and authorization.
Correct submission of code and correct verdict.
Sandbox security (prevention of breaks out, exhaustion of resources)
Real-time WebSocket updates
Calculation of the contest standings.
Database integrity and transactions Significant Features:
Password reset flow

Filtering or search of problems.

A P I AN A o

File upload validation

—
(=)

. API rate limiting

—
—_

. Error handling and recovery

—_
[\S]

. Profile picture upload

—_
W

. Contest registration

._.
n

. Editorial viewing
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3.3 Testing Strategies

3.3.1 Test Approach

Approach To Unit Testing:
e Framework JUnit 5 (backend), Jest (frontend).
e Target: Personal service applications, utility applications.
e Coverage Goal: >80% code coverage
e Scope: Business logic, validators, formatters
Approach To Integration Testing:
e Framework: Testcontainers, spring boot test.
e Target: API endpoints, database operations, RabbitMQ integration.
e Scale: Interactions among Controllers, Service, Repository.
Approach To System Testing:
e Complete workflow testing is done manually.
e submission testing in end to end utilizing all the supported languages.

e Scenarios of the contest participation.

JMeter (100 simultaneous users) load testing.
Approach To Security Testing:

e Sandbox escape attempts

e SQL injection tests

e XSS vulnerability checks

e By drama attempts of authentication.

3.3.2 Pass/Fail Criteria

Pass Criteria:
e All the test cases run without failure.
e The expected output is equivalent to the actual output.
e Acceptable performance measures.
e None of the security vulnerabilities found.
Fail Criteria:
e Crash or runtime exceptions.
e  Wrong business logic leads to results.
e Performance decreased past the threshold.

e Security points of weakness identified.

©Daffodil International University 25



3.4 System Testing (Test Cases with Report)

Test ID Scenario Input Expected Actual Output Result
Output
TC-001 User Valid email, | Account was Account created with PASS
Registration | name, made, email success.
password verification
received.
TC-002 User Login Valid JWT token The status of the token PASS
credentials was returned, returned is redirect
user taken to successful.
dashboard.
TC-003 User Login Invalid Error message | Error displayed correctly | PASS
password "Invalid
credentials"
TC-004 Submit C++ | Correct Sentence: Not | AC verdict, 100% tests PASS
Code (AC) solution, guilty, all tests | passed
C++ passed.
TC-005 Submit Incorrect Verdict: WA verdict, test 3 failed | PASS
Python Code | logic, Python | Wrong
(WA) Answer, Failed
test 3.
TC-006 Submit Code | Infinite loop, | Verdict: Time | TLE verdict after timeout | PASS
with TLE Java Limit
Exceeded
TC-007 Submit Code | Large array Judgment: MLE verdict detected PASS
with MLE allocation, C | Violation of
Memory
Capacity.
TC-008 Compilation | Syntax error | Compilation, CE with compiler output | PASS
Error in code, C++ | error message:
Verdict
Compilation
Error.
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TC-009 Create Admin Saved Successful creation of a PASS
Problem develops problem, is problem.
new issue listed on
with sample | problem list.
cases.
TC-010 Join Contest | Registers as | Registered, Registration confirmed PASS
auser ofan | participant in
impending the list.
contest.
TC-011 Contest User submits | Scorecards Scorings were updated PASS
Submission | during delivered, properly.
contest positions
refereed.
TC-012 View Request Penalty and Correct rankings PASS
Standings contest score based displayed
standings ranking.
TC-013 WebSocket Submit code, | Live update Verdict received in <2s PASS
Update wait for placed on
verdict browser.
TC-014 Sandbox On locating | to access Access denied, RE PASS
Escape /etc/Passwd, | /etc/Passwd verdict
Attempt a Code Code trying to
attaining this | access passwd
locus This code
attempts to gaining this
identify user | locus tries to
information, | find user data,
including such as
passwords.<| | passwords.
human[>Tryi | Nothing
ng executed, Run
Time Error.
TC-015 SQL Malicious Sanitization of | Query escaped properly | PASS
Injection input in input, no
Attempt search compromise
on the DB.
TC-016 Large File Submit Every Error displayed correctly | PASS
Upload 100MB submission
source code | was done
successfully.
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TC-017 Concurrent 50 users are | All All processed, no errors PASS
Submissions | postulating at | submissions
the same processed
time. correctly
TC-018 Database Test case All or nothing | Transaction successful PASS
Transaction | creation: insertion with atoms.
Problems
will be
created with
the help of
the test
cases.
TC-019 Password Request OTP sent, OTP has been passed, PASS
Reset password password password has been reset.
reset e-mail. | updated
TC-020 Profile User updates | Request Update reflected PASS
Update bio and password reset | correctly
avatar e-mail.

Test Summary:

e Total Test Cases: 20
e Passed: 20

e Failed: 0

e Pass Rate: 100%

Performance Test Results:

e Average API response time: 180ms

e  WebSocket latency: average of 45ms.

e Response: 95 percent of database queries take less than 50ms to respond.

e Simultaneous user capacity 1000+ users (load tested)
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3.5 Summary

Online Judge was validated by extensive testing of functionality, security and performance. The 20
test cases were successful indicating reliability of the system. The coverage of unit tests was more
than 80 percent, integration tests were used to prove that elements interacted with each other correctly,

and system tests were used to prove end-to-end workflows.

Sandbox was tested to be secure against escape attacks, and the input sanitization against SQL
injection and XSS attacks was tested as well. Testing on performance demonstrated that the system
has a carrying capacity of 1000+ users simultaneously with reasonable response time. The following

chapter relates to deployment and maintenance.
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CHAPTER 4

DEPLOYMENT AND MAINTENANCE

4.1 Introduction

Online Judge is most likely to succeed in the long term when deployed and maintained. The chapter

covers the deployment plan, infrastructure specifications, and maintenance plan.

4.2 Adhering to Software Release Life Cycle (SRLC).

Alpha Release

Purpose: Developing team testing.

e Duration: 2 weeks
e Auth, problems, submissions Core functionality.
e Testers: 3 developers

e Result: 23 bugs were fixed and identified.

Beta Release

Purpose: Small scale testing by a small group of users.
e Features Full feature set with contests.
e The testers: 50 students of the university.

e Feedback: Ul work, performance optimization done.

Release Candidate (RC)

Purpose Final production validation.
e Duration: 1 week
e Beta testing: Stress testing, security audit.

e Status: All the critical issues settled.
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Production Release
Version: 1.0.0
e Deployment: November 2025
e Infrastructure Cloud-based (AWS/DigitalOcean).

e Surveillance: empowered with Prometheus and Grafana.

Deployment Architecture

S Boot App 2 i
pring Boot App PosigreSOL Primary Replication

PostGreSQOL Replica

Data Layer

N
RabbithQ Cluster
S

l MiniO Gluster

\’ React Bulld

MNgin Static

Judge Worker 1

Figure 4.2: Deployment Architecture of Production.

Maintenance Procedures

Daily:
e Check logs of monitor systems on errors.
e Check judge worker status
e Verify database backups
Weekly:
e Review performance metrics
e Analyze user feedback
e Security patch updates
Monthly:
e Database cleaning and optimization.
e (apacity planning review

e Feature updates deployment
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CHAPTER 5

USER MANUAL

5.1 Introduction

This chapter is an elaborate guide to the user on the best way to use and navigate the features of the
Online Judge Online Judge System. The user manual will assist students, contestants, instructors, and
administrators to learn the interface of the system, the functionalities available, and the workflow of
completing the necessary tasks, that is, solving problems, submitting code, reviewing verdicts,

contesting, and managing accounts.

The guidelines provided in this chapter are presented in a chronological format to make them easy to
use even by the people who are not familiar with the online judging platforms. There are visual
representations, description of features and usage processes to assist the users to interact with the
system with ease. This chapter is aimed at making the Online Judge as easy as possible to use, with

little technical expertise.
5.2 Project Functionalities

Registration and Login

1. Go to the home page of Online Judge.
2. Click "Sign Up"

3. Type in username, email and password.
4. Verify email via OTP

5

Login with credentials

Solving Problems

Problem will be opened on clicking.
Click on problem to view details

Read problem statement and constraints
Write solution in preferred language
Click "Submit"

View real-time verdict

A O
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Participating in Contests
Go to "Contests" page
Click on registration on future contest.
Wait for contest start time

1
2
3
4. Problem solving in contest period.
5. View live standings

6

Problems after problems are contested.

Admin Functions (Admin Panel)

Access admin panel at /admin
Design problem statement, description, test cases
Develop competition and introduce problems.

Monitor all submissions

A e

Manage users and permission

Home Page:

% UtinOJ i= Problems ¥ Contests i= Submissions & Profile

Welcome to the Online Judge!

Start solving problems and improve your coding skills.

Figure 5.1.1: Home Page
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Login Page:

User Profile:

</> UtinOJ = Problems

M

Md. Abdul Alim

& Edit Profile
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Login

Please enter your details below to sign in.

Remember me Forgot password?

Don't have an account? SignUp here

Figure 5.1.2: Login Page

¥ Contests i= Submissions

‘- Recent Activity

Activity timeline ¢

View All Submissions

Figure 5.1.3: User Profile
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User Submission:

</> UtinOJ A Home

25 Two Integer Sum

26 Print Integer

27 Print Integer

28 Print Integer

29 Print Integer

30 Print Integer

3 Print Integer

32 Print Integer

33 Print Integer

34 Print Integer

35 Print Integer

36 Two Integer Sum

[ <er ] 100 2/2 20ms  Dec23 A

[ <or ] 100 22 T5ms  Decz3 5 AM
[ <or ] 100 22 2ms  Dec2: 215 AM
[ <eo ] 100 2/2  T4ms  Dec23,20251214AM
[ <er ] 100 2/2 22ms  Dec22,2025, 1119 PM
[ <ee ] 100 22 33ms

[ <ee ] o 2 - Dec 22, 2025,10:34 P

[ <or ] 100 202 2%ms  Dec22.2

Figure 5.1.4: User Submission

Create Contest:

Create Contest

Contest Title *

e.g., Weekly Coding Challenge #1

Description

Describe the contest...

start Time * Duration (minutes) *
mm/dd/yyyy, —:-— - ] eg, 180

End Time (Auto-calculated)

(O Not calculated yet
End time is automatically calculated based on start time + duration

Difficulty *

Make this contest public

Easy

Create Contest

Figure 5.1.5: Create Contest
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View All Contests:

N UHNOS | mrome  i=rooens [ caen i= Sobmissions & Profie

Contests

Compete with programmers worldwide and improve your skills
& Past (4)

& COMPLETED

& COMPLETED

DIU Code Trap programming Contest © COMPLETED

DIV BreakOut Algorithm Programming Contest © COMPLETED

Figure 5.1.6: View All Contests

View Problem:

. Code Edit
Print Integer ede=arer
#include <iostream>

& v+ i
using namespace std;

Description int main() {
int n; cin=>n;

Read an integer variable and print it.
cout<<n<<endl;

Sample Input Sample Output

return @;

2 2

Time Limit: 2000 ms

Memery Limit: 256 MB

Submit Code

Figure 5.1.7: View Problem
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Submission Status:

Print Integer
Submission #80794d61-9900-4cc5-9440-97fa30e88c4

Time Author Language

3:13:33PM Md. Abdul Alim cpp

Verdict CPU Time Memory
ACCEPTED 0.023s 0.00 MB

° Accepted! Your submission passed all fest cases.

</> Source Code (23

int main() {
int i

Figure 5.1.8: Submission Status

5.3 Summary

The user manual contained step-by-step guideline on all significant functionalities such as
registration, problem solving, participation of contests, and administration. The interface is user

friendly and needs very little training to the users who are used to the online judge websites.
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CHAPTER 6

PROJECT SUMMARY

6.1 Introduction

The last chapter gathers a recap of the Online Judge project, taking into consideration the success,

shortcomings, and the future.

6.2 Project Achievements

Online Judge has managed to provide a full online judge platform with:

Multi-language (C, C++, Java, Python) Multilingual.
Secure sandbox execution

Real-time verdict updates

ICPC and IOI contest formats

Rating system and leader boards.

Admin panel for management

Mobile-first microservices architecture.

100% test pass rate

Production-ready deployment

6.3 Project Limitations

There are certain restrictions in spite of detailed functionality:

L.

S T

Linux Dependency: Judging engine needs Linux as it utilizes the technology of sandboxing.
Language Support: Supports 4 languages (currently, no support of Rust, Go, JavaScript)
Plagiarism Detection: Placeholder only, never to be completed.

Mobile App: No native mobile applications (respondent web only)

Globalization: All-English interface.

High-tech Analytics: Underwhelming data visualization and insights.
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6.4 Scope for Future Work

Possible improvements of future versions:
Short-term (3-6 months):
e Include support of more programming languages (Rust, Go, Kotlin)
e Process simple plagiarism detection with MOSS API.
e Improve User Interface/User Experience.
e Insert difficulty of problem rating algorithm.
Long-term (.5-2 years):
e Difficulty prediction Machine learning.
e Test case generation Automated.
e Problem tutorials in interactions.
e Multi-language interface

e Decentralized implementation of several institutions.

6.5 Conclusion

The Online Judge is an effective example of a modern online judge platform that fulfills the
requirement of having accessible and customized competitive programming infrastructure. We came
up with a production-ready system through thorough requirement analysis, intelligent system design,

and testing, which is used by students, educators, and competitive programmers.

The project has shown experience in the field of full-stack development, microservices architecture,
real-time communication, and secure code execution. Online Judge is able to provide the desired
performance, scalability, and security of a competitive programming platform by using modern

technologies such as Spring Boot, React, RabbitMQ, and Go.

Its main accomplishments are successful execution of code using sandboxes, real time
synchronization of verdicts using WebSocket, complete contest management and a user-friendly

interface. The system was tested in terms of functionality and security and all tests were validated.

Its open-source framework also makes Online Judge scalable to be modified and expanded by
institutions of higher learning around the globe, making quality competitive programming
infrastructure more accessible to everyone. The next generation will be dedicated to the further

development of language support, plagiarism detector and native mobile applications.
There have also been highs and lows in this project which have been both a tough experience

technically, as well as an eye-opener in the field of distributed systems, security and current web

development practices.
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