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ABSTRACT 
 

Rapid mobile communication expansion has fundamentally altered digital connectiveness, 

turning SMS into a critical form of interaction for individuals, businesses, and institutions. 

However, this growth has also facilitated an unprecedented upsurge in spam messaging, which 

comes in the form of fraudulent, phishing, or promotional messages that endanger user 

security, and privacy. Ergo, an intelligent machine learning -based system automatically 

detecting and filtering spam is proposed in this research. Two benchmark models, namely 

Logistic Regression and Multinomial Naive Bayes have been created, relying on TF-IDF 

vectorization to extract textual features and SMOTE to standardize and balance the dataset. 

These models displayed consistent and robust results by displaying 96.7% and 94.6% 

accuracies in classifying spam and ham messages throughout the research. Additionally, with 

the aim to further enhance detection performance, a novel hybrid ensemble stacking model -

SmartSMSGuard was developed, blending predictive abilities of linear and non-linear 

predictors by merging both models through a meta-classifier. The highest accuracy of the 

model was recorded as 97.99%, for which precision and recall values were also individually 

higher than other classifiers, which facilitated overall robustness. As experimental results have 

indicated, fewer spam messages have been missed by SmartSMSGuard, which surpassed both 

classifiers in false positive prediction. Therefore, SmartSMSGuard is a consolidated and 

credible yet scalable system for intelligent SMS spam filtering. Moreover, the model also 

exhibits high adaptability levels in different sets of data and therefore is viable for dynamic 

use for spam detection in the mobile network in real-time mode. The lightweight nature of the 

model requires minimal computation overhead allowing it to run fast and effectively hence 

can run efficiently even in real-time on large big data systems. The combination of feature 

engineering and ensemble learning enhances the model’s performance further by increasing 

its interpretability and scalability simultaneously.  

Keywords: SMS Spam Detection, Machine Learning, Logistic Regression, Multinomial 

Naive Bayes, Ensemble Stacking, SmartSMSGuard, TF-IDF, SMOTE, Text Classification, 

Spam Filtering. 
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CHAPTER 1  

 

INTRODUCTION 
 

1.1 Introduction 

 

The number of SMS phishing or smishing cyber-crime methodology has been spiking 

incessantly, posing concomitant threats to individual privacy and an organization’s security as 

an area of concern, a recent study examines the eye-tracking review conducted on phishing 

cyber-attack methods, unraveling the psychological tricks employed [1]. Meanwhile, a further 

study provides an extensive survey on the advancement and challenge of the machine learning 

process in the detection of phishing websites sum up the worldwide increase in mobile 

smishing crime methods, ascribing the phenomenon to the widespread internet and cellphone 

network use of the entire population across continents [2]. unveil that a substantial number of 

a population is susceptible to fall for smishing stratagem, thereby demonstrating the outright 

performance of the deceptive message in stealing user credentials and installing malware. The 

digital space is evolving with the over-crowding of the worldwide web and mobile sms as a 

primary cyber-crime method. This type of attack does not only refer to cyber-privacy but also 

affects the security of organizations globally [3,4]. Despite a seemingly heavy reliance on 

cyber defense technology, the present effects of a series of studies call for a Sierra change in 

the detection of smishing processes. According to a study, phishing methods deploy a 

sophisticated psychological slant to fool a substantial population. For both studies n. also leads 

to advancements in machine learning approach technique allowing for ever-more sophisticated 

smishing attack scale. The worldwide increase in smishing attacks. This online narrative 

allows its immediacy with the number of susceptible users falling for the smishing method. 

This further reveals the impeccable effect of the same against detection. ML methodologies 

can be peddled in such a manner that it will allow for the exclusions of smishing attacks [5]. 

n. will examine and explore how smishing constitutes a perfect medium that aids Bitcoin 

criminals. Furthermore, the study will be instrumental in highlighting how and whether ML 

approaches are used to reduce such attacks. The objectives of the proposed research include 

bridging the gap between smishing attacks and detection and the general information about 

phishing attacks [6]. 
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1.2 Background Study 

 

mobile communication technologies have tremendously influenced the way people and 

organizations communicate with each other. Among these mobile technologies, Short 

Message Service remains the most popular one, particularly in regions with limited Internet 

accessibility. However, the growing intimacies of SMS usage have also catalyzed spamming, 

which ranges between innocent, albeit non-consensual activities, regarding advertising 

services, and data of questionable value and fraudulent activities of distributing phishing 

messages, malicious computer programs and applications, etc. with the intent of extorting 

money or causing harm to a recipient [7]. As these fluctuations are hardly predictable, early 

spamming detection relies on so-called rule-based systems searching for messages based on a 

set of signs specific to spam correspondence. Such signs can be identifying words, separated 

by capital letters, unpleasant words, an abundance of exclamation and question marks, and 

many more. The two essential limitations include low efficiency of preventing spam 

distribution and the need for frequent updates of the rule-based SMS system, approaching the 

point, whereby the system becomes inefficient in detecting spam at all. The advent of self-

adapting spam detectors, based on machine learning methods provided a critical breakthrough 

in spamming prevention. Several techniques have proved to show overall good results, 

including Naïve Bayes, Support Vector Machine, and ensemble models, such as Random 

Forest and Gradient Boosting. However, these applications are still loaded with several 

limitations that require further research, including a lack of versatile interpretability, a curse 

of computational complexity, or poor accuracy that can be caused by class imbalance. Such 

requirements have determined the necessity for exhaustive research and development of new 

ensemble and hybrid learning techniques that could benefit from the achievements of 

traditional, well-established techniques but at the same time compensate for their drawbacks, 

leading to comprehensive, highly accurate, and interpretable SMS spam detectors. 

faster and customer. 

 

1.3 Motivation 

 

The existing state-of-the-art spamming detectors frequently fail to demonstrate a balance 

between accuracy and simple interpretation or be computationally efficient. In addition, the 
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ability of the spammers to continuously transform their methods of spamming distribution, 

combined with newly emerging technology of message obfuscation or the ability to alter 

spam’s content frequently, negatively impacts the efficiency of trivial detectors. Furthermore, 

the class of spam messages is generally a minority of all SMS messages that biases the 

detectors in favor of detecting the majority class, leading to severe spam undetectability. There 

is likely no need to explain the issue of continuous interpenetration of messages for detecting 

users who are tired of this phenomenon and cannot find efficient enough mechanisms for 

turning off spam. Thus, there is a steady demand for SMS spam detectors that could equal or 

surpass the existing robust applications by being both highly interpretable and computationally 

efficient. These requirements have stipulated the study’s motivation to introduce an intelligent 

spam detector that is easily interpretable and equipped with a built-in ability of handling SMS 

data imbalance. 

 

 

1.4 Problem Statement 

 

In Bangladesh wide-spread usage of mobile devices has resulted in the increasing number of 

SMS spam. The threats that this phenomenon imposes for the users and the operators of 

cellular networks include invasion of patients, phishing, and data cutting industrial. 

Meanwhile, the evolving tactics of spammers are difficult for existing SMS spam detection 

systems to manage. Currently, the strategies used to predict spam fall into two crude 

categories, specifically rule-based and supervised. Algorithms consisting of one model, such 

as Logistic Regression, Naïve Bayes or XGBoost, demonstrate several limitations that need 

improvement. First, they exhibit poor generalization, specifically, the inability to adapt to 

renewed versions of SMS spam. Second, these classifiers are overly sensitive to the class 

imbalance problem. Lastly, they are less transparent. Classic algorithms often generate 

complex formulas, making it difficult to reveal the contribution of a variable to a decision. 

Additionally, the computational cost of certain classifiers prevents them from being used in 

real time. As a result, it is crucial to develop a more potent and flexible SMS spam detection 

framework capable of accurately prophesying that a message is spam at each stage of the 

process, while retaining higher efficiency and transparency. In general, the procedure of 

transferring knowledge to SMS spam detection systems and systems for detecting deceptive 

content is extremely important for the field of cybersecurity and the further development of 

artificial intelligence, as it improves the capabilities of these systems to recognize newly 
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emerging threats and minimize the risks of users being exposed to malicious communication. 

 

 

1.5 Research Objective 
 

The overarching aim of the research will be to develop an ensemble ensemble-based SMS spam 

model — SmartSMSGuard that will outperform existing machine learning methods in terms of 

predictive performance, generalization, and interpretability. The specific objectives of the 

research include: 

 

• Design and implementation of the ensemble-based SmartSMSGuard framework, 

utilizing multiple learning models capable of improving the accuracy of SMS spam 

detection process. 

• To evaluate the comparative performance of the SmartSMSGuard framework in terms 

of AUC, precision, and recall. 

• To address the problem of dataset imbalance, minimizing the number of false positive 

results during the process of spam detection. 

• To enhance the interpretability of the SmartSMSGuard model by analyzing the 

importance of features and implementing visual analysis. 

 

1.6 Research Scope 

 

The research scope is to develop and performance validate intelligent machine learning models 

that could be applied to detect and filter SMS spam messages. The specific aims of the study are 

to pre-process text data, apply TF-IDF for feature extraction, and counter data imbalance through 

SMOTE to increase the accuracy of type classification. This is also to implement and assess the 

performance of two baseline models – Logistic Regression and Multinomial Naive Bayes and a 

novel smart model SmartSMSGuard, inspired by a hybrid ensemble method “stacking”. 

SmartSMSGuard is developed and aims to improve spam detection performance in terms of 

false positives and negatives. The study uses only English datasets that were located in the public 

domain and were SMS types, without multimedia, and multilingual. However, during future 

research, the languages could be expanded and real-time spam detection implemented. 
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CHAPTER 2  

 

LITERATURE REVIEW 
 

2.1 Overview 

 

The SMS spam detection field has seen significant improvements over the years, moving from 

simple rule-based methods to advanced machine learning and deep learning approaches. This 

section presents the development of SMS spam detection approaches and describes our 

method’s innovation accordingly [8]. The first detection systems developed for SMS analysis 

were mainly rule-based approaches with an added blacklist mechanism. These early systems 

used predefined rules to determine whether a message is spam and maintained a blacklist of 

spam sources to filter out similar messages. Unfortunately, rule-based and blacklist-based 

approaches were easily adaptable, so the spammers quickly learned to create messages that 

bypass these detection systems. This led to rule-based and blacklist-based models’ low 

accuracy as both types of approaches produced high rates of false positive and false negative 

cases. 

 

2.2 Previous Study of SMS Spam 

 

Sjarif et al. [9] Since it was clear that rule-based filters are inefficient, researchers have turned 

to classical ML algorithms to detect SMS spam. The first and one of the simplest techniques 

in this area was the SVM which has been applied to public SMS Spam Collection corpus by. 

They used a common pipeline with an SVM   StringToWordVector followed by less frequent 

token removal with the use of Information-Gain ranking. Their best model achieved 98.9 % 

on the test set, outperforming Naive Bayes, Multinomial NB, and a few K-Nearest Neighbors. 

Unfortunately, their solution does not take the word order into account and relies on the 

language-specific tokenization; therefore, it cannot be directly reused for multilingual spam 

or heavily obfuscated spam. According to Srinivasarao and Sharaff [10], in order to expand 
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the potential of traditional ML, one may create a hybrid Word2Vec + feature-selection 

pipeline. The authors state that they first enhanced the natural language representation of their 

word embeddings, then readjusted their dimensionality through data Augmentation. The 

authors then reduced dimensionality via data Audu with rf = 6 + EO.  

The data then went through two-staged SVM–KNN ensemble learning, which employed RSO 

for optimization. The study also reported minimal improvements for all classifiers, with the 

Spam Assassin subset exhibiting a slightly greater accuracy of 99.82% coupled with the two-

staged ensemble learning. Thus, the methodology employs a method unsuited for one-staged 

ensemble training and data dimensionality readjust without the help of additional machine 

learning techniques. Most importantly, however, as in most studies of the kind, their 

evaluation is binary, meaning that it may not accurately reflect the new nuances in the clusters 

of coordinated one-time SMS phishing deployments. Sri et al. [11] used a Bidirectional Long 

Short-Term Memory with word-level embeddings and minimalistic preprocessing, namely 

case normalization, lemmatization, stop-word removal. They reached 96.2 % accuracy on 

mixed SMS corpora, considerably reducing false positives compared with rule-based 

baselines. 

 

Performance was further pushed by transformer-based encoders that provide globally 

contextualized embeddings. BERT pretrained on large corpora and finetuned for spam or 

smishing classification comfortably beats 98 % accuracy, requiring little task-specific 

architecture to learn [12]. However, transformers, even in their variant that does not lose 

hierarchical structure of data still model tokens in isolation. Therefore, they either lack explicit 

mechanism to represent syntax dependency arcs or they fail to capture higher-order co-

occurrence, like the bigram call now. The paper presents the Deep Graph Neural Network -

based Spammer Detection, or Degu-Spam, model developed by Zhiwei Guo et al.[13] The 

model first distinguishes stable and occasional relations in a heterogeneous social graph and 

then feeds the combined network to a deep Graph Neural Network. By explicitly modeling the 

latent, occasionally generated links via a parametric random-walk sampler, DeGSpam 

enriches the feature space and enables a roughly 5–10 % performance gain over strong 

baselines on Twitter and Weibo datasets The model is highly efficient, but the proposed 

method is designed for user-interaction graphs and hence ignores the lexical and syntactic cues 

vital in short SMS text.Studies have indicated that SMS spam is a problem that is persistent 

and still evolving, often due to the adaptive strategies often employed by spammers [14]. To 
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facilitate addressing this problem, a research task that involved creating an extensive dataset 

of SMS data made up of over 68,000 messages, approximately 61% of which are ham and 

39% spam, ultimately making the dataset one of the largest publicly available resources for 

SMS spam studies. This dataset made it easier to benchmark the effectiveness of different 

machine learning and deep learning models in spam detection. These models were generally 

good at detecting ham, with several shallow machine learning models being effective at 

distinguishing spam and legitimate SMS messages. That said, only a few deep learning 

approaches and anti-spam systems had a precision measure of over 90%. Additionally, most 

of the approaches were previously demonstrated to be vulnerable to sophisticated methods of 

evasion. In a paper written the Naïve Bayes approach, K-nearest neighbor, and reverse 

DBSCAN algorithms are used in identifying text and image type of spam e-mails. Enron 

corpus’ e-mail dataset content is first preprocessed using various features extraction 

approaches before the algorithms are performed. This feature extraction approach entails 

Blacklisting and Whitelisting, and the use of the Tesseract Open-Source Library which was 

developed by Google. The success of these three algorithms depends on four dimensions of 

correctness, accuracy, sensitivity, and specificity, with all the algorithms having excellent 

results [15]. 

 

The provided techniques are capable of processing special fonts of text only [16]. developed 

a spam e-mail separation model using building a super-level integration algorithm and then 

separated SPEMC-11K into the encoding’s combination and term frequency-inverse 

document frequency applied to every support vector machine, logistic regression, and Naïve 

Bayes. Findings from the research shows, that TF-IDF with NB scans e-mails at 2.13 Sms at 

the quickest spam recognition, and for the term frequency-inverse document frequency with 

SVM, the best micro-F 1 is 95.39%. This paper used extra tree, AdaBoost and Bagging 

Ensemble with RF and also, MLP classification models with feature extraction methods. Out 

of all, their Ensemble RF classifier reached the highest accuracy of 98.89%. ASU detected 

improvement in performance on other models using reduced feature subsets. Nevertheless, the 

authors mention that they only used 2500Ctps, the dataset is not extensively diverse, and that 

more advanced models were not evaluated [17]. According to a recent study presented in deep 

learning was introduced as a powerful approach to discriminating the data labeled as spam or 

nonspam. The suggested approach was based on combining two deep learning models, CNN 

and LSTM, and classifying the messages to determine whether they are spam or not. Further, 
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the performance of the suggested approach was compared with the performance of such ML 

methods as stochastic gradient descent, logistic regression, gradient boosting, RF, and NB. 

The results of the research revealed that the LSTM and CNN models perform the best when 

other ML models balance it
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CHAPTER 3 

 

 METHODOLOGY 

 
3.1 Overview 
 

The proposed model SmartSMSGuard is an ensemble learning framework tailored to 

effectively catch SMS spams using a variety of advanced techniques. It begins with 

preprocessing and feature extraction phases, where the raw textual SMS messages are 

transformed into actual numerical vectors by using an adapted TF-IDF vectorizer. The feature 

vectors can then be used by two productive base classifiers, Logistic Regression and 

Multinomial Naive Bayes, to obtain different statistical and linguistic patterns across the 

samples. While the former can learn the direct linear relationships between the words and 

spam likelihoods, the latter can quickly predict the effects through the word occurrence 

probabilities. Provided that SMOTE is applied in order to compensate for the effects of 

imbalanced classes, these predictions can create a compatible and balanced training dataset. 

The models then use their outputs to combine the results through an ensemble stacking 

approach, where a meta-classifier Logistic Regression could efficiently detect and integrate 

the predictions from base learners. This is believed to result in a more robust, less biased 

strategy with better decision rules, where the meta-learner can adopt an effective algorithm to 

present the optimum predictions. As an ensemble learner, SmartSMSGuard could benefit from 

the best of two worlds by minimizing the likelihood of individual failures. The complex results 

can be documented through accuracy, ROC-AUC, precision, and recall analyses, as all 

successful outcomes of the proposed approach.  

 

3.2 Experimental Process  

 

The experimental procedure of SmartSMSGuard started with the removal of verified clean 

and spam messages and, having pre-cleaned, pre-processed the data, and converted the data 

type to ensure consistency and validity. SMOTE was applied to solve the problem of the class 

imbalance that keeps the dataset from accurately and appropriately representing a random 

sample of spam and ham messages. The correlation analysis was conducted next to determine 

relevant feature relationships.  
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After the previous steps, the updated dataset was distributed by 80% for training purposes to 

allocate data for training the model. Two base learners, Naive Bayes and Random Forest, were 

chosen and trained separately. Later, they were combined in the SmartSMSGuard ensemble 

framework following the stacking method. The classification efficiency was evaluated by 

using the Accuracy, Precision, Recall, and F1-score. The model with the highest level of 

efficiency was determined, and the results analysis showed that the SmartSMSGuard system 

was efficient in determining SMS spam due to the maximum level of accuracy. 

 

 

                        Figure 3.1: Workflow of the SmartSMSGuard Methodology 
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3.3 Dataset Description 
 

This research analyzed the dataset containing a batch of SMS messages grouped as “ham” 

messages and “spam”. The dataset consisted of 5,572 messages, with 4,825 hams and 747 

spams, which is an imbalanced version found in common types of real communication data. 

Each message was characterized by a string body and a precise label of the class of the 

message. This dataset was utilized in preprocessing the text, feature extraction relying on TF-

IDF, and model development. The dataset is available for the public and can be found on the 

UCI Machine Learning Repository:  

https://archive.ics.uci.edu/ml/datasets/SMS+Spam+Collection 

 

 

 

3.3.1 Dataset Structure 

 

 

The data used in this work consists of 5,572 SMS messages, with 4,825 of them being ham 

and 747 spam. The main problem here is that the messages are heavily imbalanced, with the 

class representing spam only amounting to about 13.4% of the dataset, while the other class 

has a frequency of 86.6%. Imbalance often leads to classifier bias, where the model grows 

heavily accustomed to predicting the majority class. Thus, several methodologies, including 

applying SMOTE, will be used later to balance the data correctly. 

 

Table 3.1: Class Labels and Distribution. 

 

CLASS LABEL MEANING NUMBER OF RECORDS 

Ham (Not Spam) 

 

Negative Case 

 

4825 

Spam 

 
Positive Case 

 

747 

TOTAL  5572 

 

 

3.4 Dataset Balancing  

 

Minority Oversampling Technique (SMOTE) used a dataset that included thousands of 

various SMS messages and indicated whether they were ham, that is, legitimate, or spam, 

which is considered unwind. 

https://archive.ics.uci.edu/ml/datasets/SMS+Spam+Collection
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Analyzing the data, observed that the number of ham messages was significantly higher than 

the number of spam ones, meaning that the data was imbalanced. This problem commonly 

leads to the classifier learning to recognize only the majority class because this improves 

accuracy. Consequently, the system could not recognize many spam messages, as they were 

the minority class. Therefore, it was essential to address this issue, so before proceeding to 

train and test the classifier, I used Synthetic Minority Oversampling Technique (SMOTE). 

This method helps to balance the data by creating artificial samples for the minority class, in 

other words, generating synthetic spam messages through linear interpolation between 

existing samples of spam. As a result, the balanced data enabled the classifier to learn how to 

recognize both ham and spam messages more effectively. Additionally, the system was no 

longer inclined to recognize merely the majority class and became more robust and resistant 

to learning small and incorrect patterns. A number of benefits were acquired as a result, 

including better generalization, reduced likelihood of overfitting, high evaluation results in 

terms of accuracy, recall, and AUC metrics. 

 

 
 

Figure 3.2: Data balancing using SMOTE 

 

3.5 TF-IDF Features Correlation Matrix 

 

The TF-IDF features produced from the SMS dataset were subjected to correlation measures 

in order to comprehend the connection between words and spam classification. First, I 

balanced the data with SMOTE and then, for each term, calculated a correlation value with 
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the target label, defining 1 as spam and 0 as ham.  

 

Words that had positive correlation values were recognized as more related to spam messages, 

while those that had negative correlation values were observed more frequently in the ham 

class. Consequently, this analysis was beneficial because it helped find out common linguistic 

features characterizing spam messages, for example, that they mainly contained promotional 

or active words and expressions. As a result, the system became more accurate and its learning 

behavior was easier to understand due to the possibility to visualize the top correlated features. 

Overall, correlation metrics are valuable tools for analyzing model capabilities and confirming 

the significance of TF-IDF features. 

 

 

 

Figure 3.3: Correlation Metrix with TF-IDF (Spam vs Ham). 

 
 

 

3.6 Model Architecture 

 

The proposed architecture consists of multiple stages for effective SMS spam detection. 

Initially, the raw text messages are preprocessed by removing noise, special characters, and 

stop words. Then, the cleaned messages are transformed into numerical features using the TF-

IDF vectorizer, which captures the importance of each term in the dataset. To handle data 
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imbalance, the SMOTE technique is applied to create a balanced training set. Two baseline 

models Logistic Regression and Multinomial Naive Bayes are trained on these features. 

Finally, a hybrid ensemble stacking model (SmartSMSGuard) integrates both classifiers 

through a meta-classifier, improving the system’s predictive performance and robustness. 

3.5.1 Logistic Regression 

 

Logistic Regression is a supervised classification algorithm used to predict the probability of 

a categorical outcome based on one or more input features. It is particularly suitable for binary 

classification problems, such as distinguishing between spam and ham messages. Unlike linear 

regression, which predicts continuous values, logistic regression uses the sigmoid function to 

map predicted values to a range of 0 to 1. Specifically, the model determines the probability 

that a given input will be of the positive class by applying first a linear combination of its 

features, followed by the sigmoid transformation. The output probability is then split into one 

of two categories based on a threshold, typically set at 0.5. The logistic regression is trained 

by estimating the optimal weights of the features using maximum likelihood estimation. This 

process estimates the parameters of the model under the condition that the probability 

estimates generated by it are close to the actual outcomes. Moreover, logistic regression is 

known to provide accurate results with high-dimensional sparse data, such as obtained by TF-

IDF vectors of words. Lastly, it also has an advantage of generating interpretable coefficients 

showing the degree to which the inclusion of a given feature in an input raise or reduces the 

probability that it will be classified in one or the other category. In the research, the logistic 

regression is used as one of the base classifiers for our SmartSMSGuard ensemble because it 

is highly accurate at making proper predictions in high-dimensional cases and exhibits 

excellent discriminative capability results.  

 

3.5.3 Multinomial Naive Bayes 

 

Multinomial Naive Bayes is a probabilistic classification algorithm, extensively used in both 

text mining and NLP tasks, such as spam detection in SMSs. It is based on the Bayes’ theorem 

and computes the probability of the class given a particular set of features. This model operates 

under the assumption that all features are conditionally independent, provided the class of the 

current observation.  Furthermore, the “multinomial” part of the algorithm makes it perfectly 

tailored to discrete count data, such as frequencies of words or their TF-IDF representation. In 



©Daffodil International University 

  

15     

the case of spam classification, the algorithm estimates the probability of words being 

characteristic of a spam message as compared to a non-spam one, and for each individual 

message, it computes the probability of belonging to one or the other class. The advantages of 

the algorithm include its high efficiency, considering that it requires ridiculously small 

computational power while still managing to run well on big data. On top of that, the algorithm 

is ideal for tasks where the features are approximately independent and also for highly 

irrelevant attributes. In fact, it is notorious for achieving the best results when applied to data 

such as sms data. Multinomial Naive Bayes is employed in the current research as one of the 

two base classifiers. 

 

 

3.6 Ensemble Learning (SmartSMSGuard) 

 

Ensemble learning is a machine learning strategy that involves combining multiple models to 

obtain an accurate and high-quality prediction. Stacking is an ensemble-based approach that 

combined several base models and a meta-classifier that learns how to make a prediction by 

combining base models. It is a layered combination algorithm that uses the power of diverse 

algorithms and minimizes individual flaws. The proposed model, which is called 

SmartSMSGuard, belongs to ensemble learning that uses the stacking classifier technique. 

Ensemble learning is a type of machine learning that utilizes the power of multiple models to 

boost their prediction performance and generalization ability. Stacking is classified as a 

technique in which multiple base classifiers are trained separately on the same data. Afterward, 

the base classifiers’ predictions are then used as features to train a higher-level learner that 

makes the final prediction. In our paper, we use Logistic Regression and Multinomial Naive 

Bayes models as our base learners. At the same time, a logistic regression classifier acts as our 

meta-learner. The base models learn to predict the target they were trained on from the data, 

with some differences: Logistic Regression can effectively model linear relationships in data, 

while Naive Bayes can model how the data was generated and uses them to calculate a set of 

hard constraints that predict the data with high probability. The meta-learner tries to find the 

best way to combine the output of the base models to make the final prediction, which, in 

general, reduces the bias and variance compared to individual models. The stacking technique 

enriches the entire classification system, boosting its robustness, stability, and accuracy as the 
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final overall solution. As a result of classification, for better spam detection, SmartSMSGuard 

ensembles several spam learning patterns. 

 

 

 

3.7 Training & Evaluation 

 

Accuracy: Computing the proportion between the number of predictions made and the 

correctly predicted.  

 

Accuracy =  
(TP+TN+FP+FN)

TP+TN
                                                                                            3.1                                                                                                                                                                                                                              

Precision: Precision measures how many of all predicted positive cases are actually 

correct. 

 

Precision = 
𝐓𝐏

𝐓𝐏+𝐅𝐏
                                                                                                         3.2 

 

Recall: Recall is the meters of the model to get all the positive cases. This describes the 

percentage of true positive that we have been able to achieve 

 

 Recall = 
TP

TP+FN
                                                                                                           3.2           

   

 

 

  

F1 Score: F1-score combines the precision and recall scores through their harmonic mean. 

Specially on imbalanced data, it is useful as it drives a trade-off between these two indices. 

. 

  F1 = 2 * 
Precision ∗ Recall

Precision+Recall
      3.4 
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CHAPTER 4  

 

EXPERIMENTAL RESULT ANALYSIS 

 
 

 

4.1 Result Overview  

 
 

The results of proposed experimental on the SmartSMSGuard have demonstrated significant 

increases in the accuracy of correctly classifying SMS as Spam or Ham. While both of the 

base classifiers demonstrate strong performance on the balanced dataset after applying 

SMOTE over the imbalanced training data. The stacking ensemble approach clearly 

outperforms the single model base classifiers by utilizing all the other classifiers’ strength. 

The new proposed model, SmartSMSGuard yields higher levels of performance in all 4 

performance meters Accuracy, Precision, Recall and AUC. The ensemble model achieved 

higher performance meters and provided a increased level of the predictability of the system 

and generalization. This is further validated by the Confusion Matrix where the number of 

False Negatives are significantly reduced, hence less Spam have been classified as Ham in the 

new model proposed.  

 

 

4.2 Result Analysis 

 

 

the purpose of SMS spam detection, three models, Logistic Regression, Multinomial Naive 

Bayes, and AdaBoost, have been assessed individually. Logistic Regression demonstrated 

high precision, while Naive Bayes showed good performance with text data, was able to 

efficiently improve misclassified samples. To ensure higher accuracy, all three models were 
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combined into the stacking ensemble, SmartSMSGuard. The final model showed an increased 

overall performance compared to individual models, enhancing the accuracy, precision, and 

AUC. 

 

 

 

 

4.2.1 Logistic Regression with Result Analysis 

 

 

The Logistic Regression model classification was strong concluding to a performance of 

96.7%, efficiently distinguishing spam and hindrance messages. Its balanced precision and 

recall values reaffirm its reliability and robustness in SMS spam detection. 

 

 

                         Figure 4.1: Confusion Matrix of Logistic Regression 

 

The confusion matrix of the model gives a good result. The overall accuracy is as high as 96.7 

percent, reflecting the substantial correctness of the classification. At the same time, a review 

of values shows that a particularly high number of regular, or ham, messages are predicted 

correctly, while only a minor part of them is mistaken for spam. Similarly, almost all SSAMs 

are classified correctly, meaning that the model does not suffer from a large number of false 

positives or false negatives. Altogether, Logistic Regression demonstrates strong and 

unchanged classification performance and can be a reliable way to detect SMS spam. 
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                            Table 4.1: Model Performance of Logistic Regression. 

 

 

 

 

 

Table 4.1 presents the performance of Logistic Regression on both the training and test phases. 

The model achieved an accuracy of 96.71%, which was also confirmed by a precision of 0.94. 

Due to the recall of 0.92, it experienced little difficulty in recognizing actual spam. Overall, 

the trained and tested performance of the model was the same, which indicated a strong ability 

to generalize and negligible overfitting. The positive result was achieved because the Logistic 

Regression model managed to accurately recognize the patterns in the TF-IDF feature space 

in a linear way. The results were stable and, more importantly, highly interpretable, which 

confirmed that they could be used in the context of spam detection. 

 

4.2.2 Multinomial Naive Bayes with Result Analysis 

 

Multinomial Naive Bayes, are also shown in Table 4.1. It achieved the same accuracy levels 

in both the training and testing phases, as confirmed by the precision and recall values of 0.95 

and 0.93, respectively. These results were possible because this model showed little difficulty 

in recognizing spam messages, while it also succeeded in optimizing the balance between false 

positives and false negatives. The high value of precision indicated that most of the predictions 

Metric Training Phase Testing Phase 

Accuracy 0.9671 0.9671 

Precision 0.97 0.94 

Recall 0.97 0.92 
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about spam messages referred to the actual spam, while the value of recall demonstrated the 

efficiency of this model in recognizing spam. Multinomial Naive Bayes performed well with 

the TF-IDF features for the same reason that made it effective for all text classification – its 

probabilistic nature. Its accuracy in both cases was equal to the result of the first method, while 

it showed a slightly worse capacity for recognizing patterns and was a bit worse in 

generalization.  

 

                              Figure 4.2: Correlation Matrix of Naive Bayes. 

Figure 4.2 confusion matrix of the Multinomial Naive Bayes model showed high overall 

accuracy 94.7%. It demonstrated good performance in spam messages classification a 

significant portion of actual ham messages were identified correctly, with a small fraction 

being classified as spam. At the same time, the vast majority of actual spam messages were 

detected with correctly and number of the false negative was minimal. The balanced results 

proved the Multinomial Naive Bayes as an effective model for text-based data, suggesting that 

the method can produce precise outcomes in spam detection tasks. In general, this result shows 

that the choice of Naive Bayes as a classification method was justified in terms of a strong 

baseline level of performance with fast training and light computation burden. 

 

                     Table 4.2: Model Performance of Multinomial Naive Bayes. 

 
Metric Training Phase Testing Phase 

Accuracy 0.9468 
 

0.9468 
 

Precision 0.95 
 

0.95 
 

Recall 0.95 
 

0.95 
 

 

 

Table 4.2 presents Multinomial Naive Bayes performance, suggesting the effectiveness of the 

employed model in spam message detection. As indicated, throughout the training and testing 

processes, the model reached an accuracy of 94.68%, which may be described as high and 

stable. The values of both precision and recall were 0.95, indicating that the model succeeded 

in identifying spam messages while not enabling false detections. Therefore, the results 

suggest that Naive Bayes can be effectively employed in text classification tasks, offering fast 

probabilistic learning that supports accurate SMS spam detection. In general, the MNB model 

exhibits solid performance with low computational costs. Additionally, the Naive Bayes 
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model presented great generalization and other notable metrics including a stable precision 

and recall for the training and testing set. The light precision of the model allows for large-

scale SMS dataset with rapidly predicting the outcome without reduced accuracy rate. The 

balanced metrics showed good dependability to identify both spam and ham messages. This 

enhances the hybrid model’s prediction ability and fits well into the ensemble system. 

Therefore, the Naive Bayes model is a reliable building block for the SmartSMSGuard system. 

 

 

4.2.3 Multinomial NB & LR Model ROC Curve Comparison 

 

 

 

                            Figure 4.3: ROC and PR Curve Comparison of Models. 

 

Considering the ROC and Precision–Recall curve comparison between the Logistic 

Regression and Multinomial Naive Bayes demonstrates the models’ ability to distinguish 

between spam and legitimate messages. The ROC curve indicates that both models had a high 

AUC score of 0.978 and 0.971 for LR and MNB, respectively, indicating that both models had 

high ability to discriminate. Therefore, MNB performs worse than NB scores higher true 

positive rates while keeping false positives at minimal levels. Similarly, the Precision–Recall 

curve shows LR and PR-AUC A of 0.946 compared to NB, which obtained 0.937. PR-AUC 

indicates the ability to detect spam even when there are class imbalance issues. Consequently, 

both models have excellent spam classification ability, although the Logistic Regression 



©Daffodil International University 

  

22     

model demonstrates the most robust and reliable performance relative to Naive Bayes. 

Moreover, in the comparative analysis, it is possible to notice that Logistic Regression has a 

more stable performance curve with the absence of overfitting and that Multinomial Naive 

Bayes is slightly better at capturing different textual feature distributions. The findings prove 

both models to be dependable for SMS spam classification; however, LR demonstrates 

flexibility in relation to new data points. This performance analogy serves as the basis for 

creating the hybrid ensemble model SmartSMSGuard, which is more accurate and resilient 

because it uses the best elements of both base classifiers. 

 

4.2.4 Proposed Model (SmartSMSGuard) with Result Analysis 

 

 

The proposed SmartSMSGuard model is a hybrid ensemble stacking approach that blends the 

powers of LR and MNB methods to enhance the accuracy and generality of SMS spam 

detection. Utilizing the basic meta-classifier for making the voting decision with TF-IDF as 

feature extraction and SMOTE for class imbalance of both base learners facilitates the meta-

classifier to perform a valuable voting decision and thus makes minimum wrong classification.  

 

 

                        Figure 4.4: (Train and Test) Correlation Matrix of SmartSMSGuard Model 

 

 

The confusion matrices illustrate that the proposed SmartSMSGuard model effectively 

distinguishes between spam and ham messages, achieving a strong balance between true 
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positives and true negatives. 

 

                              Table 4.3: Model Performance of SmartSMSGuard 

 

 

 

 

 

 

From Table 4.3 The performance evaluation done on the proposed SmartSMSGuard model 

above depicts superior capability in accurately detecting spam messages. The model has high 

training accuracy at 99.71% with a slight reduction to 97.99% in the testing phase, which 

shows moderate generalization with low overfitting. The high precision score of 0.96 in the 

testing phase is an efficient measure to minimize false positive, which implies a low false 

alarm from the spam filter on legitimate messages. Concerning these performances, the recall 

value of 0.94 measures the efficiency to detect spam messages as it detects virtually all spam 

texts. The model presents steady learning behavior and stability since it depicted almost 

constant prediction power in the testing data. In general, the metric values in the evaluation 

are high, which depicts high short-term performance efficiency, accuracy, and reliability, that 

make SmartSMSGuard an efficient hybrid model for SMS spam classification that can be used 

for real-time classification system with facts results. 

Metric Training Phase Testing Phase 

Accuracy 0.9971 
 

0.9799 
 

Precision 
0.97 

 

0.96 
 

Recall 0.97 
 

0.94 
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Figure 4.5: ROC Curve of SmartSMSGuard. 

         

 SmartSMSGuard ROC curve displays its exceptional classification effectiveness in terms of 

distinguishing spam and ham messages. As can be seen from the plot, both training and testing 

curves are very close to the top left corner, meaning that the true positive rate is high while 

the false positive rate is primarily low. Additionally, the curves exhibit a smooth pattern, 

indicating good model stability and consistency. Since the AUC values are high, the model 

has a high level of predictive accuracy over the datasets. The distance between the train and 

test curves is small, suggesting that the model extrapolates well and is not overly fitting, which 

demonstrates the tool’s reliability in the scope of actual SMS spam detection. 

 
 

4.3 Comparative Analysis of SmartSMSGuard with Baseline Models 

 

 

Table 4.4: Comparative Analysis of all Model 

Model Accuracy Precision Recall 

Logistic Regression 0.9671 0.94 0.92 

Multinomial Naive Bayes 0.9468 0.95 0.95 
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SmartSMSGuard (Proposed) 0.9781 0.96 0.94 

 

 

Figure 4.6: Bar chart of All Models. 

 

Based on the foregoing, the performance analysis of the comparative performance of all 

implemented models: Logistic Regression, Multinomial Naïve Bayes and the proposed 

SmartSMSGuard are obviously below the accuracy of the ensemble stacking method. 

According to total results presented in Table 4.4, the accuracy of Logistic Regression is 

96.71%, the Multinomial Naïve Bayes is 94.68%, which having high reliability for the SMS 

spam. 

In its turn, the proposed SmartSMSGuard shows the maximum rate of precision 0.96 and recall 

0.94, test accuracy 97.81% and is the most reliable and most effective model. Other models, 

for example, Random Forest or XGBoost that were trained during the experimentation to find 

non-linear interactions pass the proposed stacking model, but they have weak berating and 

generalize on new data. The best results of SmartSMSGuard are possible with its hybrid 

stacking ensemble structure, which combines the advantages of linear and probabilistic into a 

metal-learning layer. Therefore this design has an ability to better cope with unbalanced data 

and continuously mixes spam with ham. Finally, results confirm that the ensemble model 

outperforms all baseline and tree-based models and improves accuracy, precision and 

robustness and stability, making it an effective and scalable way to achieve an intelligent SMS 

detection system. 
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CHAPTER 5  

 

 

CONCLUSION 

 

5.1 Overview 

 

Bangladesh has seen an accelerated growth of mobile communication, which has turned SMS 

into a tool of paramount importance for business, education, and personal communication. 

Still, the increasing dependency on this tool has resulted in a dramatic surge of spamming 

messages sent daily, including promotion, phishing, money taps, and notorious chain letters. 

These are always accompanied by privacy violation, financial loss, and user inconvenience. 

As a result, the need for a smart system to filter these out becomes extremely urgent. we 

present an innovative ensemble stacking approach, the SmartSMSGuard, which is a hybrid 

model combining the best of both Logistic Regression and Multinomial Naive Bayes. This 

algorithm is characterized by capability of learning linear as well as probability-based 

information, making it perfectly suitable for text data. The system was trained using the TF-

IDF vectorizer for feature extraction, and SMOTE for data balancing, to allow fair learning 

and accurate performance. As a result, the experimental data demonstrated that this splicing 

model has overperformed the individual models, reaching the accuracy rates of 97.99%. The 

ensemble model produced favorable conditions for generalization of predictions, the 

minimization of false classification rate due to the handling of misclassification and focusing 

on detection of complicated or veritably uncertain messages, thus providing an intelligent, 

strong, scalable system. Thus, SmartSMSGuard has a vast potential for improving the mobile 

communication security and spreading trust over Bangladesh. 

 

5.2 Limitation 

 

There are still several limitations of SmartSMSGuard in SMS spam detection, which may be 

targeted in future investigation. First, the model is applied to English SMS data, preventing 

the application of the model in a multilingual setting, such as the Bengali language or other 

regional languages in Bangladesh. Second, although TF-IDF can effectively capture word-

level patterns, it does not consider the entire contextual or semantic meaning of the message, 

limiting the performance in highly disguised SMS spam.  

 



©Daffodil International University 

  

28     

Third, the model is dependent on the balanced dataset generated by SMOTE, and the 

performance is likely to reduce when exposed to real-world imbalanced noisy data streams. 

Moreover, the current version only performs offline batch processing, and, therefore, it is not 

capable of operating in real time to conduct continuous SMS spam filtering on a mobile phone. 

Finally, its interpretability is limited due to the stacking ensemble structure, thus difficult to 

interpret the contribution of each feature. These limitations could be targeted in the future 

research by integrating more deep learning techniques, applying the model in the multilingual 

environment, and allowing real-time deployment. 

 

 

5.3 Future Work 

 

In the future, the SmartSMSGuard framework can be improved with deep learning 

architectures, including LSTM, GRU, and BERT, to capture contextual and semantic SMS 

data patterns. Additionally, integrating the system with real-time streaming data from telecom 

operators is expected to increase its adaptability to newly emergent spam types. Another 

avenue for future development is the expansion of the corpus to include multilingual messages, 

particularly in Bengali and regional dialects, to improve the model’s generalizability for 

potential users. The proposed SmartSMSGuard framework can be developed into a mobile or 

web application that will allow for instant spam detection and user protection. Reinforcement 

and hybrid deep ensemble learning techniques can further improve the performance of the 

system while decreasing its computational costs. To be even more precise, future changes and 

upgrades should strive to make the system fully real-time, adaptive, and lightweight to ensure 

that it is used in large scale applications and does not sacrifice practical usability and accuracy. 
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