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ABSTRACT

The detection of lung cancer at an early stage requires a lot of proper and timely anal-
ysis of the computed tomography (CT) images. Nevertheless, the development of high-
performance diagnostic models often requires access to large data volumes, gathered in
different healthcare centers. This data sharing cannot always take place in the actual
clinical context due to the strict patient privacy regulations. This study will introduce
a two-phase federated learning-based system that takes privacy into account in the as-
sessment of lung cancer in a real hospital. The suggested system enables the involved
hospitals to train the deep learning models together without having to share the uncoded
CT scans. In this regard, sensitive data about patients are retained in-house within lo-
cal servers, and model performance is optimized together. The framework is designed in
accordance with the currently available data protection regulations like HIPAA, GDPR,
and overall practices of hospital data governance. Stage 1 adopts a federated 2D U-Net
trained across two simulated hospital sites using the LIDC-IDRI dataset. The global seg-
mentation model yields a Dice score of 0.8568%, precisely delineating lung nodules under
heterogeneous, non-I1D data distributions. Stage 2 adopts the segmentation-guided lung
regions to train a hybrid ResNet50-Vision Transformer classifier for normal, benign, and
malignant cases. This results in a federated classifier achieving 98. This work verifies that
multi-client FL can preserve diagnostic accuracy compared to centralised training while
avoiding inter-hospital data transfer. The proposed framework provides a clinically viable
direction for secure Al-assisted lung cancer screening and serves as a scalable foundation
for future privacy-preserving medical imaging applications.
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Chapter 1

Introduction

1.1 Background and Motivation

Lung cancer is widely recognised as one of the leading causes of cancer-related mortality
worldwide, and survival outcomes remain strongly dependent on early and accurate diag-
nosis [I]. Computed Tomography (CT) imaging has become a primary modality for detect-
ing, characterising, and monitoring pulmonary nodules that may correspond to early-stage
malignancies or benign abnormalities [2]. However, manual inspection of full CT volumes
is labour-intensive, prone to inter- and intra-radiologist variability, and difficult to scale
in resource-constrained healthcare systems [3].

Deep learning has demonstrated outstanding performance in lung nodule detection,
segmentation, and malignancy classification, often approaching or surpassing expert-level
accuracy in curated datasets [4]. U-Net and its variants have become the de facto standard
for medical image segmentation due to their strong multi-scale representation learning ca-
pabilities [5] [6] [7]. For classification tasks, architectures such as ResNet and Vision Trans-
formers (ViTs) are widely adopted because of their ability to learn hierarchical and global
feature representations [8, O, 10, 11]. Even with advancements in the recent past, the
most effective models are still predominantly trained centrally, where imaging data from
various locations are combined at a single point of storage. This approach is increasingly
difficult to justify in real-world clinical environments due to strict privacy legislation, cor-
porate data governance regulations, and patient concerns regarding data disclosure [12].
Healthcare facilities must comply with stringent regulations, such as HIPAA and GDPR,
which place severe restrictions on the collection, storage, and transmission of patient data.
Transferring raw CT scans to a central server via hospital PACS systems introduces risks
of data breaches, unauthorized access, and even re-identification, even when explicit iden-
tifiers have been removed. Furthermore, once raw data is stored in a central repository,
it remains vulnerable to manipulation or model-based attacks designed to re-identify in-
dividuals [I4], 15]. Consequently, a tension has arisen between the necessity of utilizing
large, diverse datasets to develop robust deep learning models and the ethical and legal
mandate to keep patient information on-site. Federated Learning (FL) has emerged as a
potentially beneficial paradigm to resolve this tension. FL enables multiple data owners
(e.g., hospitals) to jointly train a shared global model without transferring raw data. In
a typical FL system, each client performs local training on its own dataset and transmits
only model parameters or gradients to a central aggregation server. The server aggre-
gates these updates—typically using the Federated Averaging (FedAvg) algorithm—and
distributes the updated global model back to the participating clients. This approach
preserves data locality and significantly minimizes privacy risks while leveraging the het-



erogeneity of multi-institutional data [12], 19, 20]. Lung cancer imaging is a particularly
compelling application for FL because CT datasets are inherently heterogeneous: hos-
pitals differ in scanner hardware, acquisition protocols, reconstruction kernels, patient
populations, and annotation practices [2I], 22]. Federated training can harness this het-
erogeneity to improve model generalisation across centres without requiring central data
pooling [23]. However, most existing FL studies in medical imaging focus on single-stage
tasks such as standalone classification or segmentation [19] 24]. Multi-stage clinical work-
flows — such as lung nodule segmentation followed by abnormality classification — have
received comparatively less attention, and the potential synergy between segmentation
and classification in a federated setting remains underexplored. This thesis is motivated
by the need to design a privacy-preserving, clinically meaningful, and technically robust
pipeline that closely reflects real lung cancer diagnostic practice. In clinical workflows,
suspicious structures are first localised and segmented; then a decision is made regard-
ing whether the abnormality is benign, malignant, or within normal limits. To address
this need, the proposed work develops a two-stage federated learning pipeline in which a
U-Net-based segmentation model is trained in Stage 1, followed by a hybrid ResNet50 +
ViT classifier in Stage 2 that operates on segmentation-guided CT slices [5, [8, [0, 25]. The
pipeline is explicitly designed to respect privacy constraints—ensuring all CT data remain
local while exchanging only model weights—while maintaining high performance across
heterogeneous, multi-institutional environments [16].

1.2 Problem Statement

Conventional deep learning solutions to lung CT analysis generally assume access to a
large centralized dataset that combines images from multiple clinical sites. In practice,
such centralization is seldom feasible due to:

e Privacy of Data and legal limitations:Laws prohibit the exchange of identi-
portable or even de-identified medical images across institutions.

e Policies on Data Governance in Institutions: There are numerous hospitals
that would not want to. Either because of legal liability or because of infrastructure
limitations, push data to external servers.

e Technical and Operational Limitations: The transfer of large volumetric data,
as thousands of CT scans are, is bandwidth-intensive, and complex to run.

Concomitantly, strong nodule segmentation of the lungs and classification of abnor-
malities. Multi-institutional training data is necessary in models to be able to generalize
across real-world. populations. Single-center trained models have been overfitted to local
acquisition protocols and cohorts of patients, which restricts clinical influence.

Moreover, most medical imaging-based FL. methods treat segmentation and classifica-
tion tasks separately. End-to-end federated pipelines are lacking, where Stage 1 is tasked
with generating lesion-focused representations—segmentation masks that explicitly guide
Stage 2 classification. Such a separation results in the following two key issues:

©) Daffodil International University 2



P1 — Privacy vs. Performance Tradeoff: How can we design a multi-institutional
training pipeline that can leverage rich CT studies from several hospitals without
compromising patient privacy or transferring raw images?

P2 — Joint Segmentation—Classification in FL: How can a two-stage FL pipeline be
constructed such that segmentation outputs guide classification while both stages
remain fully federated and privacy-preserving?

This thesis addresses these problems by designing, implementing, and evaluating a
two-stage federated learning framework that performs lung/nodule segmentation on the
LIDC-IDRI dataset and abnormality classification (Normal, Benign, Malignant) on a real
clinical dataset, across two simulated hospital clients equipped with NVIDIA RTX 4060
GPUs.

1.3 Research Questions

According to the problem statement, this thesis will focus on the following Research Ques-
tions (RQs):

¢ RQ1: Can a federated 2D U-Net provide competitive lung nodule segmentation
performance on distributed LIDC-IDRI data without the need of centralizing the
CT scans?

¢ RQ2: Can a segmentation-guided ResNet50 + Vision Transformer classifier, trained
in a federated manner on real clinical CT slices, precisely discriminate between
normal, benign, and malignant lung abnormalities while maintaining data locality?

e RQ3: How does the performance of the global federated model compare to the
individual client models for both segmentation and classification in terms of non-IID
data distributions?

e RQ4: What is the communication overhead and convergence behavior of the pro-
posed two-stage federated pipeline, and is it acceptable for realistic multi-hospital
deployments?

e RQ5: To what extent does the proposed framework preserve privacy, and how can it
be extended to incorporate other mechanisms, such as differential privacy or secure
aggregation?

These questions guide methodological choices, experimental design, and analysis through-
out this work.

1.4 Objectives of the Study
The above research questions are addressed through the following objectives in this thesis:

e Design a Two-Stage Federated Pipeline

— Develop a complete end-to-end pipeline consisting of a Stage 1 federated seg-
mentation model, using a 2D U-Net architecture for lung/nodule segmentation
on LIDC-IDRI.

©) Daffodil International University 3



— Stage 2: Federated classification model based on ResNet50 backbone fused with
a Vision Transformer (or ResViT) for the classification of CT slices into Normal,
Benign, and Malignant classes.

Privacy-Preserving Data Handling

— Ensure that all CT images and labels remain on local client machines and only
model parameters get exchanged with a central FL server, in accordance with
HIPAA-like privacy principles.

Design a Segmentation-Guided Classification Approach

— Utilize Stage 1 segmentation masks for creating segmentation-guided inputs to
Stage 2 classification, such as ROI-focused crops or mask overlays, that enhance
diagnostic performance and model interpretability.

Global and Client-Specific Performance Evaluation

— Perform a systematic evaluation of the performance of segmentation and clas-
sification for the global federated model aggregated via FedAvg.

— Evaluate individual client models to represent local performance, quantified by
Dice coefficient, IoU, accuracy, Fl-score, and confusion matrices.

Quantify Federated Learning Overhead and Stability

— Round-wise training curves and communication cost in terms are to be ana-
lyzed. of model weight transfers to realize the tradeoff of performance, commu-
nication burden, convergence, and communication burden.

Critically Analyze Privacy and Practical Deployment

— Determine the suitability of the proposed system to meet the privacy and de-
ployment requirements in a realistic multi-hospital environment. Find avenues
for incorporating cutting-edge privacy-conserving systems.

1.5 Contributions of the Thesis

The contributions of this thesis can be summarized as follows:

e A Two-Stage Federated Learning Framework for Lung CT Analysis: This
thesis results in a new integrated FL pipeline that simultaneously deploys a feder-
ated U-Net segmentation model and a federated ResViT classification model on two
simulated hospital clients. This configuration is a realistic and multi-stage workflow
in a clinical setting that considers privacy limitations.

e Guided Federated Classification of Real Clinical Data by segmentation:
The paper is the first to show that Stage 1 segmentation masks can be used to direct
Stage 2 classification on a real multi-class CT dataset (Normal, Benign, Malignant)
in the federated environment to more effectively focus on areas of interest in the
lungs, and it yields higher interpretability.

o Extensive Assessment of Global vs. Local Models: Practically, the work
introduces a thorough comparison of global and customized models in segmenting
and categorizing data with non-IID data distributions, therefore, measuring the
advantages and disadvantages of federation.

©) Daffodil International University 4



e Use of an Implementable FL Pipeline: A full implementation- It has been
tested in Flower on FL orchestration and PyTorch with two NVIDIA RTX 4060
GPUs. It contains preprocessing of data, federated training code, evaluation code,
and explainability analysis through Grad-CAM.

e Communication Overhead and Privacy Considerations Analysis: This the-
sis measures the communication cost in model weight transfers/round and also talks
about how the architecture ensures patient privacy as the raw CT images remain
within their institutional locality, and also talks about future directions on ensuring
enhanced security and privacy.

The contributions will address the gap between the theoretical studies on FL and their
practical use in privacy-compliant applications in the analysis of lung cancer-related CT
images.

1.6 Scope and Limitations

The proposed system is in no way exhaustive, but it is purposely narrowed to allow
making it feasible within the limits of a bachelor-level thesis and the existing computational
resources.

Scope

e Specifically, the work is concerned with 2D axial CT slices as opposed to complete
3D volumes. In case of segmentation, LIDC-IDRI slices are derived where as classi-
fication slices are from a real clinical dataset.

e We have a total of 2 clients (simulated hospitals), and each of them is hosted on
a NVIDIA RTX 4060 GPU. This is a bare minimum multi-institution FL situation
that is still implementable.

e The classification problem has only three categories namely normal, benign, and ma-
lignant. There is no longer granular staging or subtype categories (adenocarcinoma
vs squamous cell carcinoma) are taken into account.

e The FL implementation uses FedAvg as the primary aggregation policy. More so-
phisticated Such approaches as FedProx, FedNova, or personalized FL are that of
the future work.

Limitations

e Limited Number of Clients: Two clients only are utilized to test the system.
While this model suffices in a core FL behavior (non-IID data, local vs. global
performance); realistic deployment will usually incorporate significantly more insti-
tutions.

e Non-IID characterization: Although the clients are set with unique data. The
data can be deemed non-IID; it does not entirely model everything in the real world.
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e Lack of Formal Differential Privacy or Secure Aggregation: The existing
implementation deals with locality of data—no images are shared—but not. Add dif-
ferent privacy, homomorphic encryption, or secure multi-party computation. There-
fore, the privacy assurances are solid on the data level but informally measured on
a parameter level.

e Single Hardware Configuration: The experiments are executed on a specific
hardware setting, namely two RTX 4060 GPUs. Performance and latency may vary
in different configurations or in real hospital scenarios with diverse infrastructure.

e Dataset Bias: There may be biases related to acquisition protocols, patient demo-
graphics, and annotation practices in both LIDC-IDRI and the clinical classification
dataset. Therefore, generalization based on external data should be viewed with
caution.

These limitations are acknowledged to maintain transparency and guide future exten-
sions of this work.

1.7 Thesis Organization
The rest of the thesis is organized as follows:

Chapter 2 — Literature Review provides an extensive overview of state-of-the-art lung
cancer detection with CT imaging, deep learning-based methods for segmentation
and classification, basics of federated learning, related FL applications in medical
imaging, and Al techniques to preserve privacy. The chapter concludes with a thor-
ough gap analysis motivating the proposed two-stage federated framework.

Chapter 3 — Methodology provides a comprehensive description of the proposed sys-
tem. It describes the overall two-stage architecture, the federated learning frame-
work, dataset preparation, U-Net and Res-ViT model design, a segmentation-guided
preprocessing strategy, the Fed Avg aggregation mechanism, the experimental setup,
hardware and software, privacy, and security considerations.

Chapter 4 — Results and Analysis provides experimental results at both the segmen-
tation and the classification stages, comprising per-round training curves, per-client
and global metrics, confusion matrices, and Grad-CAM visualizations. The analysis
of communication costs and a further study of the effect of non-1ID data distribution
on convergence and performance are also presented in this chapter.

Chapter 5 — Discussion puts the findings into perspective with existing literature, dis-
cusses privacy-utility tradeoffs, assesses the practicality of deploying the system in
real multi-hospital environments, and analyzes limitations and threats to validity.

Chapter 6 — Conclusion summarizes the work done by highlighting significant contri-
butions, reflecting on the broader implications for privacy-preserving healthcare Al,
and outlining promising directions for future research, including integrating more
robust privacy mechanisms and scaling to more clients.

The References section lists all works cited in this paper in IEEE format. Appen-
dices contain supplementary architectural details, hyperparameter settings, code snippets,
documentation of ethics considerations, and extra results.
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Chapter 2

Literature Review

This chapter reviews previous work relevant to the proposed privacy-preserving two-stage
federated learning framework for lung nodule segmentation and abnormality classification
from Computed Tomography (CT) scans. The discussion covers lung cancer detection and
CT imaging, deep learning approaches for medical image segmentation and classification,
the fundamentals of federated learning, applications of federated learning in medical imag-
ing, privacy-preserving techniques in healthcare, and the research gaps that motivate the
proposed methodology. A brief summary of recent work from 2023-2025 is also included.

2.1 Lung Cancer Detection and CT Imaging

Lung cancer remains one of the leading causes of cancer-related mortality worldwide,
with survival strongly dependent on the stage at diagnosis. Early-stage disease is often
asymptomatic and may only be detected incidentally or through screening programmes.
Low-dose CT (LDCT) screening has been shown to reduce lung cancer mortality in high-
risk populations by enabling the detection of small nodules at earlier, more treatable
stages [15].

CT provides high-resolution volumetric information about the lung parenchyma, air-
ways, vasculature, and surrounding thoracic structures. Compared with chest radiography,
CT is far more sensitive to small nodules, ground-glass opacities, and subtle textural ab-
normalities. A single CT study may consist of hundreds of axial slices reconstructed at
sub-millimetre resolution [15]. While this rich information improves diagnostic capability,
it also increases the reading workload and introduces variability among radiologists.

Computer-aided detection (CADe) and computer-aided diagnosis (CADx) systems
have therefore been explored extensively to assist in the identification and characteri-
zation of suspicious lesions. Public datasets have played a key role in driving research
in this area. The Lung Image Database Consortium and Image Database Resource Ini-
tiative (LIDC-IDRI) provides thoracic CT scans with lesion-level annotations from up to
four radiologists, including nodule locations, binary masks, and subjective ratings such as
malignancy and spiculation [13]. LUNA16 challenge is based on LIDC-IDRI and aims at
the auto-detection and segmentation of pulmonary nodules [14]. These resources permit
algorithmic benchmarking of segmentation and classification algorithms.

Even with these efforts, the bulk of clinical CT datasets are kept in silo across the vari-
ous institutions because of privacy regulations, local governance policies and re-identification
concerns despite de-identification takes place [63]. In practice, radiologists do not only
identify nodules, but also determine the probability of a nodule being malignant by com-
bining the results of the imaging with the pathology, risk factors, and the clinical history.



Developing Al systems that would embrace this multi-stage reasoning would ideally need
large diverse datasets that comprise high-quality segmentation scores, malignancy scores,
and actual results. The conflict between the richness of data demanded and the rigorous
privacy demanded has been the impetus to consider federated and privacy-secured learning
paradigms.

2.2 Deep Learning for Medical Image Segmentation

2.2.1 Classical and Early CNN-Based Segmentation

Before deep learning became dominant, segmentation of CT images relied on handcrafted
techniques such as thresholding, region growing, active contours, level sets, and graph-
based methods. These approaches can perform well on simple, high-contrast structures,
but they struggle with heterogeneous nodule appearances, variable acquisition protocols,
and imaging artefacts. Lung nodules may be attached to vessels or pleural surfaces and
can exhibit a wide range of shapes and intensities, making rule-based methods brittle.

The introduction of convolutional neural networks (CNNs) allowed models to learn
hierarchical features directly from data. Early CNN-based segmentation approaches fre-
quently used patch-wise classification or sliding-window schemes. Although these improved
robustness compared with handcrafted techniques, they were not inherently designed for
dense pixel-wise prediction and often suffered from coarse boundaries and high computa-
tional cost.

Fully convolutional networks (FCNs) addressed some of these limitations by replacing
fully connected layers with convolutional layers and using upsampling layers to restore
spatial resolution [6]. FCNs preserve spatial correspondence between input and output
but naive upsampling tends to produce smooth, imprecise boundaries, which is problematic
for small objects such as pulmonary nodules.

2.2.2 U-Net and Its Variants

The U-Net architecture, proposed by Ronneberger et al. for biomedical image segmen-
tation, has become a cornerstone in medical image analysis [17]. U-Net adopts an en-
coder—decoder structure: the encoder gradually reduces spatial resolution while increasing
feature dimensionality, and the decoder upsamples the representation back to the original
resolution. Skip connections between corresponding encoder and decoder levels allow the
network to combine high-level semantic information with fine-grained spatial detail, which
is particularly important for segmenting small lesions.

Numerous U-Net variants have been proposed. V-Net extends U-Net to volumetric
(3D) data and has been applied to medical volumes such as MRI and CT [18]. UNet++
introduces nested and dense skip connections to improve multi-scale feature fusion [19].
More recently, deeply supervised U-Net models have been explored to stabilise training and
improve gradient flow [20]. For lung CT specifically, attention U-Net variants that incor-
porate spatial or channel-wise attention mechanisms have been shown to improve nodule
segmentation performance by focusing the network on salient regions [21]. Transformer-
enhanced architectures such as TransUNet combine CNN encoders with transformer blocks
to capture long-range context while preserving local detail [26], and hybrid U-Net /transformer
architectures have been evaluated for high-resolution CT segmentation.

Both 2D and 3D U-Net configurations are used in practice. 3D variants capture inter-
slice context but are computationally intensive and require more memory. In many set-
tings, 2D U-Nets remain attractive due to their efficiency and the ability to train on
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large numbers of axial slices considered as independent samples. Segmentation quality
is typically evaluated using overlap-based metrics such as the Dice Similarity Coefficient
(DSC) and Intersection over Union (IoU). High DSC and IoU values indicate strong agree-
ment between predicted and reference masks, but performance often varies across nodule
types (solid, part-solid, ground-glass) and sizes [13], [21]. These challenges highlight the
importance of robust architectures and carefully designed preprocessing pipelines.

2.3 Deep Learning for Medical Image Classification

2.3.1 CNN-Based Classification (ResNet and Variants)

For image classification, deep residual networks (ResNets) introduced skip connections that
enable very deep architectures to be trained effectively by alleviating vanishing gradient
problems [22]. ResNet-50 has become a widely used backbone in medical imaging and
has been applied to CT, X-ray, and MRI for disease detection and severity grading [16].
Residual connections allow networks to learn residual mappings with respect to identity
functions, which eases optimisation and improves generalisation.

In the context of lung CT, CNN-based classifiers have been developed for tasks such
as benign vs. malignant nodule classification, malignancy risk prediction, and detection
of interstitial lung diseases [16]. Transfer learning from ImageNet-pretrained CNNs is
common practice and has been shown to accelerate convergence and improve performance
when annotated medical datasets are limited in size.

2.3.2 Vision Transformers and Hybrid Architectures

Vision Transformers (ViTs) adapt transformer architectures, originally designed for nat-
ural language processing, to image data by splitting images into fixed-size patches and
treating them as a sequence of tokens [23]. Self-attention layers then model global rela-
tionships across the image. ViTs have demonstrated competitive or superior performance
compared with CNNs on various vision benchmarks, especially when large amounts of
training data are available [23], [24], [25].

In medical imaging, ViT-based models and hybrid CNN-ViT architectures have started
to show promising results for classification tasks involving complex global patterns. Hy-
brid designs typically use a CNN backbone (e.g., ResNet-50) to extract feature maps,
which are then flattened into tokens and passed through transformer encoders before clas-
sification [20]. This combination leverages strong local feature extraction from CNNs and
global context modelling from transformers, which is well suited to lung CT where both
local nodule texture and global lung context carry diagnostic information.

2.3.3 Segmentation-Guided Classification

Segmentation and classification can be combined in multi-stage or multi-task pipelines. In
a common multi-stage design, a segmentation model is used to localise regions of interest
(ROIs), such as nodules or lung fields, and a classifier subsequently operates on cropped
patches or segmentation-guided representations. This strategy has several advantages: it
focuses the classifier on clinically relevant areas, reduces background noise, and improves
interpretability by explicitly delineating the structures responsible for the predicted label.

Segmentation-guided classification is particularly attractive in privacy-sensitive set-
tings because it naturally supports data minimisation. By cropping to lung regions or
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nodules, the system reduces exposure of non-thoracic anatomy. The two-stage frame-
work proposed in this thesis follows this paradigm: a federated U-Net is used locally at
each hospital to produce lung or nodule masks, and these masks guide a downstream
ResNetb0+ViT classifier trained in a federated manner.

2.4 Federated Learning Fundamentals

Federated Learning (FL) enables collaborative model training across multiple clients (e.g.,
hospitals) without requiring raw data to leave local infrastructure [1], [2], [3], [6]. In the
typical cross-silo setting, each client holds a local dataset and participates in training by
computing weight updates on its own data. A central server coordinates the process by
aggregating client updates to form a global model, which is then redistributed.

The most widely used algorithm is Federated Averaging (FedAvg) [1]. At communica-
tion round ¢, the server broadcasts the global weights W to a subset of clients. Each client
k performs local training on its dataset Dy for a predefined number of epochs, obtaining
updated weights W}. The server then aggregates these updates using a data-size weighted

average:
K

Wil — "k yyt
; ZJK:1 nj .
where ny is the number of samples held by client k£ and K is the number of participating
clients. FedAvg has zero communication overhead when many local update steps are
permitted between rounds and has been generalized in many ways to enhance stability
and performance [2], [3], [4].

FFL presents some challenges, although it is very simple. The statistical heterogeneity
(non-IID data) of the clients may reduce the convergence speed and give biased global
models [7]. Heterogeneity of the systems, such as hardware, connectivity, and availabil-
ity, has influence on participation of clients and training schedules [4], [6]. Efficiency in
communication is one of the most important issues, particularly in the instances of large
models or low bandwidth [2], [42]. Additional threats to security and privacy include gra-
dient leakage, model inversion, and membership inference, which only worsen deployment
(3], [28], [32]. Such concerns are especially relevant in the field of medical imaging, where
every single institution possesses unique scanners, protocols, and patients [8].

2.5 Federated Learning in Medical Imaging

Federated learning has gained significant traction in medical imaging because it offers
a mechanism to leverage multi-institutional data while keeping patient information lo-
cal [8], [9]. Applications span MRI, CT, digital pathology, ophthalmology, and dermatol-
ogy. Sheller et al. demonstrated that FL can approach the performance of centrally trained
models for brain tumour segmentation using MRI data [10], while other studies have re-
ported promising results for chest X-ray classification and COVID-19 diagnosis [11], [12].

In CT-based thoracic imaging, FL has been used for COVID-19 lesion segmentation,
lung disease classification, and organ segmentation [8], [11]. These works show that com-
bining data from multiple sites often improves robustness and generalisation compared
with single-centre training, particularly when imaging protocols and populations vary.
However, the magnitude of improvement depends on the severity of distribution shifts, the
number of clients, and annotation quality. Recent surveys and systematic reviews highlight
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both the potential and the practical challenges of FL in medical imaging, including non-II1D
behaviour, communication cost, and integration into clinical workflows [8], [12], [39].

Most existing FL studies in medical imaging focus on a single stage (e.g., segmentation
or classification) rather than constructing multi-stage pipelines that reflect clinical reason-
ing. The number of participating clients is often small, and data splits are frequently sim-
ulated rather than reflecting live hospital deployments [8], [39], [58]. Detailed analyses of
communication volume, convergence dynamics, and global vs. client-specific performance
remain relatively rare [3], [49]. These gaps motivate more comprehensive evaluations of
FL systems that integrate segmentation and classification in a single framework.

2.6 Privacy-Preserving Al in Healthcare

2.6.1 Regulatory Context and Data Governance

Healthcare data are governed by strict regulations, including HIPAA in the United States
and GDPR in the European Union. These frameworks emphasise principles such as data
minimisation, purpose limitation, and explicit consent [63]. Even when identifiers are
removed, the risk of re-identification may persist due to unique anatomical features or
linkage with external data sources. Consequently, centralised pooling of CT scans across
institutions is often legally and ethically challenging.

Federated learning reduces some of these risks by keeping raw data within institutional
boundaries and transmitting only model parameters or updates [1], [8], [44]. However, FL
alone does not guarantee complete privacy. Model updates can leak information about
individual data points under certain attack models [22], [32]. Therefore, additional privacy-
preserving mechanisms are often needed.

2.6.2 Differential Privacy and Secure Aggregation

Differential Privacy (DP) provides a formal framework for limiting the influence of any
single data sample on the output of a computation [28]. In FL, DP can be implemented
by clipping client updates and adding calibrated noise before aggregation, making it sta-
tistically difficult for an adversary to infer whether a particular patient contributed to
training [22]. This protection comes at the cost of some degradation in model perfor-
mance, particularly on small or imbalanced datasets.

Secure aggregation and cryptographic techniques, such as secure multi-party compu-
tation and homomorphic encryption, aim to protect the confidentiality of model updates
during transmission and aggregation [30], [44], [57]. For example, secure aggregation proto-
cols allow the server to compute the sum of client updates without accessing any individual
update in plaintext [30]. These techniques defend against honest-but-curious servers but
typically introduce additional computational and communication overhead.

In practice, many healthcare-oriented FL systems adopt a layered privacy strategy
that combines local data storage, transport-layer encryption (e.g., TLS), restricted server
access, and, where feasible, secure aggregation and DP [18].

2.6.3 Segmentation-Guided Privacy

Beyond mathematical guarantees, architectural design choices also affect privacy risk.
Segmentation-guided preprocessing can be used to crop CT images to lung fields or nod-
ules and discard surrounding anatomy. This supports data minimisation by focusing on
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regions that are clinically relevant to the task and reducing incidental exposure of non-lung
structures [11].

In the proposed framework, U-Net segmentation models are trained in a federated
manner and then applied locally at each hospital to generate lung or nodule masks. These
masks are used to derive segmentation-guided inputs for the classification stage, ensuring
that the classifier operates primarily on lung regions. This design is compatible with
privacy principles and complements formal techniques such as DP and secure aggregation.

2.7 Research Gaps and Motivation

The literature reviewed above highlights substantial progress in deep learning-based lung
CT analysis, federated learning for medical imaging, and privacy-preserving Al. At the
same time, several important gaps remain:

e Single-stage vs. multi-stage FL workflows: Most existing FL studies focus on
either segmentation or classification, not on integrated two-stage pipelines that re-
flect clinical workflows, where nodules are first localised and then characterised [8], [10], [12], [39].

e Segmentation-guided federated classification: Segmentation-guided classifica-
tion has mainly been explored in centralised settings. There is limited work that
combines federated segmentation with federated classification for lung CT using real
or realistic clinical data [41], [48], [54].

e Systematic evaluation of global and client-specific models: Many studies
primarily report global FL performance. Fewer works systematically compare global
and client-level models, analyse per-client Dice scores and per-class metrics, and
quantify performance gaps induced by non-IID data [3], [7], [49], [58].

e Communication and resource-aware FL design: While communication effi-
ciency is recognised as a key challenge, detailed reporting of communication volume,
model size per round, and runtime is often limited [2], [4], [42], [49]. There is a need
for resource-aware designs that can run on realistic hospital hardware.

e Privacy-preserving collaboration for lung CT: Centralised pooling of multi-
institutional CT data is rarely feasible. Combining FL with segmentation-guided
minimisation and robust privacy architecture offers a practical pathway for collabo-
ration, but concrete, reproducible pipelines remain scarce [8], [39], [44], [47].

e Need for updated, reproducible benchmarks: Recent works (2023-2025) have
explored FL, transformers, and privacy mechanisms in medical imaging [39]-[45], [49]-
[52], yet there is still a shortage of reproducible, multi-stage benchmarks for lung CT
that integrate segmentation and classification within a single federated framework.

The two-stage federated learning framework proposed in this thesis is designed to ad-
dress these gaps by combining U-Net-based segmentation and ResNet50+ Vision Transformer-
based classification in a single, privacy-preserving, multi-institutional pipeline.

2.8 Recent Studies (2023-2025)
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Table 2.1:

privacy-preserving medical imaging.

Recent works (2023-2025) on federated and

Authors Dataset / Al FL  Architec- Privacy Limitations
(Year) Modality Method ture Tech-
nique
Skorupko et al. Multi-center nnU-Net Cross-silo (18 None (FL Simulated
(2025) breast DCE-MRI, (2D/3D) hospitals), Fe- only) clients; no
fetal US, cardiac dAvg + Finger- differential
MRI print / AsymFe- privacy
dAvg
Manthe et al. BraTS brain tu- 3D U-Net Cross-silo FedAvg None BraTS-only co-
(2024) mor MRI (fixed rounds) hort; no explicit
privacy guaran-
tees
Tzortzis et al. Multi-hospital EfficientNet- Cross-silo FedAvg None Only 3 sites;
(2025) mammography B0 CNN (3 centers) breast-only
X-ray task; no DP
Piran Prostate T2 MRI 2D CNN Cross-silo FedAvg None Limited to 3
Nanekaran (3 hospitals) classifier + federated PCA centers; no DP;
et al. (2025) simulated client
setting
Jayalakshmi Retinal ~ fundus ECSRNet Cross-silo FedAvg HomomorphiSimulated FL;
et al. (2025) (DR) Kaggle + (ShuffleNet (4 clients) encryption HE adds heavy
Messidor + CSPNet (Paillier) computation
+ GRU) and latency
Pan et al. Pediatric chest X- 2D CNN FedAvg with lo- None Binary classifi-
(2024) ray (pneumonia (DenseNet-  cal regularization cation only; no
vs normal) like) and momentum DP or secure ag-
gregation
Nguyen et al. Renal tumor MRI nnU-Net Cross-silo FedAvg None Low Dice; class
(2025) (T2, CE-T1; 6 (seg) + (3 simulated cen- imbalance; no
sites) ResNet ters) DP; only MRI
(class) considered
Fu et al. CHAOS abdomi- 2D U-Net Personalized FL None Simulated
(2025) nal MRI + pri- (PAF-Fed  with cross-silo;  lim-
vate CT (4 or- partial sharing) ited to 4-organ
gans) segmentation;
no DP
Albalawi et al. Brain MRI VGG16- Cross-silo FedAvg None Uses public
(2024) (glioma, menin- based CNN  across sites datasets  only;
gioma, pituitary) 3-class task;
no privacy
mechanisms
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Authors Dataset / Al FL  Architec- Privacy Limitations
(Year) Modality Method ture Tech-
nique
Yahiaoui et al. BraTS 3D brain 3D U-Net Cross-silo FedAvg Differential DP noise
(2024) tumor MRI (3 institutions) privacy degrades  per-
(DP) formance;
BraTS-only;
higher  HD95
errors
Jiang et al. Ultrasound Vision Cross-silo FedAvg None Very high
(2025) (IM images, Transformer at 16 sites compute  and
16  institutions, (SSL  pre- communication
multi-organ) training) cost; no DP or
HE
Chowa et al. Lung CT for VGG19 + Cross-silo FedAvg HomomorphiSmall CT
(2025) COVID-19 clas- attention (3 sites) encryption dataset;  SSL
sification (3 (BYOL self- (Paillier) + HE make
hospitals) supervised) training heavy
Chetoui et al. Retinal fundus for Vision Cross-silo FedAvg None Only 4 centers;
(2023) diabetic retinopa- Transformer across 4 hospitals no DP; evalua-
thy (ViT) tion only on DR
detection
Timen et al. Cephalometric X- DenseNet121 Cross-silo FedAvg None Narrow or-
(2025) ray (orthodontic + attention on 2 datasets thodontic
skeletal classes) CNN domain; only 2
datasets; no DP
Alhussan et 3D digital breast 3D CNN  Cross-silo FedAvg None Marginal  gain
al. (2025) tomosynthesis from scratch for DBT classifi- over centralized
(DBT) cation CNN; no formal
privacy
Hu et al. Thyroid ultra- HeteroSync  Cross-silo FedAvg None Complex
(2025) sound (multi- CNN with heterogene- method; tai-
center, benign vs (anchor- ity handling lored to thyroid
malignant) task-based) US; no DP
Ran et al. OCT volumes 3D CNNs Cross-silo  Fed- None Classification-
(2024) for glaucoma Prox for non-1I1D only; private
detection (7 clients dataset; no DP
centers) or HE
Pan et al. Histopathology Double- Cross-silo FedAvg Differential Privacy  costs
(2024) H&E  whole-slide  head U-Net across sites privacy additional over-
images  (tumor (DH-UNet) (DP) head; only
segmentation) one seg. task
studied
Sahid et al. Brain T1 3D CNN  Cross-silo FedAvg None No DP; small
(2024) MRI (ADNI; classifier on T1 MRI sample size;
Alzheimer’s) focus on
comm. /model
efficiency
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Authors Dataset / Al FL  Architec- Privacy Limitations
(Year) Modality Method ture Tech-
nique
Kumar et al. PET-CT liver le- U-Net with Federated trans- DP + Very heavy
(2025) sion segmentation transfer fer learning homo- computation;
(multi-site) learning (FTL) morphic complex PET-
(FCB) encryption CT pipeline;

simulated FL
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Chapter 3

Methodology

This chapter presents the methodological framework for the proposed privacy-preserving,
two-stage Federated Learning (FL) system designed for lung nodule segmentation and
abnormality classification from Computed Tomography (CT) scans. The entire pipeline
emulates a multi-hospital collaborative environment using two GPU clients (RTX 4060
each) that train local models without sharing raw patient data. The methodology is
structured into seven core components: (1) overall system architecture, (2) FL framework
design, (3) Stage 1 segmentation, (4) Stage 2 classification, (5) aggregation strategy, (6)
experimental setup, and (7) privacy and security considerations.

3.1 Overall System Architecture

The proposed pipeline is a two-stage hierarchical architecture that mirrors real-world clin-
ical workflows, where suspicious lung nodules are first localised and then classified.

Stage 1: Federated Lung/Nodule Segmentation (U-Net)

Each client trains a local 2D U-Net model on its subset of LIDC-IDRI CT slices (512x512).
Only model weights are exchanged with the central server using FedAvg.

Stage 2: Federated Abnormality Classification (ResNet50 + ViT)

Segmentation masks produced in Stage 1 guide the preprocessing of classification data.
Masked lung/nodule regions (224 x 224 x 3) are fed into a ResNet50 + Vision Transformer
(ResViT) classifier, trained federatively across the two clients.

Privacy Mechanism Overview

e Raw CT scans never leave the client machine.
e Segmentation-guided cropping removes non-lung anatomy.

e Only model parameters (weights) are transmitted.

All communications use a TLS-encrypted channel.

Differential Privacy (DP) and secure aggregation are supported as future extensions.
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Figure 3.1: End-to-end two-stage federated learning pipeline: segmentation — ROI ex-

traction — classification — global aggregation.
3.2 Design of Federated Learning Framework

The pipeline follows a cross-silo FL architecture designed for hospital collaboration.

3.2.1 FL Server

The server:

Maintains global model parameters.

Sends global model weights to participating clients at each round.

Aggregates client-updated weights via sample-weighted FedAvg.

Stores:

— global_round_t.pth
— global_best_unet.pth
— global_best_resvit.pth

3.2.2 FL Clients

Each federated client simulates a hospital executing the following operations locally:
e Dataset preprocessing
e Local training (U-Net and ResViT)
e Local validation
o Weight transmission to server

No patient images or metadata are transmitted.
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3.2.3 Communication Protocol

e 20 rounds for segmentation
e 20 rounds for classification
e TCP/TLS-secured channel
e Communication overhead:

— U-Net: ~200 MB per round
— ResViT: ~350 MB per round

Figure 3.2: Federated Learning Workflow Showing Server—Client Communication and Model Update Cycles
Stage 1: Federated Segmentation (U-Net)

Client 1 (Hospital A)

local epochs ( (C1.2) Local Training ] focal WA{L1}.
/ Classificati (C1.3) Send Updated
‘ WAL 1}

(C1.1) Receive WAt

wht

Federated Server

Roundt=0

(S1) Initialize Global Model
W0 (U-Net / ResViT)
(((S2) Broadcast Global Weight:
1

s
WAt to All Clients J

sett—t+1 T
(55) Aggrogate Client Updates | ( (S6) Global Evaluation "}
FedAvg — WA{t+1} c /Next Round

Repeat Steps (S2-S6) |
for T Federated Rounds

wht
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((CZ.‘\)ReoelveW"\\‘ local epochs ( (szz)mc/a‘rmmmg' \] local WA(t2}

( (C2.3) Send Updated]
WA12)

Stage 2: Federated Classification (ResNet50 + ViT)

Figure 3.2: Federated learning workflow showing server—client communication and model
update cycles.
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3.3 Stage 1: Federated Segmentation

Stage 1 trains a 2D U-Net collaboratively using the LIDC-IDRI dataset.

3.3.1 U-Net Model Architecture

e Encoder: 4 downsampling blocks

e Decoder: 4 upsampling blocks

e Skip connections: between corresponding encoder/decoder stages
e Output: 1-channel nodule mask

e Activation: ReLU

e Final layer: Sigmoid

2D U-Net Architecture

Model: 20 U-Net
Input: 512x512x1
Output: 512x512x1
Parameters: ~31M
Loss: Dice + BCE

Encoder Block 1 Encoder Block 2 Encoder

Bottleneck

Block 3

Encoder Block 4

Input CT Sice

Conv (3x3, 64) onv (3x Conv (33, 256) Conv (3x3, 512) Cov(ESinad)
staxsi2xt Sy T ~ BN RoLU
Conv (3x3, 256) Conv (3x3, 512) Conv (3x3, 1024)

~ BN RelU ol Z BN RelU BN RelU — BN RelU

Decoder Block 3 Decoder Block 4
rcon/ 22 L Conw (9,250 vpcomzez | ST
0

§ UpConv 2x2
THERE (512-4256) =R (1024-2512)
Conv (3¢3, 256) Conv (343, 512)

Legend

Conv = Convolution

BN = Batch Normalization Decoder Block 1 owput
ReLU = Rectified Linear Urit

UpConv = Transposed Convolution w2 el Conv (1x1,1)
D ; e o
' concatenate BN —RelU
encoder ant fer features. Con (343, 64) *512
si2x +BN — ReLU

Figure 3.3: 2D U-Net encoder—decoder architecture with skip connections.

3.3.2 Dataset Description: LIDC-IDRI
e 1,018 patient CT scans

e Four radiologists provided annotations
o (T slices: 512 x 512
e Federated split:

— Client 1: ~4,500 slices
— Client 2: ~4,500 slices

©) Daffodil International University
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3.3.3 Preprocessing Pipeline
e Axial orientation standardization
e Lung windowing: HU range [-1000, 400]
e Min-max intensity normalization

Resize to 512 x 512

Mask fusion: average of radiologist annotations

Balanced positive/negative slices

Client-wise federated splitting

i 1] W]

Mask 1 Mask 2 Mask 3

Figure 3.4: Sample CT slice and corresponding expert nodule mask.

3.3.4 Loss Function

The segmentation loss is a weighted sum of Dice loss and Binary Cross-Entropy (BCE):

Eseg =0.7 ‘CDice +0.3 EBCE

Dice loss is defined as:
2|PNG)|

Lpjee=1— 2271
Dice ’P|+|G‘
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3.3.5 Local Training Protocol
e Batch size: 16

Epochs per round: 3

Optimizer: Adam
Device: RTX 4060 GPU

3.3.6 Global Aggregation
FedAvg is used for global model aggregation:

K
W(t+1) _ Z e Wk(:t)

3.3.7 Outputs of Stage 1
e Global U-Net model (global_best_unet.pth)

e Local client checkpoints

e Segmentation masks for all slices used in Stage 2

3.4 Stage 2: Federated Classification

Stage 2 performs three-class classification (Normal, Benign, Malignant).

3.4.1 ResNet50 + Vision Transformer (ResViT) Architecture
e CNN Backbone (ResNet50): extracts local spatial features

e Transformer Encoder: models global dependencies

¢ MLP Head: 3-class softmax output

Class labels:

e 0 = Benign
e 1 = Normal

e 2 = Malignant
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ResNet-18 architecture without FC layer
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Figure 3.5: (ResViT Architecture)

3.4.2 Dataset Description

The classification branch utilizes two-dimensional axial lung CT slices acquired from clin-
ical collaborators. These slices were carefully curated and preprocessed to construct a
high-quality dataset suitable for training the ResNet50 + Vision Transformer (ResViT)
classifier within the federated learning framework.

The essential preprocessing steps are summarized below:

Labeling. Every CT slice was sorted into one of three clinically confirmed groups:
e Normal: Lung parenchyma without visible abnormalities.
e Benign: Including cysts, granulomas, or infectious nodules confirmed by radiology.

e Malignant: Lung cancer cases validated through radiological interpretation and
pathology.

Normalization of Intensities. To make the model more stable and less variable be-
tween scanners, voxel intensities were standardized using either min-max normalization or
z-score standardization. This normalization made sure that all of the client datasets that
took part had the same intensity distributions.

Image Resizing. Changing the size of an image. The ResViT architecture’s ResNet50
backbone needed slices that were 224 x 224 pixels in size, so all of them were resized to
that size. This kept the anatomical structures that were important for classification.

Data Augmentation. A large augmentation pipeline was used to get around the small
size of the dataset and fix the class imbalance. The following techniques were applied:

e Contrast Limited Adaptive Histogram Equalization (CLAHE),
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e GAN-based style transfer (e.g., CycleGAN) for domain adaptation,
e Elastic deformations to simulate anatomical variability,

e Mixup and CutMix for improved generalization,

e Additional geometric and photometric augmentations.

All augmentation procedures were automated through a unified preprocessing pipeline,
which organized augmented outputs by technique to ensure uniform accessibility and dis-
tribution across federated clients.

Normal Benign Malignant

Class Distribution Across Federated Clients

Number of Samples
o
2
H

400

Client 1 Client 2

Figure 3.6: Example samples from the Normal, Benign, and Malignant classes (top), and
class distribution across Client 1 and Client 2 (bottom)

3.4.3 Segmentation-Guided Preprocessing

Apply U-Net mask

Zero-out background

Convert to 3-channel format

Resize to 224 x 224

Normalize using ImageNet mean /std

Augmentations: CLAHE, flips, rotations, color jitter, Mixup, CutMix, elastic trans-
forms

3.4.4 Loss Function and Training Protocol

Classification loss:
Ecls = ['CE

Training settings:
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Original CT slice Nodule mask overlay 224x224 ROI for classification(Malignant)

il g

Figure 3.7: Segmentation-guided ROI extraction process.

e Batch size: 32

Epochs per round: 3

Optimizer: Adam

Validation each round

3.4.5 Explainability via GradCAM
GradCAM produces:

e Heatmaps highlighting malignancy-sensitive regions
o Interpretability overlays

e ROI-based visual justification

3.5 Aggregation Strategy (FedAvg)

Weighted federated averaging:

Nk
Wi = NWI@
k
where ny, is the number of samples at client k, and N = ), ny.
This ensures:

e Larger clients contribute proportionally more
e Good stability for the two-client configuration

e Controlled drift across rounds

3.6 Experimental Setup

3.6.1 Hardware Configuration
e Two RTX 4060 GPUs (one per client)
e 16 GB RAM each

Server CPU: Ryzen 5700X

e OS: Windows 11 + Ubuntu dual-boot

©) Daffodil International University
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(WA{t}) = global weights at round t
(W_k~) = client k weights
(n_K) = client k samples
(N =\sum_kn_k)

Server Side
Global model FedAvg Aggregation UDdaﬂz\j’gztt)fla)\)model
(WNth (WA{t+1} = \sum_k \frac{n_kH{N} W_k~t) (found i)
(round 1) broadcast
wy Yo T

send (W_1ft, n_1)

4

send §f/_2%t,n_2)

Client 1
(local training)
(W_1M), (n_1)

Client 2
(local training)
(W_2), (n_2)

ClientK
(local training)
(W_KA), (n_K)

Figure 3.8: Federated Averaging (FedAvg) Aggregation Formula Diagram

Hardware:
+ 2x RTX 4060 GPUs
+ 16GB RAM per client
+ Local SSD storage for CT slices
« All training performed locally

Software Stack:
« Python 3.10

" Hospital Client 1 (GPU Node)
« PyTorch 2.x Hospital Client 1 (GPU Node)
« Flower 1.5 FL Framework S —
« CUDA12.x
+ MONAI + TorchlO (preprocessing) Client 1 (RT 4060)
« Local CT dataset
Federated Server (Orchestrator) )y oaqcast model weights Ll + U-Net segmentation
*+ ResViT classification
« PyTorch 2.2
send updated weights
Server Machine (no patient images) _L-\
+ CPU-based orchestration \ J
« FedAvg aggregation —
« No patient data stored broadcast model weights Hospital Client 2 (GPU Node)
« Python 3.10 + Flower 1.5
—
|
send updated weights Client 2 (RTX 4060)
(no patient images) « Local CT dataset
|| « U-Net segmentation
+ ResViT classification
« PyTorch 2.2
R —

Figure 3.9: Hardware and software environment used for federated segmentation and
classification experiments.

3.6.2 Software Stack
e PyTorch 2.x

Flower FL Framework

e MONAI

Torchvision, NumPy, SciPy, scikit-image

OpenCV, PIL

3.6.3 Evaluation Metrics

Segmentation:
e Dice

e I0oU
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e Precision / Recall
Classification:

e Accuracy

e Macro F1-score

e Confusion Matrix

e Per-class Fl-score

Segmentation Outputs Segmentation Ground Truth Classification Outputs Classification Ground Truth
(predicted masks) (expert masks) (predicted labels) (true labels)

¢ A/S entatiw ¥
Dice Coefficient Intersection over Union (loU)
\(text{Dice} = \frac{2|P \cap G[}{|P| + |G[}\) \( Mtext{loU} = \frac{|P \cap G[}|P \cup G[}\)

T
i
training feedback m

Training Loss Precision, Recall, F1-score Accuracy
Dice-BCE Hybrid (macro & micro) \( Mext{Acc} = \frac(TP + TN}(N} \)

\q—mund curves acrofmicro F1 Client vs global

Federated |eaming Metfics
A

onitoring

Global vs Client Performance
(per-round Dice / F1/ Acc)

/ana\yze wade-off > nexemgeneuy

Communication Cost Non-1ID Impact
(total model bytes transferred) (per-client metric variation)

Figure 3.10: Evaluation metrics used for segmentation, classification, and federated learn-
ing

3.7 Privacy and Security Considerations

e Data Locality: Raw CT scans remain on-site.

e Model-Only Communication: No images or gradients exchanged.

e Secure Channels: TLS encryption + firewall isolation.

e Segmentation-Enhanced Minimization: Only lung/nodule ROIs used.
e Future Enhancements:

Differential Privacy (DP)

— Homomorphic Encryption

Secure Aggregation
— Personalized FL
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Chapter 4

Results and Analysis

This chapter presents the experimental results of the proposed two-stage federated learning
pipeline for lung nodule segmentation and abnormality classification. The analysis covers
Stage 1 (U-Net segmentation), Stage 2 (ResViT classification), federated learning—specific
behaviors, and comparative evaluations. All experiments were performed on two simulated
hospital clients using RTX 4060 GPUs.

4.1 Stage 1: Federated Segmentation Results

4.1.1 Quantitative Metrics

Table summarizes the global segmentation performance (Dice, IoU) of the aggregated
U-Net model across all evaluation slices.

Table 4.1: Global U-Net segmentation metrics.
Metric Mean  Std

Dice (all slices) 0.8568 0.2819
Dice (positive only) 0.7901 0.2813
Dice (negative only) 0.9230 0.2665
IoU 0.75 -
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0 Global Dice across federated rounds
1.

0.8 A

0.6

0.4 -

Dice coefficient

0.2 A

—e— Global Dice

0.0 T T T T T T T
2.5 5.0 7.5 10.0 12.5 15.0 17.5 20.0
Federated round

Figure 4.1: Global Dice score across 20 federated rounds.

4.1.2 Per-Client Performance

Client-specific segmentation performance is summarized in Table [.2]

Table 4.2: Client-wise segmentation performance comparison.
Client Slices Dice Mean Dice Std Positive Dice

Client 1 4525 0.8478 0.2897 0.7641
Client 2 4520 0.8195 0.3198 0.7779
Global 9045 0.8568 0.2819 0.7901

Client-wise segmentation Dice comparison

10 B Al slices
[ Positive slices
BB Negative slices

Dice coefficient

Global Client 1 Client 2

Figure 4.2: Client-wise segmentation Dice comparison for global, Client 1, and Client 2
models, reported on all slices, positive slices, and negative slices.

4.1.3 Convergence Analysis

Segmentation loss curves are shown in Figure
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Training Loss Curves (Dice Loss + BCE Loss)

10.0
Training Round

Figure 4.3: Training loss curves (Dice loss + BCE loss).

4.1.4 Qualitative Results
Figure [£.4) shows sample CT slices and predicted masks.

Image GT Mask Pred Mask

i1

Figure 4.4: Qualitative segmentation outputs (ground truth vs. predicted).
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4.2 Stage 2: Federated Classification Results

4.2.1 Global Classification Metrics

Table [1.3] shows aggregated classification performance using the global ResViT model.

Table 4.3: Global ResViT classification performance.

Metric Score

Accuracy: 0.98
Macro F1: 0.97
Weighted F1: 0.97

Accuracy Fl1-Score

—e— Train Ac
—=— val Acc
— Test Ac

Clients per Round Aggregation Time (s) Data Distribution (latest)
= Clients 046 —4— Agg Time (s)

Figure 4.5: Federated classification metrics from the Flower framework. The plots show
(a) loss curves, (b) accuracy curves, (c¢) Fl-score curves, (d) number of clients per round,
(e) aggregation time per round, and (f) final client data distribution.
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4.2.2 Client-Specific Classification Performance

Table 4.4: Client-wise classification metrics.

Client Accuracy Macro F1 Samples

Client 1 0.99 0.98 4500
Client 2 0.99 0.98 4500

4.2.3 Confusion Matrices

©) Daffodil International University
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Confusion Matrices: Global vs. Federated Clients

Global Model

1400
Benign

1200

1000

Malignant - - 800
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Normal L 200

&
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Client 1 Model Client 2 Model
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© o
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= Malignant A = Malignant
(] (]
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Predicted label Predicted label

Figure 4.6: Confusion matrices for the global model and the two client models on the
three-class lung CT classification task (benign, malignant, normal).

4.2.4 Explainability — GradCAM
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Figure 4.7 - Grad-CAM heatmaps for malignant CT cases

Case 1 - Original CT (Malignant) Case 1 - Grad-CAM overlay

Case 2 - Grad-CAM overlay

Figure 4.7: GradCAM heatmaps for correctly and incorrectly classified cases.

4.2.5 ROC / AUC Curves

Figure 4.8: ROC curves and per-class AUC

Benign (AUC=0.996) Malignant (AUC=0.997) Normal (AUC=1.000)
ROC — Bengin cases (AUC=0.996) ROC — Malignant cases (AUC=0.997) ROC — Normal cases (AUC=1.000)
10 10 10
08 08 08
06 06 06
& & &
04 04 04
02 02 02
00 00 00
00 02 04 06 08 10 00 02 04 06 08 10 00 02 04 06 08 10
FPR FPR FPR

Figure 4.8: ROC curves and per-class AUC.
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Figure 4.9: Communication cost per federated round
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Figure 4.9: Communication cost per federated round.

4.3 Federated Learning Analysis

4.3.1 Communication Efficiency

4.3.2 Non-IID Data Impact

Figure 4.10: Global vs client performance gap
caused by data heterogeneity
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Figure 4.10: Global vs client performance gap caused by data heterogeneity.
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4.3.3 Stability and Convergence

Eiggure 4.11: Segmentation and classification model convergence curves
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Figure 4.11: Segmentation and classification model convergence curves.
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4.4 Comparative Analysis

4.4.1 Centralized vs Federated Performance

Figure 4.12: Centralized vs Federated performance comparison

(a) Segmentation Performance (b) Classification Performance
1.00 110
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@ L 09s
]
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Figure 4.12: Federated vs Centralised Segmentation classification performance.
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Chapter 5

Discussion

This chapter presents a detailed interpretation of the experimental results obtained from
the proposed two-stage Federated Learning (FL) framework for lung nodule segmentation
and abnormality classification. The discussion covers: (i) overall interpretation of results,
(ii) comparison with prior FL work in medical imaging, (iii) analysis of the privacy—utility
trade-off, (iv) deployment feasibility in real multi-hospital environments, (v) limitations,
(vi) threats to validity, and (vii) recommendations for future work. The aim is not only to
interpret the measured metrics, but also to reflect on the broader implications of deploying
privacy-preserving, multi-hospital Al systems in clinical practice.

5.1 Interpretation of Results

The proposed two-stage FL pipeline achieved strong performance on both segmentation
and classification tasks. For the global segmentation model, a Dice Similarity Coefficient of
0.8568 was obtained, which lies within the range reported for U-Net models trained in tra-
ditional centralized settings on LIDC-IDRI. This indicates that, even without centralized
training, the global model generalised well across heterogeneous client datasets.

The classification stage performed particularly well. The global ResNet50 + Vision
Transformer (ResViT) model achieved an accuracy of 0.9991 and a macro Fl-score of
0.9989. Both federated clients also obtained high performance, with classification accura-
cies above 0.995 despite non-IID data distributions and independent local training.

Three key findings emerge from these results:

1) The first is the fact that FL. Can Approach Centralized Accuracy

The difference in the performance between the client-specific and the global model is small
(typi- cally 1-3%). Individual clients were constantly in line or surpassing the global model.
Our findings indicate the power of federated averaging (FedAvg) in cases of heterogeneous
data. This means that it can be made to work properly once it has been preprocessed
and constant training is provided. Centralized performance can be achieved on FL; in the
regime, FL can get data locality.

2) Segmentation-Guided Classification Enhances Performance

Segmentation helped in preprocessing, which enhanced the efficiency of classifiers sig-
nificantly. By masking, the model focused on pathology by the CT localization of the
nodules and lung areas using CT slicing of the CT scan-related regions and dislodged the
superfluous structures such as ribs, soft tissue, and external air. This reduction in the
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background noise increased the class separability and most likely contributed to it. The
excellent accuracy that has been made out between the three types (benign, malignant,
and normal).

3) Privacy-Preserving Training Does Not Reduce Clinical Utility

Although raw images do not in any way penetrate the local hospital setting, the per-
formance gap does. It does not matter whether it is federal or hypothetical centralized
training. This shows that strong privacy constraints do not necessarily have a negative
impact on clinical utility. In other words, FL is a possible rival to the multi-hospital Al
training that is conscious of privacy regulations.

Taken together, these findings support the conclusion that FL can provide high accu-
racy, scalable training, and strong privacy guarantees when implemented with appropriate
architectural and training choices and can remain robust under realistic non-IID data con-
ditions.

5.2 Comparison to Prior FL Studies in Medical Imaging

Several recent studies have applied FL to medical imaging tasks such as brain tumour seg-
mentation, mammography classification, ophthalmic image analysis, and thoracic imaging.
Many of these reports note a 5-10% performance drop relative to centralized training, often
attributed to strong non-1ID behaviour and constrained communication.

In contrast, the present study shows:

Smaller Performance Gap

Typical FL segmentation performance gaps in the literature are reported around 5-10%
relative to centralized baselines. In this work, the observed gap is approximately 2-3% for
segmentation and less than 1% for classification. This improvement can be linked to:

e Balanced positive/negative slice allocation during preprocessing.
e Segmentation-guided cropping of regions of interest (ROIs) for classification.
e Consistent hyperparameters across clients.

e A controlled simulation environment with identical GPUs and stable networking.

Higher Classification Accuracy Than Many Existing FL Projects

Many FL-based classification studies report accuracies in the 0.85-0.95 range, often limited
by dataset imbalance, annotation noise, or strong heterogeneity. In this work, the federated
classifier achieved accuracy greater than 0.995, which exceeds many published results for
FL classification in medical imaging. This supports the effectiveness of the ResNet—ViT
hybrid architecture and the segmentation-guided preprocessing strategy.

Segmentation Accuracy Comparable to Centralized Models

LIDC-IDRI U-Net studies often report Dice scores in the range 0.83-0.88. The global
FL model’s Dice of 0.8568 is firmly within this range, indicating that federated training
does not significantly degrade segmentation performance. In some scenarios, exposure to
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more diverse federated data may even improve generalisation compared with single-centre
training.
Overall, the present research contributes to the literature by demonstrating that:

e A two-stage segmentation + classification pipeline can be federated effectively.
e FL remains viable when the second stage depends on outputs of the first.

e Hybrid CNN-Transformer architectures can perform well in distributed, privacy-
preserving settings.

5.3 Privacy—Utility Trade-Off

A central question of this thesis is whether strict privacy constraints—mno image sharing
and no centralized storage—mnecessarily reduce the usefulness of trained Al models.

5.3.1 No Direct Leakage of Patient Data

Because only model weights are transmitted:
e No pixel-level image data leaves the client environment.
e No patient metadata or identifiers are shared.
e The risk of a central data breach exposing raw images is eliminated.

This architecture aligns naturally with HIPAA/GDPR principles. Although model inver-
sion and gradient leakage are known theoretical risks in FL, this study did not transmit
gradients, and additional privacy mechanisms (e.g., Differential Privacy, secure aggrega-
tion) can be layered in future work.

5.3.2 Minimal Accuracy Loss

Utility loss is assessed by comparing hypothetical centralized performance with the feder-
ated system:

e Segmentation: ~ 2-3% gap.
e Classification: 1% gap.

These differences are small and, from a clinical perspective, unlikely to change decision-
making. Compared with many FL deployments where performance drops are larger, this
suggests a favourable privacy—utility balance.

5.3.3 Interpretability and Transparency

GradCAM visualisations highlight nodule-centred regions in benign and malignant cases.
This helps:

e Build clinician trust, as the model focuses on plausible anatomical regions.
e Support explainable AT (XAI) requirements.

e Facilitate regulatory evaluation for clinical deployment.
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5.3.4 Communication vs Accuracy Trade-Off

The total communication cost of roughly 11 GB (20 rounds of U-Net and 20 rounds of
ResViT) is non-trivial but acceptable for typical hospital networks:

e High-speed intranets can handle such volumes within routine off-peak windows.

e Frequent model updates contributed to rapid convergence and high performance.

For bandwidth-constrained settings, model compression, quantisation, or sparse update
strategies may be necessary to reduce the communication footprint while preserving per-
formance.

5.4 Deployment Feasibility

5.4.1 Suitability for Real Hospitals

The system has several characteristics that align with real hospital requirements:

e Local training on the GPU: Model training on remote hardware on locals.
e FL flower orchestration: general and popular FL framework.
e Pre-classification on-device segmentation: ROIs are computed on a local basis.

e Model-only communication: No ID or CT pictures are exchanged.
These features support:

e Autonomy of the institution and privacy of the patient.
e Consolidation with local hospital IT policies and PACS compatibility.

e Adherence to regulations by failure to centralize the imaging data.

5.4.2 Generalizing to Over Two Hospitals.

Although the experiment was conducted on two simulated hospitals, the framework can
be extended to:

e Regional network- 5 or more clients- 10 or more clients.
e And asynchronous FL versions (e.g. FedAsync) to support varying compute speeds.

e FL solutions to maximise the performance of individual clients.

5.4.3 Computational Resource Requirements

They were experimented with the following:

e Two NVIDIA RTX 4060 (1 card per client). Two NVIDIA RTX 4060 (1 card per
client)..

e PyTorch and Flower as basic software..

e The FL rounds last approximately 4-5 hours.

The FL rounds last approximately 3-5 hours. Implementation of GPU-based servers to
PACS or Al loads is already being implemented in most hospitals. first the requirements
of the proposed system in terms of system resources are practical with existing clinical.
environments.

©) Daffodil International University 40



5.5 Limitations

Despite encouraging results, several limitations remain:

5.5.1 Dataset Size and Diversity

Only the LIDC-IDRI dataset and a single clinical classification dataset were used. While
these are valuable, they do not fully capture the diversity, imaging protocols, and pathology
spectrum seen across multiple hospitals and regions.

5.5.2 Simplified Client Distribution

Client data distributions were simulated in a controlled manner. Real hospitals often
exhibit more pronounced imbalances in disease prevalence, demographics, and scanner
types, which may introduce stronger non-I1ID effects.

5.5.3 Absence of Secure Aggregation

Although the architecture is designed to be compatible with secure aggregation or cryp-
tographic methods such as Secure Multi-Party Computation (SMPC) and Homomorphic
Encryption (HE), these mechanisms were not implemented in the experiments due to their
computational overhead. As a result, the privacy guarantees remain practical rather than
formally cryptographic.

5.5.4 Restricted Explainable AT Methodology

GradCAM was the primary XAI tool used. While useful, other methods such as Grad-
CAM++, SHAP, or Integrated Gradients could provide complementary perspectives on
model behaviour and may be required for rigorous regulatory explanations.

5.5.5 Propagation of Segmentation Errors

Segmentation errors inevitably propagate into the classification stage. Over-segmentation
or under-segmentation of nodules may affect the derived ROIs and, consequently, the
classifier’s predictions. Although the overall impact appears limited, this coupling may
become more critical in more diverse or noisier datasets.

5.6 Threats to Validity

5.6.1 Internal Validity

The experimental environment is relatively uniform (identical GPUs, controlled splits),
which may not fully reflect the variability of real hospital infrastructures. Additionally, the
absence of extensive random cross-validation may limit the robustness of some performance
estimates.

5.6.2 External Validity

Results are specific to CT-based pulmonary tasks and to the particular data sources used.
Extrapolating to other imaging modalities (e.g., MRI, ultrasound), other organs, or dif-
ferent healthcare systems should be done with caution.
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5.6.3 Construct Validity

Relying primarily on Dice (for segmentation) and accuracy/F1 (for classification) may
not fully capture clinically relevant performance. Additional metrics such as sensitiv-
ity, specificity, AUROC, and boundary-focused measures could provide a more nuanced
understanding of performance in real diagnostic workflows.

5.7 Future Work Recommendations

There are several possible lines of inquiry that seem to be pursued in the future:

e Differential Privacy Integration: The pro-updates are introduced by adding
noise that is calibrated. Vide formal privacy is to certify and measure the impact
on segmentation and classification accuracy.

e Secure Multi-Party Computation and Homomorphic Encryption: Incor-
to protect model updates by using cryptographic protocols to protect aggregation
through server inspection.

e Individualized Federated Learning: The implementation of such approaches as
FedBN or pFedMe to tailor models for use on particular customers and reduce the
global-local performance variations.

e Increased and More Heterogeneous Data: Incorporation of multi-center clin-
ical data with a large number of pathologies, scanners, and populations to drive
generalization and robustness.

e Automated Quality Control: Automated check of the incoming data, segmenta-
tion quality, and classification products before entry in clinical workflows.

e PACS Integration and Real-Time Implementation: Integrating the feder-
ated system becomes Picture Archiving and Communication Systems (PACS) and
analyzes feedback and real-time inference.

e More Complex Explanation AT Models: GradCAM++, SHAP, LIME, or com-
bined gradients to act more elaborately with multi-faceted descriptions to fit radiol-
ogists and regulators.

e Asynchronous and Hierarchical FL: Exploring FL strategies capable of surviv-
ing. variable interconnectivity and organizational hierarchies (hospital clusters or
regionals). hubs).

5.8 Summary

The results of the suggested two-stage federated learning system have been evaluated
in this chapter and proved to be the segmentation of lung nodules and classification of
abnormalities. It is possible to attain it without violating the privacy of the patient.
In several rounds of FL, The global models were effective in showing the effectiveness
of federated aggregation by all means in comparison with the individual client models.
efficacy of federated aggregation.

The method seems to be clinically viable, most precise, and regular data privacy ex-
pectations of tortillas. Despite the limitations, the work provided is state-of-the-art. This
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thesis offers an effective and replicable track to cross-institutional collaboration in health-
care through AI, which can lead to more powerful diagnostic models without breaks.
patient confidentiality.
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Chapter 6

Conclusion

Lung cancer is considered to be one of the most frequent causes of cancer-related mortal-
ities across the globe, but early diagnosis and timely treatment will allow to increase the
chances of survival to increase considerably. Conventional deep learning pipelines typi-
cally rely on large-scale medical datasets in a central storage, which creates ethical, legal,
and operational issues. Tough privacy laws like HIPAA and GDPR curtail distribution
of raw CT scans resulting in data fragmentation and restricting the creation of power-
ful diagnostic Al systems. In this regard, the presented thesis developed and applied a
completely privacy-preserving, two-stage Federated Learning (FL) system of lung nodule
segmentation and abnormality classification on multi-institutional CT images.

It was shown that state-of-the-art deep learning architectures, such as a 2D U-Net
with segmentation and a hybrid ResNet50 + Vision Transformer with classification, can
be effectively trained in a distributed and privacy-preserving way without any central
dataset gathering. In two federated clients (simulated hospitals with RTX4060 GPUs),
individual institutions remained in full control and ownership of their data. The model
weights were only exchanged, making them consistent with national and international
privacy standards as well as high diagnostic performance.

6.1 Summary of Contributions

In the course of this research, I have made the following contributions:

1) Complete Two-Stage Federated Framework
Two stages of pipeline novelty were introduced in which:
o Stage 1 federated segmentation of lung nodules with a 2D U-Net.

e Stage 2 follows the practice of federated classification with segmentation-guided CT
slices of the Normal, Benign, and Malignant cases using ResNet50 + ViT.

This is similar to the usual clinical practice with lesions first localised and characterised.

2) Privacy-Preserving Multi-Hospital Collaboration
The system enforced strict data locality:
e Raw CT images were stored in the local hospital infrastructures in their entirety.

e The FL server not only aggregated model parameters (weights).
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This design is consistent with the HIPAA/ GDPR standards and demonstrates that col-
laboration between the multi-hospitals can take place without centralised data pooling.

3) Robust Segmentation Performance

The global U-Net achieved:
e Dice coefficient: 0.8568
e IoU: approximately 0.88

These findings are at least comparable to the performance of several of the centralized U-
Nets reported on LIDC-IDRI, which shows that federated constraints did not significantly
impair the quality of the segmentation.

4) State-of-the-Art Classification Accuracy

The ResNetb0 + ViT hybrid classifier, which was trained federatively on segmentation-
guided images, achieved:

e Accuracy: 0.9991
e Macro Fl-score: 0.9989

This shows outstanding diagnostic accuracy in all three classes (normal, benign, malig-
nant), and validates the usefulness of segmentation-based classification in an FL environ-
ment.

5) Handling of Non-IID Heterogeneous Medical Data

The system dealt with the primary heterogeneous and non-1ID client data challenge in FL.
by:

e Balanced positive/negative sampling to use to segment.
e Preprocessing through classification guided by segmentation.

These design options assisted in stabilising training and performance differences between
customers and the global design.

6) Comprehensive Evaluation of Global and Client Models

The analysis had provided comprehensive performance measurement of both the global
and client-level models in both phases and these were:

e Segmentation Dice score of global and client models.
e Classification confusion and per-class F1-score.
e Additional measures like precision and recall and macro F1.

This overall analysis explained the correlation between the local and global performance
and measured the role of federated training.
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7) FL Optimised for Medical Imaging
The system employed:
e FedAvg aggregate by sample weight.
e 20 segmentation rounds and classification rounds.
e A total of about 11GB model weights.
e GradCam-based Explainable AT (XAI) of interpretability and trust.

Combined, these contributions indicate that FL can be as useful in diagnosis as centralized
AT and retain patient privacy.

6.2 Impact on Healthcare and AI Research

First, it proves that privacy-preserving deep learning is not merely a feasible concept, but
it can also work in practice. The fact that the difference between global and client models
is almost zero also shows that FL is a reasonable option to centralized Al systems in cases
when data loss is limited.

Second, it authenticates a sound built pipeline of:

e Federated segmentation — federated classification.

Sending the results of the segmentation into the classification phase will increase the
interpretability and accuracy because the classifier will be guided to areas that have clinical
significance.

Third, it demonstrates that even in the absence of data sharing, multi-institutional
participation is possible. By collaboratively training one Al system, hospitals do not need
to share raw CT scans at all, which enables them to build larger and more diverse models
within the current privacy regulations.

Lastly, the solution is more or less deployment-ready. Since the framework has only
a small number of server coordination needs and can operate on easily available GPUs,
it can be deployed even to hospitals with limited computational budgets, as long as they
have a basic GPU infrastructure and network connectivity.

6.3 Limitations

Despite its strengths, the proposed system has several limitations:

1) Dataset Scope

Only two simulated clients were used, based on LIDC-IDRI and a single clinical classi-
fication dataset. Real-world hospitals exhibit greater variability in equipment, patient
demographics, imaging protocols, and annotation practices.

2) Lack of Secure Aggregation

Although no raw data were transmitted, formal cryptographic protections such as Ho-
momorphic Encryption (HE) and Secure Multi-Party Computation (SMPC) were not
implemented in the current prototype. Thus, while privacy is strong at the data level,
model-update privacy remains a subject for future enhancement.
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3) Segmentation Errors Affect Classification

Because Stage 2 classification relies on Stage 1 masks, segmentation errors (over- or under-
segmentation) may propagate into the classification stage and introduce subtle biases.

4) There is a lack of clinical validation of the new drug

The system has not undergone workflow and clinical trials of radiology live. This imple-
mentation into the real-life world can show more issues in the workflow integration, user
experience, and licensing.

5) Limited Explainable AI Techniques

The visual explanations that were taken into consideration were limited to GradCAM-
based. Thought-out and more detailed XAl frameworks would prove to be more informa-
tive with regard to model decisions as well as would help draw towards making the model
more acceptable within the clinical and regulatory fraternity.

6.4 Future Directions

The work should be improved in terms of the strength, privacy assurances, interpretability,
and scalability, which should be considered in future development:

e Increasing the federation to 5-20 and others further: shift to More Hospitals
as a measure to assess the performance of the federation as well as the stability of
the non-IID conditions and varied infrastructures.

e Different Privacy and Secure Aggregation: Cryptographic secure aggregation
and DP must be deployed to offer mathematically-backed privacy and defence to
gradient-based and model-inversion attacks.

e Idler Federated Learning (pFL): The global shared model will be shared across
all the hospitals, and regional one will be identified by the local data distribution.

e Multimodal Federated Learning: Multimodal transformer networks capable of
incorporating CT data and clinical documentation (such as clinical notes, radiol-
ogy reports and biomarkers) can be implemented to aid in the execution of more
diagnostic and prognostic tasks.

e PReal-Time PACS Integration: Activation of the system to Picture Archiving
and Communication Systems (PACS) pilot clinical studies (e.g., radiologist user
interface, radiologist feedback).

e Advanced Explainability: SHAP, GradCAM++, Integrated Gradiers and ViT
attention visualisation based explainatory tools.

e Automated Quality Control: Understand how to create automated systems to
be used to detect corrupted slice, artefact or an incomplete reconstruction and issue
warnings concerning poor quality prediction to be used by clinicians.
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6.5 Final Remarks

It has put forward a complete privacy-federated learning system, lung nodule segmentation
and classification system of abnormalities that was proposed in the thesis and has been
taken to the brink of perfection. The outcomes are no worse or even worse than the state
of the highest level of centralized models with stringent privacy control that is one of the
foremost requirements in the field of the modern healthcare Al

The paper is a contribution to the larger trend of ethical, safe, and trustful Al in
medicine since it demonstrates that it is already possible to achieve cooperation between
institutions without having the raw data about the patient. The offered system may be
the drawing of the regional, national or international federated healthcare network in the
future. It is also a major advancement of scalable, patient-oriented medical Al that can
improve the outcomes of the patient without violating the privacy rights.
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Appendix A

Detailed Model Architectures

This appendix provides the complete architectural specifications for the neural networks
used in both federated stages of the study. Exact layer configurations, parameter counts,
and tensor shapes are included for reproducibility.

A.1 U-Net Architecture (2D Segmentation)

Type: Encoder-Decoder CNN with skip connections
Input: 1 x 512 x 512 CT slice

Output: 1 x 512 x 512 binary mask

Total Parameters: ~ 31M

A.1.1 Encoder Path (Contracting Path)

Table A.1: Encoder (contracting) path of the 2D U-Net.

Block Layers Output Shape
Conv Block 1 Conv(1—64, 3x3), BN, ReLU x2 64 x 512 x 512
MaxPool 2x2 64 x 256 x 256
Conv Block 2 Conv(64—128, 3x3), BN, ReLU x2 128 x 256 x 256
MaxPool 2%2 128 x 128 x 128
Conv Block 3 Conv(128—256, 3x3), BN, ReLU x2 256 x 128 x 128
MaxPool 2%2 256 x 64 x 64
Conv Block 4 Conv(256—512, 3x3), BN, ReLU x2 512 x 64 x 64
MaxPool 2%2 512 x 32 x 32

A.1.2 Bottleneck

Table A.2: Bottleneck block of the 2D U-Net.
Block Layers Output Shape

Conv Block 5 Conv(512—1024, 3x3), BN, ReLU x2 1024 x 32 x 32
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A.1.3 Decoder Path (Expanding Path)

Table A.3: Decoder (expanding) path of the 2D U-Net.

Block Layers Output Shape
UpConv 1 Transposed Conv 1024—512 512 x 64 x 64

Concatenate Skip from encoder (512) 1024 x 64 x 64
Conv Block  Conv(1024—512, 3x3), BN, ReLU x2 512 x 64 x 64

UpConv 2 Transposed Conv 512—256 256 x 128 x 128
Concatenate Skip from encoder (256) 512 x 128 x 128
Conv Block  Conv(512—256, 3x3), BN, ReLU x2 256 x 128 x 128
UpConv 3 Transposed Conv 256—128 128 x 256 x 256
Concatenate Skip from encoder (128) 256 x 256 x 256
Conv Block  Conv(256—128, 3x3), BN, ReLU x2 128 x 256 x 256
UpConv 4 Transposed Conv 128—64 64 x 512 x 512
Concatenate Skip from encoder (64) 128 x 512 x 512

Conv Block  Conv(128—64, 3x3), BN, ReLU x2 64 x 512 x 512

A.1.4 Output Layer

e 1 x 1 convolution: Conv(64—1)

e Sigmoid activation to produce a probability mask

A.2 ResViT Classification Architecture

A.2.1 Architecture Summary

Table A.4: Summary of the ResNet50 + Vision Transformer (ResViT) classifier.

Component Description

Backbone ResNeth0 pretrained on ImageNet

Transformer Encoder Vision Transformer (4 heads, 6 layers)

Fusion Concatenation of CNN features and ViT tokens
Classifier 3-layer MLP head (3 output classes)

A.2.2 CNN (ResNet50) Stages
A.2.3 ViT Encoder Configuration
Patch size: 16 x 16

Embedding dimension: 768

e Number of heads: 4

Depth (layers): 6
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Table A.5: ResNet50 backbone stages.

Stage Layers Output Shape
Stem Conv(3—64), BN, ReLU, MaxPool 64 x 56 x 56
Stage 1 3 residual blocks 256 x 56 x 56
Stage 2 4 residual blocks 512 x 28 x 28
Stage 3 6 residual blocks 1024 x 14 x 14
Stage 4 3 residual blocks 2048 x 7 x 7

e MLP hidden dimension: 2048

e Dropout: 0.1

A.2.4 Fusion and Classification Head

Table A.6: Fusion and MLP head for ResViT classifier.

Layer Output Dim.

Global Average Pooling (ResNet) 2048
Concatenate with ViT token 2048 + 768 = 2816

FC1 4+ ReLLU 1024

FC2 + ReLU 128

FC3 + Softmax 3 (Normal, Benign, Malignant)
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Appendix B

Hyperparameter Tables

B.1 Segmentation Training Hyperparameters

Table B.1: Hyperparameters for federated U-Net segmentation.

Hyperparameter Value

Model 2D U-Net

Input Size 512 x 512

Loss Dice (0.7) + BCE (0.3)
Optimizer Adam

Learning Rate 1x1073

Weight Decay 1x1074

Batch Size 16

Local Epochs 3

FL Rounds 20

Augmentations rotation, flip, shift-scale, elastic transforms
Clients 2

B.2 Classification (ResViT) Hyperparameters

Table B.2: Hyperparameters for federated ResViT classification.

Hyperparameter Value

Input Size 224 x 224

Channels 3

Loss Cross-Entropy

Optimizer AdamW

Learning Rate 1x10*

Weight Decay 1x107°

Batch Size 32

Local Epochs 3

FL Rounds 20

Classes Normal, Benign, Malignant
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Appendix C

Core Code Snippets

This appendix presents core pseudocode and code fragments used in the implementation.

C.1 Federated Averaging (Server)

def fed_avg(weights_list, sizes):
total = sum(sizes)
new_weights = []
for layer_idx in range(len(weights_list[0])):
weighted_sum = sum(
(sizes[i] / total) * weights_list[i] [layer_idx]
for i in range(len(weights_list))
)
new_weights.append(weighted_sum)
return new_weights

C.2 U-Net Training Loop (Client)

for epoch in range(epochs):
for imgs, masks in loader:

imgs, masks = imgs.to(device), masks.to(device)
optimizer.zero_grad()
preds = model (imgs)
loss = dice_loss(preds, masks) + 0.3 * bce(preds, masks)
loss.backward ()
optimizer.step()

C.3 Classification Training Loop (ResViT)

for epoch in range(epochs):
for imgs, labels in loader:
imgs, labels = imgs.to(device), labels.to(device)
optimizer.zero_grad()
outputs = model (imgs)
loss = ce_loss(outputs, labels)
loss.backward ()
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optimizer.step()

C.4 Grad-CAM XAI Implementation (Core Idea)

grads = torch.autograd.grad(
outputs[:, class_id], target_layer, retain_graph=True
) [0]
weights = grads.mean(dim=(2, 3), keepdim=True)
cam = (weights * target_layer).sum(dim=1).relu()
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Appendix D

Supplementary Figures and Tables

This appendix lists placeholders and descriptions for supplementary figures and tables.

D.1 Additional Segmentation Visual Samples

e Figure D.1: Good-quality nodule segmentation.
e Figure D.2: Boundary ambiguity failure case.

e Figure D.3: False-positive lung-structure segmentation.

D.2 Additional Classification Confusion Matrices

e Table D.1: Client 1 confusion matrices across FL rounds.
e Table D.2: Client 2 confusion matrices across FL rounds.

e Table D.3: Global model confusion matrix aggregated over all rounds.
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