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ABSTRACT 

The rapid-fire growth of ultramodern network architectures, driven by IoT bias, pall-edge 

ecosystems, and high-speed communication technologies, has boosted the need for 

intrusion discovery systems able of operating in real time. Traditional hand-grounded 

IDS struggle to identify zero-day attacks, while numerous deep literacy models remain 

too computationally precious for deployment on resource-constrained platforms. This 

thesis presents a comprehensive intrusion discovery frame that combines featherlight 

neural networks, ONNX-optimized conclusion, temporal correlation analysis, and grade-

boosting bracket to achieve effective, interpretable, and real-time trouble discovery. The 

first element introduces a compact neural network armature optimized through ONNX 

runtime and dynamic quantization to deliver sub-5 ms conclusion performance. 

Experimental evaluation on the UNSW-NB15 dataset demonstrates an average 

conclusion quiescence of 0.205 ms, achieving a nearly sixty-fold enhancement over 

LSTM-grounded nascence's. Although the system processes roughly 1389 packets per 

second, farther optimization of packet-sluice running is needed to completely meet high-

outturn enterprise conditions. To strengthen conception against unseen pitfalls, a 

temporal-correlation characteristic medium is incorporated, enabling the frame to descry 

over 95% of zero-day attack patterns by using successional behavioral diversions 

rather than static point autographs. Completing the anomaly sensor, an XGBoost-

grounded classifier is trained on CIC-IDS- 2017 business, achieving 99.61% delicacy 

and an F1-score of 0.98, therefore establishing a high-perfection birth for supervised 

intrusion discovery. Point-significance analysis identifies the most influential flux 

attributes, enabling a 30% reduction in point dimensionality without significant 

performance loss. It helps to improve quickly-drawn conclusions as well as better 

understandability of deep neural methods which are known for being a "black box" and 

have been the main shortcoming of these methods. Overall, the proposed frame 

successfully integrates real-time anomaly discovery, zero-day rigidity, and soluble 

machine knowledge. The study showed that by utilizing lightweight neural networks 

(feathery) in conjunction with classifiers using grade-boosting provide a practical and 

scalable approach for next generation intrusion detection systems for use in current 

network environments. Future research will focus on incorporating incremental learning, 

improving the ability to model time, and implementing the system on an actual edge 

device for real world testing. 

Keywords: Real-Time Intrusion Detection, ONNX Optimization, Zero-Day Attack Detection, 

XGBoost Classification. 
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CHAPTER 1 

 

 

INTRODUCTION 

1.1 Introduction 

Ultramodern network surroundings are witnessing rapid-fire metamorphosis due 

to the expansion of pall computing, 5G communication, and the Internet of effects (IoT). 

These technologies have dramatically increased the scale and diversity of network 

business, created an terrain where cyberattacked are more complex, frequent, and harder 

to descry. With many of an association's systems now dependent upon inter-connected 

digital networks (and systems) there is a greater need for accurate and timely 

identification of intrusions. The primary weakness of traditional intrusion detection 

systems (IDS), especially those based upon pre-defined signature sets, is their inability 

to detect new threats; this is due to their reliance upon stationary rules and known attack 

patterns [1][7] which allows them to be ineffective as defensive measures against zero-

day attacks and advanced attackers who constantly evolve their methods to avoid being 

detected. 

In distinction, machine knowledge and deep knowledge have handed new 

openings for relating abnormal behaviours in network overflows. These styles, which 

include intermittent neural networks (RNNs), convolutional neural networks (CNNs), 

and crossbred models, have demonstrated strong capabilities in knowledge complex and 

non-linear connections within network data [3][4][5][10][11]. Still, despite their delicacy, 

numerous of these models suffer from high computational cost and significant conclusion 

detention. Their reliance on heavy infrastructures makes them delicate to emplace on 

resource constrained tackle similar as IoT gateways, edge routers, and featherlight 

security appliances [16][19]. As real-time response becomes decreasingly critical, 

achieving extremely low-quiescence intrusion discovery without compromising delicacy 

has surfaced as a major exploration challenge.  
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Motivated by these limitations, this thesis proposes a real-time intrusion 

discovery frame that integrates featherlight neural networks, ONNX-runtime 

optimization, temporal correlation analysis, and an XGBoost-grounded bracket channel. 

By considering conclusion quiescence, zero-day adaptability, and explain capability 

together, the work aims to bridge the gap between high delicacy and practical emplace 

capability, offering a result suited for ultramodern, presto-paced, security-sensitive 

networks. 

 

1.2 Background of the Study 

Intrusion discovery exploration has evolved significantly over the last two 

decades. Beforehand discovery systems were rule-driven and reckoned heavily on 

handcrafted autographs. Although effective in relating known attacks, these systems 

proved inadequate against new or slightly modified pitfalls, creating a patient gap in 

network defence [1]. As networks grew in complexity, experimenters introduced 

statistical and probabilistic styles to model normal geste and descry diversions. Moustafa 

et al. demonstrated that statistical models similar as finite Dirichlet fusions could support 

data-driven intrusion discovery, although similar models continued to face challenges 

regarding scalability and false-positive rates [2].  

Machine learning and deep learning (DL) changed the way IDS was talked about; 

neural networks such as LSTMs, Auto-Encoders, etc. were successful at finding temporal 

and structural patterns in traffic flows [3][4][5] and models using CNNs were also 

successful at finding spatial relationships among network characteristics that improved 

the performance of anomaly detection in high dimensional data sets [10]; however, 

comprehensive studies by Ferrag et al. and Moustafa et al., pointed out the advantages 

and disadvantages of using DL for IDS and discussed issues with the costs of training, 

the lack of "quietness", and the lack of interpretable results [6][7][8]. 

At the same time, other lighter Machine Learning (ML) methods similar to 

gradient boosting are rising. Specifically, XGBoost has demonstrated to be very effective 

in discovering intrusions because it can model non-linear relationships between features; 
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also it is able to deal with class imbalance issues and to generate a ranking of importance 

of each feature at each prediction point [20] [22] [25]. This makes gradient boosting 

especially appealing in scenarios that are either resource constrained or in need of rapid 

response times such as IoT networks where large neural models may not be used due to 

computing limitations [16] [17] [19]. 

Like advances in other areas, zero-day detection is growing as a prominent subject 

area for research. The ability to use temporal correlation, behavioral modeling and the 

use of Soluble AI methods provide means to find new forms of attacks with no signature 

at all [9] [27]. These advancements together create a base for our study and also show the 

requirement for IDS findings to be rapid, adaptable and understandable. [12] 

 

1.3 Problem Statement 

Though machine learning & deep knowledge have improved the delicacy of 

intrusion detection systems, many limitations persist that impede the use of these systems 

in environments requiring real-time responsiveness. Many deep learning models 

(including architectures based on LSTMs) create delays of hundreds of milliseconds to 

generate conclusions regarding attacks, which can make them unsuitable for high-speed 

networks, where decisions must be generated with millisecond-scale latencies [3][11]. 

The delay is even more problematic in Edge environments, where resources are typically 

constrained, and cannot handle computationally intensive workloads [16][19]. 

One of the biggest challenges however exists in identifying "zero-day" exploits. 

Systems utilizing hand-driven approaches will fail to identify "zero-day" exploits. 

Similarly, Static machine learning (ML) models have difficulty generalizing to new 

threats outside of those seen during training [1] [9]. Furthermore, as many current IDS 

models provide an explanation for why they made a decision, the task of providing the 

reasoning behind type decisions can be difficult. This is a significant problem in 

operational security environments, because judges require to evaluate warnings in both 

clearness and certainty [12]. 
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Ultimately, indeed if a model is presto, real- world deployment constantly hits a 

bottleneck not at the conclusion stage but in packet- handling increment. Processing 

knockouts of thousands of packets per second is necessary for large- scale networks, yet 

multitudinous IDS channels fail to achieve analogous increment due to pre-processing 

over, hamstrung data running, or architectural constraints [6][7]. These limitations 

collectively accentuate the need for a discovery system that is not only accurate but also 

presto, feathery, interpretable, and suitable of recognizing unseen attack behaviours. 

 

1.4 Research Questions 

In response to the challenges outlined over, this thesis investigates several pivotal 

questions. The first question explores how a neural network can be optimized using ways 

analogous as ONNX runtime and quantization to achieve sub-5 millisecond conclusion 

quiescence suitable for real-time surroundings. The alternate question examines whether 

temporal correlation analysis can meliorate the discovery of zero- day attacks by landing 

behavioural diversions that traditional point-predicated styles overlook. Third question 

focuses on the effectiveness of XGBoost for establishing a strong supervised birth on 

modern intrusion discovery datasets analogous as CIC-IDS-2017. The study also asks 

which network-flux features contribute most significantly to prophecy delicacy and how 

interpretability can be incorporated effectively. ultimately, it considers whether feathery 

model designs and point optimization strategies can reduce computational cost without 

offering discovery performance. 

 

1.5 Research Objectives and Aims 

Grounded on the exploration questions, the study sets out to negotiate several 

connected objects. The first ideal is to achievesub-5 millisecond anomaly discovery by 

developing a featherlight neural network optimized through ONNX runtime and 

quantization. The alternate objective points to enable explainability without 

compromising performance by incorporating XGBoost’s point-significance mechanisms. 
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The study also seeks to descry further than 95 of zero- day attacks by using temporal 

correlation fingerprints able of landing successional behavioral diversions. Another ideal 

is to construct a high- delicacy intrusion classifier using XGBoost on the CIC-IDS-2017 

dataset, achieving strong overall performance with a 99.61% delicacy rate. Eventually, 

the exploration aims to identify the most influential features in network flows in order to 

reduce dimensionality by roughly 30% while maintaining high prophetic   delicacy. 

 

1.6 Significance of the Study 

The significance of this study lies in its trouble to ground the long- standing gap 

between academic IDS disquisition and practical real- time deployment. This paper 

demonstrates that with a neural IDS frame that has a conclusion time under one 

millisecond; neural models may satisfy the performance constraints of Edge/IoT 

environments. Temporal correlation fingerprinting allows for improved zero-day 

detection which is a major shortcoming of many traditional IDS systems. By using 

XGBoost, this model has added interpretability that will allow judges to understand how 

the model made the decision of whether a business overflow was malicious or not; 

something very important to be able to do in a real-world cyber security operation 

environment [12]. Likewise, the study enhances computational effectiveness, making the 

proposed system suitable for deployment on attack with limited processing resources. 

 

1.7 Scope and Limitations 

This exploration focuses on anomaly discovery and supervised brackets using two 

extensively studied intrusion discovery datasets UNSW-NB15 and CIC-IDS-2017. The 

compass includes developing a featherlight neural network, optimizing it for real-time 

conclusion using ONNX, exploring temporal correlation modelling, and constructing an 

XGBoost grounded resolvable classifier. Although the system demonstrates excellent 

quiescence performance, one limitation is that the achieved outturn of roughly 1389 

packets per second falls short of the 15,000 packets per alternate generally needed by 
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high-speed enterprise networks. Also, while temporal correlation modelling is used to 

compare zero-day behaviors, the system is not stationed in a live network, which would 

give further conclusive substantiation of its robustness. Also, allied or distributed literacy 

mechanisms were not enforced due to time and tackle constraints. 

 

1.8 Definition of Key Terms 

Intrusion Discovery System (IDS) refers to a security medium that monitors 

network business to identify suspicious or vicious exertion. A zero-day attack denotes 

an exploit for which no previous hand exists, making it extremely delicate to descry using 

traditional styles. ONNX Runtime is a high- performance conclusion machine used to 

accelerate machine literacy models on colourful tackle platforms. XGBoost is a grade-

boosting algorithm known for its high delicacy and interpretability in irregular bracket 

tasks. Temporal Correlation point refers to a sequence-grounded behavioural pattern 

designed to descry abnormalities over time. 

 

1.9 Thesis Structure Overview 

This thesis is organized into six chapters. Chapter 1 introduces the exploration 

background, problem expression, objects, and significance. Chapter 2 presents a 

comprehensive literature review covering traditional IDS ways, machine literacy and 

deep literacy approaches, real- time discovery systems, and resolvable AI fabrics. 

Chapter 3 describes the methodological frame, including dataset pre-processing, neural 

network design, ONNX optimization strategies, temporal modelling ways, and XGBoost 

classifier development. Chapter 4 reports the experimental results attained from 

quiescence measures, zero-day evaluation, bracket criteria, and point-significance 

analysis. Chapter 5 is dedicated to the in-depth analysis of the research results compared 

to advantages and disadvantages of the production and press technologies used. Finally, 

Chapter 6 will present a conclusion to the dissertation with significant insights and 
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recommendations for further research activities, especially focusing on output 

optimization, attack deployment and adaptive knowledge generation.
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CHAPTER 2 

 

 

LITERATURE REVIEW 

2.1 Introduction 

Over the past two decades, the area of detection of intrusions into networks has 

undergone tremendous development. Due to the increasing dynamism, stealthiness and 

sophistication of cyber risks, the limitations of traditional Intrusion Detection Systems 

(IDS) became evident. The rapid and widespread spread of IoT bias, large-scale 

enterprise infrastructures and high-speed networking environments created an urgent 

need for intrusion detection mechanisms which can function in a nearly real-time manner 

while providing strong sensitivity and robustness. To address these requirements, 

experimenters have explored a wide variety of machine literacy (ML), deep literacy (DL), 

and cold-blooded approaches. This chapter reviews the being body of literature relating 

to hand- grounded systems, anomaly discovery, ML/DL-grounded IDS, zero-day attack 

discovery, resolvable artificial intelligence (XAI), real-time optimization strategies, and 

featherlight models suitable for deployment in constrained surroundings. 

 

2.2 Traditional Intrusion Detection Systems 

Intrusion discovery exploration historically began with rule-grounded and hand 

driven ways. These styles reckoned on manually created autographs representing known 

vicious exertion. Although similar systems as Snort and Suricata were effective for 

detecting well-understood attacks, they failed to identify unknown, evolving, or blurred 

pitfalls. Sommer and Paxson critically examined the limitations of using machine literacy 

within the “unrestricted world” environment of traditional IDS, arguing that hand-

grounded systems innately cannot generalize to new forms of attacks because they 

depend on pre-labelled exemplifications [1]. Their work stressed an abecedarian 

constraint the real world is an open, changeable terrain where trouble patterns change 
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continuously. Accordingly, counting solely on fixed autographs leads to significant 

eyeless spots, especially in large, different network architectures.  

This notice sets the stage for anomaly-grounded discovery ways that essay to 

model normal geste and flag diversions. Still, classical statistical models plodded to 

handle the high dimensionality and variability of ultramodern business datasets, 

frequently producing high false-positive rates and taking homemade tuning. 

 

2.3 Statistical and Probabilistic Anomaly Detection Methods 

Prior to the rise of deep literacy, statistical and probabilistic approaches 

represented the dominant form of anomaly discovery. Moustafa et al. applied finite 

Dirichlet admixture models to characterize network overflows using probabilistic 

distributions [2]. This approach offered inflexibility over fixed- rule systems by learning 

underpinning business patterns. Still, as networks grew in complexity, these styles 

plodded with scalability and frequently needed simplifying hypotheticals that did not hold 

under real-world conditions.  

Fresh workshop explored clustering, viscosity estimation, and unsupervised 

statistical literacy, but they were unfit to reliably capture the largely dynamic and non-

direct connections essential in ultramodern network business. The high dimensionality of 

inflow grounded data, especially in datasets similar as UNSW-NB15 and CIC-IDS-2017 

posed significant challenges for classical styles. These limitations motivated a shift 

toward further suggestive ML and DL models able of modelling complex temporal, 

spatial, and combined connections. 

 

2.4 Machine Learning Approaches for Intrusion Detection 

As the limitations of hand-grounded and statistical approaches became more 

apparent, experimenters decreasingly embraced machine literacy ways for intrusion 

discovery. ML models similar as decision trees, arbitrary timbers, support vector 
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machines (SVM), and grade boosting demonstrated strong bracket performance on 

structured network features. These models handed better conception than hand grounded 

systems and were able of detecting a broader range of vicious geste. 

         Among these, XGBoost surfaced as particularly effective due to its 

robustness against noisy data, strong irregular literacy capabilities, and erected- in point 

significance mechanisms [20][22][25]. Because numerous network datasets contain a 

admixture of nonstop, categorical, and deduced statistical features, grade boosting proved 

superior to traditional SVM and k- NN approaches. XGBoost’s capability to handle point 

relations and imbalanced classes made it especially suitable for intrusion discovery on 

datasets similar as CIC-IDS-2017. 

Still, ML models still reckoned heavily on manually finagled features. As 

cyberattacks became more sophisticated, traditional point birth approaches came 

inadequate, motivating a shift toward automated point literacy through deep literacy. 

 

2.5 Deep Learning for Intrusion Detection 

Deep Literacy revolutionized intrusion discovery by enabling automated point 

birth and the modelling of complexion-linear business behaviours. Yin et al. introduced 

a intermittent neural network (RNN) armature that captured temporal dependences in 

network business, perfecting discovery issues for attacks involving successional patterns 

[3]. Also, Shone et al. proposed a deep belief network (DBN) grounded approach able of 

learning hierarchical representations from raw business data [4]. Their work 

demonstrated that deep infrastructures could outperform traditional ML models when 

given sufficient data.  

Vinayakumar et al. have further developed this discussion through their review of 

a number of deep learning architectures including LSTMs, CNNs and hybrids [5]. 

Vinayakumar et al.'s research found high levels of discovery delicacy across various data 

sets, however, Vinayakumar et al. emphasized the practical problems associated with 

training these models and obtaining conclusions for these models. Ferrag et al. and 



 

 Page: 11      ©Daffodil International University 

Moustafa et al., in addition to performing a thorough evaluation, identified many 

important challenges of using IDS models based on DL, such as; very high computational 

demands, the lack of transparency and obtaining real time results [6][7][8]. 

More recent advances continued exploring DL for network intrusion discovery. 

CNN-grounded models demonstrated strong performance in handling high- dimensional 

inflow characteristics [10], while DNN-grounded fabrics were applied for real-time 

discovery scripts [11]. Larriva-Novo et al. further emphasized the significance of 

integrating resolvable artificial intelligence (XAI) within DL-grounded IDS to increase 

trust and interpretability [12]. Despite these advances, utmost deep literacy models 

remained computationally heavy and infelicitous for deployment in edge surroundings or 

low quiescence functional channels. 

 

2.6 Zero-Day Attack Detection and Temporal Correlation 

One of the most patient challenges in intrusion discovery is the discovery of zero-

day attacks viciously conditioning that are entirely new and warrant any known hand. 

Hashemi et al. proposed a neural network approach specifically designed to descry 

unseen anomalies in network systems, demonstrating strong eventuality in relating 

unknown pitfalls through learned behavioral diversions [9]. Their work corroborated the 

idea that temporal dependences and behavioral sequences carry essential information that 

static models overlook.  

Temporal modelling has thus come an essential strategy in zero- day discovery 

disquisition. ways range from RNN/ LSTM models to temporal characteristics, statistical 

temporal correlation, and successive anomaly scoring. Studies analogous as those by 

Thirimanne et al. [11] and Nguyen et al. [19] stressed the significance of sequence alive 

models for IoT gateways and real- time intrusion discovery.  

Like this, research on Zero Trust Security Fabric’s have an emphasis on 

behavioral-predictive discovery styles that are dynamic, adaptable. Instead of using 

signatures, these methods analyze changes in temporal patterns, thus allowing the model 
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to identify anomalies even if there is no history (i.e., prior appearance) of said anomaly. 

The generality of this approach has a direct impact on the temporal relationship used as 

the basis for this dissertation. 

 

2.7 Explainable Artificial Intelligence (XAI) in IDS 

In addition, as IDS models grounded in Deep Learning became increasingly 

sophisticated, the need for transparency regarding explainability became increasingly 

important. Without the ability to provide clear and understandable explanations for 

decisions made, judges and other legal stakeholders often lack sufficient justification to 

support their reliance on warnings or alerts generated from Machine Learning/Deep 

Learning Models. Larriva-Novo et al.  stressed this challenge, arguing that real-time IDS 

systems bear XAI mechanisms to justify prognostications and support decision-making 

in security operations centers (SOCs) [12]. Point criterion, saliency charts, and grade-

grounded interpretation are popular ways, but numerous of these bear substantial 

computational cost.  

Compared to deep literacy interpretation styles, XGBoost offers featherlight, 

erected in interpretability through its point-significance scoring. This makes it 

particularly suitable for real-time and constrained surroundings. XAI is especially 

applicable in IoT and critical structure surroundings where nonsupervisory or functional 

conditions demand transparent models [17],[18]. 

 

2.8 Intrusion Detection for IoT and Resource-Constrained Environments 

IoT ecosystems are among the most vulnerable to intrusion due to their limited 

computational coffers, miscellaneous communication protocols, and lack of unified 

security norms. exploration by Gudala et al. examined how artificial intelligence could 

enhance trouble discovery in resource-constrained IoT surroundings, emphasizing the 

significance of featherlight models and adaptive discovery mechanisms [16]. also, studies 
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by Al-Turaiki et al. [10], Vishwakarma et al. [18], Nguyen et al. [19], and Kandhro et al. 

[25] demonstrated the need for IDS results optimized for low-power tackle.  

These studies align nearly with the provocations of this thesis, which focuses on 

ONNX-grounded model optimization to reduce conclusion time and computational cost. 

Literature constantly demonstrates that high delicacy alone is inadequate; IDS must also 

be featherlight, responsive, and compatible with limited tackle surroundings. 

 

2.9 Real-Time Intrusion Detection and Optimization Techniques 

Achieving real-time discovery remains one of the most demanding challenges in 

IDS exploration. Thirimanne et al. developed a deep neural network-grounded real-time 

intrusion discovery system that concentrated on achieving low-quiescence conclusion 

[11]. Still, their results indicated that numerous DL infrastructures still struggle to achieve 

sub-5 ms conclusion, which is frequently needed for strict real-time scripts.  

Recent advancements in model contraction, quantization, and ONNX-runtime 

optimization have made it possible to accelerate model conclusion dramatically. 

Although not extensively explored in intrusion discovery literature, these optimization 

methods are well established in other ML operation areas and form the foundation for the 

real-time neural discovery frame presented in this thesis.  

Studies on image-grounded packet representation also delved featherlight 

druthers for real-time discovery [26], although the metamorphosis outflow remains a 

limiting factor. 

 

2.10 Summary of Literature Gaps 

The literature reveals clear and recreating limitations traditional hand-grounded 

IDS cannot descry zero-day attacks [1]. Statistical models struggle with high-

dimensional, non-linear data [2]. Deep literacy models offer high delicacy but warrant 

real-time performance and interpretability [5],[6],[8]. Explain ability remains a major gap 
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in DL-grounded IDS systems [12]. Utmost being IDS fabrics are computationally heavy 

and infelicitous for IoT or edge surroundings [16],[19]. Zero-day discovery remains 

gruelling due to model conception issues [9],[27]. Outturn backups frequently help real-

world deployment of indeed fast models.  

These gaps directly motivate the objects of this thesis to design an IDS that's fast, 

featherlight, resolvable, and able of detecting both known and unknown pitfalls through 

temporal behavioral analysis. 

 

2.11 Conclusion 

The literature easily demonstrates that while deep literacy and machine literacy 

have significantly advanced intrusion discovery capabilities, substantial challenges 

remain particularly concerning real-time performance, zero-day adaptability, 

interpretability, and deployment on resource-limited tackle. Traditional styles are 

inadequate for evolving attack geographies, and numerous ultramodern DL approaches 

are too computationally ferocious for practical surroundings. This thesis builds directly 

on these linked gaps by proposing a cold-blooded real-time intrusion discovery frame 

that integrates featherlight neural networks, ONNX optimization, temporal correlation 

fingerprints, and resolvable grade-boosted classifiers. The following chapter outlines the 

methodological foundation supporting these benefactions.
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CHAPTER 3 

 

 

METHODOLOGY 

3.1 Overview of Methodological Framework 

The methodological frame developed in this exploration is erected as a multi-

layered intrusion discovery paradigm that integrates both anomaly-grounded and 

supervised bracket ways into a unified armature. This design's central purpose is to 

develop a solution for today’s highly variable and multi-dimensional cyber threats by 

developing an intrusion detection method that can effectively counter large volumes of 

network traffic, rapidly escalating flood type of attacks, new or “zero day” attacks and 

hostile adversary methods. The technique does not rely on a single source of information; 

instead it utilizes two complementary communication paths that are designed to optimize 

the performance of the intrusion detection function under differing operational states of 

the intrusion detection system. 

The first methodological channel uses a feathery neural network that has a very 

low false positive rate in order to discover real-time anomalies in a live environment. 

This channel starts by pre-processing of the raw network business transaction records 

which are then normalized and garbled so that they can be converted from unstructured, 

eclectic features into a structured numerical format. After this process is completed, the 

processed information is then inputted into a small feedforward neural network that is 

optimized for performance with the ONNX Runtime. A large number of fluxes will be 

evaluated using presto (fast) forward-propagation operations and therefore the suspicious 

behavior will be quickly identified. The first methodological channel is also improved 

with a temporal correlation medium, used for discovering zero-day anomalies by looking 

at the differences (diversions) between successive flux events. Zero day attacks do not 

follow previously labeled patterns of activity; therefore the diversion of temporal 

behaviors provide additional dimensions that increase the generalizability and the ability 

to identify anomalous behavior of the neural networks. 
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One additional methodological pathway is a supervised approach using XGBoost, 

focusing on multiclass performance, but with emphasis on the interpretability aspect, as 

opposed to the extreme speed of the previous methodology. The dataset is assessed to 

understand its characteristics, prior to any data cleansing or point normalization. 

Following the data assessment and cleansing/normalization; a neural transformation 

function is used to further enhance the separability of points in the data, whereupon the 

transformed data is passed to an XGBoost classifier. This model is then trained to identify 

both benign business activity, and multiple levels of malicious (vicious) activity. 

XGBoost was selected for this task due to its ability to provide robust results, its built-in 

regularization capabilities, and most importantly its ability to provide point contributions 

that are critical in today's complex and rapidly changing security environment. 

Collectively, the Double Channel approach illustrates the philosophy of a hybrid 

design. The Real Time Neural Module will immediately recognize suspicious or possibly 

risky behavior, while the Supervised-type Module will provide very detailed 

categorization and richer interpretation. The integration of these two methodological 

paths enables the system to operate effectively under real- world constraints, where both 

speed and detailed analysis are essential. By designing reciprocal, connected 

methodological factors, the frame achieves a balance between rapid-fire anomaly 

discovery, robust bracket performance, and explainability.   

 

3.2 Methodology for Real-Time Neural Anomaly Detection 

3.2.1 Introduction 

This section describes the proposed methodology for developing a low-

quiescence, neural network-predicated Network Intrusion Detection System (NIDS). The 

approach involves dataset medication, the design of a featherlight neural network, 

optimization using ONNX and model quantization, and evaluation on edge tackle to 

measure conclusion quiescence and outturn. The entire experimental workflow is  

enforced and validated in the real-time-anomaly-detection-onnx-optimization.ipynb file, 

https://drive.google.com/file/d/1r5q2gMs_bLNLQ6977D1Ma1G7HNWyA1Ov/view?usp=drive_link
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icing reproducibility and practical  connection of the proposed real-time anomaly 

discovery system. 

3.2.2 System Framework 

The overall frame of the proposed IDS is shown in Figure 3.1. The system 

operates in four major stages. First, raw network business is pre-processed from the 

UNSW-NB15 dataset into point vectors suitable for neural network training. Second, a 

feathery feedforward neural network is trained for anomaly discovery. Third, the trained 

model is optimized through ONNX runtime and quantization to accelerate conclusion on 

edge attack. Ultimately, the optimized model is estimated under real-time conditions to 

measure both quiescence and increment. 

 

Figure 3.1 Framework for Real time anomaly detection 

 

3.2.3 Proposed Method 

The proposed model introduces an ONNX- optimized feathery neural network 

designed for real-time network intrusion discovery in edge surroundings. The overall 

frame focuses on achieving sub-5 ms conclusion quiescence while maintaining 

competitive delicacy and processing effectiveness. The proposed workflow is composed 

of six pivotal stages, as illustrated in Figure 3.2.  
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Figure 3.2 Proposed ONNX-Optimized Neural Network Workflow for Real-Time 

Intrusion Detection 
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3.2.4 Dataset Preparation 

The UNSW-NB15 dataset was named because it provides an modern 

representation of benign and vicious network business. It contains nine orders of attacks, 

including exploits, DoS, fuzzers, and backdoors, which reflect realistic network intrusion 

scripts. For this study, the training set (175,341 records) and testing set (82,332 records) 

were used. Preprocessing way included dumping of irrelevant identifiers, normalization 

of continuous features, and one-hot encoding of categorical variables. Class imbalance 

was addressed using under slice ways to ensure fair training across normal and vicious 

business. 

3.2.5 Model Design 

The proposed Network Intrusion Detection System (NIDS) is erected upon a 

feathery Deep Neural Network (DNN) frame to insure real-time performance while 

maintaining high discovery delicacy. Given an input point vector x ∈ Rn pulled from 

network business, the transformation at each retired caste l can be expressed shown in 

equation 3.1. 

ℎ𝑙 =  𝑓( 𝑊𝑙ℎ𝑙−1 +  𝑏𝑙) 3.1 

 

In this case, 𝑊𝑙 and 𝑏𝑙 stand for the weight matrix and bias vector for the l-th 

layer, and 𝑓(·) stand for the activation function (ReLU). The input to the first layer is 

ℎ(0) =  𝑥. 

The SoftMax activation function in the last output layer makes class probabilities 

for classification shown in equation 3.2: 

ŷ𝑖 =
𝑒𝑧𝑖

𝛴𝑗=1
𝐶 𝑒𝑧𝑗 

3.2 

 

The goal of learning is to lower the categorical cross-entropy loss shown in 

equation 3.3: 
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𝐿 =  − (
1

𝑁
) 𝛴𝑖=1

𝑁 𝛴𝑐=1
𝐶 𝑦𝑖,𝑐 ∗  𝑙𝑜𝑔( ŷ𝑖,𝑐) 

3.3 

 

where 𝑦𝑖,𝑐 and 𝑦̂𝑖,𝑐denote the true and predicted class labels, respectively. 

 Model Architecture: 

 • Input Layer: 196 network features from UNSW-NB15 dataset 

 • Hidden Layers: [256, 128, 64] neurons  

• Activation: ReLU  

• Dropout Rate: 0.3 (for regularization)  

• Output Layer: 2 neurons (Normal, Attack)  

• Optimizer: Adam (learning rate = 0.001)  

• Batch Size: 128, Epochs: 5  

The Adam optimiser is used in the training process to update the parameters θt in 

a series of steps shown in equation 3.4: 

𝑚𝑡 =  𝛽1𝑚𝑡−1 +  (1 −  𝛽1)𝛻𝜃𝐿𝑡 

𝑣𝑡 =  𝛽2𝑣𝑡−1 +  (1 −  𝛽2)( 𝛻𝜃𝐿𝑡)2 

𝑚̂𝑡 =
𝑚𝑡

(1 −  𝛽1
𝑡) 

𝑣𝑡 =
𝑣𝑡

(1 −  𝛽2
𝑡) 

𝜃𝑡+1 =  𝜃𝑡 −  𝛼 ∗  (
𝑚̂𝑡

( 𝑠𝑞𝑟𝑡(𝑣𝑡) +  𝜖 )) 

3.4  

 

where α is the learning rate, and β1, β2 control how quickly the estimates of 

momentum and variance go down. 
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3.2.4 Model Optimization 

After training, the model goes through a number of optimisation steps so it can be 

used on edge devices. The PyTorch model is exported to the ONNX (Open Neural 

Network Exchange) format and then tweaked to work with low-latency inference. The 

optimisation process has: 

Graph Simplification: We get rid of extra layers and redundant computational 

nodes. To cut down on memory access and computation time, operator fusion (e.g., 

Conv+ReLU) is used. 

Dynamic Quantization: The model weights W are changed from 32-bit floating-

point to 8-bit integer format shown in equation 3.5: 

𝑊𝑖𝑛𝑡8 =  𝑄𝑢𝑎𝑛𝑡𝑖𝑧𝑒(𝑊𝑓𝑝32) 3.5  

 

Runtime Execution Optimization: ONNX Runtime runs the quantised model, 

which uses CPU-level parallelisation and vectorised computation to make inference 

faster. The ONNX engine makes sure that the CPU is used as efficiently as possible for 

real-time classification.  Experimental Outcome: The optimized model achieved:  

• Average Inference Latency: 0.205 ms  

• Throughput: 1389 packets/sec  

These results show that the suggested model design and optimisation framework 

can find intrusions almost in real time with very little extra processing power. Figure 3.2 

shows the proposed model workflow diagram on its own. 

 

3.2.5 Evaluation Setup 

Trials were conducted on a workstation configured to emulate edge deployment 

conditions. Quiescence was measured as the average conclusion time per packet, while 
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increment was reckoned as the number of packets reused per second under continuous 

streaming. Results show that the optimized model achieved an average conclusion 

quiescence of 0.205 ms, which is well below the 5 ms ideal. Outturn, still, reached only 

1389 packets per second, indicating that packet-aqueduct processing remains a 

bottleneck.  

The methodology combines dataset-driven model training, feathery neural 

network design, and ONNX-predicated optimization to achieve low-quiescence intrusion 

discovery. While the quiescence ideal was fully satisfied, further work is demanded to 

gauge increment for deployment in high-speed networks. 

 

3.3 Methodology for Dataset-Based Feature Transformation & XGBoost 

Classification 

3.3.1 Introduction 

This section presents the methodological frame espoused to design and estimate 

the proposed intrusion discovery system. The workflow is structured into dataset 

preprocessing, point engineering, neural-style point metamorphosis, and grade- boosting 

bracket using XGBoost. The entire  perpetration follows the experimental workflow 

developed in the CICIDS-2017_xgboost-classification.ipynb file, icing reproducibility 

and practical feasibility. 

 

3.3.2 Dataset Description 

The trials were conducted using the CIC-IDS-2017 dataset, which contains 

realistic business captured across multiple attack scripts, including DoS, Brute Force, 

Web Attacks, Botnet exertion, and Infiltration. Prior to model development, the dataset 

was analysed to understand its statistical distribution and to determine whether imbalance 

mitigation strategies were necessary. A crucial characteristic observed in the trial dataset 

was a significant class imbalance, where benign business constituted the maturity. As 

https://drive.google.com/drive/folders/150C4VXKii-LbRrrGUzZhaD48qcrNLjvL?usp=drive_link
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shown in Figure 3.3, benign samples represented 84.92% of the total data, while vicious 

samples reckoned for only 15.08%. This imbalance directly told the experimental design, 

motivating the use of class-weighting and anomaly-discovery-acquainted evaluation 

criteria to insure unprejudiced performance during training and testing phases.  

 

Figure 3.3 Class distribution of the experiment dataset 

 

3.3.3 Dataset Preprocessing 

The CIC-IDS-2017 dataset contains labelled network business representing real-

world benign and attack behaviours. Its high dimensionality and miscellaneous attributes 

bear careful preprocessing before model construction. The original phase includes 

loading all CSV fractions and incorporating them into a unified dataset. Data drawing is 

performed by removing corrupted entries, flow records with zero duration, and 
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undetermined numeric values. Missing values are imputed using mean negotiation for 

nonstop features and mode negotiation for categorical bones, icing data thickness.  

Marker encoding is also applied to convert categorical class names into double 

numerical form, where benign business is assigned the marker 0 and all attack orders are 

counterplotted to 1. To ensure stable model confluence and bettered grade geste, 

numerical features are formalized using the metamorphosis shown in equation 3.6. 

𝑥′ =  (𝑥 −  𝜇) / 𝜎 3.6 

 

where µ and σ represent the mean and standard divagation of each point column. 

This normalization step places all features on a similar scale, reducing bias toward 

attributes with larger numeric ranges. 

 

3.3.4 System Framework 

The proposed system follows a successional channel conforming of business 

accession, point birth, pre-processing, point metamorphosis, and final bracket. This frame 

enables an end- to-end functional inflow able of recycling network business in real time. 

Figure 3.4 illustrates the overall armature. Incoming business is captured from network 

gateways and converted into inflow-position features by the CICFlowMeter tool. These 

features pass through the pre-processing channel described before and are latterly 

converted into idle representations to enhance separability. Eventually, the reused 

features are encouraged to the XGBoost classifier, which discourage mines whether a 

inflow is vicious or benign. The modular design ensures scalability, fast conclusion, and 

comity with both centralized SOC systems and edge-stationed IDS factors.  
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Figure 3.4 Framework for Feature-Based Intrusion Detection 

 

3.3.5 Neural-Style Feature Transformation 

Although the primary classifier in this work is XGBoost, a featherlight neural- 

style metamorphosis is applied to model non-linear connections among features previous 

to bracket. Let x ∈ Rd denote the input network- inflow point vector. The metamorphosis 

is reckoned using in equation 3.7. 

ℎ =  𝜑(𝑊𝑥 +  𝑏) 3.7 

 

where W and b are learnable parameters, and ϕ(z)  =  max(0, z) represents the 

ReLU activation function. This operation effectively maps raw irregular features into an 

idle space h, landing advanced-position relations that may help in distinguishing 

anomalous behaviours from normal business patterns. The metamorphosis is 

computationally featherlight, making it suitable for integration into real- time IDS 

workflows. 
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3.3.6 XGBoost Classification Model 

XGBoost is named due to its proven performance on structured cybersecurity 

datasets and its capability to handle non-linear point relations through grade-boosted 

decision trees. The model is trained to minimize the formalized ideal function shown in 

equation 3.8 

𝐿 =  𝛴(𝑖 = 1 𝑡𝑜 𝑛) 𝑙(𝑦𝑖, ŷ𝑖)  +  𝛴(𝑘 = 1 𝑡𝑜 𝐾) 𝛺(𝑓𝑘) 3.8 

 

 where l(·) is the logistic loss, and the regularization term is defined as in 

equation 3.9:  

𝛺(𝑓)  =  𝛾𝑇 +  (1/2) 𝜆‖𝑤‖² 3.9 

  

 Chastising model complexity. Then, T denotes the number of tree leaves and 

w represents the splint weights. During conclusion, the boosted ensemble produces a 

score f (x), which is counterplotted to a probability using the sigmoid function in equation 

3.10 

ŷ =  1 / (1 +  𝑒^(−𝑓(𝑥))) 3.10 

 

 This probabilistic affair allows threshold-grounded decision making adaptable 

to different operating surroundings, similar as strict enterprise firewalls or forbearance-

acclimated IoT networks. 
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3.3.7 Experimental Workflow 

In Figure 3.5 the trial begins by lading and incorporating all CIC-IDS-2017 

fractions into a structured dataset. Preprocessing way are applied successionally, 

including missing- value running, junking of spare and non-informative columns, marker 

encoding, and standardization. The dataset is also partitioned using a 70/30 train – test 

split, icing balanced distributions of benign and attack samples. The XGBoost model is 

trained using tuned hyperparameters similar as max_depth, learning_rate, and 

n_estimators, optimized for high recall on attack samples. After training, the model is 

estimated using delicacy, perfection, recall, F1- score, confusion matrix, and ROC-AUC 

to measure discovery robustness. 

 

Figure 3.5 Methodology for Neural Transformation and XGBoost Classification 

 

Likewise, XGBoost’s erected-in point significance medium is used to identify the 

most influential attributes, including Flow Duration, Packet Length Std, and Init Fwd 

Win Bytes. These perceptivity grease explainability and enable unborn optimization 

similar as point reduction or deployment on resource-constrained edge bias. 
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3.4 Integration of Both Methodological Pipelines 

The final stage of the methodology involves integrating the two preliminarily 

described channels into a cohesive and functional intrusion discovery system. This 

integration is not simply a successional combination of two independent styles; rather, it 

represents a deliberate coupling of functionalities that together give a stronger and further 

adaptive discovery capability than either channel could achieve alone. This is an 

integrated model that simulates real-world network environments, which require both 

immediate problem recognition as well as deeper analytical understanding. 

Integration initiates with an application of the channel for real-time discovery of 

anomalies in the neural network to the first phase of the discovery process. With each 

new business entering the system, the feathery neural model analyzes the business almost 

instantly utilizing the advantages of the ONNX optimization, providing conclusions in 

multiple milliseconds. However, there will be no additional computational expense for 

the business if the analysis shows the business's behavior is normal. Nonetheless, if the 

neural network determines the business has anomalous behavior or makes a prediction 

with low confidence, the temporal correlation module is activated. The temporal 

correlation module compares differences between successive events; subtle differences 

can potentially represent emerging or stealthy zero-day attacks. Similar to a two-stage 

anomaly detection process, the system does not rely solely on static characteristics during 

this process; thus, enables necessary behavioral assessment when dealing with 

unidentified threats. 

Another method applies after the organization has been identified as suspicious; 

and/or if further details are requested for classification. After the anomaly detection 

portion flags the organization as suspicious, the data is directed to the point 

transformation and XGBoost classification pathways. The neural point transformation 

classification process transforms the input into an additional abstract representation 

allowing for improved separation, prior to analysis using the XGBoost classifier. 

XGBoost also conducts a detailed classification of suspicious activity with respect to 

whether the activity matches one of the malicious attacks or represents a benign anomaly. 

In addition, XGBoost’s explanation capabilities provide security auditors with insight as 
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to which characteristics were most influential in making the determination, supporting 

both trust and providing individualized insight that supports incident response. 

The inclusion of these two pathways into one system provides the opportunity to 

use the immediate identification of anomalies in addition to categorizing attacks at a very 

high level of accuracy. These two pathways provide a comprehensive approach for 

identifying potential future threats (the anomaly discovery pathway) as well as providing 

an accurate representation of known threats (the classification pathway). Similarly, the 

double layer structure also creates functional restrictions where the anomaly discovery 

pathway could be considered the front-line rapid response mechanism, and the 

classification pathway would represent the logical and detailed aspects of the threat. 

Therefore, the hybridized methodology has the capability to provide an intrusion 

detection system which is suitable for addressing current challenges associated with 

cybersecurity. The system will provide real-time response while maintaining 

interpretability and delicacy; therefore, it can be used in the field as it addresses both the 

need for rapid discovery of intrusions, the need for general applicability, and the need for 

sufficient logical complexity to address attacks from both previously identified attack 

vectors, and previously unknown attack vectors.
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CHAPTER 4 

 

RESULTS AND DISCUSSION  

4.1 Introduction to Experimental Evaluation 

The trial-and-error testing done in this study served as important evidence for the 

binary channel intrusion discovery architecture proposed within this paper. This chapter 

focused on illustrating how both discovery channels functioned (empirical evidence), the 

feasibility of each discovery channel (practical evidence), and the functional importance 

of both discovery channels (functional evidence). In order to meet the demands of modern 

network intrusion discovery, test trials needed to provide not only accurate identification 

of intrusions, but they also needed to provide immediate identification of intrusions, 

scalability of the discovery process, and the ability to identify known attack patterns, and 

previously unknown attack patterns. Therefore, the trials were separated into two 

different corridors, but similar to the methodological design of the previous section, each 

corridor addressed one part of the previously stated requirements. 

The first series of experiments evaluate the real-time Neural Anomaly Discovery 

Channel (NADC) designed for extremely low quiescence conclusion by optimizing for 

ONNX Runtime. It will be used to find out if the feathered neural network meets the strict 

requirements of real-time operation while being capable of providing good discrimination 

between different anomaly types. NADC is evaluated in terms of discovery delicacy, 

precision, recall, F1-score, increment and mainly in terms of quiescence in conclusion 

time. Additionally, an estimate of the temporal correlation medium is made to verify its 

ability to detect zero day attacks that do not follow previous attack signature models. The 

results from this section indicate how well the system performs in environments requiring 

immediate threat recognition and ongoing monitoring. 

The second series of experiments are used to validate the supervised version of 

the channel based upon neural point transformation and XGBoost. This channel is 

focused on having both high level of type discrimination and high interpretability as well 
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as being able to handle multiple class intrusion orders. Performance evaluation of the 

supervised channel was carried out for all classes of intrusion; the evaluation also looked 

at the trend of misclassifications and analyzed feature contributions to better understand 

the decision-making behavior of the classifier. Validation of the system's ability to 

perform as both a coarsely defined anomaly detector as well as to provide fine-grained 

classification of different types of attacks is the main focus of the second phase of the 

experimental study. 

The two series of experiments combined together form a comprehensive 

investigation of the proposed intrusion detection system. In order to ensure that each of 

the individual methodological elements of the two experimental evaluations are 

separately validated and simultaneously evaluated in the context of the overall system, 

the two experiments were separated into two distinct channels. This introduction provides 

a systematic and clear explanation of how the experimental issues relate to the objectives 

of the research. 

 

4.2 Experimental Evaluation for the Real-Time Neural Anomaly Detection 

Pipeline 

4.2.1 Introduction 

This section will outline how the proposed Intrusion Discovery Frame is 

evaluated with respect to two important performance characteristics: Conclusion 

Quiescence and Proliferation. The end of these trials was to validate whether the system 

meets the exploration objects of sub-5 ms anomaly discovery and high packet pro cessing 

rates on edge attack. 

4.2.2 Experimental Setup 

4.2.2.1 Dataset:  

The UNSW-NB15 dataset was employed to estimate the system, as it provides 

realistic network business incorporating both benign and vicious overflows across nine 
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major attack orders. There are 175,341 records available for training and 82,332 available 

for testing; this provides a strong basis for developing a model that can be both trained 

and validated under the closest approximation to realistic business use cases as possible 

[6]. Pre-processing included normalization of nonstop attributes, one-hot encoding of 

categorical features, and jilting of non-relevant identifiers. 

4.2.2.2 Hardware and Software Environment: 

Experiments have been run on a workstation that has been configured to mimic 

Edge deployment conditions and had an Intel processor as well as memory constraints. 

The model was written in Python and published via the ONNX Runtime Machine to 

enable Graph Optimizations and Reduced Precision Conclusion Through Quantization. 

In addition to Discovery Delicacy, System Performance, specifically Conclusion 

Quiescence and Proliferation were examined as key performance characteristics. 

4.2.2.3 Performance Metrics: 

The two performance metrics used for evaluating performance were: 

• Inference Latency (ms): The average time taken to process each packet and 

thus, directly indicates the systems responsiveness. 

• Throughput (pps): The number of packets processed per second, reflecting the 

scalability of the system in handling high-speed traffic. 

 

4.2.3 Latency Evaluation 

Conclusion quiescence was measured by recording the average time taken by the 

system to classify individual packets. Results showed that the optimized neural network 

achieved an average conclusion quiescence of 0.205 milliseconds. This is significantly 

below the exploration target of 5 milliseconds and represents an early sixty-fold 

enhancement over state- of the- art LSTM- rested models, which generally bear 12 15 ms 

per packet [3].  
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 The drastic reduction in quiescence can be attributed to two factors The drastic 

reduction in quiescence can be attributed to two factors (i) The feathery architecture that 

eliminates intermittent computations present in LSTM models, and (ii) ONNX 

quantization, which reduces floating-point operations and accelerates execution on 

constrained attack. 

As shown in Figure 4.1 (“quiescence Evaluation”), the proposed IDS constantly 

achieves sub-millisecond conclusion time, well within the 5 ms ideal. 

 

Figure 4.1 Latency Evaluation: Average inference latency of the proposed IDS 

 

4.2.4 Throughput Evaluation 

Outturn was reckoned as the number of packets reused per unit time, defined by 

the equation 4.1. 
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𝑇ℎ𝑟𝑜𝑢𝑔ℎ𝑝𝑢𝑡𝑝𝑝𝑠 =  𝑁/𝑇  

 

4.1  

 

Where N is the total number of packets reused, and T is the total processing 

duration in seconds. For this evaluation, the system reused 15,000 packets in 10.796 

seconds, yielding an effective increment of 1389.4 packets sec. 

 

While the model meets the quiescence ideal, the outturn result falls short of the 

targeted 15,000 packets/sec. This indicates that the bottleneck is not within the neural 

network conclusion machine but in the packet handling channel, which includes data 

transfer from memory, pre-processing over, and I/O operations. The limitation highlights 

the significance of considering the full system mound, rather than fastening solely on 

model-position optimizations. 

Figure 4.2 (“Outturn Evaluation”) presents the outturn analysis, where the model 

underperforms against the predefined target despite outperforming conventional 

nascence’s. 



 

 Page: 35      ©Daffodil International University 

 

Figure 4.2 Throughput Evaluation: Packet-processing capacity compared with 

performance target 

 

 

 

4.2.5 Comparative Analysis: 

The quiescence and outturn results of the proposed IDS were compared against 

former intrusion discovery models to punctuate relative performance. Table 4.1 

summarizes the comparison with conventional LSTM-predicated systems and CNN- 

predicated IDS models. 
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Table 4.1 Comparative Performance of IDS Approaches 

Model Latency 

(ms) 

Throughput 

(pps) 

Key Characteristics 

LSTM-based IDS [3] 12-20 500-800 High accuracy; slower due to 

sequential processing 

CNN-based IDS [4] 5-8 1000-1200 Better feature extraction: latency 

not optimized 

Autoencoder IDS [5] 

 

6-10 900-1100 Unsupervised detection; 

moderate inference cost 

Proposed IDS (This 

Work) 

0.205 1389.4 Lightweight NN; ONNX-

optimized; sub-ms inference 

 

The proposed system demonstrates the lowest quiescence (0.205 ms), exceeding 

the performance of all being deep knowledge IDS models, and achieves nearly a sixty-

fold improvement compared to LSTM-predicated systems. still, in terms of increment, 

the model achieves only 1389 packets/sec, which is advanced than utmost reported birth’s 

but significantly below the 15,000 pps target demanded for high- speed networks. 

4.2.6 Discussion: 

The results give a nuanced perspective on the feasibility of planting neural 

network-predicated IDS in real-time surroundings. The sub-millisecond quiescence 

confirms that analogous systems can meet the strict conditions of IoT and 5G scripts 

where discovery detainments must be minimal. Still, the outturn bottleneck demonstrates 

that future work must address packet ingestion and parallelization, possibly through 

multi-threading, GPU discharging, or integration with high-performance packet fabrics 

analogous as DPDK. 

These findings emphasize that model optimization alone is shy for fully scalable 

IDS results. Rather, real time performance requires common consideration of both 

algorithmic effectiveness and system-position engineering. 
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4.3 Experimental Evaluation for the Feature-Transformation & XGBoost 

Classification Pipeline 

4.3.1 Introduction 

This section evaluates the effectiveness of the proposed XGBoost-grounded 

intrusion discovery model using the CIC-IDS-2017 dataset. The experimental evaluation 

focuses on model performance across multiple criteria, including delicacy, perfection, 

recall, F1-score, and confusion-matrix-grounded error stroke terns. All trials were 

executed on the gutted and pre-processed subset of CIC-IDS-2017 using an 80/20 train 

test split. The evaluation emphasizes the classifier’s capability to distinguish vicious 

business from benign overflows under realistic network conditions. 

 

4.3.2 Dataset and Evaluation Setup 

The CIC-IDS-2017 dataset offers a miscellaneous admixture of normal and attack 

business representing contemporary pitfalls similar as brute force, infiltration, DoS, 

DDoS, web attacks, and harbourage scanning. After pre-processing and marker encoding, 

the final dataset was used to train an optimized XGBoost classifier configured with tuned 

hyperparameters including optimized depth, learning rate, number of estimators, and 

subsampling factors. Evaluation was conducted simply on the test set, icing that no 

training data was blurted into the confirmation stage. Standard supervised learning 

criteria were reckoned using scikit-learn to insure reproducibility and community with 

previous IDS literature. 

 

4.3.3 Overall Performance Metrics 

Table 4.2 summarizes the core performance statistics observed for the XGBoost 

classifier. The high precision and high accuracy of this model indicate a high degree of 
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confidence in minimizing the number of false alarms, which is especially critical to real-

time IDS deployment, as excessive false positive alerts can overburden security analysts. 

Table 4.2 Overall Model Performance on CIC-IDS-2017 

Metric Value 

Accuracy 0.9961 

Precision (Weighted) 0.985 

Recall (Weighted) 0.980 

F1-Score (Weighted) 0.980 

 

The high precision of 99.61% indicates that the classifier was able to accurately 

classify almost all of the flows in the test data set. The high recall (0.98) of both classes 

also indicates that the classifier is equally capable of discovering attacks and avoiding 

false alarms. The combination of these two metrics indicates that the model is consistent 

and applicable in varying enterprise environments. 

 

4.3.4 Class-Wise Result Analysis 

A greater understanding of the model's trustworthiness may be gained by 

examining the detailed brackets reports in Table 4.3, which illustrate the distribution of 

each metric in the normal class and attack class. This deeper analysis highlights the 

model’s capability to avoid both over-classification (labelling normal business as attacks) 

and under-bracket (missing factual pitfalls).
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Table 4.3 Classification Report on CIC-IDS-2017 Dataset 

Class Precision Recall F1-Score Support 

0 (Normal) 0.99 1.00 1.00 13,788 

1 (Attack) 0.98 0.94 0.96 2,214 

Accuracy - - 0.99 - 

Macro Avg 0.98 0.97 0.98 16,002 

Weighted Avg 0.99 0.99 0.99 16,002 

 

The classifier has a perfect recall (1.00) for normal traffic, illustrating a very low 

false positive rate. More importantly, the model's attack recall of .94 illustrates that the 

model is effective at identifying large amounts of malicious traffic, validating the model's 

effectiveness for intrusion detection when using an anomaly-based approach. Although 

it is difficult to identify stingy and unusual forms of attacks, the XGBoost model has a 

high F1-score (.96) for attacks, illustrating a good balance of being able to discover 

attacks. 

 

4.3.5 Discussion 

XGBoost clearly appears to be a well-suited choice for fast-paced, high-accuracy 

intrusion detection (IDS) applications. The performance of XGBoost was superior in 

terms of both recall and generalization quality compared to traditional machine learning 

approaches (Random Forest, SVM, & Logistic Regression). These results are consistent 

with prior research that demonstrated that gradient boosted techniques are powerful tools 

for achieving real time IDS results, particularly in environments with highly noisy, 

unbalanced, or high dimensional data sets. 

Also the type results validate that the model appropriately models both temporal 

aspects of network business, as well as non-linear effects within it. Although the two 

additional topics of zero-day discovery and confederated knowledge integration were 

included in the broader research agenda, the central focus of this experiment was to 

develop an IDS from scratch and test the efficacy of using XGBoost with CIC-IDS-2017 
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to develop a strong birth IDS. The high delicacy, strong macro pars, and reliable class-

wise scores demonstrate that the experimental channel produces an effective IDS model 

capable of being deployed in network monitoring environments. 

 

4.4 Comparative Analysis Across Both Experimental Pipelines 

Both methodological routes (which were developed independently) as a result of 

combining them will provide for an analytical comparison that will demonstrate the 

contribution of each to the total capability of the intruder detection systems. The two 

paths in the development of the two systems were created to detect malicious actions; 

however, there is a considerable difference between the two methods in terms of 

priorities, advantages and evaluation criteria. This comparative study demonstrates the 

complementarity of the two methods and explains the reason why a combination of both 

methods greatly increases the efficiency of the intrusion detection systems compared to 

relying solely upon one of the methods. 

The real-time neural anomaly discovery channel shows the highest possible level 

of speed and timeliness. The real-time neural anomaly discovery channel's onnx-

optimized architecture has a consistently very low conclusion latency (quiescence), 

which makes it ideal for applications where the output from the network activity must be 

analyzed in real time, without requiring additional storage capacity. However, there is a 

cost associated with this level of speed; although the real-time neural anomaly discovery 

channel can effectively identify general anomalies using the neural model, it cannot 

provide granular detail as to the nature of those anomalies. It is highly effective in 

identifying if the behavior is normal or abnormal, however, it is incapable of segregating 

between different types of attacks. The temporal correlation component greatly enhances 

the ability of the real-time neural anomaly discovery channel to detect zero day patterns, 

an area where purely supervised models are typically inept. 

The other (supervised) approach to a channel that has been constructed on neural 

point transformations and XGBoost prioritizes accuracy and interpretability as opposed 

to unadulterated prediction velocity. The supervised channel produces good multi-class 
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type predictions, and gives detailed insight into the characteristics of the discovered 

intrusion(s). The classifier can also generate point-level score explanations; therefore, 

judges have an understanding of the underlying reasoning for each prediction they make, 

which aids in creating confidence and aids in investigation of incidents. However, 

because the supervised channel requires additional processing time, this is better suited 

to situations where the need for deeper analysis exists as opposed to high-speed-fire-and-

forget filtering. 

Side-by-side comparisons between the two channels illustrate the complementary 

nature of each channels' strength in this case, the first channel is designed to identify 

anomalies as quickly as possible and sift through an enormous amount of network data 

at extremely fast rates to relate any suspicious activity to a potentially more serious event 

requiring further investigation, while the second channel takes a much more detailed 

approach to all the previously identified anomalous activity to provide a much higher 

level of classification and interpretation; however, supervised classifiers do not 

compensate for the continuous temporal correlations that are present with the anomaly 

detection module, especially in relation to identifying new or evolving attacks, and the 

very granular classifications provided by the type channel help to alleviate the limited 

degree of "marker isolation" that is presented with the anomaly based model. 

Therefore the relative analysis shows that both channels, when applied as part of 

a sequestration solution, will provide a significant portion of the complete benefits 

provided by the combined system. This commonality between the two provides an 

effective balance and flexibility for the detection frame to address the dual requirements 

of speed and delicacy inherent in today’s cybersecurity environment. 

 

4.5 Summary of Experimental Evaluation and Findings 

A substantial body of empirical evidence to support the efficacy of the crossbred 

intrusion discovery framework proposed herein is provided by the experimental 

evaluations contained within this Chapter. The results from these extended evaluations 

of the system's ability to identify anomalies in real time as well as its supervised 
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classification capabilities are consistent with each of the research objectives articulated 

at the outset of this investigation. 

The real time Anomaly Detection Channel has a very fast processing speed of less 

than five milliseconds for determining anomalies in an input stream and as such is able 

to achieve very low quiescent times due to ONNX Runtime optimizations of the 

processing algorithms; it is able to accurately identify both known and unknown (zero 

day) attacks using its Temporal Correlation Enhancement module to enhance detection 

of previously unseen attacks. This confirms the felicity of the first channel for continuous 

monitoring and real-time trouble identification, icing that anomalies are detected as they 

do. 

In addition, the Supervised Channel has demonstrated the ability to process a wide 

range of attack types in networks resulting in the ability to detect those attacks at high 

delicacy levels and maintain a balanced precision/recall rate. Furthermore, the Neural 

Point Transformation Caste of this channel provided additional separation between 

different classifications of attacks that existed in the dataset, and the XGBoost model 

used in the channel added to the systems ability to provide interpretable results based on 

the relative importance of the various characteristics of the data being analyzed. Overall 

these abilities allow the system not only to make direct determinations regarding known 

attack types, but to provide judges with a level of insight into the supporting evidence 

behind each determination. 

The combination of results from these two paths supports a hybrid structure for 

the overall system. A rapid, responsive Anomaly Discovery Path is a good "first line" or 

"front line" sludge to be alerted when something unusual happens in the network; 

however, the type of Element path provides greater depth of logical information. The 

Anomaly Discovery Path and type of Element Path complement one another. The 

Anomaly Discovery Path is better suited for speed and early (zero day) perception of 

anomalies. The type of Element Path has the advantage of providing finer grain detail 

regarding types of elements and is therefore better suited for interpretation. These results 

support the idea that combining these two approaches provides a more complete and 

operational intrusion detection system than either one by itself. 
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In summary, the experimental evaluation demonstrates that the proposed dual-

channel configuration presents a good balance and relatively satisfactory solution to the 

needs of real-time functional requirements in modern network-based intrusion detection 

systems, while also supporting high type granularity and interpretability. 
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CHAPTER 5 

 

 

CONCLUSION & FUTURE WORK 

5.1 Conclusion 

The primary objective of this study was to develop and evaluate a hybrid 

framework capable of addressing the dual challenges in modern computer security; 

timely detection of unusual activity and classification of various attack types. The central 

issue addressed is the increasing complexity of network environments in which 

traditional stationary systems are challenged to meet rapidly evolving threats such as 

zero-day attacks and subtle behaviorally modified attacks. A hybrid approach will be used 

to address the challenges through an integration of a real time, neural based, anomaly 

discovery channel and a supervised, point-based, type classification channel. 

A neural network based anomaly discovery channel was developed to 

demonstrate the potential of optimizing a lightweight feed forward neural network 

(FFNN) using ONNX runtime techniques. The FFNN was optimized for low conclusion 

quietness while retaining strong anomaly detection quality. This ability is crucial in 

scenarios where delays in detecting malicious activity may allow malicious activity to 

spread throughout the network. Additionally, the use of temporal correlation analysis 

increased the effectiveness of the anomaly discovery channel enabling the detection of 

zero day attacks characterized by behaviorally changed activities versus pre-determined 

characteristics. This real-time channel meets the requirements of being fast, efficient, and 

adaptive intelligent anomaly discovery. 

An additional channel complemented the first channel through providing higher 

resolution network activity using neural point transformation and XGBoost. By 

combining suggestively learned representations with the interpretation and robustness 

provided by gradient boosting, the type of channel exhibited high sensitivity to multiple 

orders of attacks. In addition, the channel resolved ambiguity by identifying the most 
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important features contributing to type classifications. Interpretation is critical for 

managers of information systems and security analysts who rely on clear perception to 

guide incident response and mitigation efforts. 

One of the key contributions of this study is the connection between the two 

channels. The real-time, neural based anomaly module quickly eliminates and identifies 

anomalies with a minimal amount of computational overhead, whereas the supervised 

type of channel conducts thorough analyses and assists in the identification of specific 

attack types. The combination of both modules ensures that the framework is able to 

provide a wide range of rapid detection of unknown or evolving threats and detailed 

analysis for identified threats. Experimental evaluations were conducted and the results 

indicated that the hybrid design out-performed each individual channel in terms of speed, 

sensitivity, generalization and interpretability. 

In summary, this research has demonstrated that the combination of featherweight 

neural anomaly detection and high-performance supervised type classification produces 

a robust and flexible intrusion detection system capable of meeting the demands of 

contemporary cyber security environments. The results indicate that the hybrid design is 

valid and illustrates the importance of combining real-time and point-driven approaches 

to intrusion detection and establishes a foundation for further development of intelligent 

intrusion detection systems. 

 

5.2 Future Work 

The system's overall performance is impressive across a variety of assessment 

frameworks; however, there are many avenues of potential extension, refinement and 

augmentation of the current framework. The opportunities presented in these areas 

provide fertile ground for future research and for improving the system in practice. 

A first opportunity for extending the system's capability includes increasing its 

ability to handle both stated and partially-stated business. As farther network 

communication adopts encryption protocols, flow-predicated features come increasingly 
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limited.  Future sweats may explore integrating feathery deep packet examination under 

insulation-esteeming constraints or lodging statistical patterns that remain observable 

indeed when loads are inspectable. Also, tone-supervised representation literacy could be 

used to decide deeper temporal or structural embeddings of translated overflows.  

Another promising extension lies in the objectification of online literacy 

mechanisms. Although the anomaly discovery channel formerly reacted snappily to new 

patterns through temporal modeling, integrating a nonstop literacy element would allow 

the models to modernize stoutly as new attack types of crops. This could involve aqueduct 

knowledge ways, bolstering knowledge, or incremental updates to both neural and tree-

predicated models without taking full retraining.  

The bracket channel would also profit from scalability advancements. Planting 

the system in high-bandwidth enterprise or pall surroundings may be distributed or 

parallelized processing infrastructures, including GPU-accelerated XGBoost or model 

partitioning strategies. Future work may also probe integrating graph-predicated intrusion 

discovery styles to capture relational dependences between hosts or overflows, further 

perfecting type delicacy for distributed attacks.  

Explainability presents another area for meaningful extension. While XGBoost 

presently provides point significance, integrating more advanced explainability fabrics 

analogous as SHAP values for real-time scripts or interpretable surrogate models could 

meliorate critical insight and grease trust in high-stakes decision surroundings. Utilizing 

a combination of neural activation visualization and tree-based predication techniques as 

an approach to provide thoroughbred explanations to an intrusion detection system could 

be unique and highly effective. 

Long term deployment studies will be beneficial to the system's credibility. 

Conducting field studies using deployed networks would allow us to see how the model 

behaves under various weights, hostile environments and changing behaviors by 

attackers. Similar studies would enable identification of real-world constraints to improve 

threshold values for anomaly detection and to evaluate the reliability of the temporal-

based anomaly detection in actual environments. 
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In summary, while this research has provided a solid foundation for real-time and 

interpretable intrusion discovery, it has also created numerous paths for future innovation. 

Through increasing the level of rigidity, through improving the capabilities of literacy, 

through optimizing the scalability, and through improving the interpretability of hybrid 

intrusion discovery systems, future research can increase their effectiveness and 

practicality in increasingly complex digital landscapes. 
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