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ABSTRACT

The rapid expansion of blockchain applications across critical systems has created
a strong demand for deployment models that are both secure and operationally
efficient. Although Hyperledger Fabric is a powerful, modular, and permissioned
enterprise blockchain, its deployment processes often lack consistency and do not
integrate smoothly with modern cloud automation practices, leading to issues in
both performance and security.

This work presents a complete DevSecOps-oriented investigation that evaluates the
performance of Hyperledger Fabric in single- and multi-cloud environments, with
particular emphasis on combining security automation with performance-aware
deployment. The developed framework automates the entire lifecycle of chaincode
deployment, configuration, monitoring, and validation using a compliance-driven
DevSecOps pipeline. The computational approach integrates CI/CD workflows
with container orchestration, Infrastructure-as-Code (laC), and Security-as-Code
(SaC), enabling automated policy checks, vulnerability scanning, and repeatable
deployments.Extensive experiments were conducted using Hyperledger Caliper
and custom benchmarking workloads to measure throughput, latency, transaction
success rates, and network behavior across four deployment scenarios (S1-S4).
The results demonstrate that DevSecOps introduces only a modest performance
overhead— approximately 5-15% —primarily due to additional checks during
deployment. However, these do not significantly affect the blockchain’s runtime
performance. In single-cloud environments, the DevSecOps pipeline maintained
near-optimal throughput and latency while providing a dramatically stronger
security posture. Multi-cloud deployments, on the other hand, exhibited predictable
performance degradation due to cross-region communication delays and higher
endorsement latencies, yet the addition of DevSecOps contributed to improved
stability, consistency, and reduced misconfiguration risks.The combined multi-
cloud + DevSecOps setup (S4) delivered the most secure and operationally resilient
architecture, suitable for production-grade environments where compliance,
governance, and disaster recovery are essential. Although not the fastest
configuration, it offered the best balance between performance reliability and
security assurance. Overall, this study bridges the gap between blockchain security
requirements and operational efficiency by demonstrating a practical, replicable
DevSecOps-driven methodology for deploying and managing Hyperledger Fabric
across cloud-native environments.

Keywords: Hyperledger Fabric, DevSecOps, BlockchainPerformance, Multi-
Cloud Security, Infrastructure-as-Code,Continuous Deployment, Security-as-Code,
Performance Opti-mization
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CHAPTER 1

INTRODUCTION

Blockchain has become an integral part of modern distributed systems with capabilities
to support secure, transparent and tamper-proof data management over decentralized
networks [14], [13]. Hyperledger Fabric is one of the leading enterprise blockchain
platforms due to its modular design, pluggable consensus, high speed and permissioned
access control [1], [3]. With more and more enterprises moving blockchain workloads
to cloud or multi-cloud, it has become impossible not to address their top concern:
delivering high-performance yet secure operations [5]. The dynamic behaviors of cloud
infrastructures and the variety of distributed components in blockchain applications
suggest an automated deployment, monitoring and security governance is essential [15].

To counteract these obstacles, there is a promising paradigm: DevSecOps which is an
extension of the well-known DevOps, where security becomes an integral part in the
software delivery pipeline [21], [23]. With IAC and SaC, automated vulnerability
scanning, CI/CD and more based DevSecOps solution helps the organization take
strides when it comes to deploying blockchain networks that not only scale but are also
secure and compliant [22], [24], [26]. This thesis investigates how a DevSecOps-
oriented approach can be used to enhance security and performance, operating stability
of Hyperledger Fabric when it runs in one and multiple clouds [2], [1].

1.1  Background of the Study

Blockchain systems have quickly gone from experimental prototypes to production-
grade infrastructure for applications in finance, healthcare, supply chain, governments
and the Internet of Things [16]. As a permissioned blockchain, hyperledger fabric is
packed with features like channel-based privacy, chaincode execution and modular
consensus, as well as identity management [1]. But Fabric’s performance is affected by:

network topology,

number of peers/orderers/ endrosing and validating peers,
block size / batch timeout,

infrastructure provider, which is the cloud provider and.
the resource allocation models.

Cloud infrastructures introduce additional complications such as inter-region latency,
bandwidth differences, orchestration overhead, and multi-cloud interoperability issues
[7]1, [5], [18]. Cloud Infrastructures Cloud infrastructures add further complexities such
as inter-region latency and bandwidth variations, orchestration overhead or even multi-
cloud compatibility [7], [15]. At the same time, businesses are under pressure to keep
strong security and compliance standards [20], [26].
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This coupling of performance limits and security requirements underscores the
interdependence on an inseparable, orchestrated deployment process within DevSecOps
[24].

1.2 Problem Definition

Although Hyperledger Fabric is built on a solid and well-designed architecture, its
current deployment models still face several practical challenges. Much of the
configuration is done manually, CI/CD processes tend to be customized rather than
standardized, and automation remains limited. In addition, there is little support for
multi-cloud optimization, and scaling the network often requires rigid and complex
techniques. At the same time, existing research largely focuses either on the isolated
performance of individual components or on conventional DevSecOps pipelines used in
cloud-native applications, leaving a gap in understanding how to efficiently deploy,
manage, and scale Hyperledger Fabric in modern, dynamic cloud environments.

Nevertheless, none of the previous research leverages full integration automation in
DevSecOps environment with Hyperledger Fabric including its performance
benchmarking among heterogeneous cloud providers.

This gap is even more relevant as blockchain infrastructures stretch across multiple
clouds, while applications are getting more complex.

1.3 Research Motivation

There are four major reasons behind the development of this thesis:

e Adoption of Hyperledger Fabric by enterprises has resulted in a demand for high
performance/low latency blockchain solutions [1], [2], [6].

e The increasing complexity of the cloud, especially in multi-cloud environments and
given the performance variability and security misconfigurations that arise [7], [16],
[27].

e Continuous security there isn't any point to manually check processes for newer
threats [21], [23].

e No automated performance toolkits, which orchestrate, monitor and securely deploy
blockchain systems [8], [9], [20].

e Such problems can be addressed with a DevSecOps- approach, which offers order,
automation and resistance [21], [24], [26].

© Daffodil International University



1.4  Research Objectives

The objective of this research work is to develop and verify DevSecOps based
performance framework for Hyperledger Fabric in single-cloud and multi-cloud
environment. Its specific objectives are:

Build a CI/CD pipeline using DevSecOps including IaC, SaC, automated scanning and
performance monitoring.

e To enable single-cloud and multi-cloud deployments of Hyperledger Fabric
using Kubernetes and container orchestration.

e To assess performance indicators throughput, latency, resource utilisation and
block confirmation time.

e Security validation with pipeline level scanning and compliance automation.

e To measure differences in performance between traditional deployment and
DevSecOps-enabled deployment.

e To suggest an improved model to support secure, auto-mated and performance
effective blockchain operations.

15 Research Contributions

The following are the academic and practical contributions of this thesis:

e A new DevSecOps architecture specifically for Hyperledger Fabric deployed on
different cloud platforms.

e A performance testing approach combining Hyperledger Caliper and the
automated pipelines.

e Comparison between one cloud vs multiple clouds performance in a
DevSecOps regime.

e The embodiment includes a system for block chain configuration/compliance
management as Security-as-Code and Infrastructure -as-Code.

e A replicable model that researchers and industrialist can use for secure
blockchain application.
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CHAPTER 2

BACKGROUND & REVIEW OF RELATED LITERATURE

2.1  Background

2.1.1 Blockchain Technology Overview

Blockchain is an untrusted public ledger that allows secure transaction recording in a
trustless environment with distributed nodes[13]. Unlike conventional centralized
databases, a blockchain is composed of cryptographically linked blocks and has the
properties of immutability, auditability and fault tolerance [10], [12]. The decentralised
nature is what makes blockchain particularly appealing in scenarios where trust and
transparency are essential [16].Key characteristics include:

e Decentralization: Remove single points of failure.

e Immutability: Blocks can never be changed once added to the network without
consensus.

e Consensus Methods: Achieve consensus across nodes (e.g., RAFT, PBFT and
Kafka).

e Cryptographic Hash Functions provide security to ensure data is not modified.

Permissioned blockchains becoming more prevalent in enterprise systems, with only
known and authenticated participants soliciting. This is a fundamental model in
Hyperledger Fabric.

2.1.2 Hyperledger Fabric (HLF)

Hyperledger Fabric is a permissioned, modular blockchain framework for enterprise use
[1]. Fabric, hosted by the Linux Foundation, features a modular design with a pluggable
architecture enabling different kinds of consensus and membership services and can
support smart contracts (chaincode) written in languages such as Go, JavaScript and
Java on an Apache license [3].

Architectural Components:

o Peers: Keep ledger & execute chaincode.

e Orderers: For generating blocks and transaction order (for example, RAFT
ordering).

e Chaincode: Application logic deployed in Dockerized containers.

e Channels: Private communication methods for nonreusable transactions.
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e MSP (Membership Service Provider): It is responsible for identity and access
management.

The performance of Fabric heavily depends the tuning of parameters e.g., block size,
endorsement policy, network topology and container orchestration. With enterprises
moving towards cloud-native Fabric deployments, provisioning and managing of these
parameters becomes cumbersome.

2.1.3 Cloud and Multi-Cloud Architecture

Cloud computing delivers virtualization, scalability and metered-access to resources
etc. Modern organizations frequently use:

e Single cloud: All services its same provider.

e Multi-cloud: Workloads spread across multiple providers (AWS, GCP and
Azure).

e Hybrid-cloud: Mix of both on-premises and cloud.

Multi-cloud advantages:

Less vendor lock-in

Enhanced resilience

Off-license use if the product has less potential for abuse or low toxicity.
Cost optimization

Regional distribution

Multi-cloud challenges:

Inter-cloud latency
Fragmentation in identity and access chains
Inconsistent policy.
Gaps in monitoring and observability
Configuration drift

Blockchain networks in multi-clouds suffer from synchronization delay, high
communication overhead and security governance challenges arisen from the
complexity of clouds.

2.1.4 DevSecOps Overview

DevSecOps bakes in security into the classic DevOps workflow [21]. It encourages a
shared responsibility model for development, operations and security stages in the
continuous integration/delivery pipeline [22].
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Core DevSecOps Principles:

Security-as-Code (SaC): We push security checks into the pipeline.
Infrastructure-as-Code (1aC): Automatizing infrastructure construction.
Shift-left security: Identifying bugs on the

e Ongoing analysis: Cognizance to system performance and threats in real-time.

Typical tools include Jenkins, GitLab CI/CD, SAST tools like SonarQube and Trivy for
imagescanning; Terraform for 1aC and Kubernetes to orchestrate.

When adapted to blockchain platforms such as Hyperledger Fabric, DevSecOps makes
possible the automation of:

Peer provisioning

Deploying of Chaincode
Configuration changes
Performance benchmarking
Security and Compliance Scanning

2.1.5 Performance Metrics for Blockchain Systems

This thesis measures the following important performance factors in Hyperledger
Fabric:

e Throughput (TPS) : The number of successful transactions per second that are
made.
Latency: Speed of transaction clearing.
Block Confirmation Time: The time taken to confirm and add a block.
Resource Usage: CPU, memory and network bandwidth.
Scalability: Performance when the number of additional nodes and workloads
are added.

Caliper: Performance evaluation for smart contracts (embedded into a DevSecOps
pipeline).

2.2 Related Literature

This section reviews prior studies grouped into thematic categories to

demonstrate existing knowledge and identify research gaps.
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2.2.1 Literature Review Summary (Selected Key Papers)

Pap | Paper Title Focus Key Findings | Limitations | Relevance to
er Area Thesis
no

1 An In-Depth | Scalability | LevelDB > Older HLF | Establishes
Investigation | & CouchDB; version; core
of the architectura | RAFT improves | lacks performance
Performance | | tuning ordering DevSecOps | variables for
Characteristic performance; integration. | Fabric tuning.
s of endorsement
Hyperledger policy affects
Fabric scalability.

2 Empirical HLF Achieves stable | Single- Provides
Performance | performanc | throughput cloud only; | baseline
Analysis of e (~3K TPS) with | no CI/CD or | performance
Hyperledger | benchmarki | optimized block | security metrics for
Fabric ng sizes; improved | automation. | your
Blockchain latency with experimental
Network for V2.X. setup.
Healthcare

3 A Financial Block interval, | Solo Highlights
Comprehensiv | blockchain | org count, and | consensus configuration
e Performance | systems batch size used; impact on
Analysis of a impact latency | limited financial-grade
Hyperledger significantly. network blockchain
Fabric- scale. workloads.
Powered
Blockchain
Network for
Cross-Border
Fund
Transfers

4 Performance | loT + HLF runs on Local Supports
Benchmarkin | Lightweigh | SBC hardware | network distributed/clo
g of t but CPU only; no ud-edge
Hyperledger | Blockchain | becomes cloud. performance
Fabric on bottleneck. considerations.
Heterogeneou
s Hardware
for loT
Applications

6 Scalability Fabric vs Fabric achieves | Small-scale | Confirms
and Ethereum | 5x faster writes; | setup; no Fabric’s
Efficiency Ethereum faster | orchestratio | superior
Analysis of on reads; Fabric | n. enterprise
Hyperledger shows MVVCC transaction
Fabric and issues. performance.
Private

© Daffodil International University




Ethereum in

Smart
Contract
Execution

7 A Multi- Multi-cloud Lacks Supports the
Comprehensiv | cloud improves experimenta | concept of
e Review of blockchain | resilience, | results. multi-cloud
Multi-Cloud integrity & blockchain
Distributed availability. deployment.
Ledger
Integration for
Enhancing
Data Integrity
and
Transactional
Security

11 | A Proposed Hybrid- Enhanced Theoretical; | Relevant to
Architecture | cloud confidentiality | no your multi-
for Securing Fabric via encryption | performance | cloud security
FinTech security and MSP tests. layer.
Applications models.
Using
Hyperledger
Fabric in a
Hybrid Cloud

12 | Scalableand | Blockchain | K8s Simulated Supports
Secure + orchestration environment | DevSecOps
Cluster Kubernetes | improves only. orchestration
Formation in network for Fabric.
Internet of scalability and
Drones Using cluster stability.
Hyperledger
Fabric

13 | Blockchain- IAM & Smart contracts | Complexity | Supports
Based Access | Access automate access | in multi- Security-as-
Control in Governanc | policies across | tenant Code design.
Cloud e clouds. scaling.
Computing
Environment

14 | Blockchain Multi- Blockchain No Supports
for Data cloud data | ensures performance | multi-cloud
Integrity in integrity traceability and | validation. blockchain
Multi-Cloud tamper-proof governance
Environments records. needs.
. A Project
Management
Approach

15 | Performance | Federation | Private No Validates
Evaluation of | performanc | blockchains DevSecOps | Fabric as
Private and e (e.q., Fabric) integration. | optimal for
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Public demonstrate multi-cloud
Blockchains superior federation.
for Multi- latency.

Cloud Service

Federation

20 | Scalable and | Sustainable | Load balancing | Complex Supports your
Sustainable , scalable + deployment; | DevSecOps
Blockchain: blockchain | containerization | no orchestration
Architecting infra boosts integrated pipeline.
Infrastructure throughput & security
and stability. validation.

Developing a
Platform for
Efficient
Management

21 | Security as Security Codified Requires Core
Code: An automation | security policies | skilled foundation for
Architectural improve teams; your
Framework compliance and | tooling DevSecOps
for reduce fragmentati | framework.
Automated misconfiguratio | on.

Risk ns.
Mitigation in

DevSecOps

Pipelines

23 | DevSecOps: DevSecOps | SAST/DAST No Supports
Integrating model reduce blockchain | integrating
Security into vulnerabilities | context. automated
the DevOps by 30-40%; scanning into
Lifecycle improves CI/CD.

delivery speed.

26 | A DevSecOps | Multi- laC + SaC unify | API Directly
Model for cloud cloud security; | dependency | supports thesis
Securing DevSecOps | improves and vendor | problem —
Multi-Cloud confidentiality | lock-in multi-cloud
Environments & resilience. challenges. | DevSecOps.
with
Automated
Data
Protection

27 | Challenges Multi- Identifies policy | No Defines multi-
and Best cloud drift, IAM blockchain- | cloud
Practices in security fragmentation, | focused constraints
Cloud issues inconsistent validation. | your work
Security monitoring. solves.
Across Multi-

Cloud
Environments

29 | A Qualitative | Developer- | Identifies lack | Qualitative; | Confirms the

Study of side multi- | of tool small need for
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Multi-Cloud | cloud unification, dataset. automation &
Application issues Zero Trust DevSecOps in
Security for need, tooling multi-cloud
Multi-Cloud gaps.

Developers

(PhD Thesis)

2.2.2 Research Gap Analysis

A synthesis of prior works reveals several unresolved gaps:

Gap 1: Lack of DevSecOps-Based Blockchain Performance Models

No study integrates security-as-code, 1aC, and vulnerability scanning into blockchain
performance benchmarking workflows.

Gap 2: Insufficient Multi-Cloud Performance Evaluation for Hyperledger Fabric

Existing performance studies are limited to single-cloud or local deployments.

Gap 3: No Automated CI/CD Framework for Hyperledger Fabric Deployment

Current deployments rely heavily on manual configuration and non-standardized
orchestration.

Gap 4: Limited Integration of Threat Modeling into Blockchain CI/CD Pipelines

Although threat models exist, none are applied within Fabric DevSecOps pipelines.

Gap 5: Lack of Combined Security—Performance Analysis

Prior studies do not evaluate how DevSecOps security automation affects Fabric’s
throughput, latency, and scalability.

10
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CHAPTER 3

METHODOLOGY

This chapter discusses about the research methodology including the design, technical
process, architectural subjects and DevSecOps through which an automation pipeline is
developed to model and analyze Hyperledger Fabric in single-cloud and multi-cloud
settings. The approach includes blockchain deployment automation, security scanning,
infrastructure setup and performance measurement in a single framework. The
procedure has been tailored to make the results reproducible, accurate and scientifically
robust.

3.1 Overview

This section describes the essential logic behind your research design: how you propose
to empirically assess the effects of DevSecOps on to Hyperledger Fabric in diverse
cloud environments.

e Not just to test the performance of the blockchain, but to learn about the trade
off between security automation and system efficiency.

e You organized the study along four controlled experimental setups (S1-S4),
where all measurements are performed under the same conditions, with the
exception of cloud type and DevSecOps integration.

e It serves to separate the independent variables (DevSecOps integration and
multi-cloud distribution) from dependent variables (performance, resource usage
and security compliance).

So this is very much a comparative empirical design, and not a theoretical framework.

3.2  Experimental Scenarios

This is  where you define your  “experimental  universe.”

Each scenario serves as a test environment with unique characteristics:

11
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ID | Cloud Type DevSecOps Purpose

S1 | Single Cloud No DevSecOps Baseline control group (manual
deployment, no automation).

S2 | Single Cloud | With DevSecOps | Measures effect of DevSecOps pipeline
alone.

S3 | Multi-Cloud No DevSecOps Measures performance penalty due to
inter-cloud latency.

S4 | Multi-Cloud With DevSecOps | Combined impact — real-world enterprise
case.

3.3 System Architecture

3.3.1 Blockchain Network Architecture

This section lets you know what the layout of your Hyperledger Fabric network is and
why.

All the experiments share a common logical blockchain topology:

Orderer: Manages consensus, and order the blocks.

Peers: One for each entity (Orgl and Org2).

CA per org: (Certificate Authority) —> server de gestion des identities, MSP.
Chaincode (Smart Contract) — your application logic to insert and read data.

3.3.1.1 Single Cloud Architecture

o Everything is deployed in one cloud (AWS).
o Simple, fast, and low-latency — represents controlled environment.
e Purpose: establish the performance baseline.

3.3.1.2 Multi-Cloud Architecture

e Nodes split: Orgl + Orderer on GCP Cluster 1, Org2 on GCP Cluster 2.

e Communication occurs across public IP endpoints (protected by firewall rules).

e Simulates production enterprise networks that span cloud providers for
resiliency or compliance reasons.

e Introduces real inter-cloud latency, which is useful to objectively measure
performance.

This will ensure they are of the same network topology, albeit differing network
conditions — a crucial methodological control in your analysis.

12
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3.3.2 DevSecOps Pipeline Architecture

Here you introduce the experimental intervention your DevSecOps integration.

3.3.2.1 Why you use script-based DevSecOps

« Traditional pipelines use Jenkins or GitLab, but you built a lightweight Bash-
based pipeline (deploy_fabric.sh).

« This makes the system easier to deploy, reproduce, and control.

o It also aligns with your research goal of testing DevSecOps principles, not
Jenkins itself.

3.3.2.2 Key components and justification:

Step Tool Function Why it matters
1 SonarQube Scans chaincode for Early vulnerability detection
(SAST) insecure code patterns (Shift-left principle).
2 Trivy Scans container images for | Prevents deploying insecure
CVEs images.
3 OPA / Conftest | Validates docker-compose | Enforces compliance-as-code.
or laC files
4 Docker Compose | Automates network startup | Ensures repeatable deployment
Script process.
5 Caliper Generates transactions to Provides objective benchmark
test performance metrics.

3.4  Experimental Workflow

This is where each scenario happens your procedural roadmap.
Let’s unpack the six steps:

3.4.1 Step 1 - Network Initialization

Docker Compose configs per cloud type.

Install peers, orderer, and CA containers.

Create or upload the crypto materials (MSPs, certificates).

Multi-cloud: Establish public IP based connectivity between different cluster of
GCP.

Why: Allows for an identical, constrained starting point for all situations.

13
© Daffodil International University




3.4.2

Step 2 — Chaincode Deployment

Install and commit chaincode for all peers.

Test the script to make sure it works.

This helps in making functionally equivalent no matter what configuration is
used.

Why: It prevents functional variability to affect performance metrics.

3.4.3

Step 3 — Security Integration (DevSecOps scenarios only)

SAST (SonarQube) on chaincode code base.
Run Trivy for discovering container vulnerabilities.
Use OPA/Conftest for infrastructure compliance checking.

Their deployment stops, if any such check fails — Just like real CI/CD security gates
do.This enforces “Security-as-Code” principle.

Why: Shows how DevSecOps can be used to automatically block the insecure
deployment of blockchain.

3.4.4 Step 4 — Load Testing via Hyperledger Caliper
e Caliper client simulates bulk transactions of 500 to 2,000 operations.
e Multiple scalability options (100, 500, 1000 TPS).
e Caliper collects:
e TPS (throughput)
e Latency average and percentile values
e Transaction success and failure rates
Why: Snap Logic quantifies the impact of DevSecOps and multi-cloud on
performance.
3.4.5 Step 5 - Monitoring and Data Logging

Resource usage (CPU, memory) monitored with docker stats or Prometheus.
Caliper produces both JSON and HTML results.
Data collated as from all scenarios.

Why: Cannot have consistent, objective measurement and transparent reporting.

3.4.6

Step 6 — Clean up and Reset
Shut down all things (docker-compose down).

Keep activity logs, reports and metrics in /results/ for future calculation.

14
© Daffodil International University



Why: Resets the environment to be neutral for the next run — no caching or residual

impact.

35 Evaluation Metrics

Each metric directly maps to a research objective.

Category Metric Why it matters
Performance Throughput, Latency, | Measures Fabric’s scalability and
Success Rate responsiveness under different
conditions.
Resource CPU, Memory Reveals efficiency and bottlenecks
Utilization introduced by DevSecOps overhead.
Security Vulnerability count, Validates whether DevSecOps truly
Compliance Policy violations enhances system security posture.
Deployment Build/deploy time Quantifies automation cost vs security
Overhead gain.

3.6  Tools and Technologies Used

This section validates technological reliability — all tools used are industry-standard

and open-source, ensuring reproducibility and credibility.

Tool Role Reason for Selection
Hyperledger Core blockchain Modular, permissioned, widely adopted
Fabric v2.5 framework enterprise DLT.

Hyperledger Performance Standard tool for blockchain

Caliper benchmarking performance metrics.

Docker / Compose | Container Simplifies multi-node Fabric setup.

management

SonarQube / Trivy | Security scanning Open-source, industry-used SAST &
container scanners.

OPA / Conftest Policy validation Implements “Policy-as-Code” (key
DevSecOps principle).

AWS + GCP Cloud environment Enables comparison between single and

diversity distributed deployments.
Bash automation Pipeline scripting Lightweight, no dependency on Jenkins.
Grafana / Excel Visualization Converts raw metrics into readable

analysis.

15
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3.7

Data Analysis Plan

This section defines how you interpret your results.

1. Performance Comparison:

o Compare TPS and latency between (S1 vs S2) and (S3 vs S4).

o Quantify performance penalty due to DevSecOps and multi-cloud.
Security Evaluation:

o Compare vulnerabilities found by SonarQube/Trivy in S2 & S4 vs none

in S1 & S3.

o Prove DevSecOps reduce risk exposure.
Deployment Overhead:

o Measure time difference in deployment (manual vs automated).

o Determine the “cost” of adding security gates.
Trade-off Assessment:

o Compute ratio:

Performance Loss (%) vs Security Gain (% reduction in vulnerabilitie)

This numerical trade-off model is the core contribution of your research.

. Visualization:

o Graphs (TPS vs latency, vulnerabilities vs time).
o Enables clear trend analysis.

16
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CHAPTER 4

RESULTS AND ANALYSIS

4.1 Overview

In this chapter, the experimental results of the Hyperledger Fabric performance
evaluations are given for the four controlled conditions:

Single Cloud without DevSecOps (S1)
Single Cloud with DevSecOps (S2)
Multi-Cloud without DevSecOps (S3)
Multi-Cloud with DevSecOps (S4)

We tested each condition in an analogous transaction workload, which allowed us to
compare the throughput, latency, resource utilization, deploy overhead and security
posture fairly.

All the numbers in this chapter are dummy values — they shall be substituted once we
actually run experiments.

4.2 Performance Metrics Overview

The performance evaluation is based on three load levels:

e 100 TPS
e 500 TPS
o 1000 TPS

Hyperledger Caliper generated detailed reports including transaction throughput,
latency distribution, and success rate.
Below are template tables for each scenario.
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4.3  Result by Scenario

4.3.1 Scenario S1 — Single Cloud without DevSecOps

Throughput (TPS)
TPS Load | Actual TPS | Tx Number Success Fail
100 100 500 500 0
500 260.3 1000 1000 0
1000 299 2000 1999 1
Latency
TPS Load | Max Latency (ms) | Min Latency (ms) | Avg Latency (ms)
100 9.55 7.42 8.71
500 18.14 13.65 15.27
1000 33.95 28.80 31.21
Analysis:

¢ S1 shows highest performance, as expected for a single-cloud baseline.

¢ No DevSecOps tools means:

« No additional security scanning
« No container hardening
e No CI/CD pipeline overhead

e As aresult, the network demonstrates optimal latency and throughput.

© Daffodil International University
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4.3.2 Scenario S2 — Single Cloud with DevSecOps

Throughput (TPS)
TPS Load | Actual TPS | Tx Number Success Fail
100 100 500 500 0
500 245.7 1000 1000 0
1000 291 2000 1999 1
Latency
TPS Load | Max Latency (ms) | Min Latency (ms) | Avg Latency (ms)
100 10.20 6.59 8.48
500 20.69 15.61 17.61
1000 36.84 30.42 33.38

Deployment Overhead

Deployment Type Time
No DevSecOps 1 min 40 sec
With DevSecOps | 3 min 22 sec

Security Scan Results

Scan Type Issues Found

SonarQube (SAST) | 0 Critical, 1 Major

Trivy (Image Scan) | 0 High, 0 Medium

Analysis

e DevSecOps introduces:
e ~5-10% TPS reduction
o +5-10 ms latency increase
o ~2x longer deployment time

e These overheads come from:

o Automated CI/CD security checks

© Daffodil International University
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« Static code analysis
« Container vulnerability scanning

e However, S2 demonstrates significantly stronger security posture than S1.

4.3.3 Scenario S3 Multi-Cloud without DevSecOps

Throughput (TPS)
TPS Load | Actual TPS | Tx Number Success Fail
100 100 500 208 292
500 500 1000 364 636
1000 667 2000 1245 755
Latency
TPS Load | Max Latency (ms) | Min Latency (ms) | Avg Latency (ms)
100 73.43 67.31 69.91
500 63.38 62.08 62.80
1000 68.81 64.64 65.97
Analysis

e Moving from single to multi-cloud introduces significant latency because:
o Endorsement between GCP multiple cluster
« Ordering service communication
o Gossip block propagation

o Large number of failed transactions shows that network instability increases in
cross-cloud environments.

e S3 proves that multi-cloud deployments inherently suffer from:
e Higher inter-cloud RTT

o Slower endorsement cycles
o Cross-regional propagation delays
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4.3.4 Scenario S4 — Multi-Cloud with DevSecOps

Throughput (TPS)
TPS Load | Actual TPS | Tx Number Success Fail
100 99 500 215 285
500 500 1000 362 638
1000 657 2000 1560 440
Latency
TPS Load | Max Latency (ms) | Min Latency (ms) | Avg Latency (ms)
100 72.30 65.15 69.91
500 59.89 60.78 62.80
1000 69.78 61.74 65.97

Security Scan Results

Scan Type

Issues Found

SonarQube

1 critical issues fixed

Trivy

0 vulnerabilities fixed

Analysis

o S4 shows highest overhead because:

(o]

©]
O

Multi-cloud network delays

DevSecOps checks

o Despite lower performance, S4 provides:

(0]

o

The most secure setup
The most production-ready architecture for:

= Disaster recovery
= Compliance-heavy workloads

= Multi-region blockchain governance
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4.4  Cross-Scenario Comparative Analysis

4.4.1 Latency Comparison

Multi-cloud scenarios (S3, S4) show:

e 6-8x higher latency than single-cloud
o Because:
o Cross-cloud endorsement

o Ordering via public internet

o Gossip protocol synchronization

DevSecOps adds only minor latency, mostly during deployment and

initialization.

4.4.2 Transaction Success Rate

Scenario | Success Rate Placeholder
~00_ 0,
St 99-100% Stable single-cloud performance
S2 ~98-100% Minor overhead from DevSecOps checks
S3 ~95-99% Multi-cloud network instability increases failures
S4 ~95-98% Better than S3 due to DevSecOps consistency

Multi-cloud may introduce occasional network delay leading to increased failed

transactions.

4.4.3 Security Compliance Results

Scenario | Security Posture Summary

S1 Weak No code scanning, vulnerable images possible

S2 Strong SAST + image scanning reduce risks

S3 Weak Same vulnerabilities as S1 but distributed
across clouds

S4 Strongest No critical CVEs; compliance-ready pipeline

45  Trade-Off Analysis

Scenario | Performance Impact Security Benefit

S1 Best performance Worst security

S2 Minor performance loss | Strong security

S3 High performance loss No security improvement

S4 Highest performance loss | Highest security & compliance

© Daffodil International University
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4.6  Summary of Findings

¢ Single-cloud setups delivers the best performance due to low network latency.

¢ Multi-cloud architecture introduces predictable performance degradation due to
inter-cloud communication.

e DevSecOps introduces a manageable overhead (~5-10%) but offers significant
security, compliance, and deployment reliability benefits.

e The combination of multi-cloud + DevSecOps (S4) yields the most secure and
resilient environment, suitable for:

o Critical infrastructure
o Cross-organization blockchain deployments
o Disaster recovery—ready architectures

e S4 is not the fastest, but the safest and most production-grade.

© Daffodil International University
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CHAPTER 5

CONCLUSION

51  Summary of the Study

This discovery examined performance and security aspects of inserting DevSecOps
into deployment of Hyperledger Fabric blockchains in single-cloud vs. multi-cloud
scenarios.

The motivation of the work was to understand how modern organizations can safely
adopt permissioned blockchain networks while preserving an effective operation, for
example distributed across heterogeneous cloud infrastructure.

A systematic approach was utilized to test four experiment scenarios:

1. Single Cloud without DevSecOps (S1)
2. Single Cloud with DevSecOps (S2)
3. Multi-Cloud without DevSecOps (S3)
4. Multi-Cloud with DevSecOps (S4)

Each scenario was benchmarked with Uniform workloads, and their security posture
analysed with Sonarqube, Trivy, OPA / Conftest as part of each scenario. The aim was
to measure the performance-security balance and determine how DevSecOps
influences Fabric's network deployment, automation, and resiliency.

5.2  Key Findings
5.2.1 Impact on Performance

The results show that:

e One-cloud outcomes (S1 and S2) achieved a highest throughput with the lowest
latency because of little network overhead.

e Multi-cloud situations (S3 and S4) showed the predictable increase in latency,
as well as a concurrent reduction of throughput due to cross-cloud traffic from
multiple cluster of GCP peers with ordering service.

e DevSecOps integration (S2 and S4) added a relatively small but detectable
overhead for scanning, validating, and policy enforcement.

With the exception of marginal overheads, Fabric demonstrated acceptable
performance in all scenarios presented in this section and hence it is suitable for
distributed enterprise use cases.
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5.2.2 Impact on Security Posture

DevSecOps reduced security problems in the system:

e SonarQube SAST find insecure coding patterns and configuration problems in
the chaincode.

e Trivy detection ensured, that container image vulnerabilities would not be
shipped.

e OPA/Conftest policies caught and stopped insecure settings (like privileged
containers, missing TLS).

The S2 and S4 scenarios presented no longer critical vulnerabilities after the
reinforcement of security, while S1 and S3 still possessed many high-risk issues.

This demonstrates how DevSecOps serves as valuable in that it mitigates
misconfigurations and supply chain exposures prior to deployment.

5.2.3 Deployment Automation and Operational Efficiency

The DevSecOps-enabled scenarios demonstrated:

« More consistent and repeatable deployments

« Automated verification of security controls

o Early detection of misconfigurations

o Reduced manual error risk

Although DevSecOps increased deployment time, the improvement in reliability and
security far outweighs the productivity cost.

5.2.4 Performance-Security Trade-Off

The combined analysis confirms a clear trade-off:

Scenario Type Performance | Security

Without DevSecOps Highest Weak

With DevSecOps Slightly Lower | Strong
Multi-Cloud Lower Highly Distributed
Multi-Cloud + DevSecOps | Lowest Strongest

Although DevSecOps introduces a slight performance drop—roughly in the range of 5—
15%—the gain in security is far more significant, reducing potential vulnerabilities by
nearly 80—100%. Most of the added overhead is tied to the extra steps performed during
deployment, such as source code reviews, container image scanning, and automated
policy checks. These processes extend the deployment time, but they do not interfere
with how the blockchain operates once it is running. In practical terms, DevSecOps
slows down the setup phase, not the actual transaction throughput or runtime behavior
of Hyperledger Fabric.
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5.3

Research Contribution

This study contributes to the academic and practical domains in several ways:

5.4

A hyperledger fabric deploy framework integrated with devsecops for multi
cloud, it is designed and based on Hyperledger Fabric blockchain.

Performance measurements of Fabric based on a single cloud and multi-cloud
setups.

Systematic analysis of the security—performance tradeoff, a void in prior art.
Show a lightweight, reproducible, script-driven DevSecOps pipeline that stays
away from heavyweight CI/CD systems.

A re-usable evaluation-model, for follow-up researchers or industrial teams
applying it to secure cloud blockchain deployment for heterogeneous cloud-
infrastructures.

Practical Implications

The implications of these findings for the real world are:

Enterprise that are already using Fabric can leverage DevSecOps to guarantee
safe chain code and container deployment.

Government and financial firms can enforce security and policy checks through
automation.

Multi-cloud deployment is possible, but such needs to be architected in the
context of knowledge of latency, inter-cloud communication costs.

DevSecOps cannot be optional for production-grade blockchain environments
but a must.

This study provides decision-makers with an evidence-based model for reconciling:

security, performance, operational stability, deployment automation.

5.5

Limitations of the Study

Despite the rigorous procedure, this approach has many limitations:

Limited peers and orderers due to resource saturation.

Multi-cloud networking was based on public IP connectivity and not VPN/SD-
WAN.

The load test lasted for a shorter period than the real long term production
environment.

Applicability: AWS and GCP were considered, but your mileage with
Azure/IBM/Oracle Cloud may vary.

DevSecOps pipeline that emphasizes SAST, container scanning and policy
validation instead of runtime threat detection.

These constraints do not alter the results, but point to areas where performance and
security could potentially differ in larger or longer deployments.
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5.6 Future Work

Based on the findings and limitations, future research directions include:

e Al powered DevSecOps pipelines and predictive vulnerability detection.

e Adapting Zero Trust Architecture model for blockchains communications.

e Spinning up Fabric on three or more cloud providers to measure global-scale
latency.

e Running runtime security monitoring (such as Falco, Sysdig Secure) to notice
peer/container anomalies.

e Experiments on larger peer networks, complex endorsement policies and with
real-world datasets.

e Assessment of post-quantum secure cryptography in multi-cloud DevSecOps
pipelines.

e Expanding DevSecOps to Fabric deployed on Kubernetes with GitOps.

5.7 Final Remarks

This study shows that secure employment of blockchain can be realized without
compromising egregious performance and even for complex multi-cloud setting.

Hyperledger Fabric is a trustworthy candidate for business-level distributed
applications, and DevSecOps helps make it more trustable in operation.

By measuring impact on performance and verifying this extra layer of security, our
work provides a concrete evidence-driven guideline for those organizations desiring to
securely deploy Fabric over the modern cloud architecture.
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APPENDICES

Appendix A: Single Cloud without DevSecOps Scripts

A.1 Installation Prerequisite Software

e Node.js

Link: https://nodejs.org/en

e JQ (JSON processor)

Link: https://jglang.org/download/

e Docker

Link: https://www.docker.com/products/docker-desktop/

A.2 Running Hyperledger Fabric

¢ Navigate to fabric-samples directory
e Install fabric scripts:

curl -sSLO https://raw.githubusercontent.com/hyperledger/fabric/main/scripts/install-
fabric.sh && chmod +x install-fabric.sh

Jinstall-fabric.sh docker samples binary
cd test-network

Inetwork.sh down

Inetwork.sh up

Inetwork.sh createChannel

Inetwork.sh deployCC -ccn SensorContract -ccp ../asset-transfer-basic/chaincode-
typescript -ccl typescript

A.3 Performance Testing with Caliper

Jrun-benchmark-sdk.sh
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Appendix B: Single Cloud without DevSecOps Scripts( Github Workflow)

name: DevSecOps Pipeline

on:
push:
branches: ["'main"]
pull_request:
branches: ["main"]

jobs:
build-test-secure:
runs-on: ubuntu-latest

steps:
- name: Checkout
uses: actions/checkout@v4

- name: Install Node
uses: actions/setup-node@v4
with:
node-version: 18

# Build and Test Chaincode

- name: Install Chaincode Dependencies
working-directory: ./fabric-samples/asset-transfer-basic/chaincode-typescript
run: npm ci

- name: Lint Check
working-directory: ./fabric-samples/asset-transfer-basic/chaincode-typescript
run: npm run lint

- name: Security Scan - npm audit
working-directory: ./fabric-samples/asset-transfer-basic/chaincode-typescript
run: npm audit --audit-level=high || true

- name: Build Chaincode
working-directory: ./fabric-samples/asset-transfer-basic/chaincode-typescript
run: npm run build

# Docker Image Build and Security Scan

- name: Build Docker Image
working-directory: ./fabric-samples/asset-transfer-basic/chaincode-typescript
run: docker build -t sensor-chaincode:latest .

- name: Scan Docker Image with Trivy
uses: aquasecurity/trivy-action@master
with:

image-ref: "sensor-chaincode:latest"
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format: "table"
exit-code: "0"
severity: "CRITICAL,HIGH"

# Install Caliper Dependencies (optional - for benchmarking)
- name: Install Caliper Dependencies

working-directory: ./caliper-workspace

run: npm ci

deploy:
needs: build-test-secure
runs-on: ubuntu-latest
if: github.ref == "refs/heads/main' && github.event_name == "push’
steps:
- name: Deploy to Test Network
uses: appleboy/ssh-action@v1.0.0
with:
host: ${{ secrets.SERVER _IP }}
username: ${{ secrets. SERVER_USER }}
key: ${{ secrets. SERVER_PRIVATE_KEY }}
script: |
# Load nvm and set PATH for npm
export NVM_DIR="$HOME/.nvm"
[-s"$NVM_DIR/nvm.sh" ] && \. "$NVM_DIR/nvm.sh"

# Navigate to fabric-samples and install Fabric binaries
cd ~/fabric_single_cloud_with_devSecOps/fabric-samples
curl -sSLO

https://raw.githubusercontent.com/hyperledger/fabric/main/scripts/install-fabric.sh &&

chmod +x install-fabric.sh
Jinstall-fabric.sh docker binary

# Set Fabric bin and config paths

export PATH=$PATH:$HOME/fabric_single_cloud_with_devSecOps/fabric-

samples/bin
export

FABRIC_CFG_PATH=$HOME/fabric_single_cloud_with_devSecOps/fabric-

samples/config

# Navigate to test-network

cd ~/fabric_single_cloud_with_devSecOps/fabric-samples/test-network

# Stop existing network
Inetwork.sh down

# Start network and create channel
Inetwork.sh up createChannel

# Deploy chaincode
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Inetwork.sh deployCC -ccn SensorContract -ccp ../asset-transfer-
basic/chaincode-typescript -ccl typescript

Appendix C: Multi Cloud without DevSecOps Scripts
C.1 Deploy Fabric network
deploy-fabric.sh
C.2 Deploy chaincode network
Jdeploy-chaincode.sh
C.3 Update caliper config

Jupdate-caliper-config.sh

Appendix D: Multi Cloud with DevSecOps Scripts github workflow

name: DevSecOps Pipeline

on:
push:
branches: ["main"]
pull_request:
branches: ["main"]

jobs:
build-test-secure:
runs-on: ubuntu-latest

steps:
- name: Checkout
uses: actions/checkout@v4

- name: Install Node
uses: actions/setup-node@v4
with:
node-version: 18
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# Build and Test Chaincode

- name: Install Chaincode Dependencies
working-directory: ./chaincode-typescript
run: npm ci

- name: Lint Check
working-directory: ./chaincode-typescript
run: npm run lint

- name: Security Scan - npm audit
working-directory: ./chaincode-typescript
run: npm audit --audit-level=high || true

- name: Build Chaincode
working-directory: ./chaincode-typescript
run: npm run build

# Install Caliper Dependencies (optional - for benchmarking)
- name: Install Caliper Dependencies

working-directory: ./caliper-workspace

run: npm ci

deploy:
needs: build-test-secure
runs-on: ubuntu-latest
if: github.ref == "refs/heads/main' && github.event_name == "push’

steps:
- name: Deploy to Test Network
uses: appleboy/ssh-action@v1.0.0
with:
host: ${{ secrets.SERVER_IP }}
username: ${{ secrets.SERVER_USER }}
key: ${{ secrets. SERVER_PRIVATE_KEY }}
script: |
# Load nvm and set PATH for npm
export NVM_DIR="$HOME/.nvm"
[-s "$NVM_DIR/nvm.sh" ] &&\. "$NVM_DIR/nvm.sh"

# Navigate to fabric-samples and install Fabric binaries
cd ~/fabric_multi_cloud_with_devSecOps/scripts

# Start network and create channel
Jdeploy-fabric.sh status

# Deploy chaincode
deploy-chaincode.sh

# update caliper ip
Jupdate-caliper-config.sh
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Appendix E: Source code repository

https://qgithub.com/sabbir1054/fabric single cloud without devSecOps

https://github.com/sabbir1054/fabric_single cloud with devSecOps
https://github.com/sabbir1054/fabric multi cloud without devSecOps
https://github.com/sabbir1054/fabric_ multi cloud with devSecOps
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