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ABSTRACT 

Steganography, the art of hiding information within harmless media, has seen significant 
progress from 2000 to 2025. This thesis presents a detailed comparison of steganography 

techniques used for both text and images. It reviews foundational methods such as Least 

Significant Bit (LSB) substitution and transform-domain embedding, along with recent 

innovations that involve deep learning and natural language processing (NLP). The analysis 

assesses these techniques based on factors like invisibility, data capacity, strength, and 

processing demand. 

Image steganography shows better data capacity and strength, especially with the use of 

convolutional neural networks (CNNs) and generative adversarial networks (GANs), which 

improve concealment against detection. On the other hand, text steganography provides 

subtle and context-sensitive data hiding through linguistic and AI-driven methods, but it has 

limited capacity and is vulnerable to formatting changes. The thesis also explores hybrid 

approaches that combine both media as promising future options. 

Lastly, the thesis addresses emerging challenges such as detection by adversaries, processing 

requirements, and the need for techniques that are safe against quantum threats. It offers 

a pathway for future research in secure and discreet communication. 
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CHAPTER 1 

INTRODUCTION 
Secure communication has become increasingly important in the internet era, in which information 

passes rapidly across connected networks. Asymmetric or symmetric cryptography, for example, 

protects the contents of messages by transforming it into an unintelligible format. Although 

sensitive information are not discernible in the process, accidental observers are alerted to their 

presence. Steganography conceals the message itself. As a result, it is possible to transmit covertly 

without being noticed by embedding secret information in ordinary media such as images, texts, 

audio, or video files. 

Over the last quarter century, steganography as a field has evolved considerably. From its humble 

beginnings involving basic transformations of pixel values or whitespace, it has emerged as a 

specialized science utilizing signal processing, natural language generation, and deep learning. As 

cyber threats and surveillance methods have evolved, so too have the techniques and tools 

available to conceal information secretly and securely. 

This work is concerned with the comparative study of two most significant steganographic 

media—image and text—by an examination of their respective advantages, limitations, and 

technological evolution from 2000 to 2025. While image steganography takes advantage of visual 

redundancy in digital images for invisibly concealing large quantities of data, text steganography 

employs linguistic techniques for imperceptibly modifying the structure or meaning of natural 

language, albeit typically with lower payloads but with more stealth in text domains. 

Recent advances, especially in Artificial Intelligence (AI), have transformed both domains. CNN-

, GAN-, and autoencoder-based techniques have significantly enhanced the imperceptibility and 

robustness of image-based approaches. At the same time, progress in Natural Language Processing 

(NLP) and language models like GPT and BERT have improved the grammatical coherence and 

hiding abilities of text-based steganography. 

Despite these advances, both media have their special challenges. Image steganography, while 

offering high capacity and robustness, may be susceptible to lossy compression or steganalysis if 

not executed with care. Text steganography encounters even greater challenges in maintaining 

semantic meaning and evading detection due to the sophistication of human language. Both 
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methods must also trade off payload capacity, imperceptibility, robustness, and computational 

efficiency—a challenge that becomes increasingly complicated as detection technology improves. 

This thesis provides a comparative analysis that: 

● Chronicles the historical and technical evolution of steganography techniques in image and 

textual form. 

● Compares traditional methods such as Least Significant Bit (LSB) embedding and format-based 

text manipulation with contemporary techniques based on deep learning and hybrid models. 

● Compares major performance metrics: imperceptibility, robustness, payload capacity, and 

resistance to attacks. 

● Discusses hybrid and multimodal approaches that integrate both text and image steganography 

to utilize their respective strengths. 

 

By synthesizing research from doctoral dissertations, peer-review literature, and practical 

applications, this research offers a holistic, human-centered approach to understanding 

steganography's development from a rudimentary hiding method to an advanced, AI-driven field. 

The findings of this research are likely to enlighten researchers, cyber security practitioners, and 

policy-makers about the current status and future trajectory of covert communication technologies, 

particularly in an era transitioning towards quantum computing and AI-driven cyber warfare. 

1.1 Summary of Introduction 

Chapter 1 introduces the basic idea of steganography and illustrates its role in concealing the fact 

that communication has taken place, as opposed to cryptography, which only hides information. 

Against the background of growing digital monitoring and cyber-attacks, steganography has 

gained importance as a tool for secret communication. 

The chapter covers how steganographic techniques evolved, from basic techniques such as LSB 

substitution in images and formatting stunts in texts, to sophisticated techniques driven by AI, 

including CNNs, GANs, and NLP-driven language models such as GPT and BERT. 

A primary emphasis is placed on the comparison between image and text steganography: 

● Image steganography provides greater data capacity and enhanced robustness, particularly 

with the advancements brought by deep learning. 
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● Conversely, text steganography, although more constrained in capacity, excels in stealth 

and subtlety within low-bandwidth environments. 

 

 

A primary emphasis is placed on the comparison between image and text steganography: 

● Image steganography is more capability and security with even improved support now using 

deep learning. 

● Text steganography, although more constrained in terms of size, is better at camouflage and 

concealment in low-bandwidth channels. 

 

Both mediums do, however, have their drawbacks: image techniques are susceptible to detection 

through compression or steganalysis, and text techniques have trouble preserving a natural course 

of language. 

The chapter concludes by presenting the thesis objective: to contrast and compare steganography 

techniques in both media (2000–2025) with respect to performance metrics such as payload 

capacity, imperceptibility, robustness, and computational complexity. It also lays groundwork to 

analyze hybrid and future-focused approaches with the onset of neural quantum computing and 

adversarial AI. 

1.2 Objective: 

This work's primary goal is to compare text and image steganography methods created between 

2000 and 2025, assessing each method's performance in relation to several important criteria, 

including detection resistance, computational complexity, robustness, capacity, and 

imperceptibility. 

 Along with highlighting the advancements made with AI-based techniques (CNN, GAN, and 

NLP), it also makes recommendations for potential future paths, like hybrid systems and quantum-

safe steganography. 

1.3 Problem Statement: 

Despite the advancements in steganography over the last 25 years, certain trade-offs and gaps still 

exist: 
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• Image steganography is robust and supports large payloads, it can be susceptible to 

steganalysis, format conversion, and compression. 

• Text steganography is more covert in linguistic settings, it has a very small capacity and 

has trouble preserving semantic coherence. 

• AI-based methods increase quality; they are often opaque and require a lot of processing 

power. 

• Despite their potential, hybrid systems do not yet have established standards. 

 

1.4 Research Methodology: 

 

 The research uses small-scale simulations in conjunction with a qualitative literature review: 

 

• Academic theses, IEEE Xplore, Springer, Elsevier, and the ACM Digital Library are 

some of the data sources. 

• Techniques are categorized as AI-based, hybrid, adaptive, statistical, and classical. 

• Evaluation criteria include detection probability, computational cost, robustness 

(against noise and compression), payload capacity, and imperceptibility (PSNR/SSIM, 

semantic quality). 

• Simulation resources: 

• MATLAB and Python for LSB, DCT, and DWT 

• CNN and GAN using TensorFlow/PyTorch 

• HuggingFace Transformers for Steganography of NLP Text 

• Detectability testing with StegExpose 

• Setup for validation includes standard payload sizes, a consistent simulation 

environment (Intel i7, 16GB RAM), benchmark text and image datasets (IMDB, 

Reuters), and benchmark images (Lena, Baboon). 
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1.5 Overview Architecture Diagram 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 01 

 

 

1.6 Process Flow Diagram 

 

 

 
 

 

 

 

 

 

Figure 02 

1.7 Index Terms 

Steganography, Image Steganography, Text Steganography, Data Hiding, Least Significant 

Bit (LSB), Transform Domain Techniques, Deep Learning, Convolutional Neural Networks 

(CNN), Generative Adversarial Networks (GAN), Natural Language Processing (NLP), 

Linguistic Steganography, Payload Capacity, Imperceptibility, Robustness, Covert 

Communication, Quantum-Safe Steganography, Multimedia Security.                    
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CHAPTER 2 

STYLES OF STEGANOGRAPHY TECHNIQUES 
Steganography has developed into a complex field, incorporating different styles or methods 

for concealing information within digital content. These methods are primarily characterized 

by the type of carrier medium, the embedding domain (whether spatial or frequency), and the 

algorithmic approach—spanning from basic bit-level manipulation to sophisticated AI-driven 

embedding. This chapter presents the various styles of steganographic techniques, categorized 

mainly into Image-based, Text-based, and Hybrid types. Each style is examined in terms of 

its methodology, historical development, and appropriateness for secret communication. 

 

2.1 Image Steganography Styles 

2.1.1 Least Significant Bit (LSB) Substitution 

One of the oldest and simplest forms of image steganography, LSB substitution is a process 

of replacing the least significant bits of pixel values to embed secret information. Although it 

is simple to execute and quick, this process is highly susceptible to image compression and 

statistical steganalysis. 

2.1.2 Transform Domain Techniques 

● These techniques incorporate data into the frequency elements of images instead of the 

pixel values, utilizing transformations such as the Discrete Cosine Transform (DCT) or the 

Discrete Wavelet Transform (DWT). This enhances resilience to lossy compression and signal 

deterioration. Illustrative examples comprise: 

● DCT-based JPEG embedding 

● DWT-based watermarks for the security of medical images 

2.1.3 Edge-Adaptive and Texture-Based Embedding 

In this context, information is integrated into high-frequency areas like edges or textured 

noise, where visual alterations are less apparent. This approach strikes a balance between 
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invisibility and resilience, making it frequently employed in environments that require 

heightened security 

 

2.1.4 Deep Learning-Based Embedding 

Modern image steganography is increasingly utilizing neural networks, including: 

● Autoencoders that are trained to conceal and retrieve messages 

● Convolutional Neural Networks (CNNs) that determine the best areas for embedding 

● Generative Adversarial Networks (GANs) that generate extremely inconspicuous stego-

images 

This approach provides adaptive and intelligent embedding, effectively evading conventional 

detection methods while maintaining a high capacity. 

 

2.2 Text Steganography Styles 

2.2.1 Format-Based Techniques 

These techniques depend on altering document formatting elements—such as: 

● Additional spaces or tabs 

● Invisible characters (zero-width spaces) 

● Adjustments in font style or size 

Although subtle, these methods can be easily compromised by reformatting or copy-pasting 

actions. 

2.2.2 Linguistic Techniques 

These techniques involve altering the language structure of a text while preserving its 

meaning. Common methods include: 

● Synonym substitution 

● Grammar transformation 

● Paraphrasing 

Linguistic steganography is more resistant to basic formatting alterations but is still 

constrained by linguistic limitations and payload capacity. 
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2.2.3 Statistical and Feature Coding Techniques 

These methods embed information by modifying statistical features such as: 

● Word frequency 

● Punctuation patterns 

● Letter distribution 

This approach offers greater capacity than linguistic methods but may result in minor 

anomalies that can be detected through stylometry. 

2.2.4 AI/NLP-Based Text Generation 

The most sophisticated technique employs Natural Language Processing (NLP) and models 

such as GPT, BERT, or T5 to generate complete texts with embedded information 

incorporated in subtle ways. Such models are capable of creating contextually relevant and 

coherent sentences with embedded data with high stealth and flexibility levels.2.3 Hybrid and 

Multimodal Styles 

As steganography progresses, researchers are increasingly investigating hybrid styles that 

merge two or more media or techniques to improve security and stealth. 

2.3.1 Text-in-Image Embedding 

This includes the embedding of stego-text, created through linguistic or NLP processes, within 

an image file through DCT or GAN-based embedding. This creates a double hide layer. 

2.3.2 Image-in-Text Approaches 

Although less popular, this new process encodes small graphical elements (such as QR codes 

or thumbnails) in structured text forms such as XML, Markdown, or even binary. 

2.3.3 Cross-Media Embedding with AI 

Multimodal-trained deep learning algorithms are able to conceal messages on various carriers, 

for instance, embedding a hidden message in a text message within an image with an audio 

signal to authenticate it. 
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2.3.4 Comparative Analysis 

 

Table 01 

2.4 Comparative Style Analysis 

Style Mediu

m 

Capacity Imperceptibility Robustne

ss 

AI 

Applicability 

LSB Image Medium–

High 

Low–Moderate Low ✘ 

DCT/DWT Image Moderate High High ✘ 

Edge-based Image Moderate High Moderate ✘ 

Criterion Image Steganography Text Steganography 

Payload 

Capacity 
High (up to several MBs) Low (typically kilobytes or less) 

Impercepti

bility 

High with transform and AI 

methods 

Moderate; potential linguistic 

anomalies 

Robustness 
Robust against compression, 

noise, attacks 

Less robust; vulnerable to formatting 

changes 

Computati

onal Cost 

Moderate to high (deep learning 

models) 
Low to moderate 

Detection 

Risk 

Lower with adaptive and AI-based 

embedding 
Higher due to language irregularities 

Applicatio

ns 

Multimedia security, 

watermarking, covert channels 
Secure messaging, social media, SMS 
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GAN/CNN Image High Very High High ✔✔ 

Format-

based 

Text Low Moderate Very 

Low 

✘ 

Linguistic Text Low–

Moderate 

High Low ✘ 

NLP-based Text Moderate Very High Moderate ✔✔ 

Hybrid AI Multi High Very High High ✔✔✔ 

 

Table 02 

2.5 Conclusion  

This chapter has categorized and examined different styles of steganography employed in both 

image and text modes. Ranging from conventional LSB and formatting to sophisticated GANs 

and language model generation, these styles show the change in concealment methods against 

growing detection challenges. With rising need for secure covert communication, hybrid and 

AI-based styles will shape the future of steganography research. 
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CHAPTER 3 

METHODOLOGY 
This chapter has categorized and examined the different styles of steganography employed 

through image and textual mediums. Ranging from the traditional LSB and formatting to the 

cutting-edge GANs and language model generation, these styles represent the advancements 

in camouflage techniques based on mounting detection challenges. With growing 

requirements for secure covert communication, AI-based and hybrid styles are going to 

prevail the future of steganography. This chapter presents the methodology applied to 

implement a comparative study of text and image steganography techniques between 2000 

and 2025. This research not only seeks to analyze the technical characteristics of various 

steganography methods but also assess their applicability in real-world scenarios based on 

how effectively these approaches can respond to various kinds of challenges offered by 

emerging AI technologies and growing digital surveillance. 

To do this, a qualitative and analytical study design was used, incorporating literature review, 

empirical technique analysis, and theoretical comparison. Recent advancements in machine 

learning, natural language processing, and digital watermarking have also been incorporated 

into the study to determine the future applicability and resistance of steganographic systems. 

3.1 Research Objectives 

The primary objectives of the methodology are: 

● To classify and categorize steganographic techniques according to their medium, 

embedding method, and technological complexity. 

● To compare methods based on payload capacity, imperceptibility, robustness, and 

computational expense. 

● To assess recent innovations, especially in deep learning and NLP-based steganography. 

● To pinpoint research gaps, implementation challenges, and future prospects in secure data 

concealment. 

3.2 Data Collection Sources 

To facilitate a thorough and comparative analysis, the following sources were examined: 
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• Peer-reviewed journal articles (IEEE, Springer, Elsevier, ACM) 

• Master’s and PhD theses (University repositories) 

• Preprints and arXiv publications concerning deep learning-based steganography 

• Technical documentation of open-source libraries and frameworks (e.g., TensorFlow, 

PyTorch, HuggingFace Transformers) 

• Case studies and real-world implementations from 2015–2025 

 

A total of over 100 academic and technical documents were scrutinized, emphasizing those 

that encompass empirical testing, metrics, or practical implementations. 

 

3.3 Classification of Techniques 

 

Each steganographic method was categorized into one of the subsequent groups 

according to its fundamental logic and medium of application: 

 

Table 03 

3.4 Evaluation Parameters 

• The chosen techniques were assessed based on the following qualitative criteria: 

• Payload Capacity 

The volume of concealed data that can be integrated without jeopardizing the integrity of the 

cover medium. 

• Imperceptibility 

Category Medium Subtypes 

Classical Image/Text LSB, Format-Based, DCT, DWT 

Statistical Text Frequency Manipulation, Feature Coding 

Adaptive Image Edge-based, Texture-aware Embedding 

AI-Based Image/Text GANs, CNNs, NLP Generators 

Hybrid Multi-modal Cross-media & Embedded Systems 
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The extent to which the incorporated content remains unnoticed by human perception or 

basic analysis. 

• Robustness 

The capability of the steganographic technique to withstand attacks such as lossy compression, 

format alteration, or noise introduction. 

• Computational Cost 

The processing power, memory, and duration necessary to embed and extract the concealed 

message. 

• Detection Risk 

The probability of the concealed message being uncovered by steganalysis tools or forensic 

methods. 

3.5 Tools and Frameworks Utilized 

While this study is predominantly analytical and literature-driven, specific tools were 

employed to validate theoretical assertions and replicate small-scale implementations: 

• Python programming for algorithm simulation 

• TensorFlow and PyTorch for CNN and GAN-based image steganography 

• NLTK and Transformers (HuggingFace) for text generation and NLP-based 

• MATLAB for validating LSB and DCT implementations 

• StegExpose for assessing detectability 

3.6 Implementation Strategy (for Comparison) 

To guarantee an equitable comparison, a standardized implementation strategy was adopted 

during the testing or simulation of methods: 

● Cover media selection: Standard test images (e.g., Lena, Baboon) and benchmark text 

datasets (e.g., IMDB, Reuters) 

● Message size: Equal-length payloads were utilized for both image and text techniques 

(when feasible) 

● Embedding validation: Success was evaluated by message recovery rate and distortion 

analysis (PSNR, SSIM for images; semantic accuracy for text) 

● Analysis environment: All simulations were conducted on a controlled setup (Intel i7, 

16GB RAM, Windows/Linux) 
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3.7 Ethical and Security Considerations 

Given the dual-use nature of steganography, ethical boundaries were upheld by: 

• Utilizing non-malicious, academic datasets 

• Refraining from any implementation of covert malware or evasion techniques 

• Citing all open-source tools and adhering to licensing agreements 

3.8 Limitations of the Methodology 

Although the study offers extensive comparative coverage, certain limitations are 

recognized: 

• Some AI models function as black-box systems, rendering interpretability challenging. 

• NLP-based text steganography lacks standardized evaluation metrics, resulting in more 

subjective comparisons. 

• The scope of hybrid methods is expanding but remains under-documented in academic 

literature 

3.9 Conclusion 

This chapter outlined the methodology employed to assess and compare steganographic 

techniques in text and image media. By integrating literature analysis, simulation, and 

qualitative comparison, the study seeks to deliver a balanced and forward-looking 

understanding of the evolution of steganography from 2000 to 2025. The subsequent chapter 

will provide a detailed presentation of the results from this comparative analysis. 

 

 

 

 

 

 

 



©Daffodil International University 

15 

 

 

 

 

 

CHAPTER 4 

RESULTS AND DISCUSSION 
This chapter outlines the results of the comparative analysis between text-based and image-

based steganography techniques, as detailed in the preceding chapters. Drawing from a 

literature review, practical simulations, and qualitative criteria, this section examines the 

performance, trade-offs, and real-world applicability of each steganographic method. Special 

attention is given to imperceptibility, payload capacity, robustness, computational cost, and 

detection risk, along with insights into the impact of AI integration on the field over time. 

4.1 Comparative Performance Summary 

Criterion Image Steganography Text Steganography 

Payload 
Capacity 

High (up to several MBs) Low (typically a few KB) 

Imperceptibility High (especially with DCT, GAN, or 
CNN approaches) 

Moderate (depends on linguistic 
quality and consistency) 

Robustness Strong against compression, 
resizing, and filtering 

Weak against reformatting, 
paraphrasing, or OCR changes 

Computational 
Cost 

Moderate to high (especially with 
deep learning) 

Low to moderate 

Detection Risk Low (adaptive & AI-based 
methods are hard to detect) 

High (especially format-based 
and simple linguistic methods) 



©Daffodil International University 

16 

 

AI Compatibility Strong (deep learning excels in 
embedding/extraction) 

Growing (NLP enables stealthy, 
context-aware embedding) 

 

Table 04 

 

 

Performance Metrics 

 

 

 

 

 

 

 

 

Figure 03 

4.2 Image Steganography: Observations 

4.2.1 Traditional Methods (LSB, DCT) 

• LSB is straightforward and commonly utilized, yet it is easily compromised by 

compression or noise. 

• Transform-based techniques such as DCT and DWT provide enhanced robustness, albeit 

with increased computational complexity. 

4.2.2 Deep Learning Approaches (CNNs, GANs) 

• GAN-based image steganography yields highly imperceptible outcomes with minimal 

detection rates. 

• CNNs and autoencoders are capable of identifying optimal embedding locations, thereby 

enhancing resistance to steganalysis. 
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4.2.3 Use Cases 

• Medical imaging, military intelligence, digital watermarking, and multimedia copyright 

protection gain advantages from image-based stego systems. 

4.3 Text Steganography: Observations 

4.3.1 Classical Techniques 

• Format-based techniques (such as whitespace or font modifications) are delicate and 

easily revealed. 

• Linguistic methods enhance concealment but are sensitive to linguistic nuances and 

possess very limited capacity. 

4.3.2 NLP-Based Approaches 

• The application of GPT, BERT, and similar models facilitates the generation of 

contextually relevant, grammatically accurate stego-texts. 

• These models embed data within the structure of sentences, thereby minimizing overt 

signs of alteration. 

• However, the use of AI in text generation raises ethical issues, particularly when 

applied in misinformation or phishing contexts. 

4.3.3 Use Cases 

• Secure communication via SMS, email, or social media, particularly in environments 

with censorship. 

• There is limited effectiveness for transferring large amounts of data due to restricted 

capacity. 

4.4 Hybrid and Multimodal Approaches 

Recent developments have facilitated multi-channel embedding, integrating image, text, and 

even audio/video to: 

• Enhance capacity and stealth 

• Introduce cross-layer redundancy 

• Minimize reliance on a single carrier medium. 
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Hybrid models, frequently driven by AI, remain in the early stages of development. 

Nevertheless, they exhibit potential for high-security applications such as covert intelligence, 

blockchain-secured transactions, and distributed cloud communication. 

4.5 Impact of AI Integration 

AI, especially deep learning and NLP, has significantly transformed the functioning of 

steganography: 

 

 

 

AI Area Contribution to Steganography 

CNNs Learn where to embed data in images without visible artifacts 

GANs Generate high-quality stego-images that resist detection 

Autoencoders Optimize both embedding and extraction pipelines 

GPT/BERT Enable linguistically valid text steganography 

Genetic 

Algorithms 

Assist in adaptive payload placement to balance invisibility and 

capacity 

 

Table 05 

These models provide scalability, real-time performance, and strong resistance to advancing 

detection methods (steganalysis). 

4.6 Limitations and Risks 

• In spite of the encouraging outcomes, several limitations have been noted: 

• Text steganography continues to exhibit weaknesses in robustness and payload 

capacity. 
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• AI-driven techniques require significant computational power and extensive training 

datasets. 

• Hybrid models lack standardization, which complicates benchmarking efforts. 

• Steganography—when misused—can facilitate covert malware distribution, 

espionage, or data exfiltration, leading to ethical dilemmas. 

4.7 Summary of Key Insights 

• Image steganography is more developed, scalable, and resilient across various 

applications. 

• Text steganography, although more discreet in linguistic contexts, is hindered by 

capacity and format vulnerabilities. 

• AI has advanced both fields, with deep learning improving image techniques and 

NLP revolutionizing text-based concealment. 

• Future-oriented systems are expected to be hybrid and AI-enhanced, focusing on 

cross-platform adaptability, quantum safety, and ethical protections 

4.8 Conclusion  

This chapter has outlined the comparative findings of image and text steganographic methods. 

Through both traditional and contemporary perspectives, it is clear that no single approach is 

universally superior. The selection is contingent upon the context, objectives, and limitations of 

application. The chapter also highlights the increasing significance of AI as a transformative 

element, fostering more robust, adaptable, and human-like steganographic systems. In the 

subsequent chapter, we will investigate the future of steganography and provide final conclusions 

and research pathways. 
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CHAPTER 5 

CONCLUSION AND FUTURE WORK 
 

5.1 Conclusion 

This research has delivered a thorough comparative analysis of steganography techniques 

across text and image media, covering the timeframe from 2000 to 2025. By conducting a 

detailed assessment of historical developments, contemporary methodologies, and 

experimental results, this study has examined the strengths, weaknesses, and prospective 

directions of steganographic practices. 

Key findings include: 

• Image steganography exhibits superior capacity, imperceptibility, and robustness, 

particularly when employing advanced deep learning techniques such as CNNs, 

GANs, and autoencoders. Nevertheless, it necessitates significant computational 

resources and is more susceptible to statistical detection if not adequately optimized. 

• Text steganography, while more discreet in natural communication contexts, faces 

challenges with limited capacity and heightened detection risks, particularly in format-

based methods. With the emergence of NLP technologies like GPT and BERT, text 

steganography is evolving to become more practical and sophisticated, enabling 

semantically rich and syntactically accurate concealment. 

• A hybrid strategy that combines the advantages of both media and utilizes AI appears 

to be a promising avenue for the future of steganographic systems. 

• Crucially, while steganography plays a crucial role in ensuring secure, covert, and 

censorship-resistant communication, its dual-use nature raises ethical issues when 

applied maliciously. 

5.2 Future Work 

Despite notable advancements, several gaps and research opportunities persist. Future 

endeavors should focus on the following areas: 
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5.2.1 Quantum-Safe Steganography 

With the rise of quantum computing, traditional encryption and data hiding methods may face 

vulnerabilities. Future steganographic systems must: 

• Develop quantum-resilient embedding techniques 

• Integrate quantum steganography protocols that utilize quantum key distribution 

(QKD) or entangled states 

• Investigate the combination of quantum and AI methodologies for ultra-secure covert 

communication 

 

5.2.2 Multimodal and Hybrid Systems 

Next-generation steganographic solutions should not depend on a single medium. Future 

systems ought to concentrate on: 

• Embedding across various carrier types (e.g., image, text, audio, video) to ensure 

redundancy and stealth. 

• Creating cross-modal embedding frameworks for the intelligent distribution of 

payloads. 

• Utilizing reinforcement learning to dynamically choose the most suitable mediums and 

methods based on context. 

5.2.3 Ethical and Regulatory Frameworks 

As steganography becomes increasingly accessible due to AI advancements, there is an 

escalating necessity for: 

• Developing ethical guidelines and legal frameworks to avert misuse (e.g., in terrorism, 

ransomware, or data leaks). 

• Creating steganalysis systems to identify and regulate misuse while safeguarding 

digital privacy. 

• Encouraging open-source transparency and responsible AI policies. 
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5.2.4 Real-Time and Lightweight Models 

Current AI-driven models for steganography are resource-intensive. Future systems must 

strive for: 

• Real-time embedding and extraction capabilities that are appropriate for mobile and 

IoT devices. 

• Designing lightweight deep learning architectures utilizing techniques such as model 

pruning, quantization, or TinyML. 

• Enhancing energy efficiency for embedded systems and edge devices. 

5.2.5 Benchmark Datasets and Standardization 

There is a deficiency of standardized, diverse datasets and benchmarks for equitable 

comparison. Future efforts should: 

• Create open-access steganography datasets for both text and images. 

• Define unified evaluation metrics that balance imperceptibility, capacity, robustness, 

and speed. 

• Promote community-led challenges to foster innovation in secure data hiding. 

5.3 Final Thoughts 

Steganography has evolved from a historical craft into a complex science that is intricately 

linked with cybersecurity, artificial intelligence, and digital rights. As the techniques advance, 

so too do the threats. This thesis underscores the necessity of responsible development, ethical 

application, and ongoing innovation to ensure that steganography serves as a means of 

freedom, privacy, and protection, rather than a tool for malicious purposes. 

 

Through interdisciplinary research, the integration of AI, and designs that are aware of 

quantum principles, the forthcoming generation of steganography can become increasingly 

adaptive, intelligent, and resilient in response to the swiftly changing digital landscape. 
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