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ABSTRACT

This project presents ABC Proxy Security Gateway, a scalable, high-performance reverse proxy designed as
a pluggable web application firewall (WAF) built with Golang. It intercepts and processes HT TP requests
through a modular plugin architecture, enabling dynamic security policy enforcement such as SQL injection
detection, XSS filtering, and rate limiting — all without coupling to backend application code. The gateway
includes a React + Inertia.js dashboard for real-time observability and granular control over plugin lifecycle
and rule configuration.

Leveraging PostgreSQL for persistent configuration storage and designed with containerization (Docker) and
orchestration (Kubernetes) in mind, the system supports modern cloud-native deployment and scaling
strategies. Structured logging and metrics provide full observability into request flows and security actions.
The modular design reduces development overhead and increases flexibility compared to traditional
monolithic WAF solutions.

Planned enhancements include Al-driven anomaly detection for zero-day threat identification, multi-language
plugin support, and TLS termination to inspect encrypted payloads, aiming to meet enterprise-grade security
demands and ease operational complexity.

© Daffodil International University



CHAPTER 1: INTRODUCTION = - - - o - oo oo o oo oo oo 1

1.1 Project OVerVieW = - - - - - - o o o oo e e 1
1.2 Project PUIPOSE - = = = = = = = = = = o o oo e - 1
1.2.1 Background------- === oo oo 1
1.2.2 Benefits and BenefiCiaries- - - - - == == == -« = oo oo oo - 1
1.2.3 G0al--- - - s mmmm oo 2
1.3 Stakeholders - - - - - - = - - - o oo 2
1.4 Proposed System Model - - - = == = == == — - - oo - 2
1.4.1 Model StruCtUr8 - - = = = = = = = - — o o e oo 2
1.4.2 How I Used the Model - === = == == == oo e oo oo 3
1.5 Project Schedule - == == == - = = oo oo oo e 4
1.5.1 Gantt Chart = - = - === === - oo oo oo 4
1.5.2 WBS Planning for Development Phase - - === === == === m oo 5
CHAPTER 2: SOFTWARE REQUIREMENTS SPECIFICATION (SRS) --6
2.1 Functional Requirements - - - = - = - = = o oo oo 6
2.2 Non-Functional Requirements - - - = - = = = = = = o o o o oo 7
2.3 Software ReqUIremMents = - - = == == = = = = o o oo oo oo e o 8
2.4 Hardware Requirements - - - == == == == o oo oo oo o 8
2.5 Dependability Requirements - - - - - = - = - - - - - oo oo o 8
CHAPTER 3: SYSTEM ANALY SIS - 10
3.1 USE CASE DIAGRAM - - - - - — o o o e o e e e e 10
3.2USE CASE DESCRIPTION - == = == — = m oo o o oo m e e e e e 11
3.2.1 Send ReQUESE - - == = == = = = = = — o o o o 11
13.2.2 Apply Security FIlers - - - - - -« - - o oo oo 11
13.2.3 VieW DaShDO@rd = - = == == == o« o - o & o oo o e 12
13.2.4 CoNfigure RUIES - - - = = = = = = = o - o o o . 12
13.2.5 FOIWard REQUESE = = = = = = = = = = = = = = - & o o o o oo e 12
13.2.6 RECRIVE RESPONSE - - = - = = = = = = = o = o o o o o o oo 13
13.2.7 Manage PIUGINS = = = = = = = = = = = = = = o o o e 13
B3 ACTIVITY DIAGRAM - - - - - — o o oo oo o e e 14
13.3.1 SeNA REQUESE = = = = = = = = = = = = £ = o o o o e 14
3.3.2 Apply Security Filters-- === - - - - oo oo oo 15
3.3.3 View Dashboard - - - - = === == — oo oo e 16
13.3.4 CONfigUIe RUIES - - = = = = = = o o & o o o oo o e 17
\'

© Daffodil International University



3.3.5 Forward Request 18

3.3.6 Receive ReSPONSE == == === === — = o o oo oo e 19
3.3.7 Manage Plugins - - = = = = = = = = = < o o e e e e e e 20
3.3.8 Activity Diagram Combined FIOW - - - = = = = = - - o o o oo e e 21
3.4 SEQUENCE DIAGRAM - - - - - o e e e e e e 22
3.4.1 Send ReqUeSt - = === == === == - oo e 22
3.4.2 Apply Security Filters- - - - - - = - oo oo e e e 22
3.4.3 View Dashboard - - - - = = == = = = - o o o e e e e e e e 23
3.4.4 Configure RUIES- - = = = = = = = = = o oo e e e e e 23
3.4.5 Forward ReqUeSt - - = = = = = = = = = - o o o e e e e e e 24
3.4.6 Receive ReSPONSE == == === === — = o oo oo oo e e 24
3.4.7 Manage PluginS - = === == === == o m o o oo 25
3.4.8 Sequence Diagram Combined FIOW - - = - = = - = - o - oo oo oo 26
3.5 Data Flow Diagram - - - = - = = = o oo oo o 27
S.5.1DFD Level 0----c-nmmm e mmmmememmm e 27
3.5.2DFD Level 1--ccmm oo meeeas 27
3.6 ENTITY RELATIONSHIP DIAGRAM - - - - o e e e e e e e e 28
CHAPTER 4 : SYSTEM TESTING-----m-m oo m e e e 29
4.1 Introduction to System TesStiNg = - = = == = = = = = = = = o o o e 29
4.2 Testing Strategies = - - = = === == = = = = = — o e e e e e e 29
4.2.1 Test APProach-- - - - - - - oo o e e oo 29
4.2.2 Pass/ Fail Criteria ----==---= - - e e 29
4.2.3 White BOX TeStiNg === === === == o o e e o e e e e e e e e 29
4.2.4Black BOX TeStiNg---======= === -2 o s oo oo 29
4.3 Testing Schedule - - = = = = = = = = - c e oo e 30
4.4 System Test Case == - == === - - oo s oo m e 30
CHAPTER 5: DEVELOPMENT TOOL AND TECHNOLOGY ----======mmm e oo oo 31
5.1 Development Technology - - - - === === === - o oo e e e 31
5.2 Development Tools and Platforms - = - - == = === - - o e 31
CHAPTER 6: USER INTERFACE === e e e e 32
6.1 Dashboard-------=--=- - - 32
6.2 PlUQINS === === o o oo e e 33
6.3 RUIES -~ === = - e e e e 33
6.4 LOQgQer - = = === = == mm o m o o e e 34
6.5 SettiNgS - === === === o m o e e - 34
Vi

© Daffodil International University



CHAPTER 7: PROJECT SUMMARY === oo e e 35

7.1 OVEIVIEW = = = = = = = m o e e e e e e e e e e e e e e e e e 35

7.2 Achievements === === - - o e e e e e e 35

7.3 LiMitations - - - = = = = = = o ¢ o o oo oo 35

7.4 Future ENhanCemeNts = - - - == == - oo oo m e e e e e e e e e e e e e 35

7.5 CONCIUSION = = = = = = = = = = - o oo e 35

CHAPTER 8: REFERENCES -------neeemmmmmmmeee e 36
vii

© Daffodil International University



CHAPTER 1: INTRODUCTION

1.1 Project Overview

| developed the ABC Proxy project as a modular, plugin-based Web Application Firewall (WAF) and reverse
proxy system to protect backend applications from common web-based attacks while giving developers a
plug-and-play security framework. | wanted to solve the problem | often saw during my work: traditional
WAFs were tightly coupled with backend implementations, forcing developers to bake security logic into
their own code. With ABC Proxy, developers can secure their apps without rewriting backend logic.

The system sits between the client and backend application, intercepting HTTP requests and responses,
applying security rules, and forwarding legitimate traffic. | built it with a plugin-based architecture so that
security modules can be added, removed, or reconfigured at runtime.

1.2 Project Purpose

1.2.1 Background

While interning at Backdoor Private Limited, | performed web vulnerability assessments using tools like
SQLMap. I discovered that | could bypass existing rate-limiting measures using multiple VPNSs. That finding
triggered my curiosity about Web Application Firewalls (WAFs). My research showed that most WAFs were
tightly integrated with backend logic, requiring developers to constantly adjust or implement their own
security solutions.

| wanted to change that by building a standalone, modular, easily integrable WAF that functions as a
reverse proxy.

1.2.2 Benefits and Beneficiaries

Benefits:
e Centralized security management for multiple backend services.
e Real-time detection and prevention of common attacks like SQL Injection, XSS, and brute force.
¢ Runtime plugin configuration without service restarts.
e Full observability with metrics, tracing, and logging.

Beneficiaries:

Developers — Can secure apps without touching core backend logic.
Security Teams — Can create/update rules without backend changes.
Organizations — Protect applications with minimal downtime.

End Users — Enjoy safer, more secure applications.
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1.2.3 Goal

My primary goal with ABC Proxy was to create an Enterprise level modular security gateway that can:

e Act as a high-performance reverse proxy.

e Dynamically load and run security plugins.

e Update rules without service restarts.

e Provide real-time monitoring and observability.
1.3 Stakeholders

Application Developers — Integrate ABC Proxy into deployment pipelines.
Security Analysts — Maintain rules and plugins.
System Administrators — Deploy, configure, and monitor the system.

End Users — Indirectly benefit from secure apps.

1.4 Proposed System Model

1.4.1 Model Structure

For the development of the project | followed the Waterfall Model.

Requirements

Analysis

Implementation

Deployment

Maintenance

Figure 1: Water Fall Model
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And the system uses developed using reverse proxy architecture with a plugin execution chain and organizing
the Project in Layered Architecture:

Client sends request which will be intercepted by my the Proxy.

\Z

Request flows through a chain of plugins (authentication,
validation, sanitization, etc.).

\Z

Validated requests are forwarded to backend services.

\Z

Backend responses pass through an outbound plugin chain.

\Z

Safe responses are returned to the client.

Figure 2: Layered Architecture
1.4.2 How | Used the Model

For the development Model, Waterfall is the best for any personal and one-dev project as it ensures all the
necessary stages are followed in a sequence manner. I also followed the same model to create the project.

For the projects architectural project, | used the Reverse proxy Architecture incorporating the Layered
Architecture in it. | designed the flow engine (flow.go) to execute registered plugins in a specific order
managed by the plugin manager. Each plugin handles its own task (e.g., JWT verification, SQL.i detection,
rate limiting) and passes the request forward. | made configuration fully dynamic, allowing changes without
restarting.
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1.5 Project Schedule

1.5.1 Gantt Chart

Development phases:

Phases

Requirement
Gathering &
Research
System Design
& Architecture
Core Proxy
Development
Plugin
Development
Dashboard
Development
Observability
Integration
Testing &
Optimization
Documentation
& Deployment

Figure 3: Gant Chart
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1.5.2 WBS Planning for Development Phase

Application Behaviour Controller

Core Layer Proxy Layer Plugin Layer Rule Engine Observability Dashboard Ul Storage Deployment
. || Httpserver u . o X | Exposing WebSocket Persistence u
Flow Engine setup Plugin Interface YAML config Metrics Intigration Storage Docker Image
Context |_| Reserve Proxy Default Plugin J|_| . | |_|Pluginandrules . Kubernate(if
Management Forwarding Creation Dynamic Parser Use Prometheus CRUD Redis possible)
= sQli = OpenTeIgmetry Memcash
Tracing
- XSS =y File/DB setup
— CSRF I— Migration File
= Ratelimiter
Figure 4: Work Breakdown
5
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CHAPTER 2: SOFTWARE REQUIREMENTS SPECIFICATION (SRS)

2.1 Functional Requirements
Here are the Functional requirements outline the behaviors and features that ABC Proxy will provide.

Proxy Request Handling

FR-01 Proxy Request Handling
Description Intercept and forward HTTP requests between clients and backend services.
Stakeholder System Administrator

Plugin Execution

FR-02 Plugin Execution
Description Execute plugins in a defined order for request/response validation.
Stakeholder Application Developers

Dynamic Plugin Management

FR-3 Dynamic Plugin Management
Description Add, remove, or update plugins at runtime without restarting the system.
Stakeholder Security Analysts

Rule-Based Filtering

FR-4 Rule-Based Filtering
Description Apply custom security rules for request validation (e.g., SQLi, XSS prevention).
Stakeholder Security Analysts

Rate Limiting
FR-5 Rate Limiting
Description Detect and block excessive requests from malicious sources.
Stakeholder System Administrator

Authentication Plugin

FR-6 Authentication Plugin
Description Verify JSON Web Tokens before forwarding requests to the backend.
Stakeholder Application Developers
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Dashboard Management

FR-7 Dashboard Management
Description Provide a Ul for monitoring metrics, managing plugins, and configuring rules.
Stakeholder System Administrator

Dashboard Management

FR-8 Dashboard Management
Description Collect logs, metrics, and traces for monitoring and debugging.
Stakeholder Security Analysts

Configuration Persistence

FR-9 Configuration Persistence
Description Store configuration in persistent storage (e.g., file, Redis).
Stakeholder System Administrator

Reverse Proxy Performance Tuning

FR-10 Reverse Proxy Performance Tuning
Description Ensure low-latency request forwarding with high throughput.
Stakeholder Application Developers

2.2 Non-Functional Requirements

Non-functional requirements describing how my system will operate.

ID Requirement Description Example

NFR-01 Performance Requests must be processed with < 1000 requests/sec handled with
50ms latency under normal load. 40ms avg latency.

NFR-02 Scalability System must scale horizontally via Deploying 3+ replicas under
container orchestration (e.g., load balancing.
Kubernetes).

NFR-03 Availability Maintain 99.9% uptime with Auto failover between nodes.
redundancy and failover
mechanisms.

NFR-04 Security All communication must be HTTPS-only proxy
encrypted via TLS. communication.

NFR-05 Usability Dashboard must be intuitive for Configure a new plugin in
both developers and security under 2 minutes.
analysts.
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NFR-06

Maintainability

Codebase must follow modular
architecture for easy updates.

Adding a new plugin without
modifying core logic.

NFR-07 Logging All requests and plugin outputs Centralized log storage with
must be logged for audit purposes. Kibana.
NFR-08 Interoperability Must support integration with Proxy Laravel APl and Go

different backend stacks (Laravel,
Go, Node.js).

microservices without config
changes.

2.3 Software Requirements

Software Component

Version/Details

Programming Language

Golang 1.21+

Frameworks/Libraries

net/http, Gorilla Mux, OpenTelemetry

Dashboard Framework

React.js/VVue.js with Tailwind CSS

Metrics & Monitoring

Prometheus, Grafana

Containerization

Docker 24+

Orchestration

Kubernetes 1.28+

24H

ardware Requirements

Component Minimum Specification Recommended Specification
CPU 2 cores 4+ cores
RAM 2GB 8 GB
Storage 10 GB SSD 50 GB SSD
Network 1 Gbps 10 Gbps
2.5 Dependability Requirements
Reliability
ID Reliability
Description | Proxy must not crash under high load; use panic recovery and request timeouts.
Stakeholder | System Administrator
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Fault Tolerance

ID DEP-02
Description | Fail gracefully if a plugin fails, skipping it while continuing request processing.
Stakeholder | Application Developers

Data Integrity

ID DEP-03
Description | Ensure configuration files and rules are validated before applying changes.
Stakeholder | Security Analysts

Backup & Recovery

1D DEP-04
Description Maintain backups of configurations and rules for disaster recovery.
Stakeholder System Administrator
Auditability
ID DEP-05
Description Maintain complete logs for compliance and forensic analysis.
Stakeholder Security Analysts
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CHAPTER 3: SYSTEM ANALYSIS

3.1 USE CASE DIAGRAM

Send Request

Apply Security Filters

Client View Dashboard

Configure Rules
Proxy System

Forward Request

Admin
Receive Response

Manage Plugins

Figure 5: Use Case Diagram
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3.2.1 Send Request

3.2 USE CASE DESCRIPTION

Clients send HTTP requests to the proxy server, which validates and forwards them to the backend.

Use Case Name

Send Request

Goal

Enable clients to send HTTP requests through the proxy for validation
and forwarding

Preconditions

Client is authenticated or allowed to send requests

Primary Actor Client

Secondary Actor Proxy System

Trigger Client sends an HTTP request to the proxy
Description / Main Success 1. Client sends an HTTP request to the proxy.
Scenario 2. Proxy receives the request and starts processing.

Post Condition

Request is accepted by the proxy system

Alternative Flow

Request is rejected if validation fails

3.2.2 Apply Security Filters

The proxy applies security filters/plugins on the incoming requests.

Use Case Name

Apply Security Filters

Goal

Validate incoming requests using security plugins such as JWT, rate
limiting, XSS, SQL.i detection

Preconditions

Proxy has received a client request

Primary Actor Proxy System

Secondary Actor N/A

Trigger Receipt of client request

Description / Main Success 1. Proxy runs the request through the plugin chain.

Scenario 2. Each plugin validates or modifies the request accordingly.

Post Condition

Request is either passed or blocked

Alternative Flow

Request blocked on any security violation

11
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3.2.3 View Dashboard

Admins view the system status, logs, and metrics via the dashboard.

Use Case Name View Dashboard
Goal Allow Admins to monitor proxy system health and plugin states
Preconditions Admin is authenticated
Primary Actor Admin
Secondary Actor Proxy System
Trigger Admin opens the dashboard Ul
Description / Main Success Scenario 1. Admin logs in.
2. Dashboard shows real-time system metrics and plugin status.
Post Condition Admin is informed about system health
Alternative Flow Error shown if dashboard data fails to load

3.2.4 Configure Rules

Admins configure security rules and plugin settings via the dashboard.

Use Case Name Configure Rules

Goal Enable Admins to add/edit/remove security rules and plugins
dynamically

Preconditions Admin is logged in

Primary Actor Admin

Secondary Actor Proxy System

Trigger Admin submits rule or plugin changes

Description / Main Success 1. Admin edits rules/plugins.

Scenario 2. Proxy validates and applies changes in real-time.

Post Condition New rules/plugins are active and saved

Alternative Flow Rejected if input validation fails

3.2.5 Forward Request

The proxy forwards validated requests to the backend services.

Use Case Name Forward Request
Goal Send validated client requests to backend services
Preconditions Request passed all security filters
Primary Actor Proxy System
Secondary Actor Backend Services
Trigger Security validation successful
Description / Main Success Scenario 1. Proxy sends the HTTP request to backend.
2. Backend acknowledges the request.
Post Condition Request is received by backend for processing
Alternative Flow Request forwarding fails if backend is unreachable

12
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3.2.6 Receive Response

The proxy receives backend responses and sends them back to clients.

Use Case Name Receive Response
Goal Receive responses from backend and relay to clients
Preconditions Backend has processed the request
Primary Actor Proxy System
Secondary Actor Backend Services
Trigger Backend sends response
Description / Main Success Scenario 1. Proxy receives response from backend.
2. Proxy forwards response to the client.
Post Condition Client receives the backend response
Alternative Flow Proxy returns error if backend response missing or corrupted

3.2.7 Manage Plugins

Admins add, update, or remove security plugins dynamically at runtime.

Use Case Name Manage Plugins
Goal Allow Admins to manage plugins without downtime
Preconditions Admin is logged in
Primary Actor Admin
Secondary Actor Proxy System
Trigger Admin submits plugin changes
Description / Main Success Scenario 1. Admin adds/updates/removes plugins.
2. System validates and applies plugin changes live.
Post Condition Plugins updated and active
Alternative Flow Changes rejected if plugin incompatible or invalid

13
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3.3 ACTIVITY DIAGRAM

| created activity diagrams using the system's use cases as a guide. Each of the system's essential functions are
shown in these diagrams.

Client

V

Send HTTP Request to Proxy

V

Proxy Receives Request

V

Start Processing Request

!
C)

Send Request

Figure 6: Activity Diagram
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Apply Security Filters

Proxy Receives Request

Pass Request through Plugin Chain

\
Apply Rule Engine

y

Security Checks
Passed?

~

Yes No
\/ v
Allow Request to Proceed Block Request and Return Error

L\‘/J

Figure 7: Activity Diagram of Apply Security Filters
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View Dashboard

&
|

Admin

{

Login to Dashboard

{

Fetch System Metrics and Logs

|

Display Dashboard Data

|

Admin Monitors System

v

®

Figure 8: View Dashboard
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Configure Rules
Admin

v

Open Rule Configuration Panel

v

Edit/Add/Delete Rules or Plugins

\4

v

Submit Changes

\4

Validate Changes

y

Yes

V

Show Validation Errors

Apply Changes Live

Figure 9: Configure Rules
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Forward Request

b

Proxy

V

Receive Validated Request

v

Forward Request to Backend

V

Wait for Backend Response

Figure 10: Forward Request
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Receive Response

Backend

\4

Send Response to Proxy

V

Proxy Receives Response

V

Forward Response to Client

Figure 11: Receive Response
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Manage Plugins

O
|

Admin

v

Open Plugin Management Ul

|

Add/Update/Remove Plugins

|

Submit Changes

v

Validate Plugin Compatibility

|

Valid
?
Yes \/ No
Apply Plugin Changes Live Show Errors and Reject Changes

@
Figure 12: Manage Plugin

20
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Activity Diagram Combined Flow

Send HTTP Request

Process Request

Proxy | Yes

Login

Manage Plugins &
Rules

I Dashboard | I Configure Rules & Plugins |

Submit Changes

| Clientl I Validate Changes |

|
Valid?

Apply
Changes Live?

\V—-No
Plugin Chain I Show Error Messages |

|
Apply Rules
\4

Rule Engine

Pass/Block?

Security Check
Passed?

Yes I\\ll/o
Forward Request to Backend l | Block Request & Return Error

v

I Backend Service |

Send Response

| Proxy Receives Response

Forward Response

Client Receives Response

Figure 13: Combined Flow
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SEQUENCE DIAGRAM
Send Request

The sequence diagram shows how the system components interact step-by-step to complete each process:

Client Proxy Plugins Backend
—Send HTTP Request=>
Process Request E
Plugins
_____ Return Processed |
Request
Forward Request——>
Client Proxy Plugins Backend
Figure 14: Send Request
Apply Security Filters
Proxy Plugins RuleEngine
——Execute Security Plugins%
——Validate Request——>
e Validation Result_ |
o (Pass/Fail)
et Filtered Request or Block |
Response
Proxy Plugins RuleEngine
Figure 15: Apply Security Filter
22
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View Dashboard

Admin Dashboard Proxy Plugins

Request Dashboard E
Data

——Query Metrics & Logs>
—Collect Plugin Data=>

«2Z Return Plugin Status- -

«2<: - Display Dashboard- - - - -

Admin Dashboard Proxy Plugins

Figure 16: View Dashboard

Configure Rules

Admin Dashboard Proxy Plugins

——Update Rules/Plugins—>

‘ Send Updated Config——>

——Apply New RuLes%

«- - - ‘Confirmation- - - - - -

Config Applied

Confirmation

«2Z'Show Success Message- - -

Admin Dashboard Proxy Plugins

Figure 17: Configure Rules
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Forward Request

Proxy Backend

Forward Request—>

Proxy Backend

Figure 18: Forward Request

Receive Response

Backend Proxy Client

Send Response—>

——Forward Response—>

Backend Proxy Client

Figure 19: Receive Response
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Manage Plugins

Admin Dashboard Proxy Plugins
— Vinagement >
—Retrieve Plugin List=>
Fetch Plugins——>
e % B Plugin List- = = = = = 4
.;.:E - Display Plugins- = = - -
Add/Remove Plugin——>
——Update Plugins——>
—Apply Changes%

-:{E - -Update Status=--- -

Admin Dashboard Proxy Plugins

Figure 20: Manage Plugins
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Sequence Diagram Combined Flow

Client Proxy Plugins RuleEngine Backend Admin Dashboard
—Send HTTP Request=>|
__Proc;slz;:guest_%
Validate Request—>
-2 -Validation Result - - - 1
i Filtered Requestor |
= Block |
alt ‘ [Passed]
Forward Request:
R B R SR R e Responses==+-sasddaicacasnanniasadaassad
<Forward Response——
‘ [Blocked]
<<—Block Response:
_Requeslt:)lztaashboard‘%
Query Metrics & Logs
Collect Plugin Data—>
ELCLERRY Plugin Status = = = = = -
--------------------------------------------------- Aggregate; Datas s e esammisre e esssnassmemes sassiaaessssile
«2Z% - Display Dashboard- - - - §
——Update Rules/Plugins—>
Send Updated Config
Apply New Rules%
PECEEREE Confirmation: <=« =« «+
--------------------------------------------- Config Applied Confirmation========ccceeemeacccabonamcnncccacaaaaaann-te
+2%Show Success Message - - §
Client Proxy Plugins RuleEngine Backend Admin Dashboard

Figure 21: Sequence Diagram Combined Flow
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View/Conﬁgure%

Send Config Updates

3.4 Data Flow Diagram
DFD Level O

Fetch Data

r—Fetch Rules

Dashboard

%

View Logs
&

Apply Updates

Plugin Configurations

Security Rules
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Figure 22: DFD Level 0
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Figure 23: DFD Level 1

© Daffodil International University

27




updates

3.6 ENTITY RELATIONSHIP DIAGRAM

USER
int user_id PK
string name
string email
string password_hash
datetime | created_at
generates

REQUEST_LOG
int log_id PK
int user_id FK
string method
string url
string status_code
datetime | request_time
datetime | response_time

PLUGIN_CONFIGURATION
int config_id PK
int plugin_id FK
string config_key
string config_value
datetime updated_at

ADMIN
int admin_id PK
string name
string email
string password_hash
datetime | created_at

defines

SECURITY_RULE

int rule_id

PK

string name

string type

manages
string pattern

string action

datetime | created_at

applies to
PLUGIN
int plugin_id PK
string name
string description
string status
datetime | created_at

has
produces
METRICS
int metric_id PK
int plugin_id FK
string metric_name
float metric_value
datetime | recorded_at

Figure 24: Entity Relationship Diagram
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CHAPTER 4 :SYSTEM TESTING

4.1 Introduction to System Testing

System testing verifies that the ABC Proxy Security Gateway works as intended when all modules including
the proxy, plugin chain, rule engine, dashboard, and backend integrations operate together.
The goal is to ensure:

Functional correctness

Security rule enforcement

Plugin execution flow

Performance and reliability under load

4.2 Testing Strategies

4.2.1 Test Approach

Unit Testing for each plugin, rule, and core module.
Integration Testing between proxy, plugins, and backend.
System Testing for end-to-end request flow.

Security Testing for vulnerabilities (SQLI, XSS, CSRF).
Performance Testing under simulated traffic.

4.2.2 Pass / Fail Criteria

Pass: The feature meets requirements without defects.

Fail: The feature deviates from expected results or causes system errors.
4.2.3 White Box Testing

Test internal code logic, plugin execution order, and rule validation functions.

Example: Ensure XSSFilterPlugin correctly sanitizes input before forwarding.
4.2.4 Black Box Testing

Test request/response behavior without viewing internal code.

Example: Send malicious payloads and verify they are blocked.
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4.3 Testing Schedule

Phase Start Date End Date
Unit Testing Aug 2025 Aug 2025
Integration Testing Aug 2025 Aug 2025
System Testing Aug 2025 Aug 2025
Performance & Security Testing Aug 2025 Aug 2025
4.4 System Test Case
Test Case Designed | Design | Executed | Executed | Pass/Fail Comment
By Date By Date
1. User Walid 15 June | Walid 22 June Pass Registration form works
Registration 2025 2025 correctly with valid input.
2. User Login Walid 15 June | Walid 22 June Pass Login redirects to dashboard;
2025 2025 error shown for wrong
credentials.
3. Send Request | Walid 16 June | Walid 23 June Pass Requests are correctly routed
via Proxy 2025 2025 through the proxy to the
backend.
4. Apply Walid 16 June | Walid 23 June Pass Malicious payloads (XSS,
Security Filters 2025 2025 SQLi) are blocked
successfully.
5. View Walid 17 June | Walid 24 June Pass Dashboard displays live
Dashboard 2025 2025 metrics and request logs.
6. Configure Walid 17 June | Walid 24 June Pass Rules can be created,
Rules 2025 2025 updated, and applied without
error.
7. Forward Walid 18 June | Walid 25 June Pass Requests are forwarded only
Request 2025 2025 if they pass security filters.
8. Receive Walid 18 June | Walid 25 June Pass Response from backend is
Response 2025 2025 returned correctly to client.
9. Manage Walid 18 June | Walid 25 June Pass Plugins can be activated,
Plugins 2025 2025 deactivated, and configured
dynamically.
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CHAPTER 5: DEVELOPMENT TOOL AND TECHNOLOGY

5.1 Development Technology

e Golang (Go):
Primary backend programming language for building the proxy server, plugin system, and rule engine
with high concurrency support.
e JavaScript (React/Vue)
Frontend framework for building the interactive admin dashboard, rule configuration panel, and live
request monitoring.
e HTMLS:
Structured the dashboard and Ul components.
e (CSS3 + Tailwind CSS:
Styled the dashboard with a clean, responsive layout.
e PostgreSQL:
Used for storing rules, plugin configurations, and admin user data.
e REST API (JSON):
Communication between frontend dashboard and backend proxy for rule management and monitoring.

5.2 Development Tools and Platforms

e Visual Studio Code (VS Code):
Main code editor with Go, JavaScript, and Docker extensions for fast development.
e Google Chrome DevTools:
Debugged and tested dashboard Ul and API responses.
e Command Line Interface (CLI):
Used for running Go commands, managing Git, and executing Docker builds.
e Git & GitHub:
Version control for source code, collaborative development, and backup.
e XAMPP:
Used for quick local testing of dashboard integrations.
e Postman:
Tested and verified backend API endpoints.
e Docker:
Containerized the proxy and dashboard for deployment in a microservices architecture.
o Kubernetes (K8s):
Managed scalable deployments in a cloud environment.
e Prometheus/Grafana for observability
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CHAPTER 6: USER INTERFACE

ABC Pl’oxy Dashboard Overview Env:  staging

>ateway (Mock Ul)

Dashboard
Plugins

Rules
Requests per hour L Plugins
Logs

110

Settings

= Rate Limiter
admin@company.com o Limit E

XSS Filter

Recent Security Events

Time Source IP Path Plugin Action

192.168.1.12 /api/login Rate Limiter Blocked

Figure 25: Dashboard

32
© Daffodil International University



ABC Proxy Plugin Management ¢ disable, or con L s v staging

irity Gateway (Mock Ul)

Security Plugins
Dashboard i/ <

= Plugin Name Description Status Actions
Plugins

Rulles SQL Injection Filter E s SQL inje pts Enabled Configure
Logs XSS Filter Prevents cross-site scr ks Enabled Configure
SHiings Rate Limiter essive re om a single Disabled Configure

JWT Validator Valid S Web Tc Enabled Configure
admin@company.com

Body Validator aands & Disabled Configure

Request Logger e logs to DB Enabled Configure

Figure 26:

ABC Proxy Security Rules ¢ and manage security rules nv:  staging e Admin

Gateway (Moc

i Add New Rul
Dechboard Security Rules lew Rule

Plugins Rule Name Condition Status Options
Rules SQL Injection Prevention SQLIn r Request URI contains SQL keywords Enabled

Logs XSS Filter Request contains script tags Enabled Edit | Delete

Settings
Rate Limit Excess R imiting IP requests > 100/min Disabled

admin@company.com Admin Path Protection Custorr URI contains ‘/admin’ Enabled

Figure 27: Rules
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ABC Pro System Logs View and analyze security t v:  staging e Admin

Security Gatew

- Clear All
Dashboard Log Filters -

Search Logs Event Type Date
Plugins
Search logs... All Event Types mm/dd/yyyy Apply Filters

Rules
Logs

Security Events Log Export CSV Refresh
Settings

Timestamp Event Type Source IP Message Action Taken

admin@company.com 2025-08-12 14:23:01 Info 192.168.1.10 pi/users Request forwarded to backend

2025-08-12 14:22:48 Blocke 172.16.5.33 /ap in SQL Injection attempt detected in query param...
2025-08-12 14:21:10 Warning 10.0.0.15 api/logir Rate limit approaching (85/100 requests)
2025-08-12 14:20:33 203.45.123.89 ap arck XSS attempt detected in search parameter

2025-08-12 14:19:55 192.168.1.25 api/auth JWT token validation failed

2025-08-12 14:18:22 172.17.0.12 api/data Request processed successfully

cmlemd Ao s rATRAM

ABC Proxy System Settings Config em p a s Env:  staging o Admin

vay (Mock Ul)

Dashboard © General Settings d] System Status

z System Name Environment Uptime 7d 14h 32m
Plugins
ABC Proxy Staging v2.4.1

Rules
Administrator Email

Logs
admin@company.com

Settings
System Description

Signed in as ABC Proxy is a security gateway that monitors and controls network traffic. . .
. Quick Actions
admin@company.com

Clear Cache

Save Changes Restart Services

Reload

Export Config
Do C

iguratior
& Security Settings I
s Reset to defaults
Enable Two-Factor Authentication .

Require 2FA for admin access

Session Timeout :
30 minutes Vv

Auto u ctivity  Health Check
Figure 29: Settings
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CHAPTER 7: PROJECT SUMMARY
7.1 Overview

The ABC Proxy Security Gateway is a modular, pluggable reverse proxy system designed to intercept,
validate, and forward client requests to backend services. It includes a robust plugin architecture for applying
security rules such as SQL injection prevention, XSS filtering, and rate limiting. The system is complemented
by an interactive dashboard for real-time monitoring, rule configuration, and plugin management.

7.2 Achievements

e Designed and implemented a high-performance, pluggable proxy architecture in Golang.

e Builta rule engine to enforce customizable security policies.

e Developed an admin dashboard using React/VVue configuration and monitoring.

e Implemented observability features for tracking requests, responses, and security actions.

e Integrated PostgreSQL database for persistent storage of rules, plugin settings, and admin credentials.
e Enabled Docker and Kubernetes compatibility for scalable deployment.

7.3 Limitations

e Cannot inspect encrypted payloads without performing TLS termination.

e Requires manual rule creation; no built-in automated threat intelligence integration.

e Plugin runtime configuration changes require dashboard or API interaction.

¢ High-performance under heavy loads is dependent on server hardware and optimization.

7.4 Future Enhancements

e Al-based anomaly detection to identify threats beyond predefined rules.

e Multi-language plugin support to allow plugins in Python, Rust, or Node.js alongside Go.
e TLS termination support for inspecting encrypted traffic securely.

e Distributed mode for multi-node scaling across different regions.

e Self-healing and auto-scaling capabilities using Kubernetes advanced features.

7.5 Conclusion

The ABC Proxy Security Gateway successfully delivers on its goal of providing a flexible, pluggable, and
secure middleware solution for request interception and filtering. With its modular plugin architecture and
powerful rule engine, it enables security analysts and administrators to manage web application security
dynamically. While there are some limitations—particularly in encrypted traffic handling and automated
detection—the foundation is strong for future expansion into Al-driven security and distributed deployments.
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