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ABSTRACT

Image Steganography is one of the essential fields for secure data transmission which hide a secret message
inside an array of digital image so that the human examiner cannot perceive it. However, issues such as limited
embedding capacity and susceptibility to attacks require more robust and efficient techniques. In this research
work, a secure DWT based image steganography approach is proposed to enhance embedding capacity and
robustness. Utilizing the multi-resolution features of DWT the method decomposes the cover image into
frequency sub-bands and achieves optimal hiding in the zones with excellent invisibility. We incorporate a
strong encryption scheme in the embedding process to hide hidden data from an unauthorized extraction.
Moreover, adaptive embedding methods are adapted to change data insertion according to image features,
resulting in a huge increase in capacity without sacrificing visual quality. Extensive experiments show that the
proposed method achieves clear improvements in imperceptibility, capacity and robustness of attacks
including noise addition, compression, and cropping. So far, this work takes a significant step forward in the
state of the art of secure steganography (i.e., data hiding), as it provides an extremely secure solution that is

both high-capacity and robust.

Keywords : Image Steganography ,DWT, Huffman encoding, RGB , YUV, Binary String
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Chapter - 1

Introduction

1.1 Background and Motivation

Due to the expansion of technology, the need for the transfer of encrypted files through the Internet has
become a daily routine in our lives, and we continue every day to send and receive files. Everything from
personal details to company information to top secret government files is sent around networks every
second, millions of pins through a maze of cables, switching hops, switches, resting nodes, and back to
ports. But this ease of use is accompanied by real danger, with harmful invasions, attempts to hack, and
data misuse on the rise. Securely transmitting such information has thus become a primary concern of the

digital age.

Steganography from the Greek word “steganos” (hidden or covered) and “‘graphein” (writing) has become
an interesting way to solve these issues . Steganography is defined by Mark Kahs as “the art and science of
communicating in a way that hides the existence of the communication itself . Steganography, unlike
cryptography, hides the fact that a message exists at all, rather than simply encrypting its contents. The
fact that two steps must be bypassed before data can be accessed provides another layer of security; an

attacker must not only find out that there is data being concealed, but also be able to remove that layer .

In the simplest terms, the goal of steganography is to hide secret information in the cover medium, which
we call the carrier object, in such a way that it should not be visible based on human eye perception and it
should not be detectable even with the general digital analysis tools. This carrier object can be for example
a digital image, an audio file, a video or even a simple text document. In a case of image-based
steganography, a high-resolution photograph serves as the cover object, with the secret message
penetrating pixel values of it . A good steganographic technique fulfills three main criteria:

Capacity: capacity refers to how much data can be embedded into the carrier without it degrading, or
becoming detectable. For instance, an image steganography technigue might enable a user to conceal an
entire document within a single photograph.

Imperceptibility: The degree to which the modifications applied to the carrier object remain undetectable
by human perception. For example, if a secret message is hidden in a photo of a family gathering, the
altered image should look identical to the original.

Robustness: This is the strength of the steganographic method against attempts to detect or remove the
hidden message. A good steganographic algorithm, for instance, allows the secret data to survive
compression, resizing or other modifications of the carrier object .

If we want to appreciate the importance of these criteria, let us take a journalist working in a politically
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sensitive environment as an example. They might have to quickly alert their editor to sensitive information
without tipping off whoever’s listening in. This way, they can transmit the information safely without
being detected by any authorities or enemies by embedding the data in some harmless looking file (like a
vacation photograph, for example). The cover carrier object (the photo) and secret message (the data) are

combined to create the stego-object (the photo).

Steganography has been in use for centuries, dating back to ancient Roman times where messages could be
hidden within wax tablets or invisible ink. New age has redefined the steganography with advanced and
enhanced techniques, that provides better level of capacity, imperceptibility and robustness using large
datasets like Discrete Wavelet Transform (DWT) and Discrete Cosine Transform (DCT) etc. Besides
providing secure communication, these techniques are used in watermarking, copyright protection and

authentication.

Challenges with Steganography, despite its potential, is not devoid of challenges. As attackers are adopting
advanced tools and algorithms to identify and retrieve hidden information, there is a dire need for more
secured and resilient techniques. Our study attempts to overcome these obstacles by introducing a new
steganographic technique that promises increased embedding capacity and robustness without forgoing
imperceptibility, thus contributing to the development of modern secure communication methods.
Stego-object=cover carrier object+secret message

Figure: 1.1. A good steganography

As part of the desirable property of good quality steganography, the aforementioned key aspects (visual
imperceptibility, adequate embedding, robust, and secure) are often taken as the steganographic objective. The
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visual imperceptibility means the weakness of the human visual system to detect differences in the stego-
image, quantified by the peak signal to noise ratio (PSNR). Embedding capacity denotes the hidden
information in a cover image.

Robustness: Ability of stego- image to preserve its original hidden information, even after using different
processing techniques like cropping, scaling, filtering etc. Also, one can sounds protection against
steganography and protect the integrity of confidential data. The goal of steganography algorithms is to
maximize embedding capacity without compromising the security and integrity of sensitive information.

But with technology advancing and faster computing methods it got easier to use and modify image. Images
are then clearly climbing the ranks in terms of the steganography medium. The most obvious method for
achieving real-time covert communication is to replace the image or audio signal that conveys your secret
message with a image. Most of the work related to image steganography was accomplished utilizing spatial
domain methods like LSB (Least Significant Bit). So among all the methods, LSB embedding is the best choice
for image steganography in terms of simplicity, speed, and ease of use. However, the fact that it offers less
defense and resilience to attacks is a disadvantage . The next one is DCT, which isa key feature in digital
signal processing. Therefore, the Discrete Cosine Transform (DCT) have been used to compress the signals.
ECG signals in Electrocardiography can be achieved by using DCT. Compared to DCT, the DCT2 has a
smaller compression ratio. In DCT based, the text message is hidden in the least significant bits of the digital
images, discrete cosine (DC) coefficient. Typically, the application that stacks information uses the DCT to
Add it to the image. DCT makes small changes to each image in the film small enough that the naked eye
cannot detect the changes. A major problem with the block-based DCT compression algorithms is that it
provides observable artifacts at the block boundary due to the poor quantization of the coefficients. Another
alternative approach is DWT, or Discrete Wavelet Transformation. Each technique has its own advantages
and disadvantages. DWT, for example, which is computationally more intensive but yields a better lossless
compression ratio without losing more information from the image. DCT alone doesn't require much
processing power, but the block artifacts tend to hide some information. Encryption is another technique used
to protect data and secure communication, but in this case outsiders can read the ciphertext, but not understand
or use it. stealing. Any data sent over the Internet or any method that operates on the client side of the web
application must be secured adequately. To tackle the information security and resolve this issue, a number of
information encryption and information masking techniques have been developed. Cryptography is the act of
converting a secret communication into unintelligible information to encrypt the information. Due to an
increase in cybercrime around the world data security should always be current because internet transmission
of data requires strong protection and a proper security (Mogale et al., 2018). In this article, you will discover
two things that allow you to keep your data hidden to those who should not know it. The primary purpose of
cryptography is to keep the contents of messages private, while steganography aims to obscure the existence of
a message. The type of stenography depends on the kind of information that is concealed in the covered media.
The first, called audio stenography, involves hiding messages in sounds. The hardest part, the technique, is due

to it being extremely hard to insert or delete data in the structure of an audio file. The second type Text
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stenography, it is full stenograph text writing with private messages. It is such an incredibly arduous process.”
The reason is that text files don't have much excess information that could be replaced by a secret message.
This technique is called image stenography and the secret message is integrated into digital photo files (the
most common type). There are two basic techniques in image stenography, spatial domain, and transform
domain. Least Significant Bit (LSB) is the simplest and most used technique in the spatial domain. The two
most widely used steganographic domain transformation methods are discrete cosine transformation (DCT)
and discrete wavelet transformation (DWT). They are also the most subtle and effective techniques. The data
is masked by DCT and DWT in portions of the image that are less prone to cropping, compression, and image
processing. Inconspicuous "Security Of Hidden Communication, Steganography has three principal challenges,
Robustness, Capacity, and Robustness. There is no steganographic technique that can be used to solve these
three problems at the same time . This paper addresses the main steganographic concerns: robustness to
specific attacks, the amount of covert data that can be embedded and qualities of both the stego-medium and
the stego-method that ensure simplicity and visual quality. This technology is based on a Huffman encoding
by Amitava Nag et al. Huffman encoding internally also acts as one form of authentication (Huffman table
cannot decode a single bit change in Huffman coded bit stream). It is first encoded using Huffman coding,
before being embedded into the cover frame. In case we need to map a single symbol to a single code word,
Huffman codes would be the best option. A 2-D image of dimension M2 N2 is used to generate a 1-D bits
stream of length LH M2 N2 using Huffman coding, which assigns each picture intensity value a binary code.
In this technique the main goal is to use DWT (Discrete Wavelet Transform) based image steganography

analysis. In this system, I've simplified the system by using 1-D DWT.
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Cryptography

The word “cryptography” is derived from the Greek words “Cryton” (hidden) and “Graphein”
(writing, which in Greek means “hidden writing”). Personal data needs to be protected so that even if
it is taken, it is then rendered useless or cunningly prevented from being readable cryptography tries
to achieve this by transforming the data into another form and then encrypts it before it travels over an
uninhibited path. Encryption produces a one-to-one correspondence between the original data and the
modified data, thus allowing the original data to be recovered following decryption. The encryption
process is performed by a transmitter at one end of the communication channel and the decryption of
this information is carried out by a receiver at the other end. Cryptography is an overarching term for
a variety of encryption algorithms that encrypt text-based data. To protect sensitive data, cleartext
data is transformed into ciphertext data using a, b, or ¢ methods. Symmetric-key cryptography uses
the same key for both encryption and decryption. Unlike public-key cryptography, which uses two

different but mathematically related private and public keys.

Watermarking

Watermarking It integrates the digital code in the host audiovisual content . This digital signature
identifies the content owner and prevents any illegal and unauthorized reproduction. Watermarker
content is a watermarked object, also known as watermarker code, that provides greater content
security. While changing the imperceptibility, watermarking combines the watermark code and the
digital data. Its many applications include digital fingerprinting, intellectual property protection (IPP),
copyright protection, and broadcaster monitoring. This technique of digital watermarking in which
the hidden message is not visible please to the untrained human eye behind the cover carrier item. As
an instance, quantum watermarking is utilized to hide the owner and specific information in
multimedia quantum data such as audio, image, and images. All concealed messages that might be
used are the author's name or signature, the business logo, or any other symbolic design. It must then
be encoded using a special key or method for the recipient to decrypt a secret communication.
Different types of watermarks such as invisible, source-based, destination-based, as well as

watermarking in the spatial and temporal domains.
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1.2 Problem Statement

Looking at earlier work, they saw that while many academics had created various methods for hiding
data, most of them tended to face the issue of poor capacity for embedding. Currently the most
advanced technique that is in use, is LSB-based. LSB, however, is not secure enough. The DCT &
DWT idea follows. Many researchers had problems with DCT-related blocking artifacts. As a result,
comparing DWT to the remaining approaches in size reduction as a high compression ratio without
any further image information loss makes DWT the recommended methodology for the researcher to
implement. It has its drawbacks as well, being a bit more demanding in terms of processing power.
The same problem termed as limited concealment capacity became the worst nightmare for maximum
researchers working on the steganography as a result of which they would not be able to push a huge
quantum of data at certain instant of time which disobeys one of the important steganographic
principle. Ahmed et al tried to combine DWT and DCT (2014). But the problem was the limited
ability to hide. It might be also worth mentioning that him and also many researchers and faced this
kind of issue. Another big issue with most modern algorithms is the complexity of the process. A lot
of mathematics is necessary to use those processes. Due to these complexities, the procedure may
not always be judged. Most models come with capacity limitation and complexities and are
computationally expensive. There are situations in which a lot of information has to be fitted in. But
due to limited capacity, it is usually impossible to hide all the information simultaneously. With these
two considerations, | will like to develop a method that will enable me to solve each of these issues

which is a balance between complexity and embedding capacity.

1.3 Research Questions

First question: What potential security effects might the identification of a DWT for image
steganography have on embedding procedures?

Question 2: Does this strategy take into account the shortcomings that are already present?

1.4 Research Objectives
e To increase image steganography's embedding capability
e To eliminate the intricacy seen in the alternative model

e To assess and compare the results of the suggested model
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1.5 Research Scope

Digital data protection is becoming increasingly crucial, especially for personal data. Digital
steganography has been developed quickly as a data security method and has garnered a lot of interest
from both the academic and industrial communities. Three factors are used to assess the efficiency of
steganography. The maximum amount of information must first be provided through the
steganographic process. The embedded data also needs to be invisible to the viewer. Third, the
receiver must successfully obtain the concealed information. Thus, it is determined that DWT is a
significantly better method because it enhances the payload of the steganographic process through
data compression. Another compression method that compresses the secret data is Huffman
encoding. A vast amount of data can be compressed by this lossless encoding. So it can be used as
a significant method of encryption of secret data which helps to encrypt and compress a secret data
at a time. Increasing embedding capacity is now a major issue for any kind of methodology. Also
we can see many methodology of steganography which are computationally very much complex,

we have a lot of scope in this sector to make the system easier .
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Chapter 2

Literature Review

Image steganography techniques can be divided into a number of categories, such as reversible and
irreversible, compressed and uncompressed (raw), and domain-based: realms of transformation and

space
2.1 A Case Study on the LSB

LSB-Steganography can help us hide the communications inside of an image by replacing the least
significant bit of the image with the bits of the message to be hidden. This technique is used because
it is less complex and much better at hiding the information as well as less likely to spoil the original
image. Despite all of these benefits, conventional LSB techniques have some significant
disadvantages, such as the potential loss of hidden data owing to image manipulation, the
vulnerability of hidden data to simple attacks, and the high transmission rate caused by the size of the

stego image.

Value : 255 ?nnnnnn
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Most Significant Least Significant
Bit(MSB) Bit(LSB)
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Change in bytes is 99.99999% Change in bytes is 0.000002%

Figure:2.1. LSB method
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As per the above graphic, changing the MSB (Most Significant Bit) makes the bit more significant:
99.99999%. that the human eye can see . Thus, to align the encrypted data we cannot change the
significant part of a photograph. Instead, it shows how changing the LSB (Least Significant Bit) has
only a tiny effect on the image—0.000002%. Moreover, it shall remain undetectable by both human
eyes and every other detection system. Methods: LSB The method LSB (Least-Significant Bit)
replaces the least significant bit of the image on the basis of the image .
S. Channalli et al. proposed a method for hiding the data. The secret data bits and the LSB of the
pixel are modified using a special key which is the stego key. a random key value together with some
M x N pattern bits. In the embedding phase, each pattern bit is iterated and compared against a secret
message bit; if matched, the pattern modifies the second LSB bits of the "original™ cover picture; if no
match, nothing is changed. As every secret bit must in addition to embedded one block of (MxN)
pixels, so the secret capacity is low. Y. K. Jain et al. solved it using the primary way to generate a
stego key Data was a method to divide the image pixel range. This private key embeds five different
ranges of the gray level of the image, with the number of replaced bits shown in the least significant
bits of the image. Its main limitation is that it relies on a secret message, which it embeds other
signature components. V. Madhu Viswanatham et al. The work in proposed Image steganography
using LSB substitutions and selecting a random pixel within the Area of picture cover. And then it
picks the area where the hidden secret data should be and generates random numbers. The key benefit
of this novel approach is the concealment of data within the buried data, but the downside is that data
embedding does not take visual quality into account when selecting pixels to embed data.
Furthermore, H. Motameni et al. presented the data concealing mechanism which hides hidden data
using the least significant bit (LSB) approach to mark dark spots of the stego image. This method
only works with binary images, and it took significant computation time to find these dark areas
regions. It has not been tested on textured images and does not yet operate well on color or grayscale
images. (p) of randomization through the blue plan or partial green plan during the randomization
process, Mamta Juneja et al. propose two LSB based components. Sandy et al. This image
embedding system creates an image hash and encapsulates the data entries into the red plan of the
image using pixel selection through random number generation. Image quadrants have been used to
hide changes to an image. Stego key generates random numbers to choose coordinates in pixel. It
aims at minimizing the distortion rate and enhancing the protection of the concealed data. To
enhance the embedding ability, Tseng et al. proposed an adaptive LSB replacement method to embed
data based on edges. Embedding can use up to a single four LSBs. Although this approach has a
greater embedding capacity, it displays low visual imperceptibility (PSNR<35 dB). To make it more
trustworthy, it adds an Advanced Encryption Standard to pixel locations at the edges of the cover
photos.
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2.2 A Case Study on the DCT

Using the discrete cosine transform (DCT) the image can be transformed into less important (for the image
quality) components (or spectral sub-bands) When working in DCT, an image (of a sequence of image frames)
is split into square blocks which in turn are passed to the ALU. Each block is then transformed by its DCT and
its DCT-coefficients are quantized. This approach can cause blocking artifacts, especially where data
compression ratios are high.
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Figure: 2.2. DCT technique

An image steganography algorithm based on (discrete) cosine transforms (DCT) typically processes an image
by dividing it into non-intersecting square blocks, and applying a DCT on each of them followed by quantizing
the coefficients. Lossy compression happens during the quantization step when high-frequency coefficients that
have less significance are compressed or eliminated. This property is the reason DCT-based algorithms
popular for steganography and compression such as JPEG. There are several researchers who have used the
DCT coefficients to hide the additional information, few important works are discussed below.

Yang and Bourbakis (2005) Put forth a method for high bitrate information hiding in compressed digital
images, exploiting DCT focus on certain coefficients. The method was robust to compression, but introduced a
visual artifact at higher compression ratio. Ma and Li (2010) Developed secret data hiding in the quantized
DCT coefficients of luminance blocks which guarantees very low distortion in the visual quality. Although it
was resistant to compressing attacks, the embedding capacity of the method was limited due to its dependence
on particular coefficients. Wong et al. (RAO, 2009) provided A technique based on interleaving the DART
encoding technique with Reverse Zero-Run Length (RZL) encoding and DCT coefficients was developed for
data hiding by the authors. This led to a more efficient and robust version than simple matrix encoding. They

did not evaluate its performance against common attacks such as filtering or resizing.
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Xue and Zhou (2019) Introduced adaptive image steganography using distortion optimization to embed
information in DCT coefficients. The technique guaranteed that the hidden data had little impact on the overall
image quality. But, due to its optimization on perceptibility, embedding capacity was still limited.

Zhang et al. (2015) Using DCT-based Steganography by hiding the data in the trailing coefficient and
obtaining a 100% survival rate in case of compression. However, it relied on rather specific coefficients for
hiding, limiting its embedding capacity. Zhao et al. Steganography (2015) Novel steganography using dct
embedding resistant to steganalysis with good imperceptibility and even high robustness. This approach was
computationally expensive, making it less scalable with big data. Ju and Liu (2016) Published a secret-sharing
technique based on quantized DCT coefficients for embedding. Although such a method enhances the visual
guality and robustness of stego-images, it limits the capacity of the embedding due to quantization.

2.3 A Case Study on the DWT

The discrete wavelet transforms maps pixel values of image pixels into wavelets. This technique does FFT,
that is, converts the domain into frequency domain and High-frequency and low-frequency data. DWT Split
the image into many bands to hide the text. Least significant bit method over frequency domain is employed
to hide the data. A Stego-image is acquired by the addressee. After extraction and decrypt, the original
message is recovered

DWT splits a component into four frequency sub-bands named

LL- Vertically and Horizontally low pass

LH - Vertically high pass Horizontally low pass
HL - Vertically low pass Horizontally high pass
HH — High pass both Horizontally and Vertically

LL1 HL1
Tow-wise column-wise
DWT L H DWT
— ——
LH1 HHI1

(a) First leve] of decomposition

LL2[HL2
HLI HL2 HL1
LH2|HH| LH2|HH2,
LHI1 HHI LH1 HH1
(b) Second level of decomposition (c) Third level of decomposition

Figure:2.3. DWT technique
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A live explanation of atomic DWT is here. It also divides up the frequency of the image in DWT. It
splits by row first and column next. This results in the generation of four sub-bands: LL, LH, HL,
and HH. In the first level of decomposition, four sub- bands created, while four sub-bands formed
from sub-band generated in 1D DWT in the second level of decomposition. For 2-D decomposition, it
will have a total of sixteen sub-bands. Moreover, it again creates four sub-bands from each sixteen
sub-bands from the third level of decomposition, whilst the rest of sub-bands remain unchanged. As
the breakdown increases, the approach becomes more difficult.

Human vision is more sensitive to low frequency (LL sub band) As a result of not degrading the
image quality, compared with the LL sub-band which is very sensitive to small alterations and hence
not effective for hiding information. The other three sub-bands belong to the high frequency, are
unresponsive to minor changes and still contain unnecessary information like texture and edge
characteristics. Mstafa et al. (2015a) utilized the BCH algorithm to amplify the security of a secret
message. The high-frequency and midrange coefficients were then used for embeddings. The
approach made use of two keys, an extractor key and an embedding key, to enhance security further.
The first key was used to scramble (to randomly shift by a certain number of bits) the secret message
prior to BCH encoding. The message was decoded with the second key after BCH encoding.
However, it had one disadvantage: A poor embedding capacity. Sadek et al. (2017), used human skin
as Region of Interest (ROI) for embedding films. To enhance the robustness, a three-level DWT was
included on blue and red channel. Though the proposed approach reduced capacity, their approach
was computationally more expensive. The investigators Kumar and Singh in 2018 used coverable
stacks of 8 bit per 1 bit LSB of third level DWT segmentation to gain enhanced stealth but since it is a
robustness vs capacity trade off it will limit the amount of payload that can be steganographed. To
prove that the hidden secret data is legitimate, K. S. Babu et al. An authentication method that hide
the data inside a cover image was proposed in. Secret message is transformed from spatial domain to
discrete wavelet transform and embed into cover image spatial domain. The DWT coefficients were
then shuffled using the verification code. This approach is computationally intensive. 2 L. Tong, Q.
Zheng-dingColor imaging by DWTREVIEW?2017. In this method, the private data is hidden in a
publicly available color image using a quantization based method. However, in the second case
method a subliminal channel is created through grayscale pictures as a cover object in the routine of

using the transform coefficients of a two dimensional discrete transform.

Dr. H. Rohil et al applied DWT to colored images and its Arnold transformation. enhanced security.
DWT is then applied separately on the three plans followed by the cover image. Then the Arnold
Transform is applied to the secret image and the different color types of altered secret images are
isolated. Subsequently, HL, HH and LH sub- bands were encoded using secret image plans. Ahmed
et al. In (2014), the DWT and DCT combination algorithm was used to perform the embedding in the
frequency domain. The process starts by encrypting the sensitive data using the RSA technique
before embedding them to enhance security. But hiding had a definite ceiling here. Ramalingam et al.

introduced a method based on a combination of the DWT localization and embedding in DCT and
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DWT coefficients for minimum distortions. (2016). The downside of this approach, however, was

that it was not compression-tolerant. Kolakalur et al. (2016) proposed a method in which he used

The secret data was embedded as image on the cover frames in the HH sub-bands using LSB. The red
channels among each block were used for discrete wavelet, but the system robustness for attacks was
not tested. Lu et al. used a one-level DWT technique. to hide a palm print based on motion analysis,
though the weak hiding characteristics of the technology were a disadvantage (2010) In this Dr
Ahmed Abdelwahab and Dr Ali Hassan proposed data hiding method in DWT domain both cover
image and secret image passed through 1-level DWT. A disadvantage of this strategy is that what is
returned is not exactly like the embedded version. DWT and histogram shifting LSB based lossless
data hiding hybrid method was presented by Wahab et al. (2015) to conceal the image in video
frames. Secret data was hidden in high-frequency sub- bands including diagonal, vertical, and
horizontal sub- bands. Use modified high-frequency wavelet sub- band histograms to free up more
space before implanting confidential data. To increase capacity and imperceptibility, only fading

pixels were used for embedding; however, embedding was performed independently in the frames.
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Figure: 2.4 2D-DWT methodology

This study was motivated by the shortcomings of the existing image steganography techniques. We
can observe that the main issue with the above techniques were either its complicated methodology or
limited embedding capacity. In this paper, | attempt to fix these important defects. | am attempting to
visually concentrate more in order that the way doesn't become if they want to suspiciously comples and also

for enhancing embedding capability .
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CHAPTER 3

RESEARCH METHODOLOGY

An experimental design technique was used to validate the model presented. The experimental design of this
methodology consists of two parts: the implementation of the complete proposed model for data visualization
and the proposed steganography model.

3.1 The proposed model

The proposed methodology is mainly aimed at solving the biggest problem of the existing work i.e. low
embedding capacity. Thus, | encode the secret massage by Huffman encoding. Thanks to this, | will be able to
push a lot of data very quickly. The optimal codes are Huffman codes, where one symbol maps to one code
word. The transformation process of a 2-D M2 N2 image to 1-D bits is converted into a stream of length LH<
M2< N2 using Huffman coding. Each of the M2 N2 textural pixels of image is assigned a binary code.

The purpose of Huffman encoding is to do the following three things: lossless compression improve the
embedding capacity.

Encoding provides security because a Huffman-encoded bit stream reveals nothing. Encoding the message is a
one-way process so you will need to decode it using the Huffman table to find out its real meaning.

The Huffman table provides only one kind of authentication because it is unable to decode every bit change in

a bit stream that has been Huffman-coded.
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Figure:3.1. The process of Huffman encoding

Huffman code of

secret message
000111010101000.....

Also use YUV color-spaces instead of RGB as they are capable of better bandwidth reduction than

RGB capture would be. YUV means (Y) luma, or brightness and (U) blue projection and (V) red
projection and RGB means red, blue and green. Captured in YUV, the Y component, or brightness, is

always the most important element. And the data will be hided in Y component according to my

methodology since changes in hue are less noticeable to the human eye than changes in brightness. In

fact Y, B-Y and R-Y are the mathematical equivalents of RGB, YUV is not compressed RGB. The

YUV color-spaces are a more adapted coding.
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Figure : 3.2. Steganography process
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And The presented method has embedded hidden image into the Intervals (LH and HL) frequency sub-bands
for First level DWT decomposed. In 1-D DWT, the Y component will be decomposed into 2x2 sub-bands.
Then, the secret data will be hide into the Least Significant Bit position of LH and HL of The sub-bands. As
LH, HL and HH contains wasteful information like edge and texture details and they are not sensitive to small
changes as much as human eyes. Then in Inverse DWT it will as convert. Then we have the Y stego frame.
Then the combination of YUV. Then YUV to RGB frame. Then finally the frame combination and we get the
stego image.

Here we have used 1-D DWT to un-clutter the Proposed Methodology. And for lossless compression, DWT is
better. And for the compression and encryption of the secret message here huffman encoding is used instead.
Huffman encoding is lossless compression as well. Below is the steps of the methodology proposed.
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Figure : 3.3. Proposed system
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The flow chart of a DWT based image steganography process is illustrated as follows:

Output: A message that’s programmed to be revealed.

Step 1: Convert the message to binary: The secret message is represented in binary format.
DWT: A transform that divides the cover image into different parts, commonly applied in image
processing.

The pixels that we have chosen as potential pixels for embedding using a filter method.
Embedding: Certain pixels are used to embed metadata and secret data according to subtraction based
methods.

IDWT, or Inverse DWT is used to reconstruct the stego-image.

Amarelle: Analyzes resilience of the system using simulated attacks.

The stego-image is used for extracting confidential data.

Finally, this process concludes with Validation or Successful data retrieval

This procedure guarantees high capacity, imperceptibility and robustness in safe date concealment.

3.2 Process of Embedding and Extraction

In this process, the image frames were passed to the 2D-DWT wavelet domain in order to decompose it into
four sub-bands H and V, and approximation sub-band LL1 (1-level 2D-DWT) and HH1 (H and V diagonal
sub-band). For embedding of the films, the RGB (Red, Green and Blue) frames of the films were converted

first into YUV components, only the Y (luminance) component would be used for embedding.

Huffman Code of secret
message
001010010......

Figure: 3.4. Cover to stego image
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3.2.1 The embedding process:

The embedding process for image steganography using the Discrete Wavelet Transform (DWT) and

Huffman encoding is outlined below:

10.

Generate the Huffman Table: Build Huffman table from secret message characters and build Huffman
tree based on that table.

Huffman Encoding: Huffman Encoding Process - Encode the secret message to form a binary bit
stream

Decompose the Image: You will find a cover image and further process it into RGB color planes (Red,
Green, and Blue).

Convert RGB to YUV Format: Convert RGB to YUV to perform frequency domain analysis By
encoding with the Y (luminance) component, it's filling more visual detail.

Apply DWT on the Y Component: Apply one level DWT for Y component decomposition. This
produces LL, LH, HL, and HH as four sub- bands.

Sub- bands Selection for Embedding: Use the LH and HL sub- bands to embed the secret message.
These sub- bands of high frequency are insensitive to human vision.

Embed the Secret Message: Least Significant Bit (LSB) embedding of the binary bit stream of the
Huffman-encoded secret message into LH and HL sub- band.

Inverse DWT: Using inverse DWT method and this modified Y component we will get our final
image which has a secret message embedded in it.

Merge Color Planes: Replace Y channel with modified Y channel combined with original U and V
channels.

Convert Back to RGB: Reform both Y and finally combine it with U and V to represent it into an RGB

image again which will give the output as stego-image.

3.2.2 The Extraction procedure:

The followings are the steps that how we use Discrete Wavelet Transform (DWT) and Huffman decoding to

extract the embedded secret message from the image.

1.

2.

30

Extract the RGB Components: Extract the RGB color planes from the stego- image.

Convert RGB to YUV Format: Convert the input RGB image to YUV color space. We'll only work in
the frequency domain on the Y (luminance) component.

Apply 1-D DWT on the Y Component. : Do a first level of DWT on Y partto get LL, LH, HL, HH.

Extract LSBs from LH and HL Sub- bands: Find the LSBs in both LH and HL sub- bands. Grab these
fragments and concatenate on a single dimensional vector.
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5. Check Array Size: If the size of the extracted 1 -D array is lesser than the expected length of the
embedded secret message, repeat step 4 until all the data is extracted.

6. Generate the Huffman Table: Build Huffman table from drawing bits from LSB of LH & HL sub-
bands.

7. Decode the Binary Array: Decode the one-dimensional binary array using the generated Huffman table
into the original secret message.

8. End: The process completes and we have extracted the secret message.

1-D DWT is using in this method where it convert the frame into four sub bands. and after first level of
decomposition we embed the secret data at the secret position of LH and HL band . We apply a
simplified form of DWT on the scaled data by using the following Transformation algorithm:

For each Row and Column in the Candidate frame (Fc)

The following is a basic implementation of what the above pseudocode outlines in Python
import numpy as np

This is a solution which works but thought of using only 1 function to keep it simple and maintainable.
row_length=8

column_length=8

Fc =np. random. row_length, column_length =3, 3

one_thing = int (row_length / 2)

Perform the transformation

for i in range(h):

for j in range(h):

k=j*2

Fc[j,i] =(Fc[ki]+Fc[k+1,i])/2

Fc[j +h,i]=(Fc[k i]-Fc[k+1,i])/2

draw transformed data(matrix)

print ("Transformed matrix:")

print (FC)
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The output shows below -

Figure: 3.5. Cover image

Figure: 3.6. After 1-D DWT
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Chapter 4

Result and Discussion

RESULTS AND VISUAL COMPARISON OF STEGO AND COVER IMAGES Statistical comparison with
other known methodologies also validates the efficacy of the proposed strategy.

SNR, MSE, RMSE, and MSE as the convergence feature Application that represents its five quality
measuring indicators in their simulation as input. Mean Absolute Error (MAE) and Peak Signal-to-Noise Ratio
(PSNR) TGSI, which denotes embedding time, is another parameter that is accounted to validate efficiency of
the suggested method.

4.1 MSE, RMSE, SNR, MAE, PSNR and TGSI Investigations

We propose here a novel steganographic model keeping respectively both image quality and simplicity, while
increasing the capacity of the hidden information. By dividing the image into a set of K-X dependent frames,
since there exists very little redundancy within one division and hiding the data over these frames, and with the
use a single level DWT, it makes it ambiguous and leads to Outsiders confusion. the ease of implementing
DWT with one level and Huffman coding.

a) Monalisa b) Animal c) Nature

Figure: 4.1 Provided Image for Investigation
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Methods based on LSB often embed each bit of the secret data into k-least significant bits of a pixel. The
relatively direct aspect of this technique is that it is the most vis-a-vis | comprehend, embrace, and create
stego-pictures with inserted insider facts. A drawback of the Least Significant Bit is its susceptibility to
steganalysis and complete insecurity. This can be seen in the above table. You are really good in it. In LSB,
invisibility and capacity are both high. However, the two most critical properties of successful steganography
security and resistance are low.

In the above table, medium security, medium capacity, medium resistance, medium performance, and high
invisibility are listed for the DWT method.

I have, however, tried to remove the existential approach's disadvantages in my proposed methodology. This
method will provide both high capacity and high security. Where resistance is intermediate, invisibility and
performance are high.

Cheddad et al. applied the YCbCr colour model to develop a video steganography method that conceals skin
pigment data. The Cr containing components are used to hide the sensitive piece of information covering
human skin surface. They measure the efficiency of video steganography by PSNR value to ranges of diversity
according to the type of database used (at least 53.9535 dB) and range from at least 53.9535 dB to infinite (Inf:
Stego picture same as original image). The embedding capacity (bits) also ranges between 1368 and 3600 bits.
A shortcoming of the proposed method is the usage of exclusively the Cr part of the skin area to implant the
private information. Cheddad et al. once again used a video steganography application based on skin tone
identification. As an adaptive approach for obtaining the luminance component Y from RGB colour image.
The generated technique extracts the skin tone and will be used as a host for embedding the encrypted data.
The retrieved data had an average PSNR of 41.9245 dB. Below are the PSNR plots for the different methods.

50 mL5B
mLSEL
50
3 LSB2
mDCT
40
mDCTI
mDCT2
& a0 -
& EDCT3
£
EDWT
20 -
DWTI
EDWT2
10
mDWT3
MY
]
mMVI
Videos mMY2

Figure: 4.2. The PSNR rate of various steganography
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Three images above i.e. Monalisa, Nature, Tiger used in this study to support the proposed approach. On this
case, the analysis here uses 512 x 512 photographs, which is the most common size from the related study.
These illustrations were selected because they are often used in studies related to steganography (Karim et al.,
2011; Khan et al., 2016; Bhardwaj & Sharma, 2016; Roy et al., 2013; Jassim; Huang et al., 2019; 2013;
Mahimah & Kurinji, 2013). We will compare the stego image and the cover image to assess the efficiency and
security of the steganography process. SNR, PSNR, MSE, RMSE and MAE are quality measurement metrics
that can be used to evaluate and compare the two pictures (Liuet al., 2007; Hore & Ziou et al., 2010; Vora et
al., 2010; Kellman & McVeingh, 2005; Jain, 2011).

SNR: Signal to Noise Ratio Peak Signal to Noise Ratio or PSNR Mean Absolute Error (MAE)
Mean Square Error, or MSE. ROOT MEAN SQUARE ERROR (RMSE)

Mathematically, PSNR is defined as: The PSNR is denoted as 10 log10 2552/MSE.

PSNR has a dB unit and is influenced by MSE. Numerous studies show that high quality can
be assumed if the PSNR between the cover and stego picture is greater than 40dB.

The Mathematical definition for MSE is —
MSE = (1 XM X N) My Y N (3~ by,)?

In this equation, the terms "a;;" and "b;;" stand for the pixel values of the positions i and j of

the cover picture and the position i and j of the stego image, respectively.

The Mathematical definition for RMSE is —

RMSE = VMSE

The Mathematical definition for SNR is —

M-1 N-1. :
Z f(xy)*
X=0 y=0
M=l N-2 5
Z [Fey)~Txy)]
y=0
X=0

SNR =

The formula comes from Digital Image Processing (Gonzalez et al., 2007), where X, y refers

to the location of a pixel and f refers to the original image.
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The Mathematical definition for MAE is —

M
MAE = —Zm Yi=1lCGey) — S(x, M),

(x, y) refers to the position where M & N refer to the image dimension. S stands for the stego

picture, C for the cover image, and []1 for the city-block norm.

The suggested model was successfully built using C# and evaluated using a variety of frame
kinds, including size, color, grayscale, and different levels of DWT transformation. The
results demonstrate that the proposed model has a good stego image quality, a high

embedding capacity, a high level of reliability, and a high level of security.
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Image |size |Payload | PSNR RMSE [ SNR MAE MSE TGSI
Monalisa| 512* | 512bytes | 73.8282 | 0.0519 | 68.6906 | 0.0027 | 0.0027 | 0.08507
512 | 256bytes |76.9380 | 0.0363 | 71.8004 | 0.0013 ([ 0.0013 [ 0.06055
128bytes | 79.8365 | 0.0260 | 74.6989 | 0.0007 | 0.0007 |0.03479
Animal | 512* |512bytes [73.9487 | 0.0512 |68.6393 | 0.0026 [ 0.0026 | 0.09543
512 | 256bytes | 77.1005 | 0.0356 |71.7910 | 0.0013 | 0.0013 |0.06168
128bytes [ 80.0977 | 0.0252 | 74.7883 | 0.0006 | 0.0006 | 0.04086
Nature |[512* [512bytes |75.7208 | 0.0417 | 71.0757 | 0.0017 |0.0017 |0.09701
512 | 256bytes | 78.6569 | 0.0298 | 74.0117 | 0.0009 | 0.0009 | 0.06307
128bytes | 82.5942 | 0.0212 | 76.9490 | 0.0004 [ 0.0004 [ 0.05905
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Photos here are 512 x 512 respectively and the payload sizes for Monalisa, Animal and Nature are 512 bytes,
256 bytes, and 128 bytes. PSNR values were 73.9487, 77.1005, and 80.0977 for Animal and 73.8282, 76.9380,
and 79.8365 for Monalisa. The achieved PSNR of 75.7208, 78.6569, and 82.5942 for Nature. For Animal, the
SNR were 68.6393, 71.7910, and 74.7883 and for Monalisa they were 68.6906, 71.8004, and 74.6989. Snr
scores for nature were 76.9490, 74.0117 and 71.0757. For Nature, the RMSE values were 0.0417, 0.0298, and
0.0212, for Animal they were 0.0512, 0.0356, and 0.0252 sequentially, and for Monalisa were 0.0519, 0.0363,
and 0.0260. MAE where the remaining values of Monalisa are respectively 0.0027, 0.0013, and 0.0007;
Animal was detected at 0.0026, 0.0013, and 0.0006; Nature at 0.0017, 0.0009, and 0.0004. TGSI: The
embedding time is indicated in seconds, another important factor. The TGSI for Monalisa returned 0.08507s,
0.06055s and 0.03479s, while the Animal returned 0.09543s, 0.06168s and 0.04086s; Nature returned
0.05905s, 0.09701s and 0.06307s.

4.2 Histogram Analysis

After steganalysis tests, we also used histogram analysis to rate the visual quality of the stego frames. If Target
and Cover frame are compared, there could be variance in distribution in Colour intensity that can be analysed
using statistic tool called histogram for image frame pixel representation. By using the RGB colour
components, it has been confirmed it is aligned correctly: The histogram of cover and stego image frames is
shown in the image, selected randomly from a subset of all considered images. The histogram of the cover and

stego image frames firmly shows no visible or trivial variations and therefore it can be assured of security.
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Figure: 4.3. The Histogram provided cover and stego image
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Frames or images converted into the RGB components first. Then it converts it to YUV. Y will be further
broken into four sub-bands HH, HL, LH and LL After having the secret message encoded, it will be pushed in
the position of LSB of HL and LH sub-bands. Different cover and stego photographs do not appear to differ
much, compared to histogram analysis. The image histogram shows very little difference between the two
images, which to the naked eye is undetectable. This experiment uses the data hiding technique and confirms

that the proposed method is better than other conventional methods.

4.3 Comparison with Existing Algorithm

In this method it will Convert the RGB component of the frame to YUV because YUV color-spaces
are a more efficient coding and reduce the bandwidth more than RGB capture can.The human eye is
less sensitive to changes in hue than changes in brightness. Thats why it will work with Y

component. Also it will try to decompose the component only one time for avoiding complexity.

Techniques and LSB Based DWT Based Proposed
parameter Techniques
Security Low Medium Very high
Capacity High Medium Very high
Resistance Low Medium Medium
Performance Very high Medium High
Invisibility High High High
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The proposed method was assessed and contrasted using LSB and DWT-based methods. At a
time huffman encoding is using for the purpose of compressing the secret message. The

evaluation was conducted using the following criteria:

1.Capacity- It quantifies the quantity of embedded data with the least amount of
cover image distortion.
2.Invisibility - It refers to how much of the cover picture's quality is
preserved, preventing human vision from being able to discern between the
cover image and the stego-image.
3.Resistance - It Evaluates the concealed data tolerance to stego-attaches
and picture modifications.
4. Security - Security explains how it is challenging for outsiders to find and
reveal the hidden data.
5.Performance- To describe how quickly the embedding and extraction of data occurs.
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CHAPTER 5

CONCLUSIONS AND RECOMMENDATIONS

5.1 Findings and Contributions

Because YUV colour spaces provide better compression and hence lower bandwidth than that required for
RGB capture, this method will convert the RGB part of frame into YUV. Changes in color brightness are more
perceptible to the human eye compared to changes in colors. So, it will work with the Y component. To avoid
complexity and improve capacity, it will try to decompose the component only once. However, it also does an
additional step of using Huffman encoding for compressing the secret data, this will help in embedding the
capacity. After discussing the comparison results and technique section above we can say that our proposed
steganography data hiding technique is better than some existing data concealing techniques because it
provides higher level security and less imperceptibility. The one line synopses of steganography methods can
help a lot to understand the research on image steganography. Additionally, since there is a connection
between the performance evaluation measures and iamge steganography, and because the highest embedding
capacity belongs to the image steganography, researchers might maintain and develop the embedding capacity
of steganography easily even without increasing the large amounts of data.

5.2 Recommendations for Future Works

Here, we developed a new steganographic technique that increases the secrecy and integrity of the hidden
information while preserving the quality of the images and not adding noise in any of the extra video features.
This initial approach will be modified to reduce redundancy and increase size of embedded data. The BAN
(Burrows—Abadi—Needham) logic is, however, a logic that does not allow this technique. It will be provable
in future with the help of BAN reasoning. This will aid users in deciding if the information they are
transmitting is legitimate and will not be intercepted.

Further, the intuitive hierarchical arrangement of the relevant work concerning video steganography methods in
compressed and uncompressed domain based on transform coefficients has mapped all previous studies in the
area and would pave the way for a future study.

Some of the recommendations proposed for improving the video steganography based on review and analysis
of previous documented steganography work are as follows.

Real-time security applications require an image steganography technique that balances the degree of
protection against many attacks, resilience, embedding capability, and imperceptibility.

The data hiding algorithm can be more secured when steganography, cryptography, and watermarking is

combined successfully
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