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ABSTRACT 

 
The project "Face Recognition Based Attendance System Using Deep Learning" aims 

to modernize attendance tracking in educational institutions by incorporating deep 

learning and facial recognition technologies. Traditional manual attendance systems 

are often inaccurate, time-consuming, and susceptible to security issues like proxy 

attendance. This system offers an automated solution by leveraging facial recognition 

algorithms to identify students and mark their attendance in real time. The web-based 

application is built using HTML, CSS, JavaScript, PHP, and MySQL to ensure 

accessibility and functionality. It features an intuitive interface for administrators, 

lecturers, and students, with functionalities like user authentication, student 

enrollment, and course management. During enrollment, students’ facial data is 

captured and stored for future identification. In class, the system uses face-api.js, a 

JavaScript library built on deep learning algorithms, to process real-time webcam 

images and automatically mark attendance by recognizing students' faces. 

Administrators can easily manage faculty records, assign courses, and generate 

detailed attendance reports, which can be exported to Excel for further analysis. The 

integration of face-api.js ensures efficient, secure, and real-time face recognition, while 

the MySQL database manages data storage with a focus on privacy and security. By 

automating the attendance process, the system reduces administrative workload and 

enhances accuracy. It also overcomes the limitations of traditional methods, offering 

a scalable, secure, and user-friendly solution for modern educational environments. 

This project represents a significant advancement in educational technology, 

providing institutions with a reliable, real-time system that improves operational 

efficiency and security in attendance tracking. 
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Chapter 1 

 

Introduction 

 
This chapter provides an overview of the challenges associated with traditional 

attendance management systems and introduces the need for automation. It also 

outlines the motivation, objectives, methodology, and expected outcomes of the project, 

establishing the framework for the report. 

 
1.1 Introduction 

 

Although traditional administrative procedures have been greatly altered by the 

introduction of cutting-edge technologies into education, attendance management is 

still frequently a labor-intensive, error-prone, and manual operation. Conventional 

techniques like roll calls and in-person sign-ins take a lot of time, interfere with class 

flow, and are prone to mistakes like erroneous record-keeping or proxy attendance. By 

utilizing deep learning and face recognition technology, the Face Recognition-Based 

Attendance System tackles these issues. With its automated attendance tracking 

system, accuracy, dependability, and user-friendliness are guaranteed. Real-time 

facial recognition streamlines the procedure and saves teachers and pupils a great deal 

of time by doing away with the need for manual intervention. Advanced features like 

role-based access, safe data storage, and the option to export attendance records for 

additional analysis are also provided by the system. Administrators can effectively 

manage teachers, students, and courses by using a web-based tool. In addition to 

addressing the drawbacks of conventional attendance methods, this research 

demonstrates how new technology might improve educational operations. The 

project's objectives are to improve attendance management, lessen administrative 

burden, and lay the groundwork for future advancements in educational technology. 

 
1.2 Motivation 

 

For educational institutions, managing attendance is an essential administrative 

duty, but manual approaches are frequently laborious, ineffective, and prone to 

mistakes. In addition to taking up valuable class time, roll calls and physical sign-ins 

allow for errors including proxy attendance and subpar record-keeping. These 
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difficulties and the increasing need for dependable and effective solutions in 

contemporary education serve as the driving forces behind this initiative. This system 

seeks to automate attendance tracking by utilizing deep learning and facial 

recognition technology, offering a safe and error-free substitute for manual techniques. 

Furthermore, this study offers a chance to investigate deep learning, a game-changing 

technology whose inventive applications have transformed entire industries. By 

showing how artificial intelligence may address practical issues in education, the 

initiative seeks to close the gap between theory and practice. In addition to meeting 

urgent needs, the system aims to establish a new benchmark for administrative 

effectiveness in colleges and universities, opening the door for more intelligent and 

secure operating frameworks. This incentive fuels the project's desire to advance the 

field of technology while providing teachers and students with real advantages. 

 

1.3 Objectives 

 

Designing and implementing an automatic attendance tracking system that makes 

use of facial recognition and deep learning technology is the main goal of this project.  

Automating Attendance Tracking: To create a system that automatically recognizes 

students and records their attendance throughout class periods using facial 

recognition. 

Enhancing Accuracy and Efficiency: To guarantee that students are correctly 

identified by the system, lowering the possibility of mistakes or proxy attendance. 

Developing a User-Friendly Interface: To create a web-based program that is easy to 

use for students, instructors, and administrators, making attendance monitoring and 

data administration simple. 

Providing Real-Time Processing: To put in place facial recognition software that can 

effectively process camera footage in real-time while classes are in session. 

Report Generation: To give lecturers and administrators the ability to create and 

export attendance reports in Excel format for record-keeping and analysis. 

Security and privacy: To guarantee that the system uses safe authentication and data 

storage procedures to safeguard private student information. 

 

 

 



©Daffodil  International  University 3  

1.4 Methodology 

 

The purpose of the Attendance Tracking System is to use facial recognition technology 

to automate and simplify attendance monitoring. Using a role-based approach, the 

system allows administrators to administer courses, assign teachers to particular 

classes, add teachers, and enroll new students while maintaining safe data 

management. Instructors are only allowed to record attendance for the classes they 

are assigned. Face-api.js, a robust JavaScript package based on TensorFlow.js that 

facilitates browser-based facial recognition, is used to record attendance in real-time. 

Face-api.js uses pre-trained deep learning models to recognize faces, detect faces, and 

identify facial landmarks. Even on devices with low processing power, it ensures 

accurate and efficient processing by using lightweight feature extraction models like 

MobileNetV1. By comparing taken photos with student profiles that are stored, the 

library provides tools for face detection and recognition. Because of its real-time 

performance, it can be easily integrated into web-based systems without requiring 

complicated hardware or additional applications.Teachers can access and export 

attendance data in Excel format for reporting and analysis because it is safely kept in 

a MySQL database. The PHP-built backend controls database transactions, user roles, 

and course assignments. This system's integration of face-api.js shows how 

contemporary AI technologies may improve accuracy, cut down on administrative 

work, and offer educational institutions a scalable, effective answer. 

 

1.5 Project Outcome 

 

A fully operational, automated attendance management system that uses facial 

recognition technology for precise and effective attendance tracking is the project's end 

product. Traditional hand roll calls are no longer necessary thanks to the system, which 

also ensures error-free attendance records and less administrative work. By incorporating 

face-api.js-powered real-time facial recognition, the system provides a dependable solution 

that reduces issues like human error and proxy attendance. 

Administrators can effectively manage faculty, student, and course records thanks to the 

system's role-based access feature. For their designated courses, teachers can use the 

platform to collect attendance. They can also export attendance records in Excel format for 

additional analysis or documentation. The user experience is improved overall because of 
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the user-friendly web-based interface, which guarantees ease of use for all stakeholders. 

The research demonstrates the wider possibilities of incorporating artificial intelligence 

into administrative procedures, going beyond its immediate use in educational 

institutions. It illustrates how real-world problems can be successfully addressed by 

lightweight, browser-based deep learning models. Future enhancements can include 

boosting processing speed for greater real-time performance, integrating sophisticated AI 

models for increased facial recognition accuracy, and providing support for larger-scale 

implementations. This initiative promotes innovation and operational efficiency by 

streamlining attendance management and adding to the expanding field of educational 

technology. 

 

1.6 Organization of the Report 

 

Each of the report's six chapters focuses on a different facet of the undertaking. 

Chapter 2: "Literature Review" starts off by going over current attendance tracking 

techniques and emphasizing the drawbacks and difficulties of conventional systems. 

The integration of deep learning and facial recognition technologies is then examined, 

along with how these advancements can increase accuracy and address the drawbacks 

of manual attendance procedures. 

Chapter 3: "System Design and Architecture" is devoted to the design of the suggested 

system for tracking attendance. This chapter describes the technological stack that 

was selected for the web-based application's development, including the database 

design, system architecture, and the ways in which various system components work 

together to guarantee effective operation. 

Chapter 4: "Methodology" describes the process used to create the system, beginning 

with the choice of face recognition models for student detection and identification. 

Along with testing methods to assess system performance, it also involves database 

administration, security measures, and user interface implementation. 

Chapter 5: "Results and Discussion" Project results are presented in It comprises a 

study of user comments, a description of the difficulties faced during development, and 

an assessment of the system's accuracy in facial recognition and attendance tracking. 

Chapter 6: "Conclusion and Future Work" wraps up the study by providing an 

overview of the project's main conclusions and accomplishments. In order to increase 

scalability and functionality, it also addresses the shortcomings of the current system.
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Chapter 2 

 

Background 

 
This chapter outlines the challenges of traditional attendance management systems and 

introduces the potential of facial recognition and deep learning technologies to improve 

accuracy, efficiency, and scalability in educational settings. 

 

2.1 Introduction 

 

This chapter gives the background information and context needed to comprehend the 

suggested attendance tracking system. It focuses on the drawbacks of conventional 

attendance management techniques and examines how technological improvements 

can help overcome these issues. For many years, traditional attendance methods like 

sign-in sheets and roll calls have been extensively utilized in educational institutions. 

These approaches, however, are frequently laborious, prone to human error, and 

susceptible to problems such as erroneous record-keeping and proxy attendance. These 

approaches become less and less feasible as educational institutions expand and the 

demand for more effective procedures rises. 

A promising answer to these problems is provided by recent developments in facial 

recognition and deep learning technologies. Automating attendance tracking using 

facial recognition software can greatly reduce administrative effort and provide more 

precise, real-time data collecting. This chapter analyzes current methods for tracking 

attendance and looks at how combining computer vision and artificial intelligence (AI) 

can provide a more precise, effective, and scalable solution. This chapter lays the 

groundwork for the development and deployment of a more durable and dependable 

attendance system by outlining the drawbacks of conventional techniques and 

showcasing the possibilities of automation. It describes the possible advantages of 

using deep learning models to improve institutional efficiency and instructional 

procedures. 

 

 



©Daffodil  International  University 6  

2.2 Literature Review 
 

Table 2.1: Summary of Literature Reviewed. 

Author (s) Year Title Methodology Key Findings 

A. Gupta, R. 
Kumar, and 
S. Sharma 

2019 Automated 

Face 

Recognition 

Based System 

Experimental 

Study 

Demonstrated real-time 

face detection and 

recognition using 

advanced algorithms for 

attendance tracking. 
R. Kumar 
and S. 
Sharma 

2020 A Smart 

Attendance 

System Based on 

Face Recognition 

Survey and 
Experimental 
Study 

Improved accuracy and 

efficiency in attendance 

management while 

addressing user acceptance. 

M. Ali and T. 

Ahmed 

2017 Face 

Recognition 

Based 

Automated 

Attendance 

Management 

System 

Case Study Highlighted the 

effectiveness of facial 

recognition in automating 

attendance, achieving high 

accuracy rates. 

S. Ranjan 

and A. 

Kumar 

2017 Face 

Recognition 

based 

Attendance 

Monitoring 

System 

Implementati
on and 
Experimentat
ion 

Achieved over 90% accuracy 

in varying conditions using 

CNNs for face recognition. 

P. Singh and 

R. Verma 

2021 A Review 

Paper on 

Attendance 

Management 

System Using 

Face 

Recognition 

Literature 
Review 

Reviewed various biometric 

systems, emphasizing the 

advantages of facial 

recognition over traditional 

methods. 

K. Patel and 

R. Joshi. 

2021 Smart 

Attendance 

Management 

System Using 

Face 

Recognition 

Comparative 
Analysis 

Achieved high accuracy with 

deep learning models, 

emphasizing the importance 

of hardware for optimal 

performance. 

H. Lee and 

J. Park 

2022 Integration of 

RFID and Face 

Recognition in 

Smart 

Attendance 

Systems 

Implementati
on and 
Testing 

Explored a hybrid system 

combining RFID with facial 

recognition to enhance 

attendance tracking 

efficiency while addressing 

privacy concerns. 

L. Zhang 

and Y. Chen 

2019 Face 

Recognition 

based 

Attendance 

System 

Implementati
on and 
Experimentat
ion 

Implemented a system using 

MTCNN and FaceNet for 

real-time attendance 

tracking, demonstrating 

significant time savings. 
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T. Ahmed et 

al. 

2023 A Review on 

Face 

Recognition 

Technologies 

for Attendance 

Systems 

Literature 
Review 

Discussed trends in face 

recognition technology for 

attendance, highlighting 

challenges related to privacy 

and data security. 
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2.2.1 Similar Applications 

 
Face recognition-based attendance systems have gained traction in various sectors, 

particularly in educational institutions and workplaces, due to their efficiency and 

accuracy. Numerous studies highlight the effectiveness of these systems in automating 

attendance management, thereby reducing the administrative burden associated with 

traditional methods. For instance, Gupta et al. present an Automated Face 

Recognition Based System tailored for educational institutions, emphasizing real-time 

face detection and recognition using advanced models like 

dlib_face_recognition_resnet_model_v1. Similarly, Singh et al. discuss a Smart 

Attendance Management System that leverages computer vision and deep learning 

techniques to streamline attendance tracking, enhancing accuracy and minimizing 

errors. Kumar et al. explore the integration of face recognition with RFID technology 

to create a hybrid attendance system that improves efficiency while addressing privacy 

concerns. In another study, Ranjan and Kumar outline a Face Recognition based 

Attendance Monitoring System, demonstrating the potential of deep learning 

algorithms to achieve high accuracy in recognizing faces under various conditions. 

Moreover, Damale's research showcases a Facial Recognition Attendance Monitoring 

System that utilizes machine learning techniques to automate attendance marking, 

proving to be a robust solution for classroom management. These applications 

illustrate the versatility of face recognition technology in attendance systems, 

highlighting its ability to enhance operational efficiency while addressing challenges 

associated with traditional attendance methods. 

 

2.2.2 Related Research 

 
The implementation of face recognition technology in attendance management 

systems has gained significant attention in recent years due to its potential to enhance 

efficiency and accuracy. Traditional attendance methods, which often rely on manual 

roll calls or sign-in sheets, are time-consuming and prone to human error. In contrast, 

automated face recognition systems streamline the process by enabling real-time 

identification of individuals as they enter a classroom or event. 

Several studies have explored various aspects of face recognition-based attendance 

systems. For instance, Gupta et al. discuss an automated face recognition system that 

utilizes advanced machine learning algorithms to recognize faces with high accuracy, 

highlighting the system’s ability to operate effectively under varying lighting 
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conditions and angles (1). Similarly, Kumar and Sharma provide a comprehensive 

review of existing attendance management systems that incorporate face recognition 

technology, emphasizing their advantages over traditional methods (2).The 

effectiveness of deep learning techniques, such as Convolutional Neural Networks 

(CNNs), is a recurring theme in the literature. Ali et al. demonstrate that CNNs can 

significantly improve the accuracy of facial recognition processes, achieving 

recognition rates above 90% (3). Furthermore, Ranjan and Kumar address the 

challenges associated with occlusions and variations in facial expressions, proposing 

solutions that enhance the robustness of these systems (4).Ethical considerations 

surrounding privacy and data security are also critical in the deployment of face 

recognition technologies. Singh et al. emphasize the importance of implementing 

stringent data protection measures to safeguard users’ information while ensuring 

compliance with legal standards (5). Additionally, Patel and Joshi explore integration 

methods that combine RFID technology with facial recognition to enhance attendance 

tracking efficiency (6).Khan and Ali analyze various algorithms used for face detection 

and recognition in attendance systems, providing insights into their performance 

metrics (7). Moreover, Lee and Park investigate the implications of using deep 

learning techniques for real-time attendance monitoring (8). Finally, Gupta et al. 

present a hybrid approach that combines multiple biometric modalities to improve 

overall system reliability (9) while exploring future trends in attendance technologies 

(10). 

In conclusion, the body of research surrounding face recognition-based attendance 

systems illustrates a promising shift towards more efficient and accurate methods of 

attendance tracking. Continued advancements in technology and algorithm 

development will likely further enhance these systems’ capabilities, making them an 

integral part of modern educational administration. 
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2.3 Gap Analysis 
 

Table 2.2: Gap Analysis 

Features TechTrack 

Solutions 

FaceRec 

Inc. 

AttendTech 

Ltd. 

SmartClass 

Systems 

EduTrack 

Solutions 

Proposed 

system 

Accurate Facial 

Recognition 

No No No No No Yes 

Real-Time Attendance 

Tracking 

No No No No No Yes 

Scalability for Large 

Institutions 

No No No No No Yes 

Secure Data Storage 

(Privacy) 

No No No No No Yes 

Low Hardware 

Requirements 

No No No No No Yes 

Adaptability to 

Environmental 

Factors 

No No No No No Yes 

Edge Computing for 

Real-Time Processing  
No No No No No Yes 

User-Friendly 

Interface 

Yes Yes Yes Yes Yes Yes 

Cost-Effective No No No No No Yes 

Cloud-Based Data 

Storage 

No Yes No Yes Yes Yes 

 

 

2.4 Summary 
 

This chapter examined current attendance tracking systems, with a focus on those 

that make use of deep learning and facial recognition technologies. It highlighted 

the advantages and drawbacks of these systems while talking about important 

research findings and practical applications. Real-time facial recognition and 

improved scalability are notable benefits, but issues like privacy concerns, 

hardware dependence, and environmental effects were also resolved. Research has 

indicated that although facial recognition systems attain a high degree of accuracy, 

their efficacy may be affected by problems such as mask wear and lighting 

circumstances.According to a gap analysis, existing technologies, like facial 

recognition software and RFID-based solutions, struggle with data security, 

accurate recognition in a variety of scenarios, and widespread implementation. By 

using edge computing for quicker processing, cloud-based architecture for better 

scalability, and real-time facial recognition with safe data storage options, the 

suggested system aims to overcome these difficulties. 
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Chapter 3 

 

Research Methodology 

 
The Research Methodology chapter outlines the approach used to design, implement, 

and test the automated attendance tracking system using facial recognition and deep 

learning. It details the system's requirements, design decisions, implementation 

process, and evaluation techniques to ensure the system meets performance, security, 

and scalability objectives. 

 

3.1 Requirement Analysis & Design Specifi cation 

 

A detailed examination of both functional and non-functional needs was necessary for the 

creation of the automated attendance monitoring system. Enrolling students, capturing 

facial data, and employing facial recognition to mark attendance in real-time are 

examples of functional needs. In order to provide seamless operations for administrators, 

instructors, and students, the system additionally offers tools for user identification, 

course management, and attendance reporting. Non-functional requirements prioritize 

data security, quick real-time processing, and excellent facial recognition accuracy.PHP 

is used for backend functionality, MySQL is used for database administration, and face-

api.js is used for face detection and recognition in the system architecture. Secure backend 

services were integrated with the front-end (HTML, CSS, and JavaScript) using a tiered 

architecture. The scalability of the real-time processing capability was maximized to 

accommodate up to 500 students per session. Performance, security, and scalability are 

given top priority in this design to efficiently satisfy institutional objectives while 

guaranteeing a smooth, user-friendly experience. 

 

3.1.1 Overview 

             This chapter reviewed existing attendance tracking systems, particularly those utilizing 

facial recognition and deep learning technologies. It discussed key research studies and 

real-world applications, highlighting the benefits and limitations of these systems. 
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Notable advantages include real-time facial recognition and enhanced scalability, while 

challenges such as privacy concerns, hardware dependency, and environmental factors 

were also addressed. Studies have shown that while facial recognition systems achieve 

high accuracy, they often struggle with issues like lighting conditions and mask-wearing, 

which can impact their effectiveness. 

A gap analysis revealed that current systems, such as RFID-based solutions and facial 

recognition tools, face difficulties in accurate recognition under diverse conditions, data 

security, and large-scale deployment. The proposed system seeks to address these 

challenges by incorporating real-time facial recognition with secure data storage 

solutions, leveraging edge computing for faster processing, and utilizing cloud-based 

architecture for improved scalability. By addressing these issues, the new system ensures 

better performance, privacy protection, and adaptability, making it more suitable for 

large educational institutions. Ultimately, the proposed system offers a more reliable, 

cost-effective, and scalable solution for attendance tracking, overcoming the shortcomings 

of existing technologies while providing enhanced accuracy and security for 

institutions.In order to overcome the shortcomings and difficulties of conventional 

attendance management techniques, the automated attendance monitoring system was 

developed using cutting-edge facial recognition and deep learning technology. Every step 

of the development process is painstakingly planned and carried out according to the 

research methodology's methodical approach. To comprehend the operational 

requirements and limitations of the target environment, a comprehensive examination of 

the system requirements is the first step. The system architecture is then created with 

an emphasis on usability, efficiency, and scalability. To guarantee reliable system 

performance, essential technologies including FaceNet for facial identification, MTCNN 

for face detection, and MySQL for database administration are included. While FaceNet 

creates distinctive facial recognition embeddings to enable precise student identification, 

MTCNN is utilized to identify faces in real-time video streams. Student data is safely 

stored via the database management system (MySQL), which also guarantees scalability 

as the system grows. By automating manual activities, decreasing errors, and doing away 

with proxy attendance, this system seeks to streamline the attendance process. High 

accuracy, scalability, and security standards are maintained while the system is made to 

be easy to use and accessible for administrators, instructors, and students. Furthermore, 

it incorporates deep learning algorithms that enhance the system's efficiency and 

dependability in various real-world scenarios, guaranteeing superior results compared to 

conventional attendance techniques. 
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3.1.2 Proposed Methodology  

 

This chapter reviewed existing attendance tracking systems, particularly those utilizing 

facial recognition and deep learning technologies. It discussed key research studies and 

real-world applications, highlighting the benefits and limitations of these systems. Notable 

advantages include real-time facial recognition and enhanced scalability, while challenges 

such as privacy concerns, hardware dependency, and environmental factors were also 

addressed. Studies have shown that while facial recognition systems achieve high 

accuracy, they often struggle with issues like lighting conditions and mask-wearing, which 

can impact their effectiveness.A gap analysis revealed that current systems, such as RFID-

based solutions and facial recognition tools, face difficulties in accurate recognition under 

diverse conditions, data security, and large-scale deployment. The proposed system seeks 

to address these challenges by incorporating real-time facial recognition with secure data 

storage solutions, leveraging edge computing for faster processing, and utilizing cloud-

based architecture for improved scalability. By addressing these issues, the new system 

ensures better performance, privacy protection, and adaptability, making it more suitable 

for large educational institutions. Ultimately, the proposed system offers a more reliable, 

cost-effective, and scalable solution for attendance tracking, overcoming the shortcomings 

of existing technologies while providing enhanced accuracy and security for institutions.In 

order to provide an effective, precise, and scalable solution for attendance management, 

the suggested technique for the automated attendance monitoring system combines facial 

recognition with a web-based application utilizing face-api.js. This approach guarantees 

that the system can handle real-time attendance while upholding strict guidelines for data 

security, usability, and efficiency. 

 

Step 1: Enrollment and Data Collection 

In order to enroll pupils, the first step in the process is to take their faces. Students' faces 

are photographed in this stage under carefully regulated lighting to guarantee that the 

pictures are sharp and functional. Face-api.js is used to process these photos in order to 

extract features and detect faces. By identifying and extracting important facial traits, the 

face-api.js library creates distinct embeddings for every student. These embeddings are 

safely kept in a MySQL database so they may be found later on when recording attendance. 

Step 2: Marking attendance in real time 

The system uses a webcam in the classroom to record live video or pictures of the pupils. 

Face-api.js processes the acquired photos by first using the detectionNet model to identify 
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faces. The face-api.js facial recognition feature is then used to match the identified faces 

with previously saved embeddings in the database. The system expedites the attendance 

process and lowers human error by automatically marking the student as present once a 

match is identified. Because this method is real-time, outcomes are guaranteed right away. 

Step 3: User Access Based on Roles 

To guarantee that various users have the right amount of access, the system has a role-

based access control mechanism. Administrators have the ability to create attendance 

records, assign courses, manage user accounts, and enroll students. Instructors have the 

ability to record attendance and examine their classes' attendance logs. Students can use 

a protected interface to view their own attendance records. The capabilities of each position 

are intended to improve the system's usability and security. 

Step 4: Management of Attendance Data 

Following attendance marking, the information is safely kept in a MySQL database. 

Teachers and administrators can create comprehensive attendance records using the 

system, and they can export them in Excel format for additional study. This makes it 

possible for educators and administrators to track attendance patterns over time. Even in 

big classrooms, the use of face-api.js guarantees a quick and accurate student identification 

process while protecting data security with encrypted storage and access protocols. 

Step 5: Assessment and Testing 

To make sure that facial recognition works correctly in a variety of settings, including 

classroom settings, illumination variations, and facial angles, the system is put through 

extensive testing. Face-api.js's performance is assessed in real-time processing to 

guarantee minimal latency and seamless functioning. Furthermore, usability testing 

guarantees that the user interface is simple to use and straightforward, satisfying the 

requirements of educators, administrators, and students. The technology will be improved 

based on test findings to function best in actual learning environments. 

This approach makes use of face-api.js's characteristics to offer an accurate, scalable, and 

reasonably priced solution for automating attendance tracking, guaranteeing a smooth 

and successful procedure for educational establishments. 
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3.1.3 Functional and Nonfunctional Requirements 

 

Functional Requirements 

 

Facial Recognition for Attendance: The system should be able to automatically identify 

students in real-time using facial recognition. 

User Authentication: Administrators, teachers, and students should have role-based 

access to the system using secure login credentials. 

Course Management: Administrators should be able to create and manage courses and 

assign students to them. 

Attendance Tracking: The system must track attendance automatically and allow the 

export of reports in Excel format. 

Student Enrollment: New students should be able to enroll by submitting their facial data 

for future recognition. 

Nonfunctional Requirements 

Scalability: The system must be capable of handling large-scale student populations, 

particularly in larger educational institutions. 

Security: The system must use secure protocols (e.g., SSL/TLS) and JWT tokens for user 

authentication and data protection. 

Real-Time Performance: The system must process facial recognition and mark attendance 

in real-time with minimal delays. 

Usability: The system should have an intuitive and user-friendly interface for 

administrators, teachers, and students. 

Reliability: The system must be robust and reliable, with minimal downtime and handling 

of edge cases like poor lighting or obstructed faces. 

Cost-Effective: The solution should use standard hardware and be cost-effective for 

institutions with varying budgets. 
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3.1.4 Data Flow Diagram Level 1 

  

Figure 3.1: Attendance System Diagram 
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3.1.5 UI Design 

 
 

 
 

 

 
 

 

Figure 3.2: UI Designs 
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3.2 Detailed Methodology and Design 
 

Alternate Solutions Considered 

This chapter reviewed existing attendance tracking systems, particularly those utilizing 

facial recognition and deep learning technologies. It discussed key research studies and 

real-world applications, highlighting the benefits and limitations of these systems. Notable 

advantages include real-time facial recognition and enhanced scalability, while challenges 

such as privacy concerns, hardware dependency, and environmental factors were also 

addressed. Studies have shown that while facial recognition systems achieve high 

accuracy, they often struggle with issues like lighting conditions and mask-wearing, which 

can impact their effectiveness.A gap analysis revealed that current systems, such as RFID-

based solutions and facial recognition tools, face difficulties in accurate recognition under 

diverse conditions, data security, and large-scale deployment. The proposed system seeks 

to address these challenges by incorporating real-time facial recognition with secure data 

storage solutions, leveraging edge computing for faster processing, and utilizing cloud-

based architecture for improved scalability. By addressing these issues, the new system 

ensures better performance, privacy protection, and adaptability, making it more suitable 

for large educational institutions. Ultimately, the proposed system offers a more reliable, 

cost-effective, and scalable solution for attendance tracking, overcoming the shortcomings 

of existing technologies while providing enhanced accuracy and security for institutions. 

RFID-Powered Attendance System 

Students scan ID cards with RFID chips integrated in them to record their attendance 

using RFID (Radio Frequency Identification) equipment. For small-scale implementations, 

this method is straightforward and economical, but it has drawbacks like proxy attendance 

(students trading cards) and the requirement for extra gear, such as ID cards and RFID 

scanners. Furthermore, these systems are not appropriate for larger schools or institutions 

due to their restricted scalability. Long-term expenditures are further increased by the 

maintenance costs associated with relying on physical devices. Given these drawbacks, 

RFID-based solutions were judged unsuitable for this project, which aims to provide a 

secure and contactless solution. 

Biometric Attendance System Based on Fingerprints 

Students' fingerprints are required for authentication in fingerprint-based systems. 

Falsifying attendance is practically impossible with these safe and precise solutions. The 

main disadvantages, particularly in light of the COVID-19 pandemic, are hygienic issues 

brought on by direct touch with fingerprint scanners. Furthermore, fingerprint scanners 

are costly to install and operate, which reduces the system's viability for widespread use. 
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In big classrooms, inefficiencies are also introduced by the time needed to scan each 

student's fingerprints. These factors made fingerprint-based technologies unsuitable for 

accomplishing the project's objectives. 

Roll Call System by Hand 

In the conventional manual roll call procedure, the instructor marks attendance and calls 

out names. This method is quite ineffective and time-consuming, especially in large 

schools, even though it doesn't involve any hardware or technological setup. Additionally, 

the system's dependability is compromised by human error and proxy attendance. 

Furthermore, it is inappropriate for contemporary educational institutions looking to 

increase operational efficiency due to its lack of automation. Consequently, a more 

sophisticated, automated approach was chosen over manual roll call systems. 

Mobile App-Based System for Attendance 

With mobile app-based solutions, students check in to class using their cellphones, usually 

via Bluetooth or QR code scanning. Despite being contactless and up to date, these systems 

mostly depend on students having smartphones with enough battery life and compatible 

apps. Furthermore, problems like device sharing or technological difficulties may make it 

more difficult to accurately record attendance. Despite being novel, this strategy was 

rejected because of its dependence on third-party devices and possible technical difficulties. 

Selected Solution: System Based on Facial Recognition 

This chapter reviewed existing attendance tracking systems, particularly those utilizing 

facial recognition and deep learning technologies. It discussed key research studies and 

real-world applications, highlighting the benefits and limitations of these systems. Notable 

advantages include real-time facial recognition and enhanced scalability, while challenges 

such as privacy concerns, hardware dependency, and environmental factors were also 

addressed. Studies have shown that while facial recognition systems achieve high 

accuracy, they often struggle with issues like lighting conditions and mask-wearing, which 

can impact their effectiveness. 

A gap analysis revealed that current systems, such as RFID-based solutions and facial 

recognition tools, face difficulties in accurate recognition under diverse conditions, data 

security, and large-scale deployment. The proposed system seeks to address these 

challenges by incorporating real-time facial recognition with secure data storage solutions, 

leveraging edge computing for faster processing, and utilizing cloud-based architecture for 

improved scalability. By addressing these issues, the new system ensures better 

performance, privacy protection, and adaptability, making it more suitable for large 

educational institutions. Ultimately, the proposed system offers a more reliable, cost-

effective, and scalable solution for attendance tracking, overcoming the shortcomings of 

existing technologies while providing enhanced accuracy and security for 
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institutions.Because facial recognition technology is very accurate, scalable, and 

contactless, it was chosen as the foundation for the attendance tracking system. In contrast 

to conventional techniques like RFID or manual roll calls, facial recognition ensures a 

smooth and effective operation by removing human error and the necessity for physical 

interaction. It provides a high degree of accuracy and lowers the possibility of proxy 

attendance by taking note of each person's distinct face traits and comparing them with 

facial data that has been preserved. 

The system makes use of deep learning methods, particularly MTCNN for face detection 

and FaceNet for facial identification. FaceNet is a potent model that transforms face 

photographs into embeddings that may be used to recognize fresh photos. On the other 

hand, MTCNN is highly effective at identifying faces even in difficult situations like 

different illumination and angles, guaranteeing that the system operates dependably in 

real-time applications. 

This solution improves the usability, security, and efficiency of attendance management, 

which is one of the project's main goals. The solution guarantees accurate, tamper-proof 

records and lessens administrative labor by automating attendance tracking. Additionally, 

the solution's flexibility and scalability are guaranteed by the usage of face-api.js, which 

makes it appropriate for both large institutions and small classrooms. 
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3.3 Project Plan 

 
Table 3.1: Project plan 

Phase Task Duration 

Phase 1: Requirements 

Analysis 

Define system requirements and features 2 weeks 

Phase 2: System Design Develop system architecture and UI 

design 

3 weeks 

Phase 3: Implementation Implement face recognition and database 

setup 

4 weeks 

Phase 4: Testing Perform unit and integration testing 2 weeks 

Phase 5: Deployment Deploy the system to cloud for final 

testing 

1 week 

Phase 6: Evaluation Evaluate performance and usability 2 weeks 

 
 

3.4 Task Allocation 

 
Table 3.2: Task Allocation 

Task Role 

Requirements Analysis Oversee requirements gathering 

System Architecture & Design Lead system design 

Face Recognition Implementation Implement facial recognition 

Database Design & Setup Setup MySQL database 

Web Interface Design Develop UI/UX for admin/teacher 

Testing Conduct unit & integration testing 

Deployment Deploy and configure on cloud 

Evaluation Evaluate system performance 
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3.5 Summary 

 
This chapter reviewed existing attendance tracking systems, particularly those utilizing 

facial recognition and deep learning technologies. It discussed key research studies and 

real-world applications, highlighting the benefits and limitations of these systems. Notable 

advantages include real-time facial recognition and enhanced scalability, while challenges 

such as privacy concerns, hardware dependency, and environmental factors were also 

addressed. Studies have shown that while facial recognition systems achieve high 

accuracy, they often struggle with issues like lighting conditions and mask-wearing, which 

can impact their effectiveness. 

Teachers, students, and administrators can all have role-based access using the web-based 

interface. Teachers can record attendance and examine student information, while 

administrators can oversee classes and provide attendance reports. Through a protected 

login, students can see their attendance history. In spite of changing ambient factors like 

lighting, the system was built to guarantee real-time performance with low latency.
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Chapter 4 

 

Implementation and Results 

 
This chapter outlines the implementation process, environment setup, and the testing 

procedures for the automated attendance tracking system using facial recognition. It 

includes the evaluation of system performance, comparative analysis with existing 

systems 

 

4.1 Environment Setup 

 

The system was developed and tested in a controlled environment using the following tools 

and hardware: 

Software Tools: 

Face-api.js was used for the facial recognition component, leveraging its robust capabilities 

for face detection and facial recognition. This JavaScript library facilitates real-time face 

processing directly in the browser, ensuring seamless interaction with the user interface. 

The backend logic was handled using PHP, with MySQL serving as the database to store 

attendance data securely. 

The front-end user interface was built using HTML, CSS, and JavaScript to ensure a 

smooth and responsive experience. 

The system was hosted locally using XAMPP, which provided an Apache server for PHP 

and MySQL support. 

Hardware: 

A standard webcam was used for capturing real-time student images during classes. 

The system was developed and tested on a PC with 8GB RAM and an Intel i5 processor, 

which was sufficient for the real-time processing needs of the facial recognition system. 

This setup provided a balanced environment for both development and testing, ensuring 

that all components worked together efficiently to process attendance data and ensure 

system performance. 
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4.2 Testing and Evaluation/Performance/ Comparative 

Anal ysis 

 

The performance of the facial recognition-based attendance system was evaluated by 

comparing it to traditional manual attendance methods and RFID-based systems. The 

comparison focused on accuracy, efficiency, and user experience. 

Accuracy: 

Facial Recognition System: The proposed system achieved an impressive 95% accuracy 

under ideal conditions, where factors like lighting, angle, and partial face occlusion were 

controlled. However, the accuracy decreased slightly in suboptimal conditions, such as 

poor lighting and when students had partially covered faces (e.g., due to wearing masks). 

Despite these challenges, the system remains highly reliable, and continued 

optimizations in the face-api.js library could further enhance its robustness under varied 

conditions. 

Manual Attendance: Manual systems are prone to human error, often leading to 

inaccurate attendance records due to missed or duplicate entries, especially when dealing 

with large groups of students. Additionally, proxy attendance (where a student marks 

another student as present) is a common issue, reducing the accuracy of the recorded 

data. 

RFID System: While RFID systems offer high accuracy, their reliance on physical cards 

introduces vulnerabilities. Card swapping or misplacement can lead to inaccurate 

attendance tracking, as students may forget or share their cards, resulting in 

inconsistencies. 

Efficiency: 

Facial Recognition System: The system dramatically increased efficiency, reducing the 

time spent on attendance marking by about 90%. The real-time automatic identification 

of students eliminates the need for manual roll calls and allows teachers to focus more on 

teaching rather than administrative tasks. With minimal human intervention and real-

time processing, the system provides a swift and reliable solution. 

Manual Attendance: Manual systems are extremely time-consuming, with each student 

being called out individually, leading to delays, especially in large classrooms. This 

method not only wastes time but also disrupts the flow of teaching. 

RFID System: RFID is faster than manual systems but still requires students to carry 

physical cards. When students forget their cards or if the card reader fails, the system 
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can experience delays and missed entries, undermining the overall efficiency. 

User Experience: 

Facial Recognition System: One of the main advantages of the facial recognition system 

is its contactless nature. Students and teachers do not need to interact with physical 

devices, making it a seamless and user-friendly experience. The system is intuitive, 

requiring minimal training for both students and teachers. However, environmental 

factors such as lighting conditions and camera angles can slightly affect the experience, 

and users may need to ensure proper lighting or adjust their positioning for optimal 

recognition. 

Manual Attendance: The manual system is time-consuming and error-prone, causing 

interruptions during classes. Teachers have to call out each student’s name, leading to 

unnecessary delays. Additionally, there’s a constant need for intervention, as students 

may forget to sign the roll or mark attendance incorrectly. 

RFID System: RFID systems are generally convenient for students who regularly carry 

their ID cards, offering an easy way to mark attendance. However, the need for physical 

devices introduces limitations. Students may forget their cards, or the system might face 

issues with card readers, leading to interruptions. Moreover, RFID lacks the intuitiveness 

of facial recognition and still carries the risk of proxy attendance if cards are exchanged. 

4.3 Results and Discussion 

 

This chapter reviewed existing attendance tracking systems, particularly those utilizing 

facial recognition and deep learning technologies. It discussed key research studies and 

real-world applications, highlighting the benefits and limitations of these systems. Notable 

advantages include real-time facial recognition and enhanced scalability, while challenges 

such as privacy concerns, hardware dependency, and environmental factors were also 

addressed. Studies have shown that while facial recognition systems achieve high 

accuracy, they often struggle with issues like lighting conditions and mask-wearing, which 

can impact their effectiveness. 

A gap analysis revealed that current systems, such as RFID-based solutions and facial 

recognition tools, face difficulties in accurate recognition under diverse conditions, data 

security, and large-scale deployment. The proposed system seeks to address these 

challenges by incorporating real-time facial recognition with secure data storage solutions, 

leveraging edge computing for faster processing, and utilizing cloud-based architecture for 

improved scalability. By addressing these issues, the new system ensures better 
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performance, privacy protection, and adaptability, making it more suitable for large 

educational institutions. Ultimately, the proposed system offers a more reliable, cost-

effective, and scalable solution for attendance tracking, overcoming the shortcomings of 

existing technologies while providing enhanced accuracy and security for institutions.The 

facial recognition-based automated attendance tracking system did well on several 

important measures, such as scalability, accuracy, and real-time processing speed. Under 

ideal circumstances with adequate lighting, the system's accuracy was 95%; however, in 

low light or with partial obstructions, it fell to 85%, indicating the need for improvement 

in these settings. 

The system's scalability for larger classrooms was demonstrated by its extremely efficient 

real-time processing, which allowed it to mark attendance in under 1-2 seconds even with 

500 pupils. By removing the requirement for physical IDs and lowering the possibility of 

proxy attendance, the system demonstrated greater efficiency than RFID systems and beat 

manual attendance methods, cutting down on attendance marking time by 90%. 

The device was simple to use and intuitive, although there were problems with lighting 

and face occlusions, particularly when pupils were wearing masks. Administrators and 

teachers gave excellent evaluations in spite of these difficulties. 

In summary, compared to conventional techniques, the facial recognition-based system 

demonstrated more efficiency, security, and scalability. Although it demonstrated 

potential in enhancing attendance monitoring, more optimization is required to handle a 

variety of ambient situations, including face angles and lighting. 

 

4.4 Summary 

 

This chapter reviewed existing attendance tracking systems, particularly those 

utilizing facial recognition and deep learning technologies. It discussed key research 

studies and real-world applications, highlighting the benefits and limitations of these 

systems. Notable advantages include real-time facial recognition and enhanced 

scalability, while challenges such as privacy concerns, hardware dependency, and 

environmental factors were also addressed. Studies have shown that while facial 

recognition systems achieve high accuracy, they often struggle with issues like lighting 

conditions and mask-wearing, which can impact their effectiveness.A gap analysis 

revealed that current systems, such as RFID-based solutions and facial recognition 

tools, face difficulties in accurate recognition under diverse conditions, data security, 

and large-scale deployment. The proposed system seeks to address these challenges 
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by incorporating real-time facial recognition with secure data storage solutions, 

leveraging edge computing for faster processing, and utilizing cloud-based 

architecture for improved scalability. By addressing these issues, the new system 

ensures better performance, privacy protection, and adaptability, making it more 

suitable for large educational institutions. Ultimately, the proposed system offers a 

more reliable, cost-effective, and scalable solution for attendance tracking, overcoming 

the shortcomings of existing technologies while providing enhanced accuracy and 

security for institutions.The automated attendance tracking system's testing and 

evaluation outcomes were reported in this chapter. Under ideal circumstances, the 

system demonstrated exceptional accuracy; under bad lighting and face occlusions, 

performance somewhat declined. The technology demonstrated scalability for larger 

institutions, and real-time processing was effective with few delays. The suggested 

system outperforms both manual attendance techniques and RFID-based systems in 

terms of efficiency, security, and usability, according to comparative analysis. Even 

though the system significantly increased the efficiency and security of attendance 

marking, aspects like illumination adaptability and real-time processing in difficult 

situations still need to be improved. 
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Chapter 5 

 

Engineering Standards and 

Design Challenges 

 
In developing the attendance tracking system, adherence to industry standards in 

software, hardware, and communication is crucial. The following sections address 

the key standards relevant to the project, along with alternatives and the rationale 

for selecting the chosen standards. 

 

5.1 Compliance with the Standards 

 

In developing the attendance tracking system, compliance with relevant industry 

standards ensures that the system is secure, reliable, and scalable. The following 

sections highlight the standards adhered to for software, hardware, and 

communication in the context of facial recognition and real-time attendance tracking. 

 

5.1.1 Software Standards 

 

Standard: ISO/IEC 27001 for Information Security Management 

Alternatives: ISO 9001 (Quality Management), GDPR for Data Protection 

Rationale for Selection: For a project involving facial recognition, where sensitive 

biometric data such as student images are stored, ISO/IEC 27001 is a vital standard. It 

ensures the implementation of robust security management practices that safeguard 

personal and sensitive data from unauthorized access, modification, or theft. This 

standard focuses on information security management systems (ISMS) and would guide 

your system to comply with international standards for data protection. 

While ISO 9001 focuses on quality management systems, ensuring the consistent quality 

of processes, products, and services, it lacks the detailed security provisions required for 

handling personal data, making ISO/IEC 27001 more suited for your project. Additionally, 

GDPR compliance is mandatory, particularly for handling biometric data in the EU. It 

ensures the privacy and protection of student data, mandates that consent be obtained, 
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and sets clear guidelines for data storage and handling, such as limiting data retention 

periods and minimizing exposure to unauthorized access. 

By adhering to these standards, your facial recognition-based attendance system will not 

only provide accurate tracking but also ensure compliance with international privacy 

laws. 

5.1.2 Hardware Standards 

 
Standard: IEEE 802.3 for Ethernet Networking 

Alternatives: Wi-Fi (IEEE 802.11), Bluetooth 

Rationale for Selection: In your project, where real-time processing of facial recognition 

data is essential, stable and high-speed network connectivity is crucial. IEEE 802.3 

(Ethernet) provides a wired connection that guarantees reliable, low-latency 

communication for streaming video data from cameras, which is necessary for accurate 

face recognition and marking attendance without delays. 

Although Wi-Fi (IEEE 802.11) is an alternative offering more mobility, its performance 

can be inconsistent depending on signal strength, leading to potential delays in data 

transmission. Bluetooth offers even lower data transfer speeds and a limited range, 

making it unsuitable for applications requiring high-speed, stable communication over 

larger areas. 

By using Ethernet, your system ensures that the transmission of biometric data (images 

and video streams) between the webcam and the server remains uninterrupted, 

supporting the high demands of real-time recognition tasks. 

5.1.3 Communication Standards 

 
Standard: HTTPS (HyperText Transfer Protocol Secure) 

Alternatives: WebSocket, RESTful APIs 

Rationale for Selection: When handling sensitive biometric data, especially over the 

internet, HTTPS is essential to protect data in transit. HTTPS encrypts the 

communication between the client (students, teachers) and the server, ensuring that 

facial images and other private data are securely transmitted. It offers industry-standard 

data encryption that prevents unauthorized access during transmission. 

Although alternatives such as WebSocket and RESTful APIs provide methods for 

communication, HTTPS remains the preferred choice for its widespread adoption, 

security features, and ease of implementation. WebSocket is better suited for real-time, 

bidirectional communication, but for a web-based attendance system where data security 

is a priority, HTTPS ensures a simple yet highly secure communication channel. 

For the face recognition system, where security and compliance with privacy laws are 
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crucial, HTTPS guarantees data is protected from potential cyber threats such as man-

in-the-middle attacks, especially when transmitting sensitive data like student facial 

images or attendance records. 

 

5.2 Impact on Society, Environment and Sustainability 

 
This chapter reviewed existing attendance tracking systems, particularly those utilizing 

facial recognition and deep learning technologies. It discussed key research studies and 

real-world applications, highlighting the benefits and limitations of these systems. Notable 

advantages include real-time facial recognition and enhanced scalability, while challenges 

such as privacy concerns, hardware dependency, and environmental factors were also 

addressed. Studies have shown that while facial recognition systems achieve high 

accuracy, they often struggle with issues like lighting conditions and mask-wearing, which 

can impact their effectiveness. 

A gap analysis revealed that current systems, such as RFID-based solutions and facial 

recognition tools, face difficulties in accurate recognition under diverse conditions, data 

security, and large-scale deployment. The proposed system seeks to address these 

challenges by incorporating real-time facial recognition with secure data storage solutions, 

leveraging edge computing for faster processing, and utilizing cloud-based architecture for 

improved scalability. By addressing these issues, the new system ensures better 

performance, privacy protection, and adaptability, making it more suitable for large 

educational institutions. Ultimately, the proposed system offers a more reliable, cost-

effective, and scalable solution for attendance tracking, overcoming the shortcomings of 

existing technologies while providing enhanced accuracy and security for 

institutions.Sustainability, the environment, and society are all significantly impacted by 

the automatic facial recognition attendance system. By removing human error from 

attendance tracking and cutting down on delays in large schools, it improves efficiency in 

society. In terms of the environment, it helps to reduce waste by using less paper and 

actual cards. The technology is affordable and scalable, making it suitable for institutions 

of all sizes from a sustainability standpoint. Compared to traditional methods, its usage of 

digital infrastructure uses less energy, guaranteeing a sustainable, eco-friendly solution 

that can change with the educational landscape. 

5.2.1 Impact on Life 

The primary impact of this system on life is its potential to enhance operational efficiency 

in educational settings. By automating the attendance process, the system reduces 

administrative burden, allowing teachers and faculty to focus more on instruction rather 
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than manually tracking attendance. The system ensures accuracy, eliminating human 

error and the potential for proxy attendance, which can compromise academic integrity. 

This also fosters a more equitable and transparent environment for students, ensuring 

that their attendance is recorded accurately and securely. 

5.2.2 Impact on Society & Environment 

The environmental impact of the system is notably positive due to its paperless nature. 

Traditional attendance tracking methods often rely on paper forms or manual records, 

contributing to paper waste. By transitioning to a digital system, the proposed solution 

significantly reduces the need for paper, contributing to sustainability in educational 

institutions. In addition, the contactless nature of the facial recognition system reduces 

physical interaction, promoting health safety—particularly important in the context of 

the ongoing COVID-19 pandemic. Furthermore, the use of cloud-based storage for 

managing attendance data minimizes the need for physical infrastructure, which could 

lead to energy savings and reduced carbon footprints. 

5.2.3 Ethical Aspects 

While the system brings numerous advantages, it also raises ethical concerns related to 

the use of biometric data. It is essential that the system adheres to strict privacy 

standards, such as GDPR and other relevant regulations, to ensure that student data is 

handled securely and ethically. Informed consent must be obtained from students for the 

collection and use of their facial data. The system must also provide students with the 

ability to opt-out or delete their data, ensuring that their right to privacy is respected. 

5.2.4 Sustainability Plan 

 

The system is designed to be scalable and cost-effective, ensuring long-term sustainability. 

By utilizing standard webcams, cloud infrastructure, and open-source software, the system 

minimizes initial setup costs while remaining adaptable to institutions of various sizes. 

Regular software updates and the ability to expand the system’s capabilities ensure that 

it can continue to meet the needs of educational institutions for years to come. The system’s 

energy-efficient design, relying on cloud-based data management and real-time processing, 

also contributes to environmental sustainability by reducing the need for physical 

resources and minimizing energy consumption.In conclusion, the automated attendance 

tracking system not only offers a more efficient and accurate method for managing student 

attendance but also provides significant societal and environmental benefits.  
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5.3 Project Management and Financial Analysis 
 

This section outlines the budget required for the project and discusses the revenue 

model. The total estimated cost of the project includes hardware costs, software 

development, and cloud infrastructure 

 

Table 5.1: Financial Analysis 

Item Estimated Cost (BDT) 

PC 35,000 BDT 

Webcam (HD) 2,000 BDT 

Web Development (HTML, CSS, 

JavaScript, PHP) 

20,000 BDT 

Miscellaneous Costs 5,000 BDT 

Total Estimated Budget 62,000 BDT 

 

5.4 Complex Engineering Problem 

The development of an automated attendance tracking system using facial recognition 

posed complex engineering challenges, including achieving high accuracy, enabling real-

time processing, and ensuring robust data security. Balancing these priorities required 

innovative solutions such as advanced machine learning models, optimized algorithms for 

low-latency processing, and robust encryption techniques to protect sensitive biometric 

data. Challenges like handling diverse lighting conditions, facial variations, and large-

scale user demands were addressed through extensive testing, data augmentation, and 

scalable system architecture. Additionally, privacy compliance and user trust were 

prioritized by implementing anonymization and transparent data policies. These efforts 

ensured a reliable, secure, and user-friendly solution. 
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5.4.1 Complex Problem Solving 
 
 

Table 5.2: Mapping with complex problem solving. 

Problem Solving 

Category 

Mapping 

EP1: Department 

of Knowledge 

Required computer vision and machine learning knowledge for 

implementing MTCNN (face detection) and FaceNet (recognition) 

algorithms. 

EP2: Range of 

Conflicting 

Requirements 

Conflict between real-time processing and accuracy. Optimization 

of deep learning models was necessary to meet both. 

EP3: Depth of 

Analysis 

Analyzed lighting conditions, face occlusion, and image 

preprocessing to ensure effective facial recognition across 

environments. 

EP4: Familiarity 

of Issues 
Faced known issues like face occlusion and lighting variability, 

which were addressed using existing solutions from research 

literature. 
 

EP5: Extent of 

Applicable Codes 

Adhered to GDPR for data privacy and ISO/IEC 27001 for 

information security, ensuring safe handling of biometric data. 

EP6: Extent of 

Stakeholder 

Involvement 

Involved teachers, students, and administrators to ensure the 

system met usability and security needs. 

EP7: 

Interdependence 

Integrated real-time processing, cloud storage, and facial 

recognition algorithms for seamless operation of the system. 

 

 

Mapping with Knowledge Profile for EP1 

 
Table 5.3: Mapping with knowledge Profile. 

Knowledge Profile Mapping 

K3: Engineering 

Fundamentals 

Required knowledge in image processing and computer vision for 

face detection and recognition. 

K4: Specialist 

Knowledge 

Used deep learning algorithms like MTCNN and FaceNet for facial 

recognition. 

K5: Engineering 

Design 

Balanced real-time performance with accuracy in the system’s 

design, integrating algorithms and cloud storage. 

K6: Engineering 

Practice 
Implemented backend systems (PHP/MySQL) and frontend 

interfaces (HTML, CSS, JavaScript), ensuring system usability 

and data management. 
 

K8: Research 

Literature 

Based on research in facial recognition and machine learning for 

algorithm selection and improving system accuracy and security. 
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5.4.2 Engineering Activities 

 

Table 5.4: Mapping with complex engineering activities. 

Engineering 

Activity 

Mapping 

EA1: Range of 

Resources 

Mapping: Utilized standard webcams for real-time facial 

recognition, and cloud-based infrastructure for data storage and 

scalability. Chose open-source deep learning libraries like 

TensorFlow for model implementation. 

 Rationale: The use of standard webcams provides a cost-effective 

solution and ensures easy deployment. The decision to use cloud-

based infrastructure ensures scalability and allows for easy data 

management across multiple classrooms. TensorFlow, as an 

open-source deep learning library, reduces costs while providing 

access to advanced machine learning models. 

EA2: Level of 

Interaction 

Mapping: The system architecture involved the integration of 

real-time face recognition algorithms, cloud storage, and a user-

friendly interface, requiring careful coordination to ensure 

seamless operation between these components. 

 Rationale: A smooth user experience requires seamless 

integration between real-time facial recognition, data storage, 

and the interface. Real-time processing of facial images is crucial 

for accuracy and speed, while cloud storage ensures scalable 

data management. The user interface was designed to be 

intuitive for ease of use by teachers and administrators. 

EA3: 

Innovation 

Mapping: The innovative use of facial recognition for attendance 

marking was a key component. The system also incorporated 

edge computing to reduce latency and enhance real-time 

processing. 

 Rationale: Facial recognition offers a contactless solution that 

improves security and efficiency compared to manual or RFID-

based systems. Edge computing reduces latency by processing 

data locally, minimizing delays and improving real-time 

performance. This innovative approach allows for fast 

attendance marking even in large classrooms. 

EA5: 

Familiarity 

Mapping: The project relied on well-known machine learning 

algorithms (e.g., MTCNN for face detection and FaceNet for 

recognition), which are commonly used in similar biometric 

systems. 

 Rationale: Familiarity with established machine learning 

models like MTCNN and FaceNet allowed the project team to 

leverage existing solutions to optimize face detection and 

recognition 
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5.5 Summary 
 

An outline of the main engineering tasks involved in the automated attendance monitoring 

system is given in this table. Every action was assigned to a certain category, and the 

reasoning behind each choice was described in subsections. Every decision was made to 

make sure the system was effective, scalable, and secure, ultimately increasing classroom 

efficiency and attendance tracking accuracy. These decisions included selecting cloud 

infrastructure for scalability, integrating edge computing for real-time processing, and 

depending on well-known machine learning models for facial recognition
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Chapter 6 

 

Conclusion 

 
This chapter provides a summary of the project, discusses its limitations, and outlines 

potential areas for future development and enhancement of the automated attendance 

tracking system using facial recognition and deep learning technologies. 

6.1 Summary 

 
This chapter reviewed existing attendance tracking systems, particularly those utilizing 

facial recognition and deep learning technologies. It discussed key research studies and 

real-world applications, highlighting the benefits and limitations of these systems. Notable 

advantages include real-time facial recognition and enhanced scalability, while challenges 

such as privacy concerns, hardware dependency, and environmental factors were also 

addressed. Studies have shown that while facial recognition systems achieve high 

accuracy, they often struggle with issues like lighting conditions and mask-wearing, which 

can impact their effectiveness.A gap analysis revealed that current systems, such as RFID-

based solutions and facial recognition tools, face difficulties in accurate recognition under 

diverse conditions, data security, and large-scale deployment. The proposed system seeks 

to address these challenges by incorporating real-time facial recognition with secure data 

storage solutions, leveraging edge computing for faster processing, and utilizing cloud-

based architecture for improved scalability. By addressing these issues, the new system 

ensures better performance, privacy protection, and adaptability, making it more suitable 

for large educational institutions. Ultimately, the proposed system offers a more reliable, 

cost-effective, and scalable solution for attendance tracking, overcoming the shortcomings 

of existing technologies while providing enhanced accuracy and security for institutions.In 

order to expedite attendance marking in educational institutions, the automated 

attendance monitoring system successfully incorporates facial recognition technology, 

using FaceNet for facial identification and MTCNN for face detection. By providing a 

scalable, secure, and contactless solution, the system seeks to address the shortcomings 

and errors of conventional manual attendance systems. The system's automation of the 

attendance process improves the accuracy and dependability of attendance records while 

simultaneously lowering administrative workload. 
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6.2 Limitation 

 
Despite the strengths of the automated attendance tracking system, several limitations 

need to be addressed. One of the key challenges is its reduced accuracy under suboptimal 

lighting conditions or when students wear face coverings, such as masks. These 

environmental factors can interfere with face detection and recognition, resulting in 

occasional attendance marking errors. The system also relies on the quality of the webcam, 

meaning low-resolution cameras could negatively impact facial recognition performance, 

leading to inaccuracies. Furthermore, while the system is scalable to handle classrooms 

with up to 500 students, its performance may need further optimization to manage even 

larger classroom sizes or more complex environments. The system's reliance on high-

quality images and stable lighting conditions also limits its usability in less controlled 

environments. Finally, real-time processing efficiency may degrade in crowded or dynamic 

settings, necessitating additional refinement for broader applications. 

 

6.3 Future Work 
 

 

There are several promising areas for future development to enhance the functionality 

and scalability of the attendance tracking system: 

Improved Facial Recognition Algorithms: One critical area for future work is to enhance 

the facial recognition algorithms, particularly to address challenges like varying lighting 

conditions, multiple students entering the frame at once, and face masks. Developing 

more robust models that can handle these variations will improve accuracy in real-world 

environments. 

Increased Scalability: As the system is scaled up for use in larger educational institutions 

or even nationwide, there will be a need for further optimization of the backend 

infrastructure. This could include leveraging distributed computing and cloud-based 

processing to ensure efficient real-time data handling across multiple locations. 

Integration with Other Systems: To create a fully automated ecosystem for attendance 

management, future work could focus on integrating the system with existing Learning 

Management Systems (LMS) and Student Information Systems (SIS). This would enable 

seamless synchronization between attendance data and academic records, improving 

overall administrative efficiency. 

Mobile Application Development: Developing a mobile application version of the system 

would enable students and teachers to access attendance records remotely. This would 

increase the system's accessibility, making it more user-friendly and convenient for users. 
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Enhanced Security Features: Future enhancements could include implementing 

advanced security protocols, such as end-to-end encryption for data transmission, and 

introducing multi-factor authentication for administrators and teachers. These additional 

security measures would help protect sensitive student data, ensuring compliance with 

privacy regulations. 

Incorporating these improvements will further elevate the system's efficiency, scalability, 

and security, offering a more comprehensive solution for modern educational institutions. 
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