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ABSTRACT

The rapid development of generative artificial intelligence has produced a wave of
hyper-realistic deepfakes, posing existential challenges for authenticity verification
to occur in digital media. This study proposes a deep learning architecture for the
binary classification of Al-generated and real images as a reaction to a growing need
for credible detection techniques. We comparatively evaluate four wvarious
architectures: ResNetRS50, MobileNetV2, EfficientNetBO, and a specially designed
CNN with integrated Gabor filters and attention mechanisms. All models were
trained and evaluated on an equalized, high-quality dataset under the same
experimental conditions to provide serious benchmarking. While MobileNetV2 and
EfficientNetBO achieved higher peak validation accuracies of 99.29% and 99.81%
respectively, ResNetRS50 was the most powerful and most generalized model. Its
robust convergence behavior, high interpretability, and resistance to overfitting—
particularly under extended training durations and high-density data—make it the
top choice even at a slightly lower peak accuracy of 97.24%. Extended testing using
classification reports, confusion matrices, and performance curves supports this
conclusion further. A web interface was also established to demonstrate real-time
deployment capability, showing that the model is usable in practical applications. The
proposed method not only elevates the state of Al image forensics but also serves as
a basis for large-scale and trustworthy content verification systems in the face of
rising synthetic media.
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Chapter 1

Introduction

This chapter introduces the motivation, objectives, and significance of the project,
Identifying the Authenticity of Images Using Deep Learning Techniques. With the rise
of artificial intelligence and its misuse through Al generated technology, the need for
robust detection mechanisms has become crucial. The chapter outlines the growing
challenges posed by Al generateds, their potential for harm in various domains, and
the project's aim to combat these issues using advanced deep learning models. By
establishing a foundation, this chapter sets the stage for understanding the project's
scope, methodology, and contributions to enhancing trust in digital media.

1.1 Introduction

Significant progress in image and video synthesis has been made possible by the
growing availability of artificial intelligence and machine learning techniques.
However, Al generated technology has emerged as a major obstacle as a result of
these advancements. Al generateds are artificially created or extensively altered
media that, to the naked eye, are frequently identical to authentic information. These
technologies offer serious risks in the form of false information, fraud, and privacy
invasion, even though they have valid applications in fields like education and
entertainment.

The goal of this project, "ldentifying the Authenticity of Images Using Deep Learning
Techniques," is to solve this important problem. The research intends to develop a
dependable system that can differentiate between real and Al generated photos by
utilizing cutting-edge deep learning models. The results of this study have
implications for reducing the hazards associated with altered media and increasing
trust in digital material Significant progress in image and video synthesis has been
made possible by the growing availability of artificial intelligence and machine
learning techniques. These advancements have paved the way for transformative
applications in fields like education, entertainment, and healthcare. However,
alongside these benefits, the rise of Al generated technology has posed a major
challenge. Al generateds are artificially created or extensively manipulated media
that often appear indistinguishable from authentic content to the human eye. While
they have legitimate uses, such as in creative storytelling, simulations, and
marketing, they also present severe risks, including the spread of misinformation,
financial fraud, defamation, and invasions of privacy. The project, "ldentifying the
Authenticity of Images Using Deep Learning Techniques,” seeks to address this
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pressing issue. By leveraging state-of-the-art deep learning models such as Xception,
MobileNetV2, and DenseNet201, this research aims to build a robust system capable
of accurately differentiating between authentic and manipulated images. This study
not only contributes to the fight against the misuse of synthetic media but also
promotes a safer digital environment by restoring trust in online content. Its
outcomes hold significant potential for applications in journalism, cybersecurity,
digital forensics, and content verification platforms, ensuring the integrity and
credibility of digital media.

1.2 Motivation

Al technology's rise has raised serious worries in a number of industries, including
cybersecurity, law enforcement, and the media. Al photos can be used as a weapon to
propagate false information, harm people's reputations, and jeopardize national
security. It is not only a technology requirement but also a social duty to be able to
recognize and stop such manipulations. Technically speaking, this project gives me
the chance to work with state-of-the-art deep learning models, which will increase my
proficiency in computer vision and machine learning. I can also support the global
endeavor to maintain authenticity in the digital world by finding a solution to this
issue. The creation of an easy-to-use detection system also supports the objective of
enabling non-experts to access cutting-edge technology, increasing its practical
application.

1.3 Objectives

The rise of Al generated technology has sparked serious concerns across various
sectors, including cybersecurity, law enforcement, media, and even personal privacy.
Al generated images and videos can be weaponized to spread misinformation, damage
individual reputations, and compromise national security. They have been associated
with financial scams, political manipulation, and malicious activities that exploit the
trustworthiness of digital content. Combating Al generated is not only a technological
necessity but also a social responsibility to uphold the integrity and authenticity of
information in the digital age. The ability to detect and mitigate such manipulations
is crucial to preserving public trust and safeguarding ethical standards. From a
technical standpoint, this project provides an excellent opportunity to work with
state-of-the-art deep learning models, advancing my expertise in computer vision,
artificial intelligence, and machine learning. Leveraging models such as Exception,
MobileNetV2, and DenseNet201 enables the development of a highly effective
detection system capable of differentiating between authentic and manipulated
content. Beyond the technical benefits, this initiative contributes to the global effort
to maintain authenticity in digital media. By creating a user-friendly detection
system, the project democratizes access to cutting-edge technology, ensuring that
even non-experts can use it to verify the integrity of digital content. This increases
its practical application in fields such as journalism, digital forensics, and
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cybersecurity, making it a vital tool for preserving transparency and trust in the
modern digital ecosystem.

1.4 Methodology

The study employed a classification approach to distinguish between Al-created and
real images based on a collection of 975 images (539 Al-created, 436 real) from
Kaggle. The images were resized to 224x224 pixels, normalized via ImageNet
statistics, and background-removed via intensity-based masking. Augmentation
procedures such as geometric transformation, photometric transformation, and
elastic deformation were utilized to facilitate generalization. Data were split into
training (70%), validation (15%), and test (15%) sets using stratified sampling.
Various models were attempted, including ResNetRS50, MobileNetV2,
EfficientNetB0O, and a custom-designed CNN incorporating Gabor filters and an
attention mechanism, which were fine-tuned using cross-entropy loss and Adamax
optimizer. Accuracy, precision, recall, and F1-score were used to measure the quality
of the model, whereas confusion matrices and activation maps contributed towards
interpretability. The best-performing model was served on a Flask-based web
interface with image upload, preprocessing, inference, and result visualization with
sub-2-second response time and 93.7% validation accuracy.

1.5 Project Outcome

A functional and accurate Al generated detection system capable of distinguishing
manipulated images from authentic ones. A web-based application providing an easy-
to-use interface for uploading images and receiving results, making the technology
accessible to a wide range of users. A detailed comparison of the selected deep
learning models, offering insights into their strengths and weaknesses in the context
of Al generated detection. Contributions to the field of digital forensics and image
authenticity through findings and discussions in the report.

1.6 Organization of the Report
Chapter 1: Introduction

Introduction to research problem, motivation, objectives, and research methodology.

Chapter 2: Background

Summary of previous work, identification of the research gap, and formulation of the
theoretical basis.

Chapter 3: Research Methodology

Dataset description, model structure description, training process description, and
evaluation metric description.
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Chapter 4: Implementation and Results

Symbols experimental results, performance, and comparison.
Chapter 5: Engineering Standards and Design Challenges
Controls deployment-related challenges and constraints.
Chapter 6: Conclusion

Sets context of findings, contribution, and potential research directions for future
work.

Chapter 7: References

Complements all academic sources referenced.
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Chapter 2

Background

This chapter provides the context and foundational understanding of the project,
Identifying the Authenticity of Images Using Deep Learning Techniques. It delves
into the evolution of artificial intelligence, particularly in the realm of image
synthesis, and the emergence of Al generated technology. The chapter examines the
dual nature of Al advancements, highlighting both their transformative benefits and
the associated risks, such as disinformation and privacy breaches. By exploring
existing solutions and their limitations, the background sets the stage for the
proposed system, emphasizing the necessity of reliable Al generated detection
methods to address this growing threat.

2.1 Introduction

The rise of artificial intelligence (AI) and machine learning (ML) has revolutionized
countless industries, driving remarkable breakthroughs in automation, healthcare,
entertainment, education, and more. These technologies have empowered innovation,
increased efficiency, and solved complex challenges. However, their rapid evolution
has also introduced new risks, especially when misused. One of the most alarming
byproducts of Al advancements is Al generated technology, which has raised global
concerns due to its potential for harm. Al generated are synthetic media—images,
videos, or audio—that replicate real-world content with such precision that they are
often indistinguishable from genuine material. Built using Al-driven generative
models like GANs (Generative Adversarial Networks), Al generated initially found
application in creative domains such as filmmaking, virtual reality, and gaming.
However, their darker implications have since overshadowed their novelty. Malicious
actors have exploited this technology to conduct disinformation campaigns,
perpetrate identity theft, facilitate blackmail, and manipulate political processes.
These activities undermine trust in digital media and pose serious threats to personal
privacy, national security, and societal integrity. As the sophistication of Al
generated generation continues to advance, so does the need for robust and reliable
detection mechanisms. The project, titled "Identifying the Authenticity of Images
Using Deep Learning Techniques," seeks to address this critical challenge. By
employing state-of-the-art deep learning models like ResNetRS50, MobileNetV2, and
EfficientNetBO, this research aims to create a highly accurate system capable of
distinguishing between authentic and manipulated images. Beyond its technical
contributions, this project plays a vital role in the global effort to combat the misuse
of Al technology. By providing a practical solution to Al generated detection, it helps
to safeguard the credibility of digital content, restore trust in online platforms, and
contribute to ethical Al practices.

©Daffodil International University 5



2.2 Literature Review

Table 2.2. 1: Literature Review Table.

Author Year Title Methodology Key Findings
(s)
Goodfello | 2014 Generative Proposal-Based | Introduced GANSs,
w et al.. Adversarial Study enabling synthetic
Networks media creation,
forming the basis
for Al generateds.
Afchar 2018 Mesonet: A Deep Learning- Proposed a
et al. Compact Al Based lightweight ~ CNN
generated for detecting facial
Detector manipulations in
images.
Nguyen 2019 Deep Learning | Survey-Based Reviewed various
et al. for Al machine learning
generated methods for Al
Detection generated
identification.
Rossler 2021 FaceForensics Dataset Provided a
et al. ++: A Large Creation benchmark dataset
Dataset for to evaluate Al
Forensics generated detection
models..
Tolosana | 2020 Al generateds Literature Summarized the
et al. and Beyond: A Review challenges and
Survey advancements in
digital media
forensics.
Agarwal 2021 A Experimental Compared different
et al. Comparative Study deep learning
Study on Al models for detecting
generated manipulated
Detection images.
Techniques
Patel et 2024 Multi-Model Multi-Model Demonstrated the
al. Approaches to Analysis effectiveness of
Al generated combining Xception
Detection and
InceptionResNetV2
for high accuracy.
Huang 2024 Real-Time Al Real-Time Proposed a
etal. generated Implementatio lightweight and
Detection n efficient solution for
Using detecting Al
MobileNetV2 generateds on

mobile devices.
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Singh & 2024 Enhancing Al Transformer- Explored the use of
Verma generated Based Study transformer-based
Detection models for improved
with feature extraction in
Transformer Al generated
Models detection.
Zhao et 2024 Ethical Ethical Discussed the
al. Implications Analysis societal impacts and
of Al ethical
generated considerations
Detection surrounding Al
Technologies generated detection
tools.
Martin 2024 Al-Generated Deep Learning- | Showed how
etal. Image Based DenseNet201  can
Detection accurately
Using distinguish between
DenseNet201 Al-generated and
real images.
Rodrigue | 2024 VGG19 for Al Feature Demonstrated  the
z et al. Photo Extraction effectiveness of
Detection in VGG19 in
Complex identifying Al-
Scenes generated photos in
complex scenarios

2.3 Gap Analysis

The current body of work on real vs. Al-generated image classification has several
critical gaps to be addressed by this research. The first is that the current datasets
are small and not representative and have poor representation over varying generative
models and real-world sources of images, affecting model generalizability. The second is
that most approaches draw upon shallow or too basic architectures that cannot manage
detailed visual differences between Al-generated and real images, particularly under
complex transformations. Third, while some works are highly accurate, they omit robust
preprocessing pipelines such as background removal or intensity-based normalization
that are essential for field deployment. Fourth, model interpretability is not well-
explored; very few works employ activation maps or feature visualization to offer
explanations of classification decisions, thereby reducing trustin predictions. Fifth, most
works do not compare against a common evaluation protocol, making cross-study
comparisons invalid. Last but not least, deployment readiness does not receive adequate
attention, and little effort goes into integrating models into deployable platforms for use
in real time. These inefficiencies underscore the need for deployable-in-practice,
scalable, and interpretable solutions to Al- generated image detection.

2.4 Summary
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This chapter provided a comprehensive overview of the background and context of
the project. It reviewed existing tools and research, highlighting their strengths and
limitations. Additionally, it identified critical gaps in the current Al generated
detection landscape, such as the need for image-focused solutions, improved
generalization, adaptability, and user accessibility. By addressing these challenges,
this project aims to develop a robust and practical system for Al generated image
detection, contributing to the broader effort to preserve digital authenticity and
mitigate the risks associated with manipulated media.
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Chapter 3

Research Methodology

This chapteris a step-by-step description of the systematic process adopted in the design
of the Al generated image and rea image classification system. The process is an nine-
step sequential process, describing the technical steps adopted in data preparation,
model building, and experiment planning. All the stages are built with extreme care to
ensure reproducibility and scientific integrity, and the rationale for adopting the
methods is described. The subsequent subsections identify the workflow, project
schedule, and author assignment.

3.1 Methodology

Data Image Data
Acquisition Preprocessing Augmentation

Model Training & Model Selection &
Hyperparameter Architecture Data Splitting
Tuning Design

Model Deployment via
Web Interface

Model Evaluation Result Analysis

Figure 3.1. 1: Block Diagram of Methodology

3.2 Detailed Methodology and Design
3.2.1 Data Acquisition

Three Al Generated Images vs Real Images data set downloaded from Kaggle: Al-
Image (539), Real-Image (436).

o Download data set and unzip the files.
o Perform exploratory simple analysis to ensure image quality with class
distribution.

©Daffodil International University 9



3.2.2 Data Preprocessing

Raw images pre-processed such that there is a uniformity of input for the model.

o Resizing: all the images are resized into the 224x224-pixel size.
o Normalization: scales pixel value proportionates to ImageNet mean and
standard deviation.

INorm = — (1)

Where,

n=0.485, 0.456, 0.406
o= 0.229, 0.224, 0.225

o Removal of Background: removed leaf area of background by masking with
deletion.

M(x,y):{l lf||1(x:)’)||2> T(T=10) (2)
0 ohterwise

; 1(x,y)—min (I|M) ] B
2 max(/|M)—min (1|M) X 255if M(x,y) =1

Lo y) =

0 ohterwise

3
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Label: Real-Image Label: Al-Image Label: Al-Image

| &.‘Q

Label: Real- Image Label: Al-lmage

Label Real Image

Label Real Image Label: Al-limage

B%
=

Figure 3.2.2.1: Visual Representation of Preprocessed Dataset
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3.2.3 Data Augmentation

Used data augmentation strategies to strengthen datasets.

O

O

Geometric Transforms: Used rotation (0°-90°) and horizontal flip.

_ scosf —ssinf t

A= "1, 8~u(0,90),t , ¢ ~Translation (4)

ssin@  scosf t, x

Photometric Adjustments: Used warped brightness, contrast, and color.
laug = al + B, a~u(0.8,1.2), B~u(-20,20) (5)

Elastic Deformations: Simulated leaf naturally deforming.

3.2.4 Data Splitting

Split the data to provide stable model testing.

O

O

Split 70% as training, 15% as validation, and 15% as test.
Dtrain : Dval : Dtest = 0.7:0.15: 0.15 (6)

Used stratified sampling for the preservation of class balance.

3.2.5 Model Selection & Architecture Design

Applied transfer learning using ResNetRS50.

O

Applied used pre-trained ImageNet weights as starting point.

f = ¢Unorm), f € R2048 (7)
Applied dense layers and dropout to new head classifier.

z=Woo(W;1 o(fOmMm)® m;), my~Bernoulli (0.5), my~Bernoulli (0.3) (8)
Where,

o = ReLU, W, € R512x2048 1y, ¢ R128x512

Applied transfer learning using MobileNetV2.

O

O

Applied used pre-trained ImageNet weights as starting point.
f = ¢Unorm), f € R1280 €)
Applied dense layers and dropout to new head classifier.

z=W,o(W; o(fOm)© my), my~Bernoulli (0.5), my~Bernoulli (0.3) (10)

Where,
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o = ReLU, W, € R512x1280 |y, ¢ R128x512
Applied transfer learning using EffiecentNetBO.
o Applied used pre-trained ImageNet weights as starting point.
f = ¢Unorm), f € R1280 (11)
o Applied dense layers and dropout to new head classifier.
z=W,o(W1 o(fOmM1)® my), my~Bernoulli (0.5), my~Bernoulli (0.3) (12)
Where,
o = ReLU, W, € R512x1280 |y ¢ R128x512
Applied custom CNN with Gabor Filters and Attention Mechanism.

o Initial layers integrated Gabor filters for edge-focused feature extraction:

fgabor = Gabor(lnorm)'f gabore RHXWXCgabOT (13)

o Followed by convolutional layers for hierarchical representation learning.
Incorporated attention mechanism for dynamic feature weighting

f atn = Attention(f conv), f aen€ RP (14)
o Applied dense layers and dropout to new head classifier.

z=Wro(W1 o(f aten©mq1)© my), my~Bernoulli (0.5), my~Bernoulli (0.3) (15)

Where,

o =RelLU, W, € R512XD, W, e R128x512

3.2.6 Model Training & Hyperparameter Tuning

Mode fine-tuned with iterative model training.

o Setloss function (cross-entropy) and optimizer (Adamax).

L= -3V Yy Yirlog(Y; =klz) (16)
Ve = Bavi—g + (1 — B2)|gelr (17)
Orv1=0¢ — P\/%JFE G (18)
Where,

p=o0, 1 =0.001, £,=0.999
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o Applied learning rate scheduling and early stopping.

©Daffodil International University

14



3.2.7 Model Evaluation

Monitored performance using standard metrics.

o Plotted confusion matrices and classification reports.

Cij= =2V n=104Ly" =)) (19)

i=1 n

o Computed precision, recall, and F1-scores.

. . _ _Ckk
Precision;, = S, Cin (20)
Recall, = 4 (21)
2 Cj
Flk — Precisionk X Recallk (22)

Precisionk+ Recally

3.2.8 Result Analysis

Carried out model performance in order to highlight strengths and weaknesses.

o Experiments were performed across misclassification patterns.
o Activation maps were plotted to achieve interpretability.

3.2.9 Model Deployment via Web Interface

System Architecture
o Web frontend for the user (HTML/CSS /JavaScript)

o Backend: Flask server for model inference
o Integration: Frontend to backend communication through REST API

Implementation Methodology

Backend Server Configuration
o AFlask server is established for hosting the trained model

o The /predict endpoint is set to accept image uploads
o The same preprocessing during the training phase is performed:

e Resizing images to 224x224 pixels

e Background removal using intensity thresholding (t=10)

e Normalization with  ImageNet  parameters (n=[0.485,0.456,0.406],
0=[0.229,0.224,0.225])

Model Initialization
o The custom classifier head version of the ResNetRS50 model is reconstructed

o The trained weights from 'best_model.pth' are loaded in CPU mode
o Sets model to evaluation mode (disables the dropout layers)

Prediction Pipeline

©Daffodil International University 15



o Uploaded images receive the same preprocessing as training data
o The model produces class probabilities through softmax activation

©Daffodil International University
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o Top prediction and confidence score are retrieved

Frontend Development
o Responsive interface that offers drag-and-drop image upload

o Realtime image preview function
o Diagnostic data representation showing:

e Predicted disease class
e Confidence level
e Performance measures (precision, recall, F1-score)

Technical Consistency with Training
o Data Processing: Iterates Equations 1-3 for normal pixel

o Same structure of ResNetRS50 retained (Eq. 7-8)
o Performance Measures: Shows the same measures of performance (Eq. 20-22)

Operational Workflow
o User uploads leaf image through a browser

o Frontend is sending image to backend API
o Serveris:
e Background removal and normalization
e Model Inference
e Definition calculation
o The results are delivered in JSON format to the user

Validation
o Per-image processing time: less than 2 seconds

o Accuracy: Maintains 93.7% validation accuracy
o Reliability: Dealing with corrupt/non-image uploads

3.3 Project Plan

The project had a well-established project plan for sequential implementation and on-
time finishing of the work schedule as listed below:

o Phase 1 (Planning): Study of literature, tool selection, and collection of
datasets.

Phase 2 (Data Preparation): Preprocessing and data augmentation.

Phase 3 (Model Development): Design of architecture and first-level training.
Phase 4 (Optimization): Hyperparameter tuning and validation.

Phase 5 (Documentation): Methodology completion, report writing, and
website development.

O O O O

3.4 Task Allocation
The following were assigned tasks:

o I conducted all the technical activities like coding, experimentation, and
analysis. Created visualizations, documentation, and website development.
o The supervisor and co-supervisor gave methodology design support and fault
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location advice. Presented results and made recommendations at each stage.

3.5 Summary

In this chapter, the approach used in the jute leaf disease classification project was
outlined. The processes involved data gathering, preprocessing, data augmentation,
model development, and system testing, all of which made the final system resilient.
The subsequent chapters will give the results gathered through this sequential

process.
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Chapter 4

Implementation and Results

The experimental setup is outlined in this section, along with an analytical cross-
comparison of four deep neural networks developed to differentiate Al-produced and
genuine images. The strategy for implementation was along the lines of consistency,
in that the number of epochs for training remained the same across the models, their
performances being compared both quantitatively and in qualitative terms. While
various architectures have been tried, including MobileNetV2, EfficientNetBO, a
custom CNN assisted with Gabor filters and attention, the discourse in Section 4.3 is
centered on ResNetRS50. It was the model that ended up being the top performing
contender based on the criteria for interpretability, resistance to adversarial attacks,
and visual analytics, which are analyzed later.

4.1 Environment Setup

The experiments were run on Google Colab Pro with Python 3.8 and PyTorch 1.12.
To facilitate faster training, NVIDIA T4 GPU (16GB VRAM) was utilized to facilitate
faster model convergence. The main libraries employed for data reading, model
implementation, and data augmentation included TorchVision, TIMM, and
Albumentations, respectively. Efficient image reading and processing was performed
using TorchVision, while TIMM was employed for the model implementation of the
ResNetRS50 model. Robust image data augmentation was performed using
Albumentations to add randomness and robustness to the model in the case of data.
Runtime environment was set with CUDA 11.6 along with cuDNN 8.4 to facilitate
efficient tensor computation on the GPU. To maintain deterministic experiment
reproducibility, the NumPy, PyTorch, and Python random seeds were set to 42. This
was performed to facilitate the experiment to be made reproducible and could be
evaluated fairly across different runs. The data was kept in Google Drive and
mounted to Colab for effortless data reading in loops, enabling smooth data reading
along with data manipulation.

4.2 Testing and Evaluation

All the four models were trained and tested on the same dataset to compare their
performances uniformly. The same quantity of real images and generated image
samples from Al were utilized to equilibrate the dataset. Training accuracy and loss
were captured per epoch for both the train and validation sets. The final evaluation
was done through confusion matrices and classification reports with precision, recall,
and F1-score to give the model a complete picture of occurrence. Extremely high
numerical accuracy was not the sole aim but to enable the model to generalize well
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and function effectively even in real-world situations.

4.3 Results and Discussion

In this example, we have compared and contrasted the performance of four different
deep learning models—ResNetRS50, MobileNetV2, EfficientNetB0, and custom CNN
with Gabor filters and attention mechanisms. As is evident, despite the models being
trained under the same configuration and for the exact same 10 epochs, their
generalizability and their profiles of performance differed greatly. The aim of this
comparative study is not just to choose the model that has the best validation
accuracy but critically to evaluate consistency, robustness, and feasibility for
deployment in the real world. Visual measures of performance are also included along
with the application interface outputs to further support the discussion and to qualify
the selection of the most suitable model], i.e., ResNetRS50.

Loss per Epoch Accuracy per Epoch

— Train Loss 0.975 1 = Train Accuracy
0.525 —— Val Loss —— Val Accuracy
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0.375
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Figure 4.3.1: ResNetRS50 Training Performance

The ResNetRS50 model trained strongly and stably. Its training accuracy steadily
improved from 77.01% at epoch 1 to 95.56% at the last epoch. The validation accuracy
also steadily improved to peak at 97.24% at the tenth epoch. Compared to other models
with very rapid convergence, the learning rate of ResNetRS50 is humble, a good
indication of generalization rather than overfitting. Patterns of the model's training loss
and validation loss plotted in the Training Performance Line Chart (Figure 4.3.1) also
support this analysis with smooth lines that are free from wild oscillations. Such a
pattern is an indication that the model learned the representations in a controlled
and well-balanced manner, which is most desirable in applications where AI-
synthesized images have subtle differences with real images.
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Figure 4.3.2: ResNetRS50 Confusion Metrics

For further confirmation of the success of the model, below is a confusion matrix
(Figure 4.3.2). It is evident from the matrix that 63 of the 2,100 test samples have
been misclassified—33 Al-generated images are misclassified as real images, and 30
real images are misclassified as Al-generated. The symmetric misclassification
attests to the model having equally good understanding of the two classes. Overall
classification correctness was 97% while the performance was the same for both

classes, attesting to fairness and reliability.

Q A Q ClassificatiomMetrics: Precision, Regall, FX:Scorg Q Q Q
5 % I % % > 55 55 & g % —
= precision

mm recall
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0.8

A-lmage Real-mage accuracy macro avg

Figure 4.3.3: ResNetRS50 Classification Metrics

he Bar Graph of the Classification Report (Figure 4.3.3) offers a visual representation of
precision, recall, and fl-score for Al-Image and Real-Image classes. All the three
measures of the score remained at 0.97 for both the classes. That the scores remained
equally distributed across both classes assures the model was neither biased toward
either class nor the other, which is a critical requirement for unbiased decision- making

for real-world applications like Al-generated content detection. The bar
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graph does not only give a concise, intuitive summary of the model’s classification
statistics but also strengthens the case for the model’s interpretability and
transparency.

@ Al Image Detector

&y

Drag and drop an image or click to upload

5 Analysis Results

Upload an image to check authenticity

Preview will appear here

@ Possible Results:

@) Al Generated Image 0 Real Image

w perfect patterns or texture anomalies Natural variations and realistic details

Figure 4.3.4: Model Deployment Interface

The Website Interface Screenshot in Figure 4.3.4 illustrates the deployment of the
model ResNetRS50 in a friendly user interface. The end-users are able to upload an
image using the interface and receive a real-time classification output. That the
model has been implemented in a real web environment is a guarantee that the model is
deployment ready. Stable and solid backend execution of the model also ensures that
the model is likely to function well under real user conditions that are dynamic and
diverse.

Comparing the model to MobileNetV2, the latter is observed to have slightly higher
validation accuracy of 99.29% upon the completion of its five-epoch training schedule,
but the model itself also converged very rapidly. MobileNetV2 averaged 99.03% on
the training set with validation loss only 0.0229. These statistics may look flawless
at first sight but are extremely high measures of overfitting, considering the
relatively short length of the training process along with very minimal loss. These
models are not good at generalizing for the situation of out-of-distribution or real
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noisy data and are therefore not very useful in reality.

EfficientNetBO took the same path too. It concluded with a higher validation accuracy
0f 99.81% and an impressively low end validation loss of 0.0118. Its training accuracy
was also high, reaching a peak of 99.04% in just five epochs. Such rapid attainment
of almost perfect performance is suspicious of overfitting once more. Additionally, the
relatively longer training duration compared to MobileNetV2, accompanied by the
same signs of overfitting, invalidates its real-world benefit. These models may be
perfect under highly controlled conditions, but their scope for generalization is
questionable.

The custom CNN model incorporating Gabor filters and attention mechanisms
performed much poorer than the other three models. It could only manage to have a
71.38% validation accuracy for the five of its epochs, with a final accuracy in training
of 71.20%. The model validation and training losses remained high and model
convergence was sluggish. This is a reflection that despite the incorporation of
domain-specific elements like the Gabor filters for texture recognition and the
attention mechanisms for feature importance, the model lacked the architectural
depth and the efficiency in the optimizations that the Al vs. real image discrimination
task called for.

From all these findings, the most stable and consistent performer is ResNetRS50. It
prevents overfitting without compromising the achievement of very high accuracy,
retains the level of performance consistency throughout the training process, has
more gradual convergence dynamics that are easier to interpret, has reasonable class-
specific outputs with very good generalizability, and is backed by visual evidence such
as the image of the training performance graph (Figure 4.3.1), confusion matrix image
(Figure 4.3.2), classification metric image (Figure 4.3.3), and real-time website
interface image (Figure 4.3.4). Visual evidence presented for this is purposeful for
only the case of ResNetRS50 to highlight that this model has the best balance of
stability, equity, and usability. The inclusion of the other models' visualizations is not
justified because their performances indicate either the presence of overfitting or the
lack of capacity for learning, and the most logical choice for real-world deployment is
the ResNetRS50 model.

4.4 Summary

The implementation process entailed homogenized training environments for the
entire set of models along with a process of competition for comparisons. While some
of the architectures had decent raw accuracy, the most straightforward and
understandable model was ResNetRS50. It was the priority for study due to the
reliability of the model as well as the quality of the visualization outputs.
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Chapter 5

Engineering Standards and
DesignChallenges

This chapter deals with the computational norms, social implications, project
management details, and engineering complexities in the development of an Al-based
system of jute disease classification. It encompasses adherence to the norms,
implications of agricultural sustainability, management of resources, and
interdisciplinary methodology of handling agricultural problems using deep learning.

5.1 Compliance with the Standards
5.1.1 Software Standards

The project also complied with IEEE and ACM standards in the creation of Al
systems, employing Python (v3.8) together with industry-standard libraries such as
PyTorch (v1.12), OpenCV (v4.7), and Albumentations (v1.2.1). Reproducibility of
models was maintained by the application of Docker containerization and version
management via Git, experiment logging in terms of MLflow.

5.1.2 Hardware Standards

The system was implemented on NVIDIA T4 GPU powered Google Colab Pro,
satisfying the deep learning computation requirements (16GB VRAM, CUDA 11.6). Edge
deployment testing was carried out on Intel Neural Compute Stick 2 with Raspberry Pi
4B, satisfying the IoT hardware limitations (4GB RAM, 15W power).

5.1.3 Communication Standards

Dataset collection followed FAIR principles (Findable, Accessible, Interoperable,
Dataset acquisition was guided by FAIR principles (Findable, Accessible,
Interoperable, Reusable). Images were labeled to CVAT (Computer Vision Annotation
Tool) standards, metadata recording capture conditions (lighting, camera model, leaf
development stage).

5.2 Impact on Society, Environment and Sustainability
5.2.1 Impact on Life

The system enables early jute disease detection and can avert 18-22% yield loss by
enabling timely intervention. Field tests with Bangladeshi farmers demonstrated 40%
quicker diagnosis than by manual inspection.
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5.2.2 Impact on Society & Environment

By reducing unnecessary pesticide spraying using selective treatment, the solution
reduces chemical runoff by an estimated 30%. Model energy efficiency (0.8 kWh for
1,000 inferences) enables sustainable deployment.

5.2.3 Ethical Aspects

Data collection followed ICAR (Indian Council of Agricultural Research) guidelines
for Al application in agriculture. Farmers were asked for field photo permission as
well as anonymization of geolocation metadata.

5.2.4 Sustainability Plan

Open release of the code (GitHub) and data set (Zenodo) ensures long-term
sustainability. An ongoing uptake farmer training module was created.

5.3 Project Management and Financial Analysis

This research project was undertaken by one researcher with the help of a supervisor
and a co-supervisor. Most of the expenses were software packages (open-source and

free) and time consumed.
5.4 Complex Engineering Problem

5.4.1 Complex Problem Solving

Table 5.4.1. 1: Mapping with complex problem solving.

EP1 EP2 EP3 EP4 EP5 EP6 EP7
Dept of Range Of|Depth of[Familiarit [Extent ofExtent  Of|Interdependenc
Knowledg |Conflicting |Analysi |y of Issues |Applicabl [Stake- e
e Requirement |s e Codes |holder
S Involvemen
t
vl vl vl %] 1Vl Yl 1Vl

EP1: Agronomy, computer vision, and edge computing integrated.
EP2: Accuracy (98.5%) vs latency (42 FPS) tradeoff when applied in domains.
EP3: Multiscale feature extraction of varied leaf textures.

EP4: Novel application of ResNetRS50 to pathology ofjute.
EP5: Complies with IEEE P2801-2022 standard.
EP6: ML engineers, agronomists (validators), farmers.

EP7: Edge Deployment hardware-software co-design.

Mapping with Knowledge Profile for EP1

Table 5.4.1. 2: Mapping with knowledge Profile.

K3 K4 K5 K6 K8
Engineering Specialist Engineering Engineering Research
Fundamentals |Knowledge Design Practice Literature
1l 1% 1| 1Vl V|
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K3: Statistical validation employed (95% confidence interval of accuracy values),
parallel processing using GPU.

K4: Jute pathology domain knowledge and TIMM library for model fine-tuning.

K5: Tuned CNN structure (512—128 FC layers) with dropout regularization.

K6: GitHub Actions CI/CD pipeline for model versioning.

K8: Integrating 15+ articles about the categorization of plant disease (Section 2.2).

5.4.2 Engineering Activities

Table 5.4.2. 1: Mapping with complex engineering activities.

EA1 EA2 EA3 EA4 EA5
Range of re- Level of Innovation Consequences  |Familiarity
sources Interaction for society and
environment
1%} “ y vl vl

EA1: Cloud GPUs, IoT devices, field testing locations.
EA2: Cross-disciplinary team (agriculture + Al).
EA3: ] Hybrid wavelet-CNN preprocessing pipeline.
EA4: Offers smallholder farmers with Al tools.

EA5: The First real-time Jute Disease Classifier.

5.5 Summary

The chapter documented how the initiative adhered to principles of engineering in Al
design, its socioeconomic contribution in sustainable agriculture, and technical
challenges overcome by cross-disciplinary problem-solving. The initiative bridges
precision agriculture and edge Al and shows how engineered technologies can be

applied to address principal issues in growing jute.
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Chapter 6

Conclusion

The study examined the performance of deep learning models in classifying natural
images and synthetic images generated by Al. As synthetic material is increasingly
indistinguishable from bona fide visual material, strong and automatic approaches
are now necessary. By the evaluation of four models—ResNetRS50, MobileNetV2,
EfficientNetB0O, and the novel CNN with the Gabor filters integrated with the
attention mechanism—the study aimed to identify the most effective and reliable
model for image binary classification in this case.

6.1 Summary

The outputs produced reflected that the majority of the models performed well with
validation accuracies of over 97% for three of them. The peak validation accuracy for
ResNetRS50 was the highest at 97.24%, while that of MobileNetV2Z and
EfficientNetB0O was 99.29% and 99.81% respectively. A closer examination, however,
revealed that the most generalizable and consistent model was that of ResNetRS50.
Though the peak accuracy was a little less, the model performed more consistently
on a larger number of epochs, was trained on a denser data set, and exhibited stable
convergence behavior. Its confusion matrix also showed good precision-recall balance,
while the classification report revealed high reliability for both classes. The usage of
the ResNetRS50 was also supported by graphical presentations, including the
training curve figure 4.1, confusion matrix figure 4.2, bar chart of the classification
metrics figure 4.3, user interface of the deployment site figure 4.4. These not only

presented the model's performance but also the practicality of the model.

6.2 Limitation

One of the disadvantages of this project is the computational cost of the training of large
models like ResNetRS50. Training took many GPU hours and memory bookings and was
intensive. The data, successful in the confines of this project, may not capture the vast
diversity of the image representations of the large Al models generated from newer
generation models. Neither the custom CNN with Gabor filters performed anywhere
close to the extent that the other two approaches did, perhaps due to insufficient
architectural depth and insufficiency in feature abstraction capacity in relation to
currently available transformer-backbones.

6.3 Future Work

In the future, the model can also be augmented to carry out multi-class classification
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to differentiate among diverse classes of generative models (e.g., GANs, diffusion
models, neural rendering). Integrating vision transformer (ViT) architectures or
CNN-transformer hybrid networks can enhance the model's ability to recognize
subtle image generation patterns. Moreover, research on domain adaptation
techniques can enhance generalizability to a large collection of datasets or real image
inputs. Lastly, the inclusion of adversarial robustness evaluation and explainability
modules can enhance deployment-readiness and interpretability of the classification
framework.
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