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ABSTRACT

This report is for network Topology development project. We create a secure organization private
network where we have created a DMZ and Data center. This report will be helpful for the people
who want to create a private network and want to know about Firewall, DMZ and Data center.
They can learn how to create a DMZ and Data center in a private network with high security. They
can also get the idea of designing topology. Because Topology designing is a very important part
to create a LAN network. Security of a network almost vary on topology design because network
devices configuration are same for any topology but setup idea depend on you which give the
network security theme. The teacher and student can get idea and topics from here to research. In
present we all depending on Internet but we can’t protect our privacy from hacker. Because our
network system is not as strong as we need. Cyber-crime like hacking is increasing day by day for
this weak network system so that weak try to give some idea to create a strong private network for

an organization.
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CHAPTER 1

Introduction

1.1 Introduction:

In present 10T is taking the huge space of our real life. The companies are using Al robot
to do many works and general people also liking Al product which can control by internet.
This type of Al robot or other product need huge amount of memory which is providing
by different international server company like Google. Organizations are creating their own
server and network for business purpose. Now we can control our whole house system
using internet by using 10T. So, day by day private network is growing up on the other

hand security problem also increasing. To take this theme we developed our project.

This is a network base project where security is given major priority. This topology can be
used in Bank, University or any Enterprise network system whom need DMZ server and

Data center both together. In our topology we use the latest network devices.

1.2 Motivation:

Now a day there is no alternative of Internet, so people and organization both are mostly
dependent on it. That’s why the number of privet network for organization increasing day
by day, on the other hand they are facing security problem (i.e.). We design our topology
with high priority to protect LAN and Data-center from Cyber-attack and give smooth
service of network to the LAN user of the organization. Any organization can follow our
topology to create a secure private network with highly protected DMZ server and Data

center.

1.3 Objective:

In the period of implementing this topology we learn how to develop real life private

networking system and use of the networking device like Layer-3 switch, Ethernet switch,
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Router, Firewall, cables. We also experienced about ISP, LAN, MAN, WAN, VLAN,
routing protocol (STATIC, RIP, EIGRP, OSPF) DMZ server, Data-center.

1.4 Expected Outcome:

Our project theme can help to develop secure private network which is very challenging
now a day in the world. Anyone can learn how to configure firewall, DMZ server, Data
center. Also any Organization can follow our project to create their organization LAN or
DMZ server or Data center. Many international organizations (ISOC, ICANN, IAB, IESG
etc.) are trying to create a secure network in the world from many years, we also want to
be a part of them. That’s why we developed this project because we think this project can

be help to create a secure network like other projects in the world.

1.5 Report Layout:

Chapter 1 Introduction: In chapter-1 we introduce our project. Here we discuss about the

motivation, objectives and the expected outcome of the developed Topology and report

layout.

Chapter 2 Background: This chapter is about the background circumstance of the project.

Here we talk about the related work, comparison to other existing application, the scope of

the problems and challenges of the developed Topology.

Chapter 3 Requirement Specification: In this chapter we discuss about requirements

collection and specification. Here also talk about the use case model of the network
Topology, the logical relational database model for it and the design requirements to design
this.

Chapter 4 Design Specification: In chapter-4, here discuss about the Topology design with

interaction design and UX and the implementation requirements to develop this.

Chapter 5 Implementation and Testing: This chapter discuss about the implementation of

Topology, interactions implementation and the test results of the project.
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Chapter 6 Conclusion and Future Scope: In this last chapter we give the conclusion and the

scope for further develop for this project.
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CHAPTER 2
Background

2.1 Introduction:

This project is network base where we developed a private network topology. Here we use
GNS3 software to implement this organization secure network topology. In this GNS3
software we use latest Firewall, Router, Layer-3 switch, Ethernet switch. We connect the
private network with two different ISP (Internet Service Provider) Company so that if ISP-
1 is down then ISP-2 will automatically up. We also use double connection of wire in our

whole topology so there is no way down the topology network.

2.2 Related Works:

There is no fixed design of network topology in the world. Generally organizations design
there network topology as they need. Security of the network most provably depend on the
topology design. So, designing is a very important part to create a private network for the

organizations.

There are many network topology developed in the world and those are almost same in
design but different in work. Some design topology only to create server or DMZ server or
Data center or LAN or DMZ server with LAN or Data center with LAN.

2.3 Comparative Studies:

In related works (2.2) we describe about the topology that are designed for the private
network. From there we get some idea about the network topology that are already

designed.

Our network topology is not totally different from them but here we use some new idea

that make it more secure from others.
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In our project we separate DMZ server, LAN and Data center from each other using two
firewalls but in almost topology they don’t separate those things that’s why some security

problem can be create in the topology from LAN general user.

We also create two options to connect the topology with two different ISP Company to get
the Internet connection all time. Because if one ISP Company link is down then another
link will be automatically up. We don’t found any topology that connect with to different

ISP Company that’s why we develop this option in our project.

2.4 Scope of the problem:
> It will be very costly to develop this project in real life. So small organization
can’t effort to create this topology for their network.
» In our topology we don’t develop the tracking option.
»  Can create problem in Data center to connect it with branch network of the

organization for security purpose.

2.5 Challenges:

<+ Topology designing:

To develop a network topology it is first challenge is designing because the security
of network almost depend on it is design of topology. We have to research many
topology that already have developed and their limitation. After combining the

topologies and their limitations finally we design it.

%+ Latest devices setup:

In our topology we used the latest network devices (cisco ASA-Firewall, cisco3745
Layer-3 switch, cisco7200 router, latest Ethernet switch). Those are different from the

old version so that it is very challenging to setup on the topology.
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¢+ Latest devices command:
The new version devices command are not totally same with old version and new
device command are not available. So, it is very difficult and challenging to find the

correct command for the device to configure the topology.

¢+ Connect with two different ISP Company:

Generally topology are connected with one ISP Company but in our topology we
connect it with two different ISP Company which is very challenging for us. Because
we create here a option that two ISP can automatically up or down their link as

necessary.

s Separating LAN, DMZ server and Data center:
When we were researching the topology, we saw almost topologies are designed LAN
and DMZ server together or LAN and Data center together but in our topology we

create our network combining those two theme.

% Setup Firewall:

We use two firewall to separate LAN, DMZ server and Data center. It is very
challenging for us to setup the Firewall which separate LAN and Data center. Because
in this Firewall there are three interface to configure one interface for DMZ server

another for LAN and last one for Data center.

+« Finding Routing Protocol :
We know there are several types of routing protocol (OSPF, RIP, EIGRP, BGP) to
route. Which routing protocol will be best according to the design of our topology is

very challenging to find.
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CHAPTER 3

Requirement Specification

3.1 Requirement Collection and Analysis:

» GNS3 software: GNS3 software is used to develop and design network topology.
We use this software version 2.1.9 to develop our project. There are many other
software (Cisco Packet Tracer, NS2, etc.) that can be used to develop our project
but we select this software because we can connect here real devices.

Collect from GNS3 official website.

» GNS3 VM: GNS3 VM is a part of GNS3 software by which we can create GNS3
server.

Collect from GNS3 official website.

> VMware Workstation 2014: VMware is used to run GNS3 VM and ASA Firewall
Image.

Collect from VMware official website.

> VirtualBox-5.2.18: VirtualBox is used to run Windows Server 2012 and Windows-
7 OS.

Collect from VirtualBox official website.

» ASAVI971 Firewall Image: ASAv971 Firewall Image is installed in VMware
workstation to create Firewall in GNS3 software. This is latest version of ASA
Firewall.

Collect from block site techemergente.blogspot.

» Cisco3745 Layer-3 Switch Image: Cisco3745 Image install in GNS3 software to
create Layer-3 switch. This is a latest version of Cisco Layer-3 Switch.

Collect from block site techemergente.blogspot.
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» Cisco7200 Router Image: Cisco7200 Image install in GNS3 software to create
Router. This is a latest version of Cisco Router.

Collect from block site techemergente.blogspot.

» Windows Server 2012 OS: Windows server 2012 OS install in VirtualBox to
create server in GNS3 software. This version server OS is most popular in the
world.

Collect from Microsoft official website.

» Windows-7 OS: Windows-7 OS install in VirtualBox to create user Windows PC.

Collect from Microsoft official website.

» Ethernet Switch: the latest version of Ethernet Switch is include with GNS3
software. This is different from old version. Here console option not work.
Get from GNS3 software.
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3.2 Use Case Modeling:

The flowing figure 3.1 shows the network topology use case that we design for this project.

Management

Network Device
Access

Data-center
Access

\

DMZ-server
Access

O

LAN User

X

Administration

Simulation of Use case:

Out-Side User

Figure 3.1: Use case for network topology

» Management User: In this diagram management is an important part of network

topology. Management can access in Data-center, DMZ-server and Network

devices (Firewall, Router, Layer-3 switch) to change the device configuration.

Management will access in Data-center and DMZ-server as Admin.

Administration User: In our topology there will be a network for Administration

from there Administration user can access in Data-center and DMZ-server as

Admin.
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» LAN User: General LAN user can access only in DMZ-server as general user or

Admin.
» Out-Side User: The user can come from outside to take service of DMZ-server as

only general user.

3.3 Logical Data Model:

The flowing figure 3.2 shows the network topology logical data model for this project.

| — Not Access

No
Yes Yes
User
Access — Administration |:> Access
Data / Management
No
Yes
:> Access as
Admin
No
Yes
No Admin User
General User
ISP-1 Access |

Figure 3.2: Network topology logical data model
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Simulation of Logical data model:

» From our topology LAN user can take two types of service. One from DMZ server
and another from Data-center. Everyone can access in DMZ server but to access in
Data-center user must be come from LAN Administration or Management network.
Because this is the most sensitive part of topology, here all important data of

organization will be stored.

» When user want service form LAN at first Firewall will check which type of service
it wants. If user want to access in Data-center then it will check from which network
request has come. If it is came from Administration or Management network then
give permission to access in Data-center else it will not give permission to access

and give an error and warning message to the user device.

» If the user don’t want service from Data-center than the request pass through the
router. Then router will check which type of request it is. If the request is to access
in DMZ server than it will pass through the request in DMZ Firewall and firewall
will check which type of user it is. If it is came from LAN as admin then it will give

permission to access as Admin or it will give permission to access as general user.

» After checking the request in router if it is found user don’t want service from
DMZ-server than it will pass the request to ISP and LAN user can take service from

there.

» Here through ISP the outside user of LAN can only take the services of DMZ-server

as general user.
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3.4 Design Requirement:
In the below there given the requirement that we need to design the Topology:

i.  GNS3 software v-2.1.9

ii. GNS3VM

ii.  VMware Workstation 2014

iv.  VirtualBox-v5.2.18

v. ASAV971 Firewall

vi.  Cisco3745 Layer-3 Switch
vii.  Cisco7200 Router
viii.  Ethernet Switch

ix.  Windows server 2012

X.  Windows 7

Daffodil International University
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CHAPTER 4

Design specification

4.1 Network Topology Design:
We design our topology into five part

I.  Part1-Edge Router and ISPs
ii. Part2- DMZ server
iii.  Part 3 - Cisco ASA Firewall-1
iv. Part4-LAN

v. Part5 - Data Center

Part 1 — Edge Router and ISPs:

The flowing figure 4.1 shows Organization connection to the internet via router R3 through
R1 and R2.

Figure 4.1: Edge Router and ISPs
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In this part we configure the router R1, R2 and R3. Here R1 and R2 this two router
connected with two different ISP Company and pass internet by R3 router. We connect R1
and R2 with R3 using serial port. Where IP address 10.10.12.1 for R2 which use port serial
6/0, IP address 10.10.12.2 for R3 which use port serial 6/1 and IP address 10.10.13.1 for
R1 which use port serial 6/0, IP address 10.10.13.2 for R3 which use port serial 6/0. ISP1
connect with R2’s port GigabitEthernetl/0 and ISP2 connect with R1’s port
GigabitEthernet1/0.

Router R3 also connect with Firewall-1 and Firewall-2 using port GigabitEthernet1/0 with
IP address 192.168.3.1 and port GigabitEthernet2/0 with IP address 192.168.4.1 (This two
port use to connect with Firewall-2 because there are double connection), using port
GigabitEthernet4/0 with IP address 192.168.1.1 and port GigabitEthernet3/0 with IP
address 192.168.2.1 (This two port use to connect with Firewall-1 because there are double
connection). We use here double connection because if one port is down then another port

will auto link up to provide non-stop internet connection.

We configure NAT in Router R1, R2 and R3. After NAT we get IP address
192.168.110.133 at port GigabitEthernet1/0 in router R1 and IP address 192.168.122.73 at
port GigabitEthernetgl/0 in router R2.

In Router R1, R2 and R3 we route OSPF because this routing protocol is suitable for this
topology. From the flowing figure we can find out the best routing protocol for any
topology.

- Distance Vector Link State

Speed Slow Slow Slow Fast Fast Fast
Convergence

Scalability - Small Small Small Large Large Large
Size of

Network

Use of VLSM No Yes No Yes Yes Yes
Resource Low Low Low Medium | High High
Usage

Implemenation | Simple | Simple Simple Complex @ Complex | Complex

and
Maintenance

Figure 4.2: Finding best routing protocol
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From this figure we find out that OSPF routing protocol’s speed convergence is fast than
another routing protocol, scalability-size of network is large, we can use VLSM, resource
uses is high. Though implementation and maintenance is complex but according to our
topology this is perfect routing protocol for us.

Every Router takes 512 MB RAM to run their OS on GNS3 software.

Part 2- DMZ server:

The flowing figure 4.3 shows organization DMZ server which is connected with Router
R3 and separated by Firewall-1 from LAN.

192.168.3.0 " 192.168.4.0
Gio/0 | Gio/1

Firewall-2

DMZ_Zone

Gi0o/2 Gi0/3
192.168.21.0
192.168.25.0
fo/0 1l fo/1

Server
B} i3

192.168.23.0 Egsw2

Figure 4.3: DMZ server

In DMZ (Demilitarized Zone) there we setup one Firewall, one Layer-3 switch and one
server (Windows server 2012). We know that DMZ is a part of private network which is

open for outside user. So we can say DMZ part is less secure in the topology.

To create DMZ at first we connect Firewall-2 with router R3 using the port
GigabitEthernet0/0 with IP address 192.168.3.2 and port GigabitEthernet0/1 with IP
address 192.168.4.2. Then we connect a Layer-3 switch with Firewall-2 and sever. Here
Firewall-2’s ports GigabitEthernet0/2 and GigabitEthernet0/3 use to connect with Layer-3
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switch ports FastEthernet0/0 and FastEthernetO/1 using network 192.168.21.0 and
192.168.25.0 (Firewall-2: Gi0/2 IP 192.168.21.1, Gi0/3 IP 192.168.25.1; Layer-3 switch:
fO/0 1P 192.168.21.2, f0/1 IP 192.168.25.2). Layer-3 switch use port f1/0 to connect with
server port e0 (L-3 switch: port f1/0 IP 192.168.23.1; Server: port e0 IP 192.168.23.2).
Here also set a Loopback IP 10.10.10.1 at port Loopback Interface 0 in Layer-3 switch.,

In Firewall-2 and Layer-3 switch we configure OSPF routing protocol to create connection
between router R3 and Firewall-2, Firewall-2 and Layer-3 switch, Layer-3 switch and

Server.

We configure Firewall-2 by creating an object for network 192.168.23.0 and NAT. Then
we create access list for TCP, UDP and ICMP for any network and give permit to access
in DMZ. After all we create access group taking access list and give permission to access
DMZ server.

Firewall-1 take 2048 MB RAM to run in GNS3 through VMware software, Layer-3 switch
take 380 MB RAM to run and install server in VirtualBox which take 3072 MB RAM to

run.

Part 3 - Cisco ASA Firewall-1:

The flowing figure 4.4 shows how to configure MZ (Militarized Zone) using Firewall.

192.168.2.0

192.168.1.0

Figure 4.4: Cisco ASA Firewall-1
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This Firewall-1 is very sensitive part in our topology because it separate LAN, Data Center
and DMZ server. Firewall-1 has seven Interface. Interface GigabitEthernet0/0 and
Interface  GigabitEthernet0/1 they are declared the outside part; Interface
GigabitEthernet0/3 and Interface GigabitEthernet0/4 are declared the Inside part of LAN
for general user or employee; Interface GigabitEthernet0/ 2 is also a part of inside LAN for
Administration and Management to access in Data center; Interface GigabitEthernet0/5 and

Interface GigabitEthernet0/6 are declared as server side of Data-center.

We configure the routing process of Firewall using OSPF routing protocol with network

e 192.168.1.0
e 192.168.2.0
e 192.168.9.0
e 192.168.7.0
e 192.168.8.0
e 192.168.5.0
e 192.168.6.0

OUTSIDEL1 Interface GigabitEthernet0/0 use to connect with router R3 (IP 192.168.2.2)

OUTSIDE? Interface GigabitEthernet0O/1 also use to connect with router R3 (IP
192.168.1.2)

INSIDEL Interface GigabitEthernet0/3 use to connect with LAN (IP 192.168.9.1)
INSIDEZ2 Interface GigabitEthernet0/4 use to connect with LAN (IP 192.168.7.1)
INSIDES3 Interface GigabitEthernet0/2 use to connect with LAN (IP 192.168.8.1)
SERVERLI Interface GigabitEthernet0/5 use to connect with Data-center (IP 192.168.5.1)
SERVER?2 Interface GigabitEthernet0/6 use to connect with LAN (IP 192.168.6.1)

In this firewall we have to create five objects to access in DMZ server.
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i.  Object for DMZ server network (dmz- 192.168.23.0)
ii.  Object for Employee 1 network (empl- 192.168.40.0)
iii.  Object for Employee_2 network (emp2-192.168.45.0)
Iv.  Object for Administration network (adm-192.168.42.0)
v.  Object for Management network (mgm-192.168.50.0)

Also create three objects to access in Data Center.

i.  Object for Data Center network (mz-192.168.60.0)
ii.  Object for Administration network (adm1-192.168.42.0)
iii.  Object for Management network (mgm1-192.168.50.0)

To take service from LAN to DMZ server or Data Center we have to create access list for
TCP, UDP and ICMP and give permission. Then have to create access group take the all
access list and give them permission to go outside of the LAN. For different INSIDE
Interface have to give permission of the access group. INSIDE1 and INSIDE2 give
permission access group (dmz_acl_in) to access DMZ server through OUTSIDE1 and
OUTSIDE2. INSIDE3 give permission access group (mz_acl) to access Data Center
through SERVER1 and SERVER2.

This Firewall take 2048 MB RAM to run in GNS3 software through VMware

Workstration.
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Part4 — LAN:

The flowing figure 4.5 shows how to configure LAN (Local Area Network)

Figure 4.5: Local Area Network

We create Local Area Network using three Layer-3 switch ESW3, ESW4 and ESW5, two
Ethernetswitch (E1, E2), two network for Employee (192.168.40.0, 192.168.45.0), one
network for administration (192.168.42.0) and one network for Management
(192.168.50.0)

Configuration for ESW4:

Here we create VLAN 10 and VLANZ20. We connect this switch with Firewall-1 using port
FastEthernet0/0 (IP 192.168.9.2), ESW3 using port FastEthernet0/1 (IP 192.168.50.1),
Ethernetswitch-1 using port f1/1 and f1/2 (VLAN 10, VLANZ20), Loopback IP 10.10.40.1.
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Configure here OSPF routing protocol to route ESW4 with Network

e 192.168.9.0

e 192.168.50.0

e 192.168.40.254 (VLAN 10, gateway of Employee 1 network)

e 192.168.42.254 (VLAN 20, gateway of Administration network)
e 10.10.40.0

This L3 switch is used to access the Employee 1 and Administration network to take

service.

Confiquration for ESW3:

We create here VLAN 30 and VLAN 40. We connect this switch with Firewall-1 using
port FastEthernet0/1 (1P 192.168.7.2), ESW4 using port FastEthernet0/0 (1P 192.168.50.2),
Ethernetswitch-2 using port f1/2 and f1/3 (VLAN 30, VLAN40), Loopback IP 10.10.30.1.

Configure here OSPF routing protocol to route ESW3 with Network

e 192.168.7.0

192.168.50.0

192.168.45.254 (VLAN 30, gateway of Employee_3 network)
192.168.50.254 (VLAN 40, gateway of Management network)
10.10.30.0

This L3 switch is used to access the Employee_3 and Management network to take service.

Confiquration for ESW5:

We create here VLAN 20 and VLAN 40. We connect this switch with Firewall-1 using
port FastEthernet0/0 (IP 192.168.8.2), Ethernetswitch-1 using port f3/1 (VLAN 20) and
Ethernetswitch_2 using port f3/2 (VLAN 40).
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Configure here OSPF routing protocol to route ESW5 with Network

e 192.168.8.0
e 192.168.42.254 (VLAN 20, gateway of Administration network)
e 192.168.50.254 (VLAN 40, gateway of Management network)

This L3 switch is used to access Data-center from the Administration and Management

network.

Configuration for Ethernetswitch 1:

We create here VLAN 10 and VLAN 20. We connect this switch with ESW4 using port e6
and e7 (VLAN 10, VLAN 20), ESWS5 using port e3 (VLAN 20) and with Employee_1
network for which create the VLAN 10 (192.168.40.254), Administration network VLAN
20 (192.168.42.254). This two network use this VLAN as their default gateway.

In this new version of Ethernet switch there we have to create VLAN manually using user

interface because console command option not work.

Configuration for Ethernetswitch 1:

We create here VLAN 30 and VLAN 40. We connect this switch with ESW3 using port e6
and e7 (VLAN 30, VLAN 40), ESWS5 using port e2 (VLAN 40) and with Employee_3
network for which create the VLAN 30 (192.168.45.254), Management network VLAN
40 (192.168.50.254). This two network use this VLAN as their default gateway.

Employee 1 && Employee 3 Network:

This networks are create for employee of organization. From this networks employee can
take service only from DMZ server as general user and Admin. They can’t access in Data-

center and network devices from this networks.
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Administration Network:

This network is create only for administration. They can access both in DMZ server and
Data center as Admin. But they can’t access in network devices to configure it from this

network.

Management Network:

We can call this network super powerful. Because from this network we can access
everywhere in our private network. We can access in network devices to configure it and

in DMZ server and Data-center as Admin.

Part 5—Data Center:

The flowing figure 4.6 shows how to configure Data Center.

Firewall-1

Figure 4.6: Data Center
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To configure Data Center we use a Layer-3 switch ESW1 and a Data server desktop. This
is height secure and very sensitive part in our topology. Only Administration and

Management network can access here.
ESW1:

We connect ESW1 with Firewall-1 using the port FastEthernet1/0 and FastEthernet0/1 (1P
192.168.5.2 and 192.168.6.2) and with Server using the port FastEthernet0/0 (IP
192.168.60.1). We set Loopback IP 10.10.20.1 with Loopback interface.

This Layer-3 switch ESWL1 is route using OSPF routing protocol. The route network

e 192.168.60.0
e 192.168.5.0
e 192.168.6.0
e 10.10.20.0

To implement this part of topology need 380 MB RAM for Layer-3 switch and 2048 MB
RAM to run Server.

4.2 Interaction Design and UX:

The flowing figure 4.7 shows the interaction of our network topology.

Figure 4.7: Network topology interaction design
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In our topology there are four network for user in LAN.

I.  Network 192.168.40.0 and 192.168.45.0 for employee user. From this two network
user can access on DMZ server.
ii.  Network 192.168.42.0 for Administration. This network user can access in DMZ
server and Data Center as admin.
iii.  Network 192.168.50.0 for Management. From this network the whole topology can
control and configure the network devices. They can access both in DMZ and Data

Center.

All LAN user can access each other network to communicate. We configure our LAN

network to make it user friendly.

4.3 Implementation Requirements:

We configure this project using GNS3 software in a desktop PC which required

e 16 GB RAM, core i5 processor and operating system Windows 7
Need GNS3 software and GNS3 VM
e Need software VMware to run GNS3 VM for creating GNS3 server

e Need VirtualBox software to run server

e Windows 7 OS, Windows server 2012 OS

e ASAVI71 Firewall OS

e Cisco7200 Router Image, Cisco3745 Layer-3 switch Image.
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CHAPTER 5

Implementation and Testing

5.1 Implementation of Topology:

The flowing figure 5.1 shows the whole network topology that we are going to implement.

oo

File Edit View Control Annotate Tools Help

&= Of> > HC Fmillco s Qaam

NSt ©®lh @

‘Servers Summary @
» O Arful-pCC..
» @ onsavm(..

Figure 5.1: Network topology

5.1.1 Router and ISP Implementation:

Router R1 implementation

Router R1 Interface configuration:—

First we have to select the interfaces that are used. Then give the IP addresses and link up.

R1# config t

R1(config)# interface serial6/0
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R1(config-if)# ip address 10.10.13.1 255.255.255.0
R1(config-if)# no shutdown

R1(config-if)#exit

R1(config)# interface Gil/0

R1(config-if)# ip address dhcp

R1(config-if)# no shutdown

R1(config-if)#exit

Router R1 routing configuration:—

We used here OSPF routing protocol to route. There are two networks route in area 0.
R1(config)# router ospf 1

R1(config-router)# network 10.10.13.0 0.0.0.255 area 0

R1(config-router)# network 192.168.110.0 0.0.0.255 area 0

R1(config-router)#exit

Router R1 DNS configuration:—

To access internet severs we configured DNS.
R1(config)# ip domain-lookup
R1(config)# ip name-server 8.8.8.8 8.8.8.4

Router R3 implementation

Router R3 Interface configuration:—

R3 is very sensitive for our protocol because it connect our whole topology with each other.
Here six interfaces are configured with IP address and linkup. Interface se6/0 connect with
R1, se6/1 connect with R2, Gi1/0 and Gi3/0 connect with DMZ firewall, Gi2/0 and Gi4/0
connect with Firewall-1.

R3# config t

R3(config)# interface serial6/0

R3(config-if)# ip address 10.10.13.2 255.255.255.0
R3(config-if)# no shutdown

Daffodil International University 26



R3(config-if)#exit

R3(config)# interface serial6/1

R3(config-if)# ip address 10.10.12.2 255.255.255.0
R3(config-if)# no shutdown

R3(config-if)#exit

R3(config)# interface Gil/0

R3(config-if)# ip address 10.10.3.1 255.255.255.0
R3(config-if)# no shutdown

R3(config-if)#exit

R3(config)# interface Gi2/0

R3(config-if)# ip address 10.10.1.1 255.255.255.0
R3(config-if)# no shutdown

R3(config-if)#exit

Router R3 routing configuration:—

Here used OSPF routing protocol to route networks in area 0.

R3(config)# router ospf 1

R3(config-router)# network 10.10.13.0 0.0.0.255 area 0
R3(config-router)# network 10.10.12.0 0.0.0.255 area 0
R3(config-router)# network 192.168.1.0 0.0.0.255 area 0
R3(config-router)# network 192.168.2.0 0.0.0.255 area 0
R3(config-router)# network 192.168.3.0 0.0.0.255 area 0
R3(config-router)# network 192.168.4.0 0.0.0.255 area 0

R3(config-router)#exit

Router R3 DNS configuration:—

To pass outside internet severs here configure DNS.
R3(config)# ip domain-lookup
R3(config)# ip name-server 8.8.8.8 8.8.8.4
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5.1.2 DMZ implementation:

Firewall-2 implementation

Firewall-2 Interface configuration:—

Interface GiO/0 and GiO/1 used to connect with router R3 where name is OUTSIDE,

security level in 50. Interface Gi0/2 used to connect with ESW2 where name is INSIDE,

security level is 0.

Firewall-2 > enable

Password:

Firewall-2# config t

Firewall-2(config)# interface g0/0

Firewall-2(config-if)# description link to R3
Firewall-2(config-if)# nameif OUTSIDE
Firewall-2(config-if)# security-level 50
Firewall-2(config-if)# ip address 192.168.3.2 255.255.255.0
Firewall-2(config-if)# no shutdown

Firewall-2(config-if)# exit

Firewall-2(config)# interface g0/2

Firewall-2(config-if)# description link to ESW2
Firewall-2(config-if)# nameif INSIDE
Firewall-2(config-if)# security-level 0
Firewall-2(config-if)# ip address 192.168.21.1 255.255.255.0
Firewall-2(config-if)# no shutdown

Firewall-2(config-if)# exit

Firewall-2 routing configuration:—

Here use routing protocol OSPF to route firewall in area 0.

Firewall-2(config)# router ospf 1
Firewall-2(config-router)# network 192.168.3.0 255.255.255.0 area 0
Firewall-2(config-router)# network 192.168.4.0 255.255.255.0 area 0
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Firewall-2(config-router)# network 192.168.21.0 255.255.255.0 area 0
Firewall-2(config-router)# network 192.168.25.0 255.255.255.0 area 0

Firewall-2(config-router)# exit

Firewall-2 object & NAT configuration:—

In Firewall-2 object and NAT in configured to create link between inside and outside
network of DMZ. Create object dmz and NAT OUSIDE and INSIDE.

Firewall-2(config)# object network dmz
Firewall-2(config-network-object)# subnet 192.168.23.0 255.255.255.0
Firewall-2(config-network-object)# nat ( OUTSIDE,INSIDE) dynamic interface

Firewall-2(config-network-object)#exit

Firewall-2 Access Lists (ACLs) configuration:-

Here we access object dmz to permit tcp, udp, icmp and also access this list group to
interface INSIDE.

Firewall-2(config)# access-list dmz_acl permit tcp any object dmz
Firewall-2(config)# access-list dmz_acl permit udp any object dmz
Firewall-2(config)# access-list dmz_acl permit icmp any object dmz

Firewall-2(config)# access-group dmz_acl in interface INSIDE

Firewall-2 Application Inspection configuration:—
Firewall-2(config)# class-map inspection_default
Firewall-2(config-cmap)# match default-inspection-traffic
Firewall-2(config-cmap)#exit

Firewall-2(config)# policy-map global_policy
Firewall-2(config-pmap)# class inspection_default
Firewall-2(config-pmap-c)# inspect icmp
Firewall-2(config-pmap-c)#exit

Firewall-2(config)#service-policy global_policy global
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Layer-3 switch (ESW?2) implementation

ESW?2 Interface configuration:—

Interface fa0/0 and fa0/1 connect with Firewall-2 and link up. Interface fal/0 connect with

server also setup a loopback 0 interface.

ESW2#config t

ESW2(config)# int fa0/0

ESW2(config-if)# ip address 192.168.21.2 255.255.255.0
ESW?2(config-if)#no shutdown

ESW2(config-if)#exit

ESW2(config)# int fal/0

ESW2(config-if)# ip address 192.168.23.1 255.255.255.0
ESW?2(config-if)#no shutdown

ESW2(config-if)#exit

ESW2(config)# int loopback 0

ESW2(config-if)# ip address 10.10.10.1 255.255.255.0
ESW2(config-if)#no shutdown

ESW2(config-if)#exit

ESW?2 routing configuration:—

Route the networks with OSPF protocol in area 0.
ESW2(config)# ip routing

ESW2(config)# router ospf 1

ESW2(config-router)# network 192.168.21.0 0.0.0.255 area 0
ESW?2(config-router)# network 192.168.25.0 0.0.0.255 area 0
ESW?2(config-router)# network 192.168.23.0 0.0.0.255 area 0
ESW?2(config-router)# network 10.10.10.0 0.0.0.255 area 0
ESW?2(config-router)# exit
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Server implementation:

The flowing figure 5.2 shows how to set IP address in server.

B4 server_2012.r2 (GNS3 Linked Base for clones) [Running] - Oracle VM VirtualBox =8| X
S ——————
File' Machine View Input Devices Help
i Network and Sharing Center |=[a] x |
@ A |ﬁ » Control Panel » Metwork and Internet » Metwork and Sharing Center v O ‘ | Search Control Panel » |
L View your basic network information and set up connections
Control Panel Home
View your active networks
Change adapter settings
Change advanced sharing -:@ Metwork Connections - | O X
settings
T ||__@ <« Metwork and Internet » Network Connections v & | | Search Network Connections @ ‘
Organize +  Disable this network device  Diagnoset @ Ethernet Properties b4
[ E.thernet. [ Metworking | Sharing
- final.project B
S Intel(R) PRO/1000 MT Desktop Ad..| % 2 | | o vang.
& Intel{R)
I General
This connectios ‘You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.
() Obtain an IP address automatically
(®) Use the following IP address:
TP address: 192 .168 . 23 . 2
Subnet mask: 255 , 255,255, 0
Default gateway: 192 . 168 . 23 . 1
Description () Obtain DNS server address automatically
Transmissio (®) Use the following DNS server addresses:
Preferred DNS server:
Alternate DNS server:
See also
[]validate settings upon exit
Internet Options
Windows Firewall - items 1 item selected
File Explorer

BOWSS MWD S rgean

Figure 5.2: DMZ Server IP

The figure 5.2 show the process of server implementation set IP address to connect it with

network.
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5.1.3 Firewall-1 Implementation:

Firewall-1 Interface configuration:—

We use interface Gi0/0 and Gi0/1 to connect with router R3 which name is OUTSIDE and
OUTSIDEZ2 with security level 0, interface Gi0/3, Gi0/4 and Gi0/2 with ESW4, ESW3 and
ESWS5 which name is INSIDEL, INSIDE?2 and INSIDE3 with security level 100, interface
Gi0/5 and Gi0/6 with ESW2 which name is SERVER, SERVER2 with security level 50.

Firewall-1 > enable

Password:

Firewall-1# config t

Firewall-1(config)# interface g0/0

Firewall-1(config-if)# description link to R3
Firewall-1(config-if)# nameif OUTSIDE
Firewall-1(config-if)# security-level 0
Firewall-1(config-if)# ip address 192.168.2.1 255.255.255.0
Firewall-1(config-if)# no shutdown

Firewall-1(config-if)# exit

Firewall-1(config)# interface g0/3

Firewall-1(config-if)# description link to ESW4
Firewall-1(config-if)# nameif INSIDE1
Firewall-1(config-if)# security-level 100
Firewall-1(config-if)# ip address 192.168.9.1 255.255.255.0
Firewall-1(config-if)# no shutdown

Firewall-1(config-if)# exit

Firewall-1(config)# interface g0/4

Firewall-1(config-if)# description link to ESW3
Firewall-1(config-if)# nameif INSIDE2
Firewall-1(config-if)# security-level 100
Firewall-1(config-if)# ip address 192.168.7.1 255.255.255.0
Firewall-1(config-if)# no shutdown

Firewall-1(config-if)# exit
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Firewall-1(config)# interface g0/2

Firewall-1(config-if)# description link to ESW5
Firewall-1(config-if)# nameif INSIDE3
Firewall-1(config-if)# security-level 100
Firewall-1(config-if)# ip address 192.168.8.1 255.255.255.0
Firewall-1(config-if)# no shutdown

Firewall-1(config-if)# exit

Firewall-1(config)# interface g0/5

Firewall-1(config-if)# description link to ESW1
Firewall-1(config-if)# nameif SERVER
Firewall-1(config-if)# security-level 50
Firewall-1(config-if)# ip address 192.168.5.1 255.255.255.0
Firewall-1(config-if)# no shutdown

Firewall-1(config-if)# exit

Firewall-1 routing configuration:—

Use OSPF routing protocol to route the firewall networks in area 0.
Firewall-1(config)# router ospf 1

Firewall-1(config-router)# network 192.168.1.0 255.255.255.0 area 0
Firewall-1(config-router)# network 192.168.2.0 255.255.255.0 area 0
Firewall-1(config-router)# network 192.168.5.0 255.255.255.0 area 0
Firewall-1(config-router)# network 192.168.6.0 255.255.255.0 area 0
Firewall-1(config-router)# network 192.168.7.0 255.255.255.0 area 0
Firewall-1(config-router)# network 192.168.8.0 255.255.255.0 area 0
Firewall-1(config-router)# network 192.168.9.0 255.255.255.0 area 0

Firewall-1(config-router)# exit

Firewall-1 object & NAT configuration:—

Here we create object dmz for DMZ sever, mz for Data Center, empl and emp2 for
Employee, adm and adm1 for Administration, mgm and mgm1 for Management. Configure
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NAT between interfaces INSIDE1 and OUTSIDE, INSIDE2 and OUTSIDE, INSIDE3 and

SERVER.

Firewall-1(config)# object network dmz

Firewall-1(config-network-object)# subnet 192.168.23.0 255.255.255.0
Firewall-1(config-network-object)#exit

Firewall-1(config)# object network mz

Firewall-1(config-network-object)# subnet 192.168.60.0 255.255.255.0
Firewall-1(config-network-object)#exit

Firewall-1(config)# object network empl

Firewall-1(config-network-object)# subnet 192.168.40.0 255.255.255.0
Firewall-1(config-network-object)# nat ( INSIDE1,0UTSIDE) dynamic interface
Firewall-1(config-network-object)#exit

Firewall-1(config)# object network adm

Firewall-1(config-network-object)# subnet 192.168.42.0 255.255.255.0
Firewall-1(config-network-object)# nat ( INSIDE1,0UTSIDE) dynamic interface
Firewall-1(config-network-object)#exit

Firewall-1(config)# object network mgm

Firewall-1(config-network-object)# subnet 192.168.50.0 255.255.255.0
Firewall-1(config-network-object)# nat ( INSIDE2,0UTSIDE) dynamic interface
Firewall-1(config-network-object)#exit

Firewall-1(config)# object network adm1

Firewall-1(config-network-object)# subnet 192.168.42.0 255.255.255.0
Firewall-1(config-network-object)# nat ( INSIDE3,SERVER) dynamic interface
Firewall-1(config-network-object)#exit

Firewall-1(config)# object network mgm1

Firewall-1(config-network-object)# subnet 192.168.50.0 255.255.255.0
Firewall-1(config-network-object)# nat ( INSIDE3,SERVER) dynamic interface

Firewall-1(config-network-object)#exit
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Firewall-1 Access Lists (ACLs) Configuration:-

We create access list dmz_aclc_in for dmz and mz for object empl, emp2, adm, adm1,
mgm, mgm1 with tcp, udp and icmp mode. Give access permission goup of dmz_aclc_in
to INSIDE1 and INSIDE?2 and group of mz_acl to INSIDE3.

Firewall-1(config)# access-list dmz_aclc_in permit tcp object empl object dmz
Firewall-1(config)# access-list dmz_aclc_in permit udp object empl objcet dmz
Firewall-1(config)# access-list dmz_aclc_in permit icmp object empl object dmz
Firewall-1(config)# access-list dmz_aclc_in permit tcp object amd object dmz
Firewall-1(config)# access-list dmz_aclc_in permit udp object amd objcet dmz
Firewall-1(config)# access-list dmz_aclc_in permit icmp object amd object dmz
Firewall-1(config)# access-list dmz_aclc_in permit tcp object emp2 object dmz
Firewall-1(config)# access-list dmz_aclc_in permit udp object emp2 objcet dmz
Firewall-1(config)# access-list dmz_aclc_in permit icmp object emp2 object dmz
Firewall-1(config)# access-list dmz_aclc_in permit tcp object mgm object dmz
Firewall-1(config)# access-list dmz_aclc_in permit udp object mgm objcet dmz
Firewall-1(config)# access-list dmz_aclc_in permit icmp object mgm object dmz
Firewall-1(config)# access-list mz_acl permit tcp object amd1 object mz
Firewall-1(config)# access-list mz_acl permit udp object amdl objcet mz
Firewall-1(config)# access-list mz_acl permit icmp object amdl1 object mz
Firewall-1(config)# access-list mz_aclc permit tcp object mgm1 object mz
Firewall-1(config)# access-list mz_acl permit udp object mgm1 objcet mz

Firewall-1(config)# access-list mz_acl permit icmp object mgm1 object mz

Firewall-1(config)# access-group dmz_aclc_in interface INSIDE1
Firewall-1(config)# access-group dmz_aclc_in interface INSIDE2

Firewall-1(config)# access-group mz_acl interface INSIDE3

Firewall-1 Application Inspection configuration:—
Firewall-1(config)# class-map inspection_default
Firewall-1(config-cmap)# match default-inspection-traffic

Firewall-1(config-cmap)#exit
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Firewall-1(config)# policy-map global_policy
Firewall-1(config-pmap)# class inspection_default
Firewall-1(config-pmap-c)# inspect icmp
Firewall-1(config-pmap-c)#exit

Firewall-1(config)#service-policy global_policy global

5.1.4 LAN Implementation:

ESW4 Implementation

ESW4 Interface configuration:—

First we select the interfaces which ports are used. Then configure them with IP address

and link up to create connection.

ESWd4#config t

ESW4(config)# int fa0/0

ESW4(config-if)# ip address 192.168.9.2 255.255.255.0
ESW4(config-if)#no shutdown

ESW4(config-if)#exit

ESW4(config)# int fa0/1

ESW4(config-if)# ip address 10.10.50.1 255.255.255.0
ESW4 (config-if)#no shutdown

ESW4(config-if)#exit

ESW4 VLAN configuration:—

We create vlan 10 and vlan 20 for employee and administration network and access them
in interface f1/1 and f1/2.

ESWA4# vlan database
ESW4 (vlan)# vlan 10 name employeel
ESW4 (vlan)# vlan 20 name administration

ESW4 (vlan)# exit
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ESW4#config t

ESW4(config)# int vlan 10

ESW4(config-if)# ip address 192.168.40.254 255.255.255.0
ESW4(config-if)#no shutdown

ESW4(config-if)#exit

ESW4(config)# int vlan 20

ESW4(config-if)# ip address 192.168.42.254 255.255.255.0
ESW4(config-if)#no shutdown

ESW4(config-if)#exit

ESW4(config)# int f1/1

ESW4(config-if)# switchport mode access
ESW4(config-if)# switchport access vlan 10
ESW4(config-if)#no shutdown

ESW4(config-if)#exit

ESW4(config)# int f1/2

ESW4(config-if)# switchport mode access
ESW4(config-if)# switchport access vlan 20
ESW4(config-if)#no shutdown

ESW4(config-if)#exit

ESW4 routing configuration:—

We use OSPF routing protocol to route the networks in area 0.

ESW3 and ESWS5 implementation

ESW3 and ESW5 implementation is same as ESW4.

In ESW3 we need to create vlan 30 for employee3 (IP 192.168.45.254) and vlan 40 for
management (IP 192.168.50.254).

In ESW5 we need to create vlan 20 for administration (IP 192.168.42.254) and vlan 40 for
management (IP 192.168.50.254).
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Ethernetswitchl and Ethernetswitch? implementation

The flowing figure 5.3 and 5.4 shows the implementation of Ethernetswitch 1 &2

= = = |
Ethernetswitch-1 configuration { | | Ethernetswitch-2 configuration

::::: oK cancal Apply oK |

Figure 5.3: Ethernetswitch-1 configuration  Figure 5.4: Ethernetswitch-2 configuration

PC IP address implementation

The flowing figure 5.5 shows how to set IP address and default gateway on PC

] WINBOWS 7 (GNsa Linkea Base for_clones) (Running] - Oracie

L+ Janlr 2

B o Bty P o)l (L G

Figure 5.5: PC IP configuration

We set IP address on Management pc manually which process is shown on figure.
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5.1.5 Data Center Implementation:

Layer-3 switch (ESW1) implementation

ESW!1 Interface configuration:—

Here interface f1/0 configure to connect with Firewall-1 with IP address 192.168.5.2 and

interface fO/0 to connect with server with IP address 192.168.60.1. Also configure Loop

back O interface.

ESW1(config)# int loopback 0
ESW1(config-if)# ip address 10.10.20.1 255.255.255.0
ESW1(config-if)#no shutdown

ESW1(config-if)#exit

ESW1 routing configuration:—
We use here OSPF routing protocol to route the switch network in area 0.

Server implementation

The flowing figure 5.6 shows how to set IP address in Data Center server.

i Data_Center_Server [Running] - Oracle VM Virtua IBox —

Metwerk and Sharing Center
Network Connections

b Network Connactions

Cancel

36 AN
e Y a008
Il (e (0 G2 (=] Right Cerl

Figure 5.6: Data Center server

We configure the Data center server manually which process is shown in figure.
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5.2 Testing Implementation

5.2.1 Router Implementation testing

Router R1:-

The flowing figure 5.7 shows R1 configuration that implement.

2.l

Figure 5.7: Router R1 implementation testing

Form the figure we can see all implementation of router work successfully.

5.2.2 Firewall-1 & Firewall-2 Implementation testing

Firewall-1:-

The flowing figure 5.8 shows Firewall-1 configuration that implement.

Figure 5.8: Firewall-1 implementation testing
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From the figure which has taken from gns3 software screenshot we can see all
configuration in successfully implement. All the interfaces are showing their IP addresses

and routing network.

Firewall-2:-

The flowing figure 5.9 shows Firewall-2 configuration that implement.

QEMU (Firewall-2) - TightVNC Vlewer- =4
Q& @

BEED| N S| o A

il

Figure 5.9: Firewall-2 implementation testing

As Firewall-1 we can see all configuration of Firewall-2 also implement successfully.

5.2.3 Layer-3 Switches Implementation Testing

ESW1:-

The flowing figure 5.10 shows ESW1 configuration that implement.

Figure 5.10: ESW1 implementation testing

From the figure we can see IP addresses and routing is successfully implement in L3switch.
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5.3 Test Results and Report

5.3.1 Employee Network Test:-

The flowing figure 5.11 shows the employee network test result

@ Employee L

Figure 5.11: Employee network test

From the figure we can see Employee network can access only on DMZ server, can’t access

on Data center. So, Employee network implementation is successful.

5.3.2 Administration & Management Network Test:-

The flowing figure 5.12 shows the Administration & Management network test result.

@ Administration pr—

@ Administration

&l WINDOWS-7 (GNS2 Linked Base for clones) [Running] - Oracle VM Virtu: WINDOWS-7 (GNS3 Linked Base for clones) [Running] - Oracle VM VirtualBox
File Machine WView Input Devices Help File Machine View Input Devices Help

BN C:\Windowshsystern32\cmd.exe
= 17ms. Moximum — 26ms.
~—1>ping 192.168.60.1

68.60.1 with 3

2_1i68.60.1: by

8260
el
6@

oft Corporation. All rights reserve

>ping 192.168.68.

Figure 5.12: Administration & Management network test
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We can see that Administration and Management network can access both on DMZ server

and Data center. So, their network implementation is successful.

5.3.3 Result report:-

Form the figures we can see that all the devices of our topology implement successfully

and working perfect.

Employee network can access DMZ server, Administration and Management network can

access both in DMZ server and Data-center. So, the result report is perfect as we expect.

5.4 Impact of DMZ and Firewall:

Firewall is the protector of designed Topology network. We use one firewall to create DMZ
server and another to protect our LAN and Data-center. Without firewall we can’t create

DMZ in the private network it protect our DMZ server from Cyber-attack.

After testing our result we can say that our DMZ and Firewall both are working perfectly.
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CHAPTER 6

Conclusion and Future Scope

6.1 Discussion and Conclusion:

This project is very challenging for us to develop. We face many problem to complete this
network topology because we use the latest network devices. Latest network devices
command are different from old versions. Our topology is not for small organization. It
will be very costly to develop this topology in our real life network. To develop this project
we have to buy two Cisco ASA Firewall, three Cisco Router, Five Cisco Layer-3 /
multilayer switches, two Ethernet-switches, two server (one for DMZ and another for Data
center). This is very costly to develop but topology will be highly secure. The network
system of this topology can managed very easily. This topology can be used in bank, Govt.

agency, Multi-national Company.

After a long research and hard work with bless of Allah we have developed our project.
We thanked them who help us to complete this project. We give our best for this project.
We develop this project to show that there is no limitation of security in this internet
network world. Day by day new way of Cyber-crime will come and on the other hand the

way of protecting network will be changed to face this crime.

6.2 Scope for Further Developments:

We design our topology only for Main office of an organization. There are many scope for

further developments this topology:

I.  Here can connect the branches network topologies of the organization.
ii.  Can install more network devices to trace the LAN user.
iii.  Here can develop an option to use ipv6 with ipv4.
iv.  Can install more server both on DMZ and Data-center.
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