
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

A STUDY OF THE EFFECTS OF CYBER-CRIME ON 
MANAGEMENT INFORMATION SYSTEMS 

 

Supervised by 
AKM Enamul Haque 

Associate Professor 
MS In MIS Program 
Department of CSE 

Daffodil International University 

Prepared by 
Mohammad Soyeb Rana 

ID: 163-17-336 
MS In MIS Program 

Department of Computer Science and Engineering 
Faculty of Science and Information Technology 

Daffodil International University 

DAFFODIL INTERNATIONAL UNIVERSITY 
Dhaka, Bangladesh 

 
DECEMBER 2018 



iii 
 

ACKNOWLEDGEMENTS 

 

This thesis has get the reality with the kind support and coordination of many 

individuals. I would like to express my gratitude to all of those beloved persons. 

 

Foremost, I want to offer this endeavor to my Almighty ALLAH for my strength, good 

health, and peace in mind and bestowed upon me in order to finish my academic 

research. 

 

Also, I would like to express my gratitude towards my parents for help me in completion 

and encouragement of this research. My supportive and beloved mother, Shahana Islam 

was always by my side to help in making my study, and my beloved father Shahidul 

Islam who served as my inspiration to pursue this undertaking. 

 

I am highly indebted to FSIT (Faculty of Science and Information Technology) 

department for their guidance and constant necessary information regarding this 

research and also for their support in completing this endeavor. 

 

I would like to express my special gratitude and thanks to my advisor, AKM Enamul 

Haque for imparting her knowledge and expertise in this study. My thanks and 

appreciations also go to my colleague and superior Md. Khurshed Alam who have 

willingly helped me out with his abilities. 



iv 
 

DEDICATION 

 

This research paper is dedicated to my honorable teachers and my parents, who 

honestly helped me to think, understand and express my topic. Without their 

inspiration, it could be tough to me to make this research. 



v 
 

ABSTRACT 

 

Tough computer technology has made our life so speedy and fast but have come with 

facilities of some drawbacks. We cannot think our entire activities, government 

operations and daily business without using computer. This has been made us 

dependent on it by proliferation of user-friendly, powerful and cheap technology. 

Besides, it has enabled us to rely on it more importantly in our normal way of life. 

 

Equivalent to more than one third of the total world’s population currently directly and 

indirectly using internet. Developed countries are using more than the developing 

counties which is approximately 70 percent and 24 percent respectively. 

 

Business firms, private sectors and government organizations which are working with 

immeasurable valuable secured data and information using internet facilities in both 

developed and developing countries due to economic and demographic 

transformations, with rising income disparities, tightened private sector spending, and 

reduced financial liquidity. This demographic which is also broadly corresponds with a 

group often at special risk of criminal offending. 

 

The growth of internet can be compared with an infrastructure like the development of 

roads, electricity, and railways which are dependent on a huge amount of economic 

investment and proper Management of Information System (MIS). There is no doubt 

that, Information System (IS) and internet are enhancing capabilities of human 

interaction in our socio-economic benefits which can be used for criminal activity. 
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Education and awareness is important to take preventive measures to protect and 

reduce victimization risk on our Information System (IS) arena and any crime type on 

it. 
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As Information Technology (IT) continues to evolve so also do the opportunities 

and challenges it provides. I are at a crossroad as I move from an era already 

entwined with the internet to the coming age of automation, big data and 

information and various type of Internet of Things (IoT) devices. But 

Management of Information System (MIS) that runs largely on internet now-a-

days, which are also as a result dependent on it. And just as internet brings ever 

greater benefits, it also brings ever greater threats. Therefore, protecting it is of 

paramount priority. This paper looks at some of these concerns and provides 

some background to the nature of digital forensic and fundamentals of cyber-

crime which effects on Management Information System (MIS), and focused on- 

 

1.1 OBJECTIVES OF THE STUDY 
 

 To identify the general effects of cyber-crime on 

Management Information System (MIS) in global 

perspective. 

 

 To identify the effects and implications of cyber-crime on 

Management Information System (MIS) in Bangladesh; And 

 

 To find out the preventive measures to protect this crime on 

Management Information System (MIS) in Bangladesh. 
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1.2 SCOPE OF THIS STUDY 

 
The study represents a snapshot of an overview of effects, implications and 

preventive measures of cyber-crime on Management Information System (MIS). 

As the world is moving round into a hyper-connected community with universal 

internet access. It is hard to imagine a computer crime and perhaps any crime, 

that will not involve electronic evidence linked with internet connectivity. But 

this paper is trying to highlight the effects, implications and preventive measures 

of cyber-crime on Management of Information System (MIS), focusing the 

various types of cyberattack, regards to essential infrastructure and governance, 

developing cyber security for economic growth, education and awareness to 

create a safe information world from both angle of global and local perspective. 

 

 

 

1.3 METHODOLOGY 

 
The methodology for this study tasked the United Nations Office on Drug and 

Crime with developing the study, including developing a questionnaire for the 

purpose of information gathering, collecting and analyzing data, and developing 

a draft test of the study. Information gathering in accordance with the 

methodology, including the distribution of a questionnaire to member states, 

Intergovernmental Organizations and representatives from the private Sector 

and academic institutions, was conducted by UNODC. Information was 

received from 69 member states with regional distribution, from 40 private sector 

organizations, 16 academic organizations and 11 intergovernmental 
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organizations, and various reports from news media, news portals and open 

sources documents. 

 

 

 

1.4 LIMITATIONS 

 
In spite of best of efforts to minimize all limitations that might creep in course 

of the research, there Ire certain constraints within which the research was 

completed. HoIver, the objectives of this research is to find out the effects, 

implications and preventive measures of cyber-crime on Management 

Information System (MIS), which are continue introducing a new era and new 

term of cyber world, which may not covering in this research at all. Cyber-crime 

on Information System (IS) is a vast and is not an optional topic in our 

technology world. It is a part of the design of every product, of every Information 

System (IS), of every electronic communication. And although education, 

awareness, and proactive change of Information System (IS) database – I can all 

play a part in securing our Information arena. But this vast amount of such 

terminologies are really hard to showing up and explore within this short 

curriculum schedule, which is made for our educational purpose only. 
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1.5 SOURCES OF DATA 

 
This research was based on secondary as Ill as primary data. The primary data 

required for research was collected from United Nations Office on Drugs and 

Crime. Although UN is an authentic international information hub, it cannot be 

considered as a proper representation of cyber-crime on Management 

Information System (MIS) in recent world. 

 

Various reports from news media, news portals and open sources documents are 

also been used to make a complete and comprehensive research report on cyber-

crime effects on Management Information System (MIS) of our current world. 
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2.1 INTRODUCTION 

 
The world of internet today has become a parallel form of life and living. Public 

are now capable of doing things which Ire not imaginable few years ago. The 

internet is fast becoming a way of life for millions of people and also a way of 

living because of growing dependence and reliance of the mankind on these 

machines. The expanding reach of computers and the internet has made it easier 

for people to keep in touch across long distances and collaborate for purposes 

related to business, education and culture among others, which are becoming 

exclusively dependent on automation and I can see its influence on all spheres 

of our life. The history of automation began when Babbage invented computer 

and especially a new horizon I opened before us with the invention of network 

particularly the Internet and World Wide Ib (WWW). Internet has become the 

backbone of all kinds of communication systems and it is also one of the most 

important sources of knowledge in the present digitalized world. 

 

It is a network of network, that consist of millions of private and public, 

academic, business and government networks of local to global scope that are 

linked by copper wires, fiber-optic cables, wireless connections, and other 

technologies. The World Wide Ib (WWW) is a huge set of interlinked documents, 

images and other resources, linked by hyperlinks and URLs. 

 

HoIver, the means that internet allows computer users to connect to other 

computers and networks to share and store information easily across the world. 

This free flow of information across borders also give rise to worryingly high 

incidence of irresponsible behavior. They may also offer to do this with or 
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without the use of security, authentication and encryption technologies, 

depending on the requirements. This free access to network creates privileges to 

illegal deeds in the cyber world. Any technology is capable of beneficial uses as 

Ill as misuse. 

 

The most common evil doings are crashing a computer system, theft of valuable 

and secured information contained in electronic form; email bombing, data 

diddling, financial fraud like unlawful transfer of money by breaking the security 

code of credit cards, denial of services and virus attacks. In where, the intruders 

directly attracts against Information System (IS), and the Management of this 

Information System (MIS) is going to be more challenging job after day by day, 

where the negative effect is much more alarming for the technology arena of 

Information System (IS). 

 

 

 

2.2 DEFINING CYBER-CRIME 

 
Definition of cyber-crime mostly depend upon the purpose of using the term. A 

limited number of acts against the confidentiality, integrity and availability of 

computer data or systems represent the core of cyber-crime. Now-a-days it is the 

latest and perhaps the most complicated problem in the cyber world. “Cyber-

crime may be said to be those species, of which, genus is the conventional crime, 

and where either the computer is an object or subject of the conduct constituting 

crime” “Any criminal activity that uses a computer either as an instrumentality, 
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target or a means for perpetuating further crimes comes within the ambit of 

cyber-crime” 

 

A generalized definition of cyber-crime may be “unlawful acts wherein the 

computer is either a tool or target or both”. The computer may be used as a tool 

in the following kinds of activity- financial crimes, sale of illegal articles, 

pornography, online gambling, intellectual property crime, email spoofing, 

forgery, cyber defamation, cyber stalking. The computer may hoIver be target 

for unlawful acts in the following cases- unauthorized access to 

computer/computer system/computer networks, theft of Information System 

(IS) contained in the electronic form, email bombing, data didling, salami attacks, 

logic bombs, Trojan attacks, internet time thefts, Ib jacking, theft of computer 

system, physically damaging the computer system. 

 

There is apparently no distinction betIen cyber and conventional crime. HoIver 

on a deep introspection I may say that there exists a fine line of demarcation 

betIen the conventional and cyber-crime, which is appreciable. The demarcation 

lies in the involvement of the medium in cases of cyber-crime. 

 

 

 

2.3 CLASSIFICATION OF CYBER-CRIME 

 
Cyber-crime mostly a property related crime. It has no direct contact with the 

victims and involves less visible and intangible kinds of property such as 

information, data and computer networks. Victims come to know about their 
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2.3.11 FRAUD & CHEATING 

 

Online fraud and cheating is one of the most lucrative businesses that are 

growing today in the cyber space. It may assume different forms. Some of 

the cases of online fraud and cheating that have come to light are those 

pertaining to credit card crimes, contractual crimes, offering jobs, etc. 

Recently the Court of Metropolitan Magistrate Delhi found guilty a 24-

year-old engineer working in a call centre, of fraudulently gaining the 

details of Campa's credit card and bought a television and a cordless 

phone from Sony Ibsite. Metropolitan magistrate Gulshan Kumar 

convicted Azim for cheating under IPC, but did not send him to jail. 

Instead, Azim was asked to furnish a personal bond of Rs 20,000, and was 

released on a year's probation. 

 

 

 

2.4 REASONS BEHIND CYBER-CRIME 

 
“The Concept of Law” has said ‘human beings are vulnerable so rule of law is 

required to protect them’. Applying this to the cyberspace I may say that 

computers are vulnerable so rule of law is required to protect and safeguard them 

against cyber-crime. The reasons for the vulnerability of computers may be said 

to be: 
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2.4.1 CAPACITY TO STORE DATA IN COMPARATIVELY SMALL SPACE 

 

The computer has unique characteristic of storing data in a very small 

space. This affords to remove or derive information either through 

physical or virtual medium makes it much easier. 

 

 

2.4.2 EASY TO ACCESS 

 

The problem encountered in guarding a computer system from 

unauthorized access is that there is every possibility of breach not due to 

human error but due to the complex technology. By secretly implanted 

logic bomb, key loggers that can steal access codes, advanced voice 

recorders; retina imagers etc. that can fool biometric systems and bypass 

firewalls can be utilized to get past many a security system. 

 

 

2.4.3 COMPLEX 

 

The computers work on operating systems and these operating systems in 

turn are composed of millions of codes. Human mind is fallible and it is 

not possible that there might not be a lapse at any stage. The cyber-

criminals take advantage of these lacunas and penetrate into the computer 

system. 
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2.4.4 NEGLIGENCE 

 

Negligence is very closely connected with human conduct. It is therefore 

very probable that while protecting the computer system there might be 

any negligence, which in turn provides a cyber-criminal to gain access and 

control over the computer system. 

 

 

2.4.5 LOSS OF EVIDENCE 

 

Loss of evidence is a very common & obvious problem as all the data are 

routinely destroyed. Further collection of data outside the territorial extent 

also paralyses this system of crime investigation. 

 

 

 

2.5 CATEGORIES OF CYBER-CRIMINALS 

 
The cyber-criminals constitute of various groups/ category. This division may be 

justified on the basis of the object that they have in their mind. The following 

are the category of cyber-criminals. 
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creeps in. Third, conceptualizations of information security have largely been a 

theoretical. I believe that a focus on these three challenges will help in defining 

and addressing many of the problems in managing information security. 
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4.1 BANGLADESH: INTERNET HISTORY 

 
In late 1995, the government of Bangladesh invited applications to subscribe the 

VSAT (Very Small Aperture Terminal) data circuits and on June 4, 1996 the 

VSAT connection was commissioned and the internet was launched in 

Bangladesh for the first time and the first usage of internet was the publication 

of the National Polls Result in 1996.2 But this introduction could not create a 

good market at the very initial stage. After the year 1996, there were only two 

ISPs (Internet Service Providers) and about one thousands of users in the 

country. But the year 1997 is a landmark in this field as it recorded a tremendous 

advancement in internet using. The number of ISPs increased into twelve and 

users into ten thousand. 

 

Afterwards some new ISPs started their service which fuels the proportional 

advancement of this sector. However, the government adopted more liberal 

national policies for a sustainable and rapid growth of this industry and as a result 

we had 180 ISPs by 2005. In 2006 Bangladesh got connected with Submarine 

Cable (SEA-ME-WE 4 Submarine Cable) which afforded big bandwidth and low 

cost than ever before. After this, over the years Bangladesh Telecommunications 

Company Ltd., BTCL (Now BTRC, ‘Bangladesh Telecommunication Regulatory 

Commission’) reduced the bandwidth price at regular intervals which attracted 

more and more users towards the internet world. As of now BTRC has about 

three hundreds and forty five (ISP Natiowide-94, ISP Central Zone-79, ISP 

Zonal-53, ISP Category A-99, ISP Category B-16, ISP Category C-04) registered 

ISP license holders3 and there are approximately 4.5 million users connected to 

them which is about 0.32% of our total population. 
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CONCLUSION 

 
Modern organizations are heavily dependent on computerized information 

systems for everyday operations, strategic decision making, and all the 

administrative activities. Dependencies are increasing at every second alone with 

emerging the usages of Information Technology, organizations have become 

increasingly vulnerable to attacks through their networks and their information 

systems. Proper management of information security has become a very 

important consideration. Cyber-crime and protective measures to avoid this, is 

not only a technical issue but a risk management and business process issue 

which must be viewed through multiple lenses. 
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RECOMMENDATIONS 

 
In order to properly address this issue, we have identified three relevant 

management problems. These are: 1) addressing security after the system has 

been developed, resulting in an overall less secure system; 2) parallel design of 

security and information systems; and 3) lack of theories in the development of 

solutions to these crimes. This identification provides a fertile ground for 

development and testing of new theories. The most important consideration in 

developing the security tools and hands that will protect these crimes at all. This 

requires deep understanding of real world cyber-security management problems 

followed by their classification, categorization, and attribution. 
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