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ABSTRACT 

 

This project Title “Establishing a Secure Network System” is a communication 

system between intra office and branch office. Access Control List (ACL), Firewall 

and Virtual Private Network (VPN) are the most popular network security method. 

Hot Standby Routing Protocol (HSRP) is a modern process of network backup 

connection. For making the system more secure and realistic we use Port Address 

Translation (PAT). For controlling the redundancy of switches we have used Rapid 

Spanning-Tree Protocol (RSTP). After implementation of all the functions, the system 

is tested in several stages and it works successfully as a prototype. 
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   CHAPTER 1 

INTRODUCTION 

 

Secure network system is required to communicate between employees of head office 

and branch offices. Without a secure communication system it is impossible to share 

private information. 

 

Now a days, security violation of network has become a common term. Unauthorized 

access is the reason for this problem. For this reason secure communication system is 

a demand of modern era. In corporate world wants security of their information. 

For this aim we need to establish a secure network system. 

 

 

1.1 Motivation of Secured Communication 

Now-a-days many communications system take place over a long distance and treated 

by technology and increasing consciousness about the importance of security issues 

and technology. Unauthorized access is really harmful for our communication. For 

this reason, secured communication focuses on every sector of our modern 

technology. In corporate world every organization wants security of their information 

or data which they want to share with their authorized departments. For this purpose 

we developed a system for “Secure Network”. 
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1.2 Project Objective 

The project is designed to make a secure communication system among to branches 

of a company. Organizations are connected via Virtual private Network (VPN). 

Network rules are created. Traffic maintaining their rules can access the specific 

service. By using VPN, VLAN, ACL, Firewall we can ensure a secured network 

system. By this secure connection organization can share their private information 

without any intrusion.  

 

 

 

1.3  Project Goal and Outcome 

Data security is a very import issue for everyone. Everyone wants to keep their data 

free from unauthorized access. Our “Establishing a Secured network System” 

provides better security and also provides connections redundancy between employee 

of the same office and employees of the branches office. We are trying to ensure the 

data security. 

In this project we developed a Communication System which provides security 

between one LAN To other LAN 
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CHAPTER 2 

BACKGROUND STUDY 

 

 

   

2.1 Introduction:  

Computer Network refers to the connection of some devices in such a way so that 

they can communicate with each other. There are many types of computer network 

like LAN (Local Area Network), WAN (Wide area Network) and so on. LAN refers 

to a small area network and WAN refers to the network that covers huge area.   

 

A secure network refers to a network that is free from intrusion, surveillance and 

eavesdropping. A fully secure network does not exist in the real world. Network can 

be 99% secure but if anyone says “it is 100% secure network” this term is nothing but 

a false statement.  
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2.2 Literature Study 

We read many research papers. The main part of some research papers are given in 

the table 2.1 

TABLE: 2.1 LITERATURE STUDY 

l. no. Research 

Paper 

Author Name Methodology Description Outcome 

1. Modern 

Network 

Security: 

Issues and 

Challenges 

 

Shailja 

Pandey 

Department 

of 

Information 

Technology, 

BBDNITM 

Uttar Pradesh 

Technical 

University, 

Lucknow, 

India  

1. Cryptography 

2. Firewall 

i) Application 

gateway 

ii) Packet filtering 

iii) Hybrid system 

In this paper 

Author has been 

described the 

necessary 

measures and 

specification 

regarding large 

organizational 

requirements 

for establishing 

a secure 

network. Wifi 

networks are 

very familiar to 

provide wireless 

networks. So its 

need of 

different 

provisions to 

handle the 

threats of wifi 

and hacking 

pursuit. 

The author have 

been shown the 

minimum set of 

specification 

framework t o  

create a  

secure network 

 of any  

organization. 

 He used very 

 little of  

methods for  

that reason this 

system is not 

flexible. 
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2. Securing 

the 

Network 

Perimeter 

of a 

Community 

Bank 

Steven M. 

Launius 

1. Routing 

2. NAT 

3. Firewall 

4. Stateful 

Inspection 

Firewall(SIF) 

5. Proxy Firewall 

6. Static Packet 

Filtering 

7. VPN 

8. PBX 

9. VoIP 

10. RAS 

In this paper 

author wants to 

raise 

appreciation of 

the external 

threats present 

to intimate 

customer 

information 

retained on the 

private network 

of community 

bank. They 

wants to design 

a protected 

perimeter of 

network. 

The secure  

Network  

perimeter is very 

important for us. 

The solutions 

granted are  

 Industry are best 

method that IT 

Security specialist 

used to contribute 

any network with 

perimeter security. 

3. Building a 

Secure 

Local Area 

Network 

Tamirat 

Atsemegiorgi

s 

1. Basic 

configuration of 

network devices 

2. Securing the 

inside network 

using firewall 

3. Securing switch 

4. Securing 

Remote Client 

Access 

5. Securing the 

wireless 

connection  

Author tried for 

designing a 

LAN for a small 

organization 

and studying 

sensitivity of 

the system and 

measuring 

Gadget security 

to assure 

network and 

organization 

benefits. 

For building a 

secured network 

system, a network 

administrator 

demands to select 

the right type of 

technology which is 

fitting with the 

company’s target 

and security 

requirements. 

 Here he was  

using very less of 

methodology. 
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2.3 Comparing Study 

 We were reading many research papers. Every research paper has some problems 

that’s why another research paper will come. Many of the research papers, we found 

that the author were using very little methods for security but we are using here a lot 

of methodology for ensuring organization’s security. We are using here Access 

Control List (ACL), Virtual Private Network (VPN), Virtual Local Area Network 

(VLAN), Inter VLAN, Open Shortest Path First (OSPF), Port Address Translation 

(PAT), Rapid Spanning Tree Protocol (RSTP), Firewall etc. We are trying ensure a 

more secures network in any organizations.  

 

 

2.4 Two scope of problem: 

Now a days almost every day we hear news about hacking and leaking. Many more 

network system are getting hacked because of their some small vulnerabilities. If we 

can ensure our own LAN security, hacking possibilities of our LAN will greatly 

reduce. In real life everyone is really concern about only their virtual security. That’s 

why they use many additional software. Sometimes this software can create backdoor 

and let the hackers in. We have tried to ensure both virtual, topological and physical 

security without using any additional software hence we used the default security 

system of network devices. It is a matter of sorrow that someone consider their system 

as 100% secure. But actually no system is 100% secure. So we are trying to harden 

the security to make the system difficult to hack. 
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2.5 Challenges: 

 

It is a very challenging project. Collecting network pattern of a corporate office is not 

an easy task. No office wanted to share their network topology. Besides the 

simulation software is supporting a very less functionalities of Firewall. And 

sometimes firewall act weird on packet tracer. It not change its routing configuration 

no matter how many time the configuration is removed and re write the configuration 

again. It takes a lot of effort and time to reach this sustainable state of our network 

system because of the simulator. But we hope that challenges would be favorable to 

us in professional life  
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CHAPTER 3 

REQUIREMENT SPECIFICATION 

 

3.1 Introduction 

This chapter describe about the requirement function of network topology. Which 

function we add and for what purpose we are using this.  

We have added:    

1. VLAN 

2. Inter-VLAN 

3. ACL 

4. PAT 

5. OSPF 

 6. ACL 

7. DHCP 

8 .RSTP  

9. HSRP  

10. Firewall 

11. VoIP 

12. VPN 

13. SSH 

14. Port security 
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3.2 VLAN 

VLAN refers to Virtual Local Area Network. It refers to a group of device that are 

connected with each other on one or more LANs. VLANs are based on logical in 

reverse of physical connection. It uses layer 2 network. VLANs operate the data link 

layer of OSI model. [1] We have shown VLAN in figure 3.1 

                                             

 

 

Figure 3.1: VLAN 

 

 

Why we have used VLAN in our network system? 

 

We have used VLAN for separate the department of our topology and increasing 

security. By using VLAN we can control traffic patterns and react swiftly to employee 

or equipment relocation. Without VLAN users appoint networks based on geology 

and are limited by objective topologies and distances. VLANs serve network 

segmentation. 
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3.3 Inter-VLAN 

Inter-VLAN is a routing process which ensures the communication between different 

VLAN. In figure 3.2 we have shown the inter VLAN 

 

 

 

Figure 3.2: Inter VLAN 

 

 

Why we have use Inter VLAN in our network system? 

Works with almost all switches cause the switches do not have to backing layer 3, 

only VLANs 

And trunking. For communicate between every VLAN we have used Inter VLAN.  
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3.4 OSPF Routing Protocol 

The full form of OSPF is Open Shortest Path First. This Routing protocol finds the 

best path for forwarding packets among the connected networks. OSPF has RIP 

support for building in both for router to host communication and for unity with older 

networks using RIP as their fundamental protocol. We have shown the OSPF Routing 

in figure 3.3 

 

 

                                                   

 

Figure 3.3: OSPF 

 

 

Why we have used OSPF in our network system? 

OSPF is a link state routing protocol. When configured OSPF, It will listen to 

neighbors and collect all link state data available to create a topology map of all 

accessible paths in its network and then save the instruction in its topology database, 

also known as Link State Database (LSD).  
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3.5 What is PAT? 

 

The full form of PAT is Port Address Translation. It is a part of Network Address 

Translation (NAT). It allowed multiple private IP generalized with a single Public IP. 

We have shown PAT in figure 3.4 

 

         

 

 

Figure 3.4: Port Address Translation 

 

 

 

Why we have use Inter PAT in our network system? 

 

• Increasing security. 

• Private to public and public to private address translation. 
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3.6 What is ACL? 

The full form of ACL is Access Control List. It is used for controlling the access of 

traffic   

 

 

  

                                    

 

 

Fig 3.5: Access Control List 

 

 

 

 

Why We Use ACL? 

There are many reasons for using ACL. Like 

The main reason is ACL provides us security in networking. It provides more 

protection on higher speed interfaces where line rate speed is necessary and firewall 

may be anta logistic. It is also used for restricting updates to route from network 

peers. [2]  
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3.7 What is DHCP? 

DHCP refers Dynamic Hosting configuration protocol .It is a process by which all 

hosts are assigned IP address automatically.  For this we need a DHCP server that will 

provide the IP addresses and DHCP clients. DHCP clients will request for an IP 

address to the DHCP server. If IP address available then DHCP server will provide an 

IP address to that client. We have shown the connection between DHCP server and 

client in figure 3.6 

 

Figure 3.6: Dynamic Host Configuration Protocol (DHCP) 

 

 

How DHCP server works? 

 

DHCP connection establish by handshaking between DHCP client and DHCP server. 

The phases of this process are 

1. Discovery 

2. Offer  

3. Request 

4. Acknowledgement  

The handshaking process is given in figure 3.7 
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Figure 3.7:  Process of obtatining IP address from DHCP server 

 

 

1. Discover: Client Search for DHCP server. This discovery method is Broadcast 

 

2. Offer: DHCP server send offer to client. By this DHCP server shows it 

presence.  

 

3. Request: After getting the offer the client request for an IP address from 

DHCP server 

 

4. Acknowledgement: DHCP server assigned IP address to that client and send 

acknowledgement. 
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3.8 Rapid Spanning-Tree Protocol (RSTP): 

 

RSTP is the better version of STP that is used to control the loop between switches. 

When some switches are connected to each other, loop is also created between them. 

By that loop switches send broadcast message all the time. If this process continue for 

a long time then the switch will run out its memory and the network will be very slow 

or can be the network can go down.  

 

RSTP virtually disconnect the link that is creating loop though physically they are 

connected. By this it saves the network from congestion.  It follows 802.1w IEEE 

standard where STP follow 802.1d. We have shown the RSTP in figure 3.8 

 

 

 

Figure 3.8: Spanning Tree Protocol (STP) 
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 Why we use RSTP in our topology? 

1. Broadcast Storm:  

2. Mac address instability 

3. Multiple copies of Frame 

 

 

3.9 Hot Standby Router Protocol (HSRP): 

 

Hot standby router protocol is a process by which we can manage two routers by 

keeping one in active mode and another one in standby mode. The active router 

transmit the packets from the LAN to internet.  But if router 1 unable to send the 

packets for it’s any kind of failure then the standby router2 become active and send 

the packets to internet. If the router 1 snap out its problem and become active then the 

router 2 again goes to standby mode and router 1 become active. 

 We have shown HSRP in figure 3.9 

 

                Figure 3.9: Hot Standby Routing Protocol 
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Why we have used HSRP in our topology?   

1. Network stability is maintained by it 

2. Data passing guaranty can be given  

   

 

 

3.10 Firewall: 

 

Firewall refers to a network security device that inspect incoming and outgoing 

traffic. By its inspection if it thought that any traffic from the LAN or to the LAN 

trying violating its security rules that had been set by a network admin, it block that 

traffic. Firewall can be hardware or software. Some firewall have both. [3] In figure 

3.10 we have shown the Firewall of network  

 

 

  

                                                      Figure 3.10: firewall 
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Why we have used firewall? : 

The reason of use firewall is given below  

1. enhancing security 

2. protecting the resources of LAN 

3. inspection and validating incoming or outgoing traffic 

4. Giving record of its all activity 

 

 

 

 

3.11 SSH 

Secure shell SSH protocol is used to secure the remote login. SSH was designed to 

replace the unsecure remote connection Telnet. Secure shell Provides Strong 

authentication and encryption of communication between two computers  

 

Why we have used SSH in our topology? 

➢ Provides stronger authentication system.  Check traffic by   secret private keys 

➢ Password is less secure than SSH 

➢ Non-interactive login 

 

 

 

 

 

 



©Daffodil International University  20 

3.12 Port security: 

Port security is a process by which we can prevent intruder end devices to connect with our 

network .In this process switches learn the mac address of the connected computers. If any 

new-fangled end device is added through any of the existing Ethernet cable, and try to send 

any packet in the network , switch will immediately shutdown that new end device connected 

port. So the new device won’t be able to connect with the network. 

 

 

Why we have used Port security? 

1. Increasing security 

2. Maintaining Bandwidth 
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CHAPTER 4 

DESIGN SPECIFICATION 

 

This chapter will describe about the designing process of our project. 

4.1 Front-end Designing:  

As it is a packet tracer based networking project that’s why for designing the front-

end we have use some network devices with some network topologies. Then we have 

to connect them according to our topology. We have used different type of wire to 

connect the devices with one another.  

We have shown our projects front-end Design in figure 4.1 

                                                                   Figure 4.1: front-end design 
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4.2 Back-end design: 

For networking project back-end is designed by some configuration code so that the 

topology works perfectly. 

 

 

4.3 Implementation Requirement: 

As it is a simulating software that’s why we need the simulator software to implement 

our system. And then we need the pre-installed network devices and their accessories 

to implement our project  

 

 

 

4.3.1 Simulator 

Cisco Packet Tracer  

Cisco packet tracer is a wonderful software that enables us to visualize our network 

and implement those creative network design. This software is developed by CISCO 

system. [7] 
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4.3.2   GUI of packet tracer: We have shown the graphical user interface of 

packet tracer in figure 4.2 

 

 

    Figure 4.2: GUI of packet tracer 

 

 

1. Menu Bar 

2. Main tool Bar 

3. Common tool bar 

4. Logical or Physical environment bar 

5. Accessories tab 

6. Workspace 

7. Network devices 

8. Device types selection box 

9. Real-time or simulation mode bar 
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4.3.3 The devices that we have used to design our network 

 

1. Router: Router is an OSI model’s layer 3 device. We have use the different 

models of cisco router. Like generic and 1941 series router. 

 

2. Switch: there are mainly two types of switch. OSI Layer 2 and OSI layer 3 

switch. Among the different versions of layer 2 switches we have use 2960T 

switch 3560 

 

And among different versions of layer 3 switches we have use 3650-24ps 

switch 

 

3. Firewall: Firewall is layer 3 device. It is used to inspect traffic from inside to 

outside or outside to inside 

 

4.  End device: we have used pc as our end device. 

 

 

5. Wire: We have used different types of wire for different purpose. 

 

The wire that we have used  

1. Fast Ethernet cable 

2. Gigabit Ethernet cable 

3. Serial cable 

  

6. Server: Server is a special device that supports many protocols. Like HTTP, 

FTP,SMTP,DCHP,TFTP 
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CHAPTER 5 

Implementation 

 

5.1.1 Assigning IP address into the pc:  

We have shown IP assigning in pc in figure 5.1  

 

                                           Figure 5.1: IP assigning in pc 
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5.1.2 Assigning IP address into a router’s port: 

 We have shown IP assigning in router in figure 5.2 

 

 

 

                                     Figure 5.2: IP assigning in pc 
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5.1.3 Password protection system of router:  

We have shown configuration of password protection system of router in figure 5.3  

 

 

 

                   Figure 5.3: Password protection system of Router 
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5.1.4 Password protection system of switch:  

We have shown the configuration of password protection system of switch in figure 

5.4 

 

Figure 5.4: Password protection system of Router 
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5.1.5 Configuration of Basic VLAN:  

VLAN configuration is shown in figure 5.5 

 

Figure 5.5: Configuration of Basic VLAN 
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5.1.6 Configuration of VTP: 

VTP will allow other switches to get all the VLAN from server switch. The 

configuration is show in figure 5.6 

 

 

                                   

Figure 5.6: VTP configuration 
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5.1.7 Configuration of Inter-VLAN in L3 switch: 

Configuration of Inter VLAN in L3 switch is shown in figure 5.7 

 

Figure 5.7: configuration of Inter VLAN in layer 3 switch 
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5.1.8 Routing Protocols: 

We have use three types of routing protocol. 

1. OSPF  

2. Static Routing 

3. Default Routing 

 

 

5.1.8.1 Configuration of OSPF Routing protocol: 

For configuring OSPF we have to do the following command that is given in figure 

5.8 

 

 

                                        Figure 5.8: configuration of OSPF Routing protocol 
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5.1.8.2 Configuration of Static Routing protocol: 

Structure of static routing in router is like  

 

< ip route > < destination > <destination  mask> <next router address> 

 

Router(config)#ip route 192.168.0.0 255.255.0.0 172.16.20.2 

 

 

 

 

5.1.8.3 Configuration of Default Routing: 

 

Router(config)#ip route 0.0.0.0 0.0.0.0 172.16.20.2 

 

 

 

5.1.9 Configuration of Rapid Spanning Tree Protocol (RSTP) 

 

Configuration is like 

 

Switch(config)#spanning-tree mode Rapid-pvst 
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5.1.10 Configuration of Hot Standby Routing Protocol (HSRP) in 

Layer 3 switch 

Configuration of HSRP in layer 3 switch is given in the figure 5.9 

 

 

 

Figure 5.9: Configuration of HSRP 
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5.1.11 Configuration of Access Control List (ACL) 

Configuration of ACL in a layer 3 switch is shown in figure 5.10 

 

 

 

    Figure 5.10: Configuration of ACL 
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5.1.12 Configuration of ASA Firewall 

The configuration of Firewall is given in figure 5.11 to figure 5.13 

 

 

                                                     Figure 5.11: configuration of firewall part 1 
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Figure 5.12: Configuration of firewall part 2 
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 Figure 5.13: Configuration of firewall part 3 
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5.1.13 Configuration of PAT: 

We have shown the configuration of PAT in the figure 5.14 

 

 

Figure 5.14: Configuration of PAT 
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5.1.14 Configuration of Port security: 

The Configuration of port security is given in figure 5.15 

 

 Figure 5.15: Configuration of Port security 
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5.1.15 Configuration of VPN 

Configuration of Virtual Private Network in a single 1941 Router is given in figure 

5.16 

 

 

Figure 5.16: Configuration of VPN 
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5.2 Testing implementation: 

In this sub chapter we will discuss how we will test that our configuration is correct 

and what are the configuration that is running on the devices. 

 

5.2.1 Checking the running configuration  

By the command of figure 5.17 to figure 5.21 we will be able to check all the running 

configuration 

 

Figure 5.17: Running configuration of Switch part 1 
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Figure 5.18: Running configuration of Switch part 2 
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Figure 5.19:  Running configuration of Switch part 3 
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Figure 5.20:  Running configuration of Switch part 4 
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Figure 5.21:  Running configuration of Switch part 5 
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5.2.2 Checking the Routing: 

 We have shown the checking process of routing configuration in figure 5.22 

 

Figure 5.22: Checking the routing configuration 
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5.2.3 Checking the VTP 

Show VTP status will display the VTP status of a switch. Figure 5.23 show us the 

phenomena 

 

Figure 5.23: Checking the VTP configuration 
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5.2.4 Checking the RSTP 

Show spanning-tree will show all the information about spanning tree. Figure 5.24 

shows us that  

 

Figure 5.24: Checking the RSTP configuration 
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5.2.5 Checking the HSRP: 

Show standby will show information about the HSRP. We can see that in figure 5.25 

 

Figure 5.25: Checking the HSRP configuration 
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5.2.6 Checking port security 

For checking the port security we have to enter the command that is given in figure 5.26 

 

 

Figure 5.26: Checking the Port security 

 

 

 



©Daffodil International University  52 

CHAPTER 6 

CONCLUSION AND FUTURE SCOPE 

 

Establishing Security and maintaining it is a very difficult Task. Our project can 

ensure the structural and topological security. We have tried to provide security with 

the available devices with their built in configuration, without using any kind of 

additional software. And the security methods that we have used Like ACL, VPN, 

port security, Secured Shell (SSH), Console passwords are the modern technologies to 

provide network security. But our project has some limitations 

 

6.1 Limitation of our project 

1. Packet tracer provided very less functionalities for Cisco ASA firewall. And 

most of the time firewall act a little bit weird. For a problem free firewall we 

have to use GNS3 simulator. But collecting and installing IOS of devices is 

very lengthy and costly task. 

2. VTP, HSRP, RPVST, port security only supports in Cisco switches or routers.  

3.  Software based threats can’t be detected by our Design. For this you have to 

use Additional software or  distribution of Linux 

 

 

6.2 Scope for Further Developments 

 

As after implementing our project in packet tracer, we found less functions for 

firewall, so we will implement this topology in GSN3 with IPV6 in very near future. 

If any better technology for securing network structure, appear in future then we will 

update our project too. And we will try to implement this topology in any new 

corporate office.  
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