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ABSTRACT

Microsoft’s Active Directory (AD) services provide methods of unifying an entire network of
devices and applications. AD is a central collection of users, groups and computers, enabling
single sign-on (SSO) for devices and applications joined to the AD domain. However, the tools
provided by Microsoft that helps to manage the AD services do not offer the capabilities of bulk

user, group and computer management.

Existing tools provide mechanisms for managing user properties, passwords and group
membership in bulk; however, each tool solves an individual problem. In this project, the Active
Directory Management Tool (ADMT) combines several of these mechanisms into a single
application. Integrating these tools aids system administrators by providing a single tool to manage

multiple components of AD.

Additionally, this tool manages group membership based on a user’s role within a business. This
will aid system administrators in defining the level of access that a particular person with a given
business role should have. Also, the tool includes a logical filter. Microsoft’s tools include a filter
that utilizes an object’s string attributes to determine if the attribute’s value contains a specified
phrase. The logical filter proposed will allow system administrators to utilize additional attributes

to determine if the attribute’s value falls within a certain range
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CHAPTER-1

Introduction

1.1 Introduction:

Active Directory (AD) is an enrolment administration that Microsoft created for the Windows
domain networks. It is incorporated into most Windows Server working frameworks as a lot
of methods and administrations. Firstly, Active Directory was just accountable for brought
together space the board. Beginning with Windows Server 2008 be that as it may, Active
Directory turned into an umbrella title for an expansive scope of registry-based character

related administrations

A server running Active Directory Domain Service (AD DS) is known as a domain
controller. It validates and approves all clients and PCs in a Windows area type organize—
estimating and implementing security approaches for all PCs and introducing or refreshing
programming. For instance, when a client signs into a PC that is a piece of a Windows space,
Active Directory checks the submitted secret phrase and decides if the client is a framework

chairman or ordinary client.

Active Directory authorization the executives and capacity of data, gives confirmation and
approval systems, and sets up a structure to send other related administrations: Certificate
Services, Active Directory Federation Services, Lightweight Directory Services and Rights

Management Services.

Active Directory (AD) is a catalog administration that Microsoft created for Windows space
systems. It is incorporated into most Windows server working frameworks as a lot of
procedures and administrations. At first, Active Directory was just responsible for brought
together area the executives. Beginning with Windows server 2008, in any case, Active
Directory turned into an umbrella title for an expansive scope of catalog-based character

related administrations.
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1.2: Methodology:

= Active Directory Security Reporting - Perform a total AD Security Audit and figure
out who approaches what in your Active Directory by revealing each article and its
security in detail. All the more significantly, figure out who can perform what basic
managerial activities, for example, erasing individuals from an OU, changing
consents and so on. Look your Active Directory for Inactive, Disabled, Expired and
Unknown Accounts and see where and how they bargain security.

= Active Directory Group Membership Reporting - Determine the effect of circuitous
gathering enrollments, particularly participation of Security gatherings (rather than
simply discovering who the individuals from your Security bunches are).

= Active Directory Nested Group Membership Reporting - Generate the most far
reaching report on Active Directory Users and Groups data, including complex settled
gatherings and multi-bunch enrollments. ARKAD's inside and out client/bunch
enrollment report incorporates every one of the gatherings that a client is individual
from over the whole AD association (and not simply the gatherings inside one space).

= Active Directory User Reporting - Identify and report on all control related parts of
User account the executives — report on Password Expiry, Password setting, last logon
and so forth.

= Active Directory OU Reporting - Take unlimited oversight of OU the board — report

on OUs, Delegation of organization, Group approaches and so on.

1.3 Active Directory:

e Andlimit on rather than those articles, and the arrangement of their names. For more
information about the blueprint, see design.

e An overall rundown a great deal of rules, the development, that describes the classes
of things and qualities contained in the list, the prerequisites that contains information
about each article in the vault. This empowers customers and directors to find vault

information paying small personality to which space in the list truly contains the data.
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For more information about the overall file, see the activity of the overall rundown.
An inquiry and file system, with the goal that objects, and their properties can be
distributed and found by system clients or applications. For more data about

guestioning the catalog, see discovering index data.

1.4 How to Join Your Computer toa Domain:

You should be signed on as an administrator or an individual from the Administrators group
so as to finish thesemethods.If your PC is associated with a system, arrange approach

settings may likewise keep you from finishing this method.

1. Sign in asanadministrator. Right click on my computer and a short time later snap
properties. The System Properties exchange box is appeared.

2. In the PC name tab, press Change. In the Computer Name Changes discourse box,
select Domain and enter the name of that domain in the substance box, as showed up
in Figure 1 underneath. In this precedent, the PC starting at now named hg-res-wrk-01

is joined to the Reskit space.

Computer Hame Changes E]E]

Y'ou can change the name and the membership of thiz
computer. Changes may affect access to network, rezources.

LComputer name:;
hg-res-wrk-ol

Full computer name:

hg-res-wrk-ol.
Member of
(%) Diomair:
Reskit
) wWorkgroup:
[ QK ] [ Cancel ]

Figure 1.1joining a computer to a domain
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3. Giveuser name and password to exhibit you have the fitting consent to join the
domain.
4. When the Welcome to the region message appears, press OK. You ought to restart

your PC for the change to deliver results.
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CHAPTER-2
Application

2.1 What iswindowsServer:

Windows Server is a group of operating systems designed by Microsoft that bolsters
enterprise level management, data storage, applications, and correspondences, Previous
versions of Windows Server have concentrated on stability, security, networking, and various

improvements to the file system.

2.2 Windows Server 2008 Tools and Workstation Component:

¢ Windows Server 2008 R2 and Windows 7

This topic lists the Windows Power Shell modules included with Windows Server 2008
R2, Windows 7, Windows Server 2008, and Windows 8. The Windows PowerShell
modules in the list support automating the features of those operating systems and
provide links to the camlet references for each module. These modules enable you to use
Windows PowerShell to administer, maintain, configure, and develop new features for
Windows Server 2008 R2, Windows 7, Windows Server 2008, and Windows 8.

e Manage Multiple, Remote Servers with Server Manager

The content in this section describes how to use Server Manager in Windows Server 2008
R2 and Windows Server 2008 to manage both local and remote Windows-based servers

from desktop computers.
e Deploy Remote Server Administrator Tools

To ease remote server management, you can download and install Remote Server

Administration Tools for Windows 8.1. Remote Server Administration Tools for

7
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https://technet.microsoft.com/en-us/library/dn249523.aspx
https://technet.microsoft.com/en-us/library/hh831456.aspx

Windows 8.1 includes Server Manager, Microsoft Management Console (MMC)
snap-ins, consoles, Windows PowerShell camlets and providers, and some command-
line tools for managing roles and features that run on Windows Server 2008 R2 and
Windows Server 2008.

o Install and usePower Shell web Access

The content in this section describes how to configure and use Windows PowerShell
Web Access, a feature that allows a server that is running Web Server (I1S) to act as a
Windows Power Shell gateway and provide a web-based Windows PowerShell

console to users in your organization.

2.3 Objectives of Windows Server 2008:

Characterizing your sending goals causes you to figure out which Windows Server 2008
highlights you have to integrate and how to those highlights identify with your current
condition. Characterizing the undertaking's degree encourages you to recognize precisely
what the group can and can't convey inside the venture limitations.

2.4 Installing Windows Server 2008:

First of we need to boot up windows server from CD or ISO and choose the language.

%

Windows Server-2008

Enter your language and other preferences and chick “Nedt”™ to continue.

| SR © 003 MicTask Coponmen. AL SgTT meened.

Figure No: 2.1

Need to select which Language you want to install and input options and afterwardpress on
Next button.
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» Install Windows

vJi
S
!

Windows Server 2008

Install now >

What to know before installing Windows

Repair your computer
Copyright © 2009 Microsoft Corparaton. Al rights reserved.

Figure No: 2.2
Click Install Now
Choosethe operating system you need to install. 1 have picked windows server 2008 with
GUI. Another decision is server focus which was first displayed in windows server 2008 and
is an immaterial present with no GUI anyway gives remote organization through Winodws

Power Shell and distinctive devices.

PressNext

Need to accept term and license

And again, press next

We areplaying out a new fresh installation of Windows server, so press on custom.
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Where do you want to install Windows?

Name Total size Free space | Type

> Drive 0 Unallocated Space 127.0GB 127.0GB

Figure No: 2.3
Need to partition your drives and press next.

The freshinstallation of Windows at that point continues.

The installation will in the end re-begin your Windows Server where it will experience the

last phases of setting up the environs for start firstly.

We will inevitably be provoked to give a password for thebuilt-in Administrator account.

Settings

d for the baslt-in adm

Figure No: 2.4

Press Finish icon.

10
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You will currently provide the fresh Windows login screen, which is a reasonable opportunity

what exactly we have been acquainted with past arrivals of Windows Server.

Press Ctrl+Alt+Delete to sign in.

11:12
Wednesday, July 18

Ly

Figure No: 2.5

Press Ctl-Alt-Delete to login into your new server and provide your pc credentials.

You will be given the new Server Manager Screen which is genuinely improves the
association and game plan of your new server. Our key target for this article is to structure

Active Directory and its related organizations, for instance, DNS server.

11
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A

™ > & MO wanm

Figure No: 2.6

Firstly,we need to change the computer name. Windows doesn't hesitate to give a default

exceptional name as win(random characters)

We need to do thusly, from the Server Manager > Dashboard screen then press on local

server and after that we need to press the computer name and hyperlink.

BR Fite and Storage Seraces B

Figure No: 2.7

This will take you to the all commonplace System Properties

© Daffodil International University
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Computer Name | Hardware | Advanced | Remate |

System Properties =]

[ L Windows uses the following information to identify your computer
S onthe network.

Computer description: ‘

For example: "IIS Production Server” or
"Accounting Server”,

Full computer name WIN-TH24LTSDPOH
Workgroup: WORKGROUP

To rename this computer or change its domain or

workgroup. click Change Change..

oK || Cancel

Figure no: 2.8

Click Change, enter an increasingly alluring pc name and afterward pressok.

You need to that point be provoked to reboot your PC to apply that type of changes. Pressok

and afterward press click on reboot now.

Thenyour PC has rebooted, we can give the Server Manager Screen. By and by we are set up

to mastermind this server as an Active Directory Controller.

Counting the AD Role services.

From the Dashboard click on "Add roles and features”. You need to give the "Before you

start screen. Snap next button. On the "Installation Type" screen click on "Role-base or

feature-based installation”.

=

Bl machine, or on an offline virtual
installation Type

Add Roles and Features Wizard

Select the mstaliation type. You can

® Role-based or feature-based installation
Configure & single server by adding roles, role services, and festures.
Remote Desktop Services installation

Install requred role services for Virtual Desktop Infrastructure (VDI) to creste 3 virtus! machine-based
or session-based desktop deployment.

Pressnext button

Figure No: 2.9

This is different element of Windows server 2012 R2 where you can give the roles and

features to remote servers and even offline virtual hard plates.

© Daffodil International University
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For this situation,we can choose the present server from the server pool.

& - - et - DESTINATHON SERVER
S{fle(_~ l._je'Bl Nnaton server WINZTZAD
Select & senver or & virtual hand disk on which to install roles and features.

¥ Select a server from the server pool
Select a virtual hard gk

Server Pool

Filter:

Mame IF Address Operating Sy sbem

W01 ZAD 169254104123 Microsoft Windows Senver 2012 Release Candidate Dats

[ » |

£
1 Compiters) found
This page shows servers that ane running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Cffine servers and newly-added servers from which data
eollecton & bl incomplete A nal Shown

Figure No: 2.10

Press next button
We will choose the service "Active Directory Domain Services” and “DNS Server” in the

event that it hasn't just been provisioned.
Select server roles

Select one or more roles to install on the selected server.

Before You Begin

Roles

> |

[] Active Directory Certificate Services B

[BRActive Directory Domain Services]

[] Active Directory Federation Services

[J Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[] Application Server

[C] DHCP Server

[C] DNS Server

[[] Fax Server

[ Hyper-v
[J Network Policy and Access Services

[ Print and Document Services
[C] Remote Access
[[] Remote Desktop Services

Figure no: 2.1
You will at that point be incited to include highlights this are needed for AD Domain

services.

14
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> Add Roles and Features Wizard =

Add features that are required for Active Dwectory

Domasn Serves?

You cannot watall Active Dvectory Domain Services uniess e

following role secvices or features are 830 mataled

[Tocks] Geowp Polcy Management
4 Remote Server Adsunntraton Tools
4 Role Ademnatration Tools
4 AD DS and AD LOS Tooks
K

actrve Divectory module for Windows PowerShe

4 ADDS

trve Deectory Adennatatve Coster

Tools] AD DS Snap-ins and Command-Line Tools

v Include management tools (F applicable)

| Add Feoturen Cancel

Figure No: 2.12

Click on Add Features
Click Next

On the off chance that you need to include extra highlights, you can do as such from the

following screen, generally click Next

ANCT 00 OF TOr MAtaws 10 wutall On e ST Larver

v .
arced Wrage
aiove Olunts
¥ Growp Polcy Manageeent

4 o~ Rarders g Senew
serat Cremag Cent

F Asdeu Maragevant (PAM) Secven

Figure No: 2.13
You will currently be given the AD Domain Services (AD-DS)screen illustrating more data
about AD-DS and its prerequisites. You will see that DNS serveris a MUST and has
dependably been the situation.

190

© Daffodil International University


http://sharepointgeorge.com/wp-content/uploads/2012/07/image16.png
http://sharepointgeorge.com/wp-content/uploads/2012/07/image17.png

Active Directory Domain Services e

Before Wou Begin
inszallavice Type
Seryer Selecten

s

WIN2O12AD

Active Dicectory Domain Services (AD DS) stores mformation about users, computers, and other devices
on the network. AD DS helps admunistrators securely manage this information and facilitates resource
sharing and collaboration between users, AD DS is also required for directory-enabled applications
such as Microsoft Exchange Server and for other Windows Server technologies such as Group Policy.

Things to note:
* To help ensure that users can stll log on to the network in the case of a server outage, install &
minimum of two domain controliers for » domain

* AD DS requires 3 DNS server 10 be installed on the network. If you do not have 3 DNS server
instalied, you will be prompted to install the DNS Server role oo this machine.

* Instaling AD DS will alzo install the DFS Namespaces, DFS Replication, and Fie Replicabon services
which are required by AD DS,

Figure No: 2.14

Press next button to go next page.

Now youcan see with a essence of installation selection items

Confirm installation selections R s

Jefere

&

v Begin
nitaliation Type
Server Selection
Server Role

Features

AD DS

WIN2012AD

To install the followsng roles, role services, or features on selected server, chick Install,

] Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, ciick Previous to clear
their check boxes,

Active Directory Domain Services
Group Policy Management
Remote Server Adminstration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

Figure No: 2.15

The installation will now begin
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tion NOIrESS DESTINATION SERVER
Installation progress WINZOIZAD

View installation progress

@ S5tarting instatation

Active Directory Domain Services
Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

Figure No: 2.16

Upon consummation you will be given an establishment succeeded message.

Installa (RS DESTINATION SERVER
insta l;:t.Oh Iuw'(J(._}'CSS WN20124D

View installation progress

@ Ferureinsuallation

on requwed. Installation succeeded on WIN2012AD

Active Directory Domain Services a
Addetional steps are required to make this machine a domain controlier.

Promote this server to 8 doman controller

Group Policy Management
R Server Administration Tools
Role Administration Tools .ﬁ
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

You can dose this wizard without interrupting running tasks. View task progress or open this
(1) psge again by cliciong Notifications in the command bar, and then Task Details.

Export configuration settings

Figure No: 2.17

Pressclose.
Back inyour server manager, you can see that Active directory domain services has added to
the other side course tree. Snap on it and a while later snap on extra on the right course sheet

where it communicates that configuration is required for Active Directory Domain Services.

17
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Server Manager * AD DS

-
gl

T Dushboand NS -
B Local Server | b Configuration required for Actie Directory Domain Services st Wi 1240 Mot -
B 2nsenven

p v v =

B File and Stovage Serdces b

W IZAD 155254104133 Onliee - Caneot et BRA revuits TRAT/Z01ZE 105603 A Mot acthented

Figure No: 2.18
You will currently be given the all server task niceties, in what you can tap on Promote this
server to an area controller under Action.
The continuationfigure screen shows up and we can choose "Add a new forest” as it is a first

domain controller.

& CARBAL AT TARGET SERVER
Lon A:‘U,l allor WIN2012AD

Deployment Configuration

Select the deployment operation

®) Add a doman

o an ensting domain

Add 8 e 3n existing forest

Add 2 new fo
Specify the domain information for this operstion
Domain i [ Select. |

Supply the credentists to perform this operation

<No credentials provided > [ Change...

Figure No: 2.19
Provide your main Root domain name and afterward press next button.
Accompanying page will at that point show up which you can enter and choose Domain

controller Options.

mtraller Ont TARGET SERVER
Domain Controller Options WINO1AD

Select functional level of the new forest and root domain
Windows Server 2012 Release C. |
[ Windows Server 2012 Release . =

[¥] Domain Name System (DS} server

rectory Services Restore Mode (DSRM) password

[T

[<Previows | [ Nets | [Concal |

Figure No: 2.20

You will then get the below warning in which you can ignore for now.

18
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DNS Options

TARGET SERVER
WINZI2AD
| A A delegation for this DNS server cannot be created because the authoritative parent zone cannot be found... Shaw mare M
Dagleyment Canbiauratan
e N Spacify DNS delegation options
bk
DNS des an
< Previous Mext » ‘Cancel

Figure No: 2.21

Pressnext button to go next page.

The NETBIOS domain name can b shown at that pointconsequently. In case of a contention,
it will be recommended an option by attaching which name is with a 0.
Additional Options

emlmmmant Confourstio
Lepioyment Lonnguraton
Domain Cont

allar CiEtian

Verify the NetBIOS name assigned to the domain and change it if necessary
The NetBIOS domain name: CORP

Figure No: 2.22

Press onnext button

Affirm the areas of your Database folder, also need to logfolder and SYSVOL folder which
those data will be saved.

19
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TARGET SERVER,
Paths WINZOIZAD

Deployrnent Configuration
o 4 Specity the location of the AD DS database, bog fikes, and SYSVIOL

Domain Controller Options

DNS Options

Databaze folder: CaWindawa\NTDS
Log files folder Caindaws\NTDS

h SYEVOL folder: CAWindaws\SYSWOL

BEE

Figure No: 2.23

Click Next
Survey your determinations and afterward clicknext.
On the off chance that the majority of the requirements check has passed effectively, you can

almost certainly press on install to continue.

) B TARGET SERVER
Prerequisites Check WIN2012AD
I @ Al peerequisite checks passed successfully. Click Tnstall to begin installation. Showmore X

Prerequisites need to be validated before Active Directory Domamn Services is installed on this
computer

Rerun prerequisites check

A View results

A\ Windows Server 2012 Releass Candidate domain controliers have a default for the

security setting named “Allow cryptography algornthms compatible with Windows NT
40" that prevents weaker cryptography algonthms when establishang secunty channel
ses5i0ons.

For more nformation about thes cetting, see Knowledge Base article 942564 (http//
gomicrozoft.comy/fwlink/?Linkdd = 104751).

§. Adelegation for this DNS server cannot be created because the authontstive parent |
zone cannot be found or it does not run Windows DNS server. If you are integrating
with an existing DNS infrastructure, you should manually creste a delegaticn to this
DNS server in the parent zone to ensure refiable name resolution from outside the v

| you dlick Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites

Figure No: 2.24

Presson install button
The installationprocedure will bestartednow and you will be seen the progress is being
shown.

20
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TARGET SERVER
WIN2012AD)

Progress

Setting the computer’s DNS computer name root to corp.gihalilcom

A View detaded operaton results

Installation

Ad

Figure No: 2.25
The PCs will probably restart without anyone else to finish the establishment so don't be
frightened in the event that it does. You will get a short cautioning exhorting so.

Upon restart, you ought to have the capacity to login utilizing your space accreditations for
the user administrator.

When server manager has propelled, press the button on Tools > Active Directory
Administrative Center

It can be welcomed with the beneath Welcome page.

Active Directory Administrative Center » Overview

uf Active Directory. <

I - WILCOME TO ACTIVE DIRECTORY ADMINISTRATIVE CINTER X A

Cviamc
ACCUW
CONTROY

RESET PASSWORD X A GLOBAL SEARCH L

Seope:  corp ca -

Figure No: 2.26

click on your domain on the left route sheet, in my case it is corp. (local).

21
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Bf Active Directory... ¢ <orp (local) {(12)
¥

. Onveroen
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- cess Control
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Figure No: 2.27

How about we start by making your first OU that will homeyour corporate clients ( Do not a

devotee of utilizing the default Users).On the correct route sheet below Task ><domain

name>press on new button and afterward mark "Organizational Unit".

Provide the obligatory subtleties.
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CHAPTER-3

Activities

3.1 Create a new Organizational Unit:

MemParticipation in proportionate, is the base needed to finish that system. Survey insights

regarding utilizing the fitting records and gathering enrollments.
. Using the Windows interface
To make another OU utilizing our Windows surface

1. To open Active Directory Users and Computers, press Start, press Control Panel,
double press Administrative Tools, and after that double press Active Directory Users and
Computers.

We can also open Active Directory Users and Computers from cmd. We can just type

dsa.msc and press enter button.

2. In this console tree which open, then we need press right-click the area name.
3. Give point to New, and afterward click OU.
4. We need to give the name of organizational unit (OU).

3.2 Create a new Active directory User Account:

1 To open We can also open Active Directory Users and Computers from cmd. We can just

type dsa.msc and press enter button.

1 To include a client, you can likewise press

Utilizing the Windows interface
1. Go to cmd and need to press dsa.msc then open active directory users and computers

console.
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2. Inthe comfort tree, need to right-button press the organizer which you need to include

a client account.

Where?

Active Directory Users and Computers/area hub/organizer
Select theNew button, and after that pressuser options select.
In the First nameoption, type the client's first name.

In Initials page, need to type the client's initials information.
In theLast name, need to type the client’s last name.

Need to modiyFull name to include initial or turn around request last and fast names.

© ®© N o g &~ W

In User logon name, need to give the client logon name, press the UPN postfix in the
rundown and after that press forward button.
10. At the box of password we need to providePassword and Confirm password, give

the userpassword, and after that need to mark the suitable password choices.

3.3 Create a user member of Admin and Local User:

Firstly, you have to make a security group which nameLocal Admin

* Open Active Directory Users and Computers (dsa.msc)

24
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*Need make a security Group which name isLocal Admin. From that menuAction | New

- Active Directory Users and Computers

File IVAchon View Help
e Delegate Control...

Claoi= HME & &

[

= A Find... fputers Ngme

@ i 2 | Admins

‘r;] .';' [-.]el,.-.'u > Computef
B [ Gow |
=+ = InetOrgPerson Br
5 RDelet msImaging-PSPs er Admins
+ ename MSMQ Queue alias b
+ Refresh i> abi i ;
- et Organizational Unit cation
:! “an
] xport Printer histrator
+  Properties User
; e Shared Folder

Group - ] !
Figure No: 3.1
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e Name the group as Local Admin.

MNew Object - Group

Figure No: 3.2

e Toadd a assistdesk individuals to Local Admin group. Weneed to include two users
state Tom and Bob.

'5

3

EECERDERER
il

i
]

Figure No: 3.3
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CHAPTER-4

Domain Password Policy

4.1 Password Policy:

Whenyou change a standard Group Policy Object (GPO) from the Group Policy Management

Console (GPMC), you'll find comparative decisions for the Account methodology. To find

the mystery key technique settings, which are under the Account strategy, open the going

with method for methodology envelopes: Computer Configuration\Policies\Windows

Settings\Security Settings\Account Policies. One time, you will find three course of action

coordinators: Password Policy, Account Lockout Policy and Kerberos Policy.

For all of these coordinators and the settings consists inside them, there's a default in

Windows server 2008 r2 freshly presented zones. The default settings are as seemed Table 1.

Policy Setting

Default Value

Enforce password history 24 days
Maximum password age 42 days
Minimum password age 1 day
Minimum password length 7

Password must meet complexity requirements Enabled
Store passwords using reversible encryption Disabled
Account lockout duration Not defined
Account lockout threshold 0

Reset account lockout counter after Not defined
Enforce user logon restrictions Enabled
Maximum lifetime for service ticket 600 minutes
Maximum lifetime for user ticket 10 days
Maximum lifetime for user ticket renewal 7 hours
Maximum tolerance for computer clock synchronization 5 minutes

Table 4.1. Account Policy settings default values.
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4.2 Domain User Password Reset:

We need to open active directory users and computers, press the start button and press control
panel and need to go administrative tools, and we need to double press on AD users and
computers. If we need to reset password press right button and press the reset password

options.

4% Active Directory Users and Computers o ] |
<9 Fle  Action  Wiew Window  Help ‘ — =1
= | OE IR XEFINE| 2 a8 vaE

@ Ackive Direckory Users and Computer: | Boston 1 objects
-2 Saved Queries ¥

E@ testdomain.local " Copy...
[:l Bwilkin Add to a3 group...
I:l Computers Dizable Account
@ Domain Contrallers
-] ForeignSecurityPrincipals Mowe ™,
D Users Open Home Page
""" s3] Bostan Send Mail
All Tasks 4
4| | 2 Cut
|Resets the password For the current selection. Celslts B
Rename
Properties
Help

Figure No: 4.1
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4.3 Self Service Password Reset Tools:

Resetting forgotten login passwords of area clients is a pivotal bottleneck, which an
assistance work area specialist needs to deal with as a daily practice. A secret key reset ticket
or an overlooked login secret key must be tended to inside minutes so as to dodge worker
vacation and efficiency misfortune. It is evaluated that somewhere around 40 percent help
work area tickets are identified with secret word resets and on a normal each change secret
word ticket is tedious (around 20 minutes) in this way keeps the helpdesk from concentrating

on all the more problems that are begging to be addressed.

A self-service password reset solution that enables an end client to self-reset his space
secret word in windows dynamic index remotely from an internet browser without calling the
helpdesk is a basic prerequisite. A self-administration secret word reset, and the board
arrangement not just decreases the quantity of assistance work area secret word tickets yet in
addition improves the profitability of an end client by turning away pointless and delayed

pauses
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CHAPTER-5

Implementation

5.1 Open Group Policy from Active Directory User and Computer:

To open Group Policy Editor from administrative tools we need to also open AD users and

computers

1. Open AD users and Computers console.

2. Active Directory Users and Computers/domain/organizational unit/child
organizational unit.

Press Properties button, and afterward press the GPO tab/

4. Do it one of the accompanying:

5. To alter a current GPO, press the Group Policy object in the rundown, and after that
pressedit button.

6. To make another GPO, press New, need to type a name for the new GPO article, and
after that pressedit button.

7. To open Active Directory Users and Computers, press Start, press Control Panel,
double press Administrative Tools, and after that double press Active Directory Users
and Computers.

8. You able to open GPO Editor in a few different way, contingent upon the activity

which you need to shows and the article which you need to apply into thisGPO.
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Details In Below:

1.Interface with your domain controller and open"Group Policy Management" (Press Start

Menu -> Administrative Tools).

G Bl dcn Yew Widow b

alglx
=181

@ |2 0lE .\ m

=1 ) Forest: la kern ocal

2 Group Palcy Management lakenoJocal
Linked Group Polcy Ctpects | Group Polcy Inhertance | Delegation |

BN o oca | Lk O =

I

i/ Defaul Doman Folcy

[ Eforced [ Link Ensbled | GPO Satus T Wi Fer
L Yes Enabled

MNare,

Figure No: 5.1
2. Mark the exact domain. From that point onward, Mark"Action" ->"Create a GPO in

this domain, and Link it here...”

=lglx
SETES|
p.local
fircup Pokcy Obiscte | Group Polcy Inhertance | Delegaton |
Link Order =+ GPO Enforced | Link Ensbled | GPO Status WMI Fiter
1 a1/ Deft Doman Pokcy Mo as Enatled. ==
1l | |

[oreate 2 GP in this domain and ik t o this cananer

Drstart| 2 | 4 Group Policy Manage...
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Figure No: 5.2

3. Give an appropriated name to this GPO.

Name:

|Keriu:| Contral - Scripts|

Source Starter GPO:

I (none)

ok | cance |

[

Figure No: 5.3

4. After creating the GPO, select "Action” ->"Edit...".

E Group Policy Management

|open the GPO editor

_i&] x|
L Fie | Action View Window Help ‘_I- [21x]
o
= Enfarced
5 Groul ik Eabled Kerio Control - Scripts.
= F
A e Report. Scope | Detais | Settings | Delegation |
[ New Window from Here Links
et Display links in this location ffakerolocal =
Rename The following sites, domains, and OUs are linked to this GPO:
Refresh
se Location ~ [ Erforced | Link Ensbled | Path [
Help B3 I kerio local No Yes Ia kerio local
@ Sites
565 Group Policy Modeling
= Graup Policy Results
Security Filtering
The sattings in this GPO can only apply to the following groups, users, and computers:
Name =~ |
82 Authenticated Users

Add e | Pipetes |

WMI Filtering
This GPO is linked to the following WM fiter.

[enone> =l Open

Lrswart| Z, &

4 | & Group Policy Manage...

Figure No: 5.4
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5. Select "Computer Configuration” ->"Policies" ->"Administrative Templates" -

>"Windows Components™ ->"Internet Explorer"” ->"Internet Control Panel" -

>"Security Page" ->"Internet Zone".

Group Policy Management Editor -8 x|
e Acion Vew Hep
=] Kerio Control - Saripts [DCBR.LAKERIO LOCAL] Policy
& & Computer Configuration
B [ Polaes Logon options Seting ~ State
| Software Settings ‘Access data sources across domains Not configured
| Windows Settings Edit policy setting. Alow active content aver restricted pratocals to access my comp...  Not canfigured
| Adminitratve Tempiates: Palicy definans (ADM
Alow acive sripting Not configured
| Contral panel Requirements
Netmark At least Intemet Explorer 6.0in Alow binary and script behaviors Not configured
S Pt Vindows XP Service Pack 2or Alow aut, copy or paste operations from the cipboard via script ot configured
7 Syetem Windows Server 2003 Service Pack L Alow drag and drap or copy and paste fies Nt canfigured
B [ Windows Components Description: Alow fle dowrloads Not configured
- i This poiicy setting allows you to Alow font dowrloads Not configured
| Active Directory Federation Services
= ActiveX Installer Service manage settings for logon options. Alow installation of desktop items Not configured
| Appication Compatiity 1Fyou enzble this policy setting, you Alow META REFRESH Nt configured
| autoblay Polices can choose from the following logon Alow OpentSearch queries in Windows Explorer Not configured
| Badup eptions. Alow previening and custom thumbrais of Opensearch query re...  Not configured
| Biometrics Anonymous logon 1o disable HTTP Alow scripting of Intemet Explorer web browser contral Not configured
| Bittodker Drive Encryption authentication and use the guest. Alow script-nitiated windows without size or position constraints Not configured
| Credential User Interface account only for the Commen Alow Sariptets Not configured
| Desktop Gadgets Internet Fie System {CTFS) protocol, Alow status bar updates via saript Not configured
= I;es:‘nf g/imw 1 Manager Prompt for user name and password Alow video and animation on a Web page that uses alegacy med...  Not configured
| Digtal Lo ’d to query users for user IDs and Allow websites to open windons without address or status bars Not configured
| Event Fornardig passwords. After 8 user s queried, Allow websites to prompt for information using scripted windows ~ Not configured
| Event Log Service these values can be used siently for
Erentvioe the remainder of the session Automatic prompting for Activex controls Not configured
=1 Automatic prompting for il downlaads Nt canfigured
| Game Explorer
Pdonaid sutamatclogon aly n ntanet zone Disable NET Framenork Setup Not configured
| Accelerators user i queried, these values can be Do ot prompt for dient cer ticate selection when no certificates ... Not configured
"\ Application Compatibiity used silently for the remainder of the Donnload signed ActiveX controls Not configured
| Compatbilty View sessen. Donnload unsigned ActiveX controls Not configured
| Corporate Sattings Automaticlogen with current user Indude local directory path when uploading files to a server Not configured
“| Delete Browsing History name and password to attempt logon Initiaiize and script ActiveX controls not marked as safe Not configured
| mprivate T e Java permissions Not configured
B[] Internet Control Panel athenticatory. IF Windaws NT Launching appications and fles in an IFRAME Not configured
| Advanced Page Chalenge Response is supported by Launching programs and unsafe fies Not configured
B[] Security Page the server, the logen uses the user's s
Nat configured
Intermet Zone network user name and password for
- ogen, 1f Windans NT Challnge Loose XAML fies Not configured _'j
J Intanet Zone = || Response s not supported by e 4] »
kil | > Extended { Standard
[52 setting®) [

Lisart| 3% &

' | 2 6roup Policy Manage...

Figure No: 5.5
6. Mark"Logon options™ with a double press andneed to unable the option and change

&0 mk wsm

the option to"Automatic logon with current username and password". Pres the button

[} Legon options

these progressions.

=lolx|

Previous Setting | Next Setting

 NotConfigured ~ COmMment: =]
@ Ensbled
 Disabled o
Supported oni- [t jeast Internet Explorer 6.0 in Windows XP Service Pack 2 or Windows Server 2003 = |
Service Pack1 =
Options: Help:
Logon options: ‘ Th\ts policy setting allows you to manage settings for logon =
options.

[Autematic logan with current username and passwrd |

Anonymous logon
Automatic logon only in Intranet zone

Automatic logon with current username and passwo

ou enable this policy setting, you can choose from the
llowing logen options.

anymous logon to disable HTTP authentication and use the
guest account only for the Commen Internet File System (CIFS)
protocol.

Prompt for user name and password

Prompt for user name and password to query users for user IDs
and passwords. After a user is queried, these values can be used
silently for the remainder of the session.

Automatic logon only in Intranet zone to query users for user IDs
and passwords in other zones. After a user is queried, these values
can be used silently for the remainder of the session.

Automatic logen with current user name and password to

attempt logon using Windows NT Challenge Response (also
known as NTLM authentication). If Windows NT Challenge

oK I Cancel Apply
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Figure No: 5.6

7. Select "User Configuration™ ->"Policies™ ->"Windows Settings™ ->"Scripts

(Logon/Logoff)".

B Group Policy Management Editor =18l x|
Ele Acon View Hep

&= A= B e
_EJ' Kerio Control - Scripts [DCBR LA.KERIO.LOCAL] Policy

Scripts (Logon /Logoff}
E # Computer Configuration
=]

3 Polides Select an item to view its description. |
1 Software Settings
1 Windows Settings
"] Administrative Templates: Policy definitions (ADMX fil
7 Preferences
B 4 User Configuration
B [ Polices
" Software Settings
2 [ Windows Settings

[ Security Settings
(L] Folder Redirection
Policy-based QoS

ﬁ Internet Explorer Maintenance

71 Administrative Templates: Policy definitions (ADM: fil

| Preferences

| |\ Extended {Stndard /

I I
Listat| =% & ., [ Group Policy Manage... PT| ‘ Do wsm

Figure No: 5.7
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8. Need to selected"Logon" with a double press and need to press"Add...".

21

Sciipts | PowerShell Scrpts |

N
:%: Logon Scripts for Kerio Control - Scripts

Name | Parameters |
Up
Drown
Add... |
Edit... |
Bemaove |
To view the script files stored in this Group Palicy Object, press
the button below
Show Files...
ok | caed | g
Figure No: 5.8
9. Click "Browse...".
x

Secript Name:

I Browse... |

Script Parameters:

o | cancel |

Figure No: 5.9
10. Make two files which name: logon.vbs and logon.bat. Utilize the code model

underneath, need to change it the logon content way:

Il logon.vbs - Notepad - 1Ol =]
File Edit Format WView Help
pim oIE =]

Set 0IE = CreateObject("InternetExplorer.application”)
oIE.Visible = False

oIE.Fullscreen = False

oIE.Toolbar = True

oIE.Statusbar = True
oIE.Navigate("http:///www. google. com,/ ")
Wscript.sleep(30000)

oIE.guit

Figure NO: 5.10
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I8 logon.bat - Notepad =10 x|

File Edit Format View Help

cscript //noleogo ““la.kerio. local‘\sysvolla.kerio. local ;|
“Policies’ {97 5AFC59-4B95-4C6E-BDBE-DDSBAEF6539C )\ User
“scriptshLogonylogon. vbs

id

Figure No: 5.11
11. Select logon.bat with a double-press and press "OK" button.
21|

Scripts. | PowerShell Scripts |

.
:%: Logon Scripts for Kerio Control - Scripts

To view the script files stored in this Group Policy Object, press
the button below.

Show Files... |

QK Cancel Apphy

FIGURE NO: 5.12
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12. Select "Logoff" with a dual-press and press"Add...
Scripts. | PowerShell Scrpts |

)
=] Logoff Scripts for Kerio Control - Scripts

<

Name | Parameters |

[rowur

Edit...

It

Bemaove

To view the script files stored in this Group Policy Object, press
the button below.

Show Files... |

QK Cancel Apphy

Figure No: 5.13
13. Press "Browse...".
14. Make two files which name is: logoff.vbs and logoff.bat. Utilize the code model beneath

evolving the logoff script path:

|8 logoff.vbs - Notepad i ] (4|
File Edit Format Wiew Help
Dim oIE =]

Set olE = Createobject("Internetexplorer.Application™)
0IE.Visible = False

0IE.Fullscreen = False

oIE.Toolbar = True

oIE. Statusbar = True
oIE.Navigate("http://172.16.100.2:4080/Togout™)
wWscript.51eep(30000)

oIE.quit

Figure No: 5.14
=101

File Edit Format View Help
cscript //nologo “\la.kerio.local’sysvol'la.kerio. Tocal :J

\Policiesy {97 5AFC59-4B95-4C6E-BDBE-DDSBAEF6539C HUser
YscriptshLogoffylogoff.vbs

Figure No: 5.15
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15. Choose logoff.bat file with a dual click and press "OK".

Scipts | PawerShel Scrpts |

o

<—3|

Logoff Scripts for Kerio Control - Scripts

To view the script files stored in this Group Policy Object, press
the button below.

Show Files. |

ok | cancel | eopy

Figure No: 5.16

16. Twofold need to checking GPO settings and close "Group Policy Management".

& Group Policy Management _1=] x|
B Acton Ven Window Hep | =21x]
* = [#m]g]
|2 Group Policy Management Kerie Control - Scripts
(2 4} Forest: la kerio local
& (3 domans Scope | Detais Settings | Defegation |
5 lakerio ocal Kerio Control - Scripts =
52/ Defauit Domain Policy
. R Dta collected on: 28/03/2012 11:58.21 show all
= | Domain Controlers Computer Configuration (Enabled) hide
3 Group Policy Chjects
 WIMI Fiters . .
T Starter GPOs LT U ETD fise
T sites Policy definons (ADMXfies) relrieved from the local machine
f&F Group Policy Modeling Windows C: Control i Zone hide
4 Group Poiicy Results =
Policy Selting Comment
Logon options Ensbled
Logon options Automatic logon wth cuent usemame and password
User Configuration (Enabled) hide.
Windows Settings Fide
Scripts hids.
Logon hide
For this GPO. Script order: Not corfigured
Name. Parameters
logen bat
Logoff hide
For this GPO, Script order: Not corfigured
Name Parameters
logoffbat

Figure No: 5.17
17. Open Kerio Control Web Administration Interface. Need to go to "Advanced
Options" and prssdisable "Force SSL secured connection (recommended)". Press

apply button for this changes.
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For right scrambled correspondence it is needed to have confided in marked

endorsement for that URL of the Kerio Control web interface.

SSL

O 6 romiimraieiem e oimivieste

Be [t Yew Fyortes Took teb
¢ Favorites.

£ convolia kerio Jocal - Kerio Control Adnstraton

=l

a8
||

50 Kerio Control
3 & Configuration
" o
O Trffc Pokcy
¥ Trafic Rules
@ InvusonPreventon
O ety Setngs
B Barcct Managenent and QoS
3 3 Conentrtr
23 HTTPPokcy
22 PP oy
eyt
5 €3 Ui rovsanng
oo ser
© s Routes Advestsements

2 ons
3 @ eftens
(8 P Address Groups

2™ Advanced Options

Web Interface

I Force 55 secured connection {recommended
I Use speafied hostname:

hito: control . berio Joca: 4080
ites/isantrole.beia ocal 080 s

Vieb Interfoce & accesabe at:

Achmets stin = sccessble st

S5 Certificate
Hestname:
Organization name:

vaid rom:

Figure No: 5.18

[ [ [ Trusted stes | Protected Mode: OFf

Manage SSL Corticate.

Aoy Reset
“a [Fwo% -

rla@wih usm

18. Go to "Users and Groups" ->"Domains and User Login" and need to enable "Always

require users to be authenticated when accessing web pages" and "Enable user

authentication performed automatically by web browsers". Press apply button for these

/2 controlla kerio_local - Kerio Control Administration - Windows Internet Explorer

changes.

SIS

Bing

EREH|

Fle Edt Vew Favortes Tods Hep

7 Favorites

63 controla.kerio.Jocal - Kerio Contral Administration

| B

© [ g v Pagev Safety Tods @v

2] kerio Control
= @ confiouration
B Interfaces
3 ¥ Traffic Policy
Y Traffic Rules
@ Intrusion Prevention
© searity settings
% Bandridth Management and QoS
5 (9 Content Fier
£3 HTIP Policy
2 FTPPolicy
(i Antivius
= £3 LAN Provisioning
D DHCP Server
© vt Router Advertisements
DS
5 @ Defritons
(8 1P Address Groups
(L URL Groups
9 Time Ranges
5 services
4 Routing Table:
[A Accounting
4% Advanced Options
5 8 Users and Groups
2 tsers
2 Groups
& Domains and User Login
5 & saus
" Active Hosts
35 Active Connections
= VN Clents
& User Statistcs
Y8 Traffc Charts

[l

57 Domains and User Login

Authentication Options | Directory Services

Web Authentication

[V i&iways require users to be authenticated when accessing web pages

| Force non-transparent proxy server authentication

= @ Logout

Each browser session will require user authentication. This is usefulin Gitrix or Terminal Service environments, where multiple users

authenticate to the frewal from the same computer,
[ Apply only to these IP addresses: [Any v

[7 Enable user authentication performed automaticaly by web browsers

Automatic Logout
| Automatically logout users f they are inactive

Timeout: | 120 minute(s)

| Aol | Reset

Listart| % [ [ 2 Group Policy Manage...

Figure No: 5.19
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5.2 Desktop Wallpaper Group Policy:

To apply a "Work area Wallpaper" Group Policy setting, pursue these means:
1. Open the Group Policy Management Console.

2. In the GPO management Console, find the GPO Objects organizer, and after that select the
Group Policy object (GPO) that you have made for the area clients.

3. Right-click the GPO that you have made for the area clients, and after that press Edit to
open the GPO.

4. Grow User Configuration, extend Administrative Templates, grow Desktop, and after that
click Desktop.

5. In the subtleties sheet, double tap Desktop Wallpaper.

Details of the standard phrasing this is utilized to depict Microsoft programming refreshes

Current path to the wallpaper file is \\Shares\COMMON\Images\Wallpaper\Background.bmp

40
© Daffodil International University



5.3 Map Network Drives on Windows Clients Via GPO:

T T o]

Fie Action View Heb
|2 {L0RDma =z HmBO+ 13

Mapped Drives (General) [DC1.HOWT

S Drive Maps

Create  \\DC1\Software

Figure No: 5.20

This is a piece of our continuous arrangement showing IT organization nuts and bolts, and

probably won't make a difference to everyone.

Open the GPO Management Console via scanning for it from the windowsmenu.

olicy Management
Control Panel (6)
el Group simiar windows on the taskbar
52, Edit local users and groups I
& Edit group polcy
IS Change desktop background
@ Tumn off background images
g Change advanced color management settings for displays, scanners, a...

S see more results

Gr Log off PI

Figure No: 5.21
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Even Though the OU in our precedent is known as the PCs OU it additionally consists a few
clients. The Group Policy Setting that enables youto outline is a User setting and is

consequently appointed at sign in; this implies the OU that you attach the GPO to ought to
contain Users as opposed to just PCs.

JE Group Policy Management
g Fie Acon View Window Help

e |2m0[XE] s H =

=18] =]

1, Group Policy Management Laptops
B 4 Forest: howtogeek.int =
B @D Linked Groug Polcy Objects | Group Pobcy Inhertance | Delegation |
= 53 howtogesek.inti

= Link Order ~ | GPO Enforced | Link Enabled | GPO
#1/ Default Doenain Pobcy
[® (2] Domain Controllers
8 & Employees
= ;._ eate a GPO in this d Link it here....
3 Existing
o

|Create a GPO in this domain and link it to this container

Figure No: 5.22

We need to enter a new policy name, we can name it name ours Mapped Drives (General).

MName:

IMapped Drives (General)

Source Starter GPO:
I{none}

Figure No: 5.23
We can press the right button on the policy and choose the edit option.
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& Group Policy Management .5

i Fle Adon Vew Widow Hep 7 | =181 x]
@9 2mR @D 1
i Group Pobcy Management Mapped Drives (General)

Scope | Detais | Settings | Delegation |

Links

Display locati | ot |

The folowing sites, domains. and OUs are linked to this GPO:

|um - | Erforced | Link Enabled | Path
T P—

| 2
Filtering
¥ Jgs inthis GPO apph e ond

hdd l Remave I Fropesties I
WM Filtering
This GPO is Inked to the following WMI fiter:
[<none> =l Open

Open the GPO editor | |

Figure No: 5.24

The arrangement is controls mapped drive is situated at
Client Configuration\Preferences\DriveMaps

You have to choose the arrangement and the button right snap in the void area and mark new

mapped drive drive.

Fle Acion View Hep |

e nm0lms = BmBE +

t’HmdDws(caud)[D(lm

| [

Figure No: 5.25
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Need to change the activity to create, and need to type a location which will be your shared
folder name

New Drive Properties

Gﬂl!ilCommnI

Location: I‘\‘DC].\,Software |
Reconnect: [~ Labelas: |
rDrive Letter

 Use first available, starting at: % Use: | vI

- Connect as (optional)
User name: I

Password: | Confrmpassuud:l

Hiide Show this drive—————  —Hide /Show all drives ——————
¥ No change ¥ No change

" Hide this drive " Hide all drives
" Show this drive  Show all drives

oK cancel | Ay | hep |

Figure No: 5.26

Presently give the name, this is the name that will appear on the drive in my PC. You will in
like manner need to pick a drive letter, it is a best practice to pick a static letter in all cases,

the definite inverse thing you need to do is change the radio catch at the base to Show this
drive.

Presently when the client’s logon the drives will be easily mapped.
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CHAPTER 6

6.1 CONCLUSION:

Active Directory Rights Management Services is a data assurance innovation that works with
empowered applications to help shield computerized data from unapproved use. Heads can
plan and deal with their AD RAMS customer organization utilizing unique

Strategies and advancements, contingent upon their surroundings, and the customers and
applications can be arranged by utilizing standard devices, for example, Group strategy
Objects to address explicit issues. The general best practice for AD RAMS customer
organization and design is to plan and test well, utilizing a lab or test condition before
arrangement .By following the guidance given is this paper and utilizing the data gave to
legitimately arrange the AD RAMS customer as per yours condition needs, you ought to have
the capacity to acquire a consistent AD RAMS sending that empowers clients to effectively
apply insurance to their records to conform to their organization's information protection

needs.

6.2: Future Work:

e Multinational company: There are many multimedia companies which uses the
WINDOWS SERVER to control their users.

e Government organization: All government organizations also use the WINDOWS
SERVER .By using WINDOWS SERVER they can protect their data or important
things from the users and unauthorized access.

e Educational institute:WINDOWS SERVER is most important in educational
institutions specially in all kinds of LA B

e Private organization:There is no sector where WINDOWS SERVER is not used.
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