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ABSTRACT

With the rapid development of computer network, the construction of campus network
is the inevitable choice of the development of information network. The campus
network system is a very large and complicated system. It is not only for modern
teaching, integrated information management and office automation series of
applications to provide basic operating platform, but also to provide a variety of
application services, so that information can be timely and accurate delivery. The
campus network construction in the application of network technology is the important
branch of LAN technology to build and management. This report shows the deployment
of ipv6 in a campus network with network technology, network equipment selection
and so on, and gives the concrete network topology diagram and implementation of the

secure campus area network.
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CHAPTER 1

INTRODUCTION

1.1 Introduction

The Internet has experienced a phenomenal increase of devices accessing the Internet.
Because of this increase, IPv4 addresses are running out. So, we want to deploy IPv6
in a campus network to accommodate this increased demand by providing a much larger
address space, along with improved traffic routing and better security. We are currently
on Internet Protocol version 4, or IPv4, but IPv6 will be the next generation protocol

for Internet communication.

1.2 Motivation

We are moving toward the IPv6 gradually. So, we need to learn how it will be
implemented in campus network. This project will help us to do that. This project will
also be the standard guideline for those who wants to deploy IPv6 in their network in

near future.

1.3 Objectives

++ Study: Structure and Components of campus network.

%+ Case analysis.

% Case design.

%+ Sketch the design of our campus network.

¢ Create the network diagram in Packet Tracer and GNS3 with needed appliances.
¢ Ip planning for the designed campus network.

% Protocols choose.

% Implement the planned Ip addresses and protocols in campus network diagram.

«» Test the network.

©Daffodil International University 1



1.4 Expected Outcome

After completing the project, the campus network will be enabled. All devices will up
and can share their information to each other. Data packets will be sent from one to
another. Admin can create domain from DNS server. Hosts can browse via http server,
can send Email via Email server, can create, save, download, read, write, edit or delete

any file from Ftp server.

1.5 Report Layout

In this report, we will write about background, requirement specification, design
specification, implementation with testing and conclusion with future scope. In
background study, we will discuss about the related works like our project, scope of the
problem and challenges for our project. In requirement specification, we will discuss
about the requirement collection and analysis that where actually we learn about our
project requirement to implement and design requirements. In design specification, we
will discuss about front-end, back-end design for our project and requirements for
implementing the project. In implementation and testing, we will discuss about how we
implement ip, protocols in our project, will discuss the testing after implementation and
will also discuss about the test result. After all of that we will discuss about our project

future scope.

©Daffodil International University 2



CHAPTER 2
BACKGROUND

2.1 Introduction

Web innovation started to spread in the grounds, the Internet and our grounds life has
been firmly connected together. As a ground to develop the gifts of the century, to
accomplish organize the executives, instructing is significant. So, the campus network
IS a very interactive and professional LAN. Multimedia teaching software development
platform, multimedia presentation classrooms, teacher preparation system, library
access system, test database, etc., can work through the network. If a university includes
a number of professional disciplines, we can also form a number of local area networks,

and through wired connection.

2.2 Related Works

As far as our study about deployment on ipv6 in a campus network, there is no such
project done in campus network by using ipv6 address before but there are lots of
studies, journals and research happens about it. What is to learn, how to plan for
designing, what protocols should be used are discussed on those research and study [1-
6].

Feasibility Study

The feasibility study of any system is mainly intended to study and analyzed the
proposed system and to decide whether the system under consideration will viable or
not after implementation. That is, it determines the usability of the project after
deployment. Ipv4 ip addresses have shorter address space which is already running out.
Nearly, incoming years we must switch to ipv6 ip address. So, we think this is an
important project we choose which will impact the campus network future. Some
question is being answered about the efficiency of our project. The questions came to

our mind when we thought about our project was:

©Daffodil International University 3



% Why choosing a campus network?

% What resources are available for the proposed system? Is it worth solving the
problem?

% What will be the impact after completing the project? i.e. will it be fitted for the

campus network?

Thus, since the practicability study could result in commitment of enormous resources,
it becomes necessary that it ought to be conducted ably and no elementary errors of

judgment square measure created.

2.3 Scope of the problem

Internet Protocol Version 4 (IPv4) ip addresses are being used everywhere but the
biggest problem is its shorter ip addresses (32 bits only) are already running out. To
find out the solution, Ipv6 ip addresses was invented but not yet implemented widely.
So, we think it is a great scope to switch ipv6 and deploy the new address in campus

area network.

2.4 Challenges

There are so many challenges for completing the project [7] [8]. The challenges are

given below:

*

Designing the campus network.

*0

Planning and implementing the correct ipv6 addresses for the campus.

7/
°0

7/
o

Connectivity of the network.

K/
L X4

Security of the campus.

©Daffodil International University 4



CHAPTER 3
REQUIREMENT SPECIFICATION

3.1 Introduction

Requirement of a project is mainly the resources that is going to need for doing the
project. If we want to make a project then after studying about the project sides we must
need to look after the project requirements that is going to need for completing the

project.

3.2 Requirement Collection and Analysis

To know about the requirements that our project going to need, we talked with Daffodil
International University’s IT control admin and visited the IT rooms. We gathered the
knowledge we need from there and watched physically about the network device’s
placement and they worked. We are also studying CCNA (Cisco Certified Network
Association) under an organization which almost completed. So, we gathered the basic
knowledge and needy requirements from there first. For our campus network we need
so many devices that’s are router, switch, pc, laptop, printer, server and so many. So, it
is important that how the devices act, need to configure and work. We learned about
those devices that requires for our campus network and we have that confident to do
that properly [9].

3.3 Design Requirements

For the design of our project, we use Cisco Packet Tracer and GNS3 where both are a
simulator. We’ll make a prototype by using those simulators. We need to download
those simulators from their specific websites. Cisco Packet Tracer is an environment
created by Cisco where all cisco appliances we can use and for free where GNS3 is also
an environment that allows the combination of virtual and real devices, used to simulate

complex network. But, in GNS3 not all Cisco appliances for free and those are not free

©Daffodil International University 5



are expensive enough that we can’t afford. So, most of our work will be shown in Packet
Tracer [10] [11].
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Figure 3.1: Cisco Packet Tracer Simulator
The figure 3.1 is the outlook of cisco packet tracer where we’re going to make our

campus network prototype.
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Figure 3.2: GNS3 Simulator
The figure 3.2 is the outlook of GNS3 simulator. We also make our campus network
prototype besides cisco packet tracer.
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CHAPTER 4
DESIGN SPECIFICATION

4.1 Introduction

In our campus network design, there is one Server building, one Administrative
building, three Faculty Buildings (FSIT, FBE and FHSS), three Study buildings (CSE,
BBA and English) department basis, one Library building, one Canteen Building and
one Dormitory building. Total of five Cisco routers are connected between the buildings
to establish the network inside the campus network. We use layer 2 switch in every
building that’s are connected with the router and the hosts of the buildings. We design
serval server for our campus network which will provide http, https, dns, ftp, email
service inside the campus. All devices are connected with different type of wires. We
use serial interfaces from router to router, gigabit ethernet and fast ethernet interfaces
from router to other devices. After configuring the network, the packet will pass from

the source to destination via interfaces.

All buildings are in a single area network and internal network. We design an external
network which is bounded with firewall for security from external attack and that is the

internet or ISP.

4.2 Front-end Design

After studying and learning about ipv6, we design a small campus network diagram for

our project with proper Ipv6 address plan.
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Figure 4.1: Sketch Design
The figure 4.1 is the sketch design of our campus network. This is the complete design

of our campus where we’re trying to show all the necessary components with proper
ipv6 address plan.

We use router, switch, server, pc, laptop, camera, firewall and internet to design the

campus network into simulator. The appliances are shown in the figure 4.2 below:
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Figure 4.2: Appliances for Design
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Figure 4.3: Campus Network Design in Packet Tracer
The figure 4.3 is the final and complete design of our campus network which we
designed into packet tracer with needed components and ipv6 address.
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Figure 4.4: Campus Network Design in GNS3
The figure 4.4 is the final and complete design of our campus network which we
designed into GNS3 simulator.
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4.3 Back-end Design

Back-end design is the design where we will configure our commands and protocol.

Next few figures will show the back-end design of different devices we use.

? Router

Physical ~ Config  CLI
——r—

Attributes

Press RETURN to get started!

GLOBAL )
- Global Settings
Settings
Algorithm Settings ]
ROUTING Display Name |Rnuter|
Static Hostname |Rnuter
RIP NVRAM Erase Save
CHING Startup Config Load... Export...
VLAN Database
INTERFACE Running Canfig Export... Merge...
GigabitEthernet/0
GigabitEthernet0/1
Equivalent 10S Commands
WOULA You Like Lo <llel L LIlllal oUNLIgUuIiabloll dialodgs |V [a]

Figure 4.5: Back-end of a Router and Switch

The figure 4.5 is the back-end design of a router and switch. Here we can configure our

router manually by giving commands.

©Daffodil International University
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User EXEC Commands - Router=
ping
show (limited)
enable
etc...
Privileged EXEC Commands - Router#
all User EXEC commands
debug commands
reload
configure < Global Configuration Commands - Router{config)#
et hostname
enable secret
ip route
interface ethermet < Interface Commands - Router(config-iN#
serial A ip address
bri ipx address
etc... encapsulation
shutdown / no shutdown
elc...
router rip < Routing Engine Commands - Router(config-router)#
ospf b network
grp version
elc... AUTO-SUMMAry
etc.
line vy \‘ Line Commands - Router{config-line )#
console password
elc... login
maodem commands
etc...

Figure 4.6: Cisco I0S Command Hierarchy [12]
The figure 4.6 is the figure of cisco ios command hierarchy. When we use command

line in our router there are some mode of the command line we need to know.

Physical Config Desktop Programming Attributes
+ JETETTETe

TTrETTEC

IFP Configuration

) DHCP @) Static

IP Address [

Subnet Mask

|
Default Gateway |
DNS Server [

IPvE6 Configuration
O DHCP O Auto Config @ Static
IPv6 Address | |«

Link Local Address

I
IPvE Gateway |
IPv6 DNS Server |

802.1X
I:l Use 802 1X Security
Authentication MD5 =

Username

Password =

Figure 4.7: Pcs and Laptops Back-end
The figure 4.7 is the back-end design of pcs and laptops. Here we can configure the pcs

and laptops by giving there ip address, gateway address and dns server address.
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Physical Ccnﬂﬁ Attributes

Physical Ccnﬂs Attributes

GLOBAL

Settings
INTERFACE

Global Settings

GLOBAL
Settings
INTERFACE

FastEthernet0

Display Name |F‘rimer.

FastEthernetd |

() DHCP
(@ Static

Gateway/DNS [Pvd

Gateway |

DNS Server |

() DHCP

@ Static

IPv6 Gateway ‘
IPv6 DNS Server |

Gateway/DNS IPv6

() Auto Config

Port Status
Bandwidth
Duplex

MAC Address

FastEthernet0
On
100 Mbps () 10 Mbps [v] Auto
Half Duplex Full Duplex [] Auto

0090.2104.3A98

IP Configuration
() DHCP

@ Static

IP Address
Subnet Mask

———

IPv6 Configuration
() DHCP

(O Auto Config
@ Static

IPv6 Address |

Link LUcaIAddreSS:H

Figure 4.8: Printers Back-end

The figure 4.8 shows the back-end design of printers. Here we can configure our printer

in the campus network by giving their ip address.

Physical Config Senices Desktop Programming Attributes
SERVICES HTTP
HTTP
TieE HTTP HTTPS
DHCPv6 ) on @ of O on @ of
TFTP
DNS File Manager
SYSLOG File Name Edit Delete
AAA 1 copyrights_html (edit) (delete)
NTP
EMAIL 2 cscoptlogo177x1 (delete)
FTP
IoT 3 helloworld_html (edit) (delete)
MBS Gement 4 image html (edit) (delete)
Radius EAP
5 index_html (edit) (delete)
MNew File Import

Figure 4.9: Servers Back-end

The figure 4.8 shows the back-end design of a server. Here we can configure the ip

addresses and services of different servers.
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Physical  Config _ Deskiop Programming  Attributes

|

Figure 4.10: Features of Back-end

The figure 4.10 is the back-end of packet tracer all features that we can use for our
project.

4.4 Implementation Requirements

To implement the design, we also use packet tracer and gns3. We need to configure the

ipv6 addresses, give the commands and use protocols for implementing.
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CHAPTER 5
IMPLEMENTATION AND TESTING

5.1 Introduction

Implementation and testing are one of the most important part of our project. We have
to configure all of the ipv6 addresses, protocols carefully and we need to verify and
troubleshoot those after inserting. And after configuring, we have to test the whole

campus network. If any error occurs then we must debug to solve the problem.

5.2 Implementation of Front-end Design

i;" Gateway Router

Physical ~ Config _ CLI _ Attributes

10S Command Line Interface

Ctrl+F6 to exit CLI focus Copy Paste

Figure 5.1: Enable password and banner to all routers

In figure 5.1, we configure the basic router settings. Set the router hostname, enable

password for unauthorized access and set banner for a warning message.
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? Gateway Router — () >
Physical Config CLI Attributes
—
105 Command Line Interface
n ipwv ~
tsh ipvé int
h ipvé interface br
Gateway$#sh ipvé interface brief
GigabitEthernet0/0 [up/upl
1
[administracively down/down]
[up/up]
[up/ap]
[aps/ap]
[ups/upl
[administratively down/down]
Serialo/z/1 [administracively down/down]
unassigned
Serialo/3/0 [administracively down/down]
unassigned
Serialo/3/1 [administracively down/down]
unassigned
Vianl [administratively down/downl
unassigned
Gatewav# v
Ctrl+F6 to exit CLI focus Copy Paste

Figure 5.2: Ipv6 address to Gateway router

In figure 5.2, we already assigned the ipv6 address into all of the interfaces gateway router has and

verifying the addresses with interfaces by using show ipv6 interface command.

® Department Router - O X
Physical Config CLI Attributes
I
|05 Command Line Interface
Department#sh ipvé int br A
GigabitEthernet0/0 [up/up]
:FEAG: 2001
2001:DB He=
GigabitEthernet0/1 [up/up]
tSAFF:FELe:ROOZ
BC::1
Seriald/0/0 [administratively down/down]
unassigned
Serizlo/of1 [administratively down/down]
unassigned
Serial0/1/0 [up/up]
FEE0::4
2001:DB8B:1:D1::2
Serialo/1/1 [administratively down/down]
unassigned
Serial0/2/0 [administratively down/down]
unassigned
Serialo/2/1 [administratively down/down]
unassigned W
Ctrl+F6 to exit CLI focus Copy Paste

Figure 5.3: Ipv6 address to Study Building router
In figure 5.3, we already assigned the ipv6 address into all of the interfaces department

router has and verifying the addresses with interfaces by using show ipv6 interface

command
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¥ LCD Router - O X

Physical ~ Config  CLI  Attributes

105 Command Line Interface

~
[up/up]
:FEDR:4501
)/ [up/up]
:FEDR:4502
[administratively down/down]
[administratively down/down]
[administratively down/down]
[up/up]
[administratively down/down]
[administratively down/down]
W

Ctrl+F6 to exit CLI focus Copy Paste

Figure 5.4: Ipv6 address to Library, Dormitory and Canteen Building router

In figure 5.4, we already assigned the ipv6 address into all of the interfaces LCD router

has and verifying the addresses with interfaces by using show ipv6 interface command

® Faculty Router - O X

Physical ~ Config  CLI  Attributes

|08 Command Line Interface

——errr— — -

Faculty#sh ipvé int brief ~
GigabitEthernet0/0 [up/up]
unassigned
GigabitEthernet0/0.10 [up/up]
5:5EFF:FE33:5401
2 BFE:1:AB::1
) [up/up]
[up/up]
[administratively down/down]
[administratively down/down]
[up/up]
[administratively down/down] hd

Ctrl+F6 to exit CLI focus Copy Paste

Figure 5.5: Ipv6 address to Faculty router with inter-vlan

In figure 5.5, we already assigned the ipv6 address into all of the interfaces faculty
router has and verifying the addresses with interfaces by using show ipv6 interface

command.
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#s3 - O X

Physical  Config  CLI  Attributes
I

105 Command Line Interface

LAN MName Status Borts

1 defaultc active FaO,/13, Fa0O/14, FalO/15, Fal/le
Fa0/17, Fa0/l1%, Fad/1%, Fa0/20
Fa0/21, Fal/22, FalO/23, Fa0/24

Gig0/2
FSIT active Fa0/fl, Fa0/f2, Fad/3, Fa0/4
FEE active Fa0O/8, Fa0/%, Fa0/l0, Fa0/11
FHSS active Fa0/f5, FaOf&, Fa0/7, Fa0/1lz2
fddi-default active
token-ring-default active
1004 fddinet-default active
1005 trnet-default active
Switché v
Ctrl+F6 to exit CLI focus Copy Paste

[ ] Top
Figure 5.6: Create VLAN on Faculty Building switch
In figure 5.6, the vlan we created for inter-vlan routing and set the vlan into specific

interfaces is shown.

B s3 - O X

Physical ~ Config _ CLI_ Attributes

108 Command Line Interface

~
itch#sh int tr

Switch#sh int trunk

Fort Mode Encapsulation Status Hative vlan

Gigo/1 on 802.1q trunking 1

Port Vlans allowed on trunk

Gigo/l 10,20,30

Port Vlans allowed and active in management domain

Gigo/l 10,20, 30

Port Vlans in spanning tree forwarding state and not prunsd

Gigo/l 10,20, 30

switch#| w

Ctrl+F6 to exit CLI focus Copy Paste

Figure 5.7: Trunk on Faculty Building VLAN switch
In figure 5.7, after activating the trunking mode we’re verifying by using show interface

trunk command.
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®s3 - O X

Physical ~ Config  CLI  Attributes

108 Command Line Interface

interface FastEthernet0O/1 A
vitchport access vlan 10
switchport mode access

'

interface FastEthernet0/2

switchport access vlan 10

switchport mode access

H

interface FastEthernet0/3
vitchport access vlan 10

switchport mode access

'

interface FastEthernetd/4

switchport access vlan 10

switchport mods access

'

interface FastEthernetd/S
sitchport access vlan 30

switchport mods access

'

interface FastEthernetd/€

switchport access vlan 30

switchport mods access

'

interface FastEthernetd/7
sitchport access vlan 30

switchport mods access
'
interface FastEthernetd/8
switchport access vlan 20
switchport mode access

!

interface FastEthernetd/9

chport access vlan 20

switchport mode access
!

interface FastEthernetd/10
switchport access vlan 20
switchport mode access

'

interface FastEthernetsd/11
witchport access vlan 20

switchport mode access
!

interface FastEthernet0/12
switchport access vlan 30
switchport mode access

Ctrl+F6 to exit CLI focus Copy Paste

Figure 5.8: Access VLAN to Faculty Building VLAN switch
The figure 5.8 shows that the separate vlans are assigned into specific interfaces.

B Gateway Router — O >

Physical Config CLI Attributes

10S Command Line Interface

Gateway#
Gatewav#

Gateway#sh ipv

Gatewav#sh ipvé pro

Gateway#sh ipvé protocols

IPvé Routing Protocol is "connected"”

IPv6 Routing Protocol is "ND"

IPv6é Routing Protocol is "ospf 1"
Interfaces (Area O

Redistribution:
None

Gateway#

Ctrl+F6 to exit CLI focus Copy Paste

Figure 5.9: OSPF in Gateway router

In figure 5.9, we create OSPF in every router with OSPF ip 1 and considering the full

campus area as area 0.
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¥ Gateway Router - O X

Physical ~ Config  CLI Attibutes

108 Command Line Interface

Ctrl+F6 to exit CLI focus Copy Paste

Figure 5.10: OSPF neighbors in Gateway router
By giving show ipv6 OSPF neighbor we can see the full neighbors which is configured

manually by us in the router which is shown in figure 5.10.

¥ pcy — O x

Physical Config Desktop Programming Attributes

IP Configuration

Interface FastEthernet0 =
IP Configuration

) DHCP @) Static

IP Address [

Default Gateway |0,0,0,0

|
Subnet Mask | |
|
|

DNS Server [0.0.0.0

IPvE Configuration

() DHCP () Auto Config (@) Static

IPv6 Address [2001:caFE2.AB: 3 | 7 B4 |
Link Local Address |FE80::200:CFF:FE35:1352 |
IPv6 Gateway [2001-cAFE-2.AB: 1 |
IPv6 DNS Server [2001:DB8:1:A1::3 |
802.1X

Use 802 1X Security

Authentication MD5 -
Username |user |
Password [123458 |

Figure 5.11: 1pv6 address to PC
In figure 5.11, this is the most likely configuration of all pcs and laptops. Here we need

to assign the ipv6 address, gateway address and the DNS address. DNS server ip will
be the same in every device. We also activate the MD5 authentication for security

purpose.
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Senices  Desktop  Programming  Attributes
ysical Senices  Desklop  Programming  Altributes
i

GLOBAL
oSS Global Settings
GLOBAL FastEthemet0 Settings
Settings Port Status C Algorithn Settings Display Mame |Server
et {iose 10 Mbps [ Aut INTERFACE
AN S At - FastEtherneto
ICERERCE Duplex i M Aut Gateway/DNS IPwd
MAC Address 0004.9A67.6659 O pHCP
FastEthemet0 @ Static
P Coniguration .
O oHee Gateway
@ Static DNS Server
1P Address
Subnet Mask Gateway/DNS IPv6
O DHCP
¢ Gt & Asa cone
O Auto Conlig ® Static
‘r;“ Static IPvE Gateway 2001:0B8 1.A1:1
1PV6 Address 2001:088.1:A1:2 o4 IPVG DNS Server [2001:088:1:A1::3
Link Local Address:| FES0.204.9AFF FEGT 6659

Figure 5.12: Ipv6 address to server
In figure 5.12, this is the most likely configuration of all servers. Here we need to assign
the ipv6 address, gateway address and the DNS address. DNS server ip will be the same

in every device.

B Web Server - a X
Physical Config  Serices  Deskiop  Programming  Attributes
SERVICES HTTP
HTTP
DHCP HTTP HTTPS
DHCPV6 @ On O of @ On O of
TFTP
DNS File Manager
SYSLOG File Name Edit Delete
AAA 1 copyrights_html (edit) (delete)
NTP
EMAIL 2 cscoptiogo177x111 jpg (delete)
FTP )
IoT 3 helloworld html (edit) (delete)
UMM 1o 7t 4 image.html (edit) (delete)
Radius EAP
5 index html (edit) (delete)
Mew File Import

Figure 5.13: Web server setup
In figure 5.13, it is the figure of Web server where we need to turn on the http and https

so that a host can tcp to web server. The files inside web server are html files. We can

edit or delete those files when we need.
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*hysical  Config

Desktop  Programming  Aftributes
SERVICES DS
HTTP - -
Erc DNS Senice @ on O of
DEICENE Resource Records
IEIE Name diu_edu bd Type | A Record -
DNS
SYSLOG Address [2001.088:1:A1::2
AAA
s Add Save Remove
EMAIL No. Name Type Detail
FTP
o diu_edu_bd ARecord 2001:088:1.A1::2
ToT
VM Managemant 1 fpdiu_com ARecord 2001:DB8-1-A1--a
Radius EAP

Figure 5.14: DNS server setup
In figure 5.14, it is the figure of DNS server where we need to turn on the DNS service.
Here we can create a domain by giving the server address. All devices DNS address

must be the same. Host can browse by using domain name instead of ip address.

¥ Email Server

Physical Config Senvices Desktop Programming Attributes
——

SERVICES

EMAIL
HTTP

SMTP Senvice POP3 Service
DHCP

DHCPV6 ® on O oFF @ oN (O oFF
TFTP

DNS

SYSLOG
User Setup
AL

Domain Name: |d|u.edu.bd | Set

NTP User |admm
EMATL
FTP
IoT

Password |admin

admin
user

VM Management
Radius EAP

Change

Password

Figure 5.15: EMAIL server setup
In figure 5.14, it is the figure of Email server where we can set a domain and create user

and password. User can easily maul each other by config the user id.
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® pco

Physical ~ Config  Desktop  Programming  Attributes

- ] X

Configure Mail

User Information

i

Your Name:

Email Address ‘admm@d\u.edu.bd

Senver Information

Incoming Mail Server ‘ZUDW:DEB:W'AW:'E

Qutgoing Mail Server ‘ZUUW:DEB:W:AW::S

Logon Information

User Name:

Passwaord: ‘ .....

Save Clear

Reset

v

¥ pcs

Physical ~ Config  Deskiop

User Information

Programming  Aftributes

Your Name: ‘user

Email Address ‘ user@diu.edu.bd

Senver Information

Incoming Mail Server ‘2001:db8:1.at.3

Outgoing Mail Server ‘EUUW:dbE:I'at'S

Logon Information

User Name: ‘user

Password: ‘----

Save

Clear Reset

Figure 5.16: Configure EMAIL server in two hosts

This is the figure where admin building host pcO and Study building host pc5

configuring mail address by using diu.edu.bd domain and user and password which are

set into Email server previously. After configuring mail successfully both hosts can

send mail to each other.

B FTP Server — [} >
Physical Config Semvices Desktop Programming Attributes
SERVICES FTP
HTTP
DHCP Semice @ On ) Of
DHCPwvG
= User Setup
TFTP
S¥YSLOG []write [ | Read [ ] Delete [ ] Rename [ ] List
AL T
T Username Password Permission Add
EMATL 1 admin 123456 FVWDML
ETP Save
IoT 2 user 123456 R
VM Management Remove
Radius EAP
File a
1 asaB42-k8.bin
2 asa%23-kd._bin
3  bootxt =
Remove

Figure 5.17: FTP server setup

This is the figure of Ftp server where we need to turn on the FTP then, create username

and password and give access where the user can write, read, delete, rename, access or

list the FTP files.
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ssss

FFFFF

The figure 5.18 is a NTP server. First we need enable it and then the other setup.

?’ Firewall

Physical

Config  CLI

Attributes

NTP
@ on O or

() Enable @ Disable

Y (01 15:08AM %]

Figure 5.18: NTP server setup

Attributes

|05 Command Line Interface

INCterrace [
interface
interface
interface

interface E

JSa

Ethernetl/

Ethernet0/

Ethernetl/

interface
nameif
security
ip addre

ipve add

interface

vianl

inside
—level 100
53 152.168.1.1 2

ress 2001:

Vlanz2

nameif outside
security-lewvel O

ip address dhcp

ipve address 2001:

4

-]

.255.0

ABCD:1:21::2/64

ABCD:2:21::1/64

Ctrl+F6 to exit CLI focus

Copy Paste

Figure 5.18.1: Firewall setup

The figure 5.19 is showing the configuration of cisco ASA firewall Firewall protects

the inside network from any kind of attack or unauthorized access which can come from

the outside network or the internet. For the inside network that is campus network,

security level is 100 and we don’t need to secure the outside network so its security

level is 0.
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5.3 Testing Implementation

Testing connectivity from one source host to another destination host

For testing the connectivity, we use ping and tracert.

Ping is test method of checking the computer is connected. It also determines the
latency and or delay between two hosts. If the ping between two hosts are successful
then we can easily understand that packet or data can transfer [13].

Ping command: ping 2001:db8:1:al::1[destination host ip address]

Traceroute is also a method for testing the connectivity between two hosts. It shows
several details about the path that a packet takes from the device we are on to whatever
destination we specify [14].

Traceroute command: tracert 2001:db8:1:al::1[destination host ip address]

? Laptop0 - O X
Physical  Config Desktop Programming  Attributes
Command Prompt

Figure 5.19: Ping test 1

This figure shows that this is a ping test from admin building host to other networks.
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¥ pcs - | X

Physical Config Desktop Programming  Aftributes
I

Command Prompt

Figure 5.20: Ping test 2
This figure shows that this is a ping test from study building host to other networks.
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¥ pcy — O X

Physical Config Desktop Programming  Attributes

Command Prompt

Figure 5.21: Ping test 3
This figure shows that this is a ping test from Dormitory building host to other

networks.
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¥ pco — O >

Physical Config Desktop Programming Attributes

Command Promjpt

Figure 5.22: Ping test 4
This figure shows that this is a ping test from Library building host to other networks.
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¥ DNS Server - O X

Physical Config Semices Desktop Programming  Attributes
|

Command Prompt

Figure 5.23: Ping test 5
This figure shows that this is a ping test from admin building host to other networks.
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¥ ot - 0 P - O X

Physical ~ Config  Deskiop ~ Programming ~ Attributes Physical ~ Config  Desktop  Programming  Attributes

Command Prompt (Command Prompt

Figure 5.24: Inter-vlan ping test
This figure shows that this is an inter-vlan routing ping test to faculty building hosts
network. First picture shows ping from vlan 10 to 20 and second picture shows ping

from vlan 20 to vlan 30.
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¥ pc3 - O

Physical Canfig Desktop Programming Attributes

Command Prompt

Figure 5.25: Traceroute test

This figure shows that traceroute test from faculty building host to other networks.
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L3 - O X

Physical ~ Config  Deskiop  Programming  Attributes

Neb Browser

< = | URL |http://2001:db8:1:a1::2] Go Stop

Daffodil International University

Welcome to Daffodil International University.

Figure 5.26: Web server test from host

The figure 5.26 shows that CSE building host pc4 can http to web server by entering
the web server ipv6 address. Different hosts from different building can http to web

server like this host does.

¥ pca - a X

Physical Canfig Desktop Programming Attributes

Neb Browser

< > | URL |http://diu.edu_bd|

Daffodil International University
Welcome to Daffodil International University.

Quick Links:
A small page
Copyrights
Image page
Image

Figure 5.27: DNS server test from host
The figure 5.27 shows that CSE building host pc4 can http to web server by entering

the domain name instead of web server ipv6 address. Different hosts from different

building can http to web server by using the domain which is created by the DNS server.
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¥ Laptop3 — O »

Physical  Config Desktop Programming  Attributes Physical  Config  Deskiop  Pragramming  Attributes
——— ———r
Atext file Created by faculty.
® File Na... ? x
Enter the new File Name

Figure 5.28: FTP server 1
In figure 5.28, logging to ftp server by using ftp server username and password which

is created before in ftp server. Then create a text file from desktop text option.

¥ Laptop3 — O =

Physical  Config _ Deskiop  Programming  Attributes

Command Prompt

Figure 5.29: FTP server 2

In figure 5.29, the new created text file is in the ¢ drive so, by using put command let’s

put the file on ftp server.
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¥ Laptop3 — O >
Physical  Config  Deskiop  Programming  Attributes

ommand Prompt

Figure 5.30: FTP server 3
In figure 5.30, after using put command the created text file is in the FTP server

¥ Laptop3 - u ¥ Laptop3 - O X

Programming  Attributes

Physical ~ Config  Deskiop  Programming  Attributes Physical  Confi
—— g

ICommand Prompt JAlCommand Prompt

Figure 5.31: FTP server 4

In figure 5.31, logging to FTP server using another host and check the directory file

that the New.txt file is there. Now use get command to download the FTP file.
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? PCO _ O ¥ PCs - o %

Physical ~ Config _ Deskiop  Programming  Attributes

. . . Compose Reply Receive Delete Configure [Mai =
Physical ~ Config  Deskiop  Programming  Attributes
From Subject Received
. P Wed Oct 2 2019
. 1 admin@diu_ed.. This is a Hello mail ed &
Reply Mail X 015633
To: |user@d\u_edu.bd
Send
Subject: |Thi5 is a Hello mail
< >

Hello User! How are you today?]

This is a Hello mail
admin@diu_edu.bd
Sent - Wed Oct 2 2019 01:56:33

Hello User! How are you today?

Sending mail to admin@diu.edu.bd , with

subject - RE: This is a Hello mail .. Mail Cancel
Server: 2001:db8:1:a1::3 Send/Receive
Send Success.

Figure 5.32: Sending mail from one host to another

The figure 5.32 shows that host PCO sends a mail to another host pc5 and after sending

the mail host pc5 has received the mail from pc0. Both hosts configured the mail before.

®rco - O X PBro - o X
Physical ~ Config ~ Deskiop  Programming  Attributes Physical ~ Corfig  Deskiop  Programming  Attributes
A A
MALEROVISER
Mails Malls
Compose Reply Receive Delete Configure Mail Compose Reply Receive Delete Configure Mail
From Subject Received From Subject Received
1 user@diu.edu_bd RE: This is a Hello mail Wed Oct 2 2019 01:59:29 1 user(@diu_edu. bd RE: This is a Hello mail Wed Oct 2 2019 01:59:29
< > < >
RE: This is a Hello mail A RE:This is a Hello mail A
user@diu.edu.bd user@diu_edu bd
Sent - Wed Oct 2 2019 01:69:29 Sent : Wed Oct 2 2019 01:59:29
|'am fine. thank you I'am fine. thank you
v v

Figure 5.33: Replying mail from one host to another

The figure shows 5.33 that host PC5 reply the mail which it gets from host pcO. Host
PCO gets the reply mail from hosts pc5.

5.3 Test Results

After pinging and tracerouting from one host to another successfully and using the
servers from hosts successfully we can say that, we are successfully deploy the ipv6

address in our campus network.
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CHAPTER 6
CONCLUSION AND FUTURE SCOPE

6.1 Discussion and Conclusion

With the appearance of the web age, the impact of our education is new, and it
additionally provides a fast leap for education opportunities, education ought to be
destined towards modernization, facing the globe, facing the longer term, we tend to
should 1st facing the network. Education will solely create a mixture with network so
as to stay up with progress and development of times. The premise of network education
is that the construction of the network, and because the construction of the field network
isn't solely the development of the network exhausting setting, however additionally
should embody the field network maintenance and security, field network resources
and also the make love effective application of the field network and alternative 3 Link.
solely the complete and make love effective application of the field network so as to
create the whole teaching model and also the academic conception of an entire
modification so as to use the new century to cultivate high-quality inventive and
complicated skills wants for the field network construction, not applicable to any or all
university program, even for a university, it's not possible to possess the simplest

program, solely the higher program.

6.2 Scope for Further Development

Ipv6 is more secure than Ipv4 but the invention of Ipv6 was not so ago. Still it is
working for better security and protocols. Though it is a new protocol so, there are lots
of security issues happens and the newly attack possibility increases day by day. All
protocols can be used in IPV4 still not come to IPV6. When it will come then we will

use those protocols for making the campus more efficient and secure.

% Will Increase the campus area.
¢+ Will add more protocols.

¢ Will increase more security.
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