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ABSTRACT

In modern communication age, security of electronic message transaction is the demand of
time. It is most essential in various aspects. Currently a large amount of sensitive data is
transmitted over the open network or internet or other communication channels on a daily basis.
Without strong security, we cannot protect these sensitive information from malicious attacks.
Currently, it is main concern to impose additional security services to the communicating
message, communication channel and communicating participants. For this, a better approach
for electronic message transaction system has been developed using Python programming
language. It performs electronic message transactions with all the fundamental security
requirements, which are confidentiality, integrity, authentication and non-repudiation for both
communicating message and communicating participants. To do this, simple cryptographic
encryption and decryption techniques are used to the communicating messages. At first
message is encrypts with the private key of sender PR, and the output is again encrypts with a
shared secret key Ki that generates cipherext, which is again encrypts with another shared
secret key K> that generates a code that serves as message authenticator known as MAC, which
is concatenates with the ciphertext and again encrypts them with shared secret key K that
builds the new cphertext, which is again encrypts with the receiver’s public key PUp to produce
final ciphertext that is to be send to the intendent recipient. In the receiving end, to retrieve the
message, receiver at first decrypts the received information with his private key PRy and again
decrypts with the shared secret key K1 that gives the ciphertext and MAC of the ciphertext, and
then only decrypts the MAC to generate a new ciphertext’ and compare the new ciphertext’
with the received ciphertext that ensures the ciphertext authentication as well as message
authentication; if ciphertexts are found same, then decrypts the ciphertext with shared secret
key K1 and again decrypts with the sender public key PU, and retrieve the message; otherwise
discard it. This technique can be applied anywhere of electronic communications in a secure

fashion.

©Daffodil International University iv



TABLE OF CONTENTS

CONTENTS PAGE

Board of examiners i
Declaration i

Acknowledgements iii

Abstract Y%
List of Figures viii
List of Tables X
CHAPTER

CHAPTER 1: INTRODUCTION 1-3
1.1 Introduction 1
1.2 Motivation 1
1.3 Rationale of the Study 2
1.4 Research Questions 3
1.5 Expected Output 3

1.6 Report Layout

CHAPTER 2: BACKGROUND 4-17
2.1 Introduction 4
2.2 Cryptographic Terms 4
2.3 Secured Message Transaction Model 8
2.4 Security Services 9

©Daffodil International University



2.5 Secret Key Generation
2.6 Random Number Generation
2.7 Secret Key Cryptography
2.8 Conventional Approaches
2.8.1 Conventional Message Authentication
2.8.2 Conventional Message Confidentiality Checking
2.8.3 Conventional Message Authentication and Confidentiality Checking
2.8.4 Identified Limitations of the Conventional System
2.9 Summary
CHAPTER 3: RESEARCH METHODOLOGY
3.1 Introduction
3.2 Process Description of the Proposed System
3.3 Encryption-Decryption Process and Diagrams of the Proposed System
3.4 Algorithms of the Proposed System
3.5 Step-by-Step Flow Diagram of the Proposed System
3.6 Summary
CHAPTER 4: EXPERIMENTAL RESULTS AND DISSCUSSION
4.1 Introduction
4.2 Experimental Results
4.3 Descriptive Analysis

4.4 Summary

©Daffodil International University

11

11

12

12

13

15

16

17

18-26

18

18

18

20

21

26

27-32

27

27

31

32

Vi



CHAPTER 5: SUMMARY AND CONCLUSSION 33-34

5.1 Summary of the Study 33
5.2 Conclusions 33
5.3 Recommendations 34
5.4 Implication for Further Study 34
REFERENCES 35-36

©Daffodil International University vii



LIST OF FIGURES

FIGURES PAGE NO
Figure 2.1: A Cryptographic System 6
Figure 2.2: A Public Key Cryptography 7
Figure 2.3: A Private Key Cryptography 8
Figure 2.4: Simplified Model of Conventional Encryption 9
Figure 2.5: Secret Key Cryptography 12
Figure 2.6: Secured Message Transmission with Message Authentication 14
Figure 2.7: Message Authentication and Confidentiality; Authentication 16
Tied to Ciphertext

Figure 3.1: Encryption Process of the Proposed System 19
Figure 3.2: Decryption Process of the Proposed System 19
Figure 3.3: Encryption of Intelligible Message with Sender’s Private Key 21
Figure 3.4.: Encryption of Encrypted Message with Shared Secret Key K1 22
Figure 3.5: Generation of MAC 22
Figure 3.6: Concatenation of Ciphertext and MAC 22
Figure 3.7: Encryption of Concatenated Ciphertext and MAC 23
Figure 3.8: Final Ciphertext 23
Figure 3.9: Decryption of Received Information with Receiver’s Private Key 24
Figure 3.10: Retrieval of Concatenated Cipherext and MAC 24
Figure 3.11: Generation of new Ciphertext and Compression with Received 25
Ciphertext

Figure 3.12: Decryption of Ciphertext with Shared Secret Key K1 25
Figure 3.13: Retrieval of Message with Sender’s Public Key PUa 25
Figure 4.1: RSA Public-Private Key Generation for Sender 27
Figure 4.2: Encryption Process in the Sender End 28
Figure 4.3: RSA Public-Private Key Pair Generation for Receiver 29
Figure 4.4: Decryption Process in the Receiving End 30

©Daffodil International University

viii



LIST OF TABLES

TABLES

PAGE NO

Table 4.1: Comparative Security Services between two Conventional

Systems and Proposed System

31

©Daffodil International University



CHAPTER 1

Introduction

1.1 Introduction

Security of the message transaction over the open network is the vital issue in the
electronic communication age. Messages are communicating over the open network
environment is now in vulnerable situation. To perform secured message transactions
over the unprotected World Wide Web network, there are many mechanisms are
available. Currently, it is main concern to impose additional security services to the
communicating message, communication channel and communicating participants.
The message transmission through the open internet, which is extremely insecure. To
perform electronic message transaction, the sender transfers the message to the
recipient through a communication channel. The legitimate recipient might not get the
genuine information that is sent by the original sender because of unsecured channel
[1]. The attacker may modify the original information by malicious activity [1] [3]. For
secured electronic message transaction, cryptographic techniques are used; which
provide feature of encryption to transform the intelligible message into an unintelligible
form that is sent to the intendent recipient through the insecure communication channel.
In the receiving end, the received unintelligible information turning it back into

intelligible message by the related cryptographic techniques and keys.

Our main concern in this thesis is to impose additional security services to ensure

electronic message transaction through the insecure channel in a secure fashion.

1.2 Motivation

In modern communication age, security of electronic message transaction is the demand
of time. It is most essential in various aspects. Currently a large amount of sensitive
data is transmitted over the open network or internet or other communication channels
on a daily basis [17]. Without strong security, we cannot protect these sensitive
information from malicious attacks. Secured electronic message transaction is
mandatory part of E-commerce. Opportunities of the customer, merchant, bank, credit

card or debit card cannot be properly served without strong security services.
©Daffodil International University 1



Cryptographic techniques are used to ensure the security of electronic message
transactions; which provides the feature of encryption, that transform the intelligible
message into an unintelligible form with cryptographic keys, that is sent to the intendent

recipient through the insecure communication channel such as open network or internet.

Messages are communicating over the open network environment is now in vulnerable
situation. To perform secured message transactions over the unprotected World Wide
Web network, there are many mechanisms are available. Currently, it is main concern
to impose additional security services to the communicating message, communication
channel and communicating participants. In this thesis, our prime concern is to develop
an electronic transaction system that ensure the secured message transactions with
confidentiality, integrity, authentication and digital signature. This is most demandable
for present Electronic Commerce (E-commerce), Electronic Banking (E-banking),

Electronic Governance (E-governance), Telemedicine and so on.

1.3 Rationale of the Study

In electronic communication age security is the prime consideration in various aspects.
The electronic communication channel is vulnerable to the message transactions. The
security of the message transaction is very much demandable to overcome the existing
problem. Cryptographic techniques are used to ensure the security of electronic
message transactions. To do this, cryptographic ingredients, cryptographic dimensions,
cryptographic mechanisms, and other related cryptographic terms will be studied,
analyzed and realized. Conventional secured message transaction system will be
studied and provided security services will be identified and realized. The aim of this
thesis is to propose a better approach for secured message transactions with better
security services than the conventional systems by using cryptographic encryption and

decryption processes with keys.

1.4 Research Questions

Q.1: How to transmit electronic message over the open network without allowing

access to an attacker?

Q.2: What is the procedure of the system?
©Daffodil International University 2



Q.3: How perform encryption-decryption?

Q.4: How to implement the system?

1.5 Expected Output

In this thesis, we will try to impose additional security to the communicating electronic

message through cryptographic public-private key encryption-decryption process.

Our main aim of this thesis is to ensure transmission of electronic message over the

open network without allowing access to an attacker.

1.6 Report Layout

This thesis report composed with five chapters. The first chapter is the Introduction, in
which discussed about the motivation and rationale of the study. This chapter also

includes research questions, expected output and report layout in the end.

The Chapter 2 is Background, which highlights the cryptographic background and
conventional systems. This chapter consists of nine sections and they are introduction,
cryptographic terms, secure message transaction model, security services, secret key
generation, random number generation, secret key cryptography, conventional

approaches and summary.

The Chapter 3 is Research Methodology, in which illustrates the details of this research.
This chapter composed with six sections and they are introduction, process description
of the proposed system, encryption-decryption process and diagrams of the proposed
system, algorithms of the proposed system, step-by-step flow diagram of the proposed

system and summary.

The Chapter 4 is Experimental Results and Discussion, this chapter highlights the
experimental results and system security. There are four sections in this chapter, which

are introduction, experimental results, descriptive analysis, and summary.

The final one is Chapter 5, which consists of four sections and they are summary of the

study, conclusions, recommendations and implication for further study.

©Daffodil International University 3



CHAPTER 2
Background

2.1 Introduction

Cryptography is associated with the process of safeguarding information and
communications by encryption and decryption with key(s) so that only the authorized
users can read and process it [5]. Modern cryptography based on complex mathematical
calculations and a set of rules which are called procedures or algorithms to transform

messages that are difficult to understand [14].

2.2 Cryptographic Terms

Now a day’s modern cryptography uses various cryptographic terms. Some of the
following cryptographic terms are used in this project; Plaintext or Intelligible Message,
Encryption Algorithm, Encryption Key, Cipher text, Decryption Algorithm, Decryption
Key, Cipher, Key, Public Key, Private Key, Encryption, Deciphering, Decryption,
Cryptography, Cryptanalysis, Cryptology, Code, Steganography, Digraphs,
Homophones, Mono Alphabetic Substitution, Poly Alphabetic Substitution,
Nomenclature, Nulls, Public-key cryptography, Private-key or Symmetric-key
cryptography, Substitution, Transposition, Hashing, Authentication, Digital signature.

Short description of the above cryptographic terms are as follows:

Plaintext or Clear text: The original message or data that can be directly understand
by human or machine. Plaintext or Clear text is used as input to the encryption algorithm

and it can be in form of text, audio, video, image and biometrics also.

Encryption Algorithm: It is a complex mathematical process that takes intelligible

message and an Encryption key as input and gives Cipher text as output.

Key for Encryption: The key fed in to the encryption algorithm along with the

Plaintext in order to determine the Cipher text.

Cipher text: The transformed message or data that cannot directly understand by

human or machine. It is the incomprehensible output of the encryption algorithms.

©Daffodil International University 4



Decryption Algorithm: It is a complex mathematical process that takes Cipher text

and a decryption key as input and gives Plaintext as output.

Key for Decryption: The key fed in to the decryption algorithm along with the Cipher

text in order to determine the Plaintext.

Cipher: A Cipher is a method responsible for converting Plaintext into Cipher text and

reverting Cipher text to Plaintext.

Key: A Key is a value or some critical information that is fed in to the algorithm to
transforming Clear text into Cipher text and reverting Clear text from Cipher text. The

Key is known only to the sender or receiver or both depends on the types of key used.

Public Key: A Public Key, which may be known to anyone and can be used for

encryption.

Private Key: A Private Key, which is only known to the owner and can be used for

decryption.

Encryption: Encryption is a technique of converting Plaintext into Cipher text and that
is unreadable to humans and machine without knowing the algorithm and decryption
key.

Deciphering: The procedure of turning Cipher text to Plaintext with prior knowledge

of the algorithms or keys used. This is done by the receiver.

Decryption: Decryption is the technique of turning Cipher text to Plaintext without

knowing the algorithm or keys used. This is done by the interceptor or ‘cracker’.

Cryptography: Cryptography is the study of principles and techniques of converting
Intelligible Message into Unintelligible form that is unreadable to humans and machine;
and then recovering that Plaintext from Cipher text that is its original form. Figure 2.1.

Shows Cryptographic System:

©Daffodil International University 5
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Plaintextl - Y T IPlaintext
Encryption ————  Network » Decryption

Ciphertext. " Ciphertext

Figure 2.1: A Cryptographic System

Cryptanalysis: Cryptanalysis is the study of the principles and techniques of
recovering Plaintext from Cipher text without knowing the algorithm or keys used.

Cryptology: The study of both Cryptography (Enciphering and Deciphering) and
Cryptanalysis (Codebreaking or Cracking a cipher system or individual Cipher text).

Code: It is a process for transforming an unreadable information into a readable one

using a code-book.

Steganography: It is the process of concealing a file, message, image or video within

another file, message, image or video.

Digraphs: A Plaintext character coupling process that stops frequency predict of

frequently occurring pairs like ‘qu’.
Homophones: Some substitutional letters for the duplicate letter in Plaintext.
Substitution: Enciphering by change one character by another.

Mono Alphabetic Substitution: A Mono Alphabetic Substitution is a cipher where
each event of a Plaintext character is replaced by a corresponding Cipher text character

to generate Cipher text.

Poly Alphabetic Substitution: A Poly Alphabetic Substitution is a cipher where
several Plaintext character is replaced by the corresponding Cipher text character to

generate Cipher text.

Transposition: Enciphering by arranged letters in a different order.

©Daffodil International University 6



Public Key Cryptography: It is also known as asymmetric key cryptography is a
cryptographic system that uses two keys. The keys are mathematically linked, but not
same, a public key which may be known by anyone where the private key is only known
to the recipient. The public key is used for encryption where private key is for
decryption. Figure 2.2. Shows Public Key Cryptography System:

To the public

n public key

ﬁ?
""" [ private key

I
I
I
I
i
I r
A ; ; B
I 1 f \
. \ . '
= ' .
I i
— X ! —
& > : N 'I
Plaintextl ' — Y ' Plaintext
Encryption ————— Network — | Decryption

Ciphertex£ W Ciphertext
Figure 2.2: A Public Key Cryptography

Private Key Cryptography: A Private-key cryptography or Single-key cryptography
also known as Symmetric-key cryptography uses one key shared by both sender and
receiver. This common key is used for both encryption of the Plaintext and decryption

of the Cipher text. Figure 2.3 Shows Private Key Cryptography System:

Shared Secret Key

f————
----------- ﬂ - =,

——
Plaintextl PN - IPlainrext
Encryption —————  Network —» Decryption

Ciphertext"'_'\"--——-----'f " Ciphertext

b |

Figure 2.3: A Private Key Cryptography
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Nomenclature: Combining code and cipher elements. The word ‘nomenclature’

sometimes used for a system that combines code elements and cipher.

Nulls: Dummy characters used to complicate by changing frequency distributions or

predictability. Often used as padding to fill exact length of a message.

2.3 Secure Message Transaction Model

Security model of a message transaction using symmetric encryption. A symmetric
encryption system has five components. Shows in Figure 2.3.1:

e Plaintext: The original information or data that can be directly
understand by humans or machine. Plaintext or Clear text, which is used
as input to the encryption algorithm and it can be in form of text, audio,
video, image and biometrics also.

e Encryption algorithm: It is a complex mathematical procedure that
takes intelligible message and an Encryption key as input and produces
unintelligible message as output.

e Secret Key: A Key is a value or some critical information that is fed in
to the algorithm to transforming Intelligible Message into Cipher text
and reverting Cipher text to Intelligible Message. The Key is only

known to the communicating parties.

Secret key shared by Secret key shared by
sender and recipient sender and recipient
& @
W K 1 K
Transmitted
ciphertext
% ’_
Y=EK,X) X=DK,Y)
P]is:lmltletxt Encryption algorithm Decryption algorithm Pll)?::l t:;ft
P (reverse of encryption P
algorithm)

Figure 2.4: Simplified Model of Conventional Encryption
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e Cipher text: The transformed information that cannot directly
understand by human or machine without knowing the algorithm or
secret key used. It is the incomprehensible output of the encryption
algorithms.

e Decryption algorithm: It is basically the encryption process execute
in reverse. It takes unintelligible Message and same secret key as input
and provides initial intelligible Message as output.

There are two compulsory requirements for secure use of symmetric encryption:

1. First we require a strong encryption algorithm. At least, we would choose
the algorithm to be such that an attacker should not be capable to decipher
the unintelligible information or find out the key; even if attacker knows the
algorithm and obtain one or more cipher text.

2. The sender and the receiver must have acquired the copies of secret key in
a secure fashion and key must be kept secret. If this key is disclosed,

communications are compromised.

2.4 Security Services

It ensures sufficient security for the systems and also for data transmissions [19]. This
system provide a processing or communication service to ensure specific type of
safeguard to resources. Security services usually development part of security policies
and they are implemented through security mechanisms.

Security services are divided into five categories:

Confidentiality:

Confidentiality is the fundamental requirement for message or information security.
Confidentiality means safeguard private information or data from unauthorized access,
use, disclosure and modification it; to any unwanted users, systems or other entities. An
organization or a person required to protection against malicious actions that is threat
for the message or information confidentiality. In information age communication
security of sensitive information is the major issue. For example, if your bank accounts
information are posted on a public website, everybody can know your account number,

©Daffodil International University 9



balance and other sensitive information. Those information cannot be removed from
their minds, computers, papers and other places. Nearly all the crucial security
occurrences reported in the media today include huge lack of confidentiality.
Confidentiality not only used for message or information storage but also apply for

message or information transmission technique [10].

Integrity:

Data integrity refers to the fact that data must be authentic and genuine; means that
when a sender sends data, the receiver must receive exactly the same data as send by
an authorized sender. Data must not be contain modification, insertion, deletion or no

reply over its entire lifecycle [11].

Authentication:

The authentication technique guarantee that communication between a sender and
receiver is genuine or authentic. Authentication service can be divided into two
categories: (a) Peer entity authentication; which is used for identity confirmation of an
association of peer entities. (b) Data source authentication; which ensure the origin of

data. | does not serves as safeguard against the modification or duplication of data [11].

Non-repudiation:

Non-repudiation refers to the capability to ensure that a party to a communication or
contract cannot successfully deny the authenticity of their signature on a document or
the sending of a message that they originated. Digital signatures provide non-

repudiation service.

Availability:

The characteristics of a system or a system resources or information being reachable
and usable by permitted users when needed and also ensure that those system or system

resources or information is unavailable for unauthorized users.

©Daffodil International University 10



2.5 Secret Key Generation

The key generation technique is the procedure of creating key in cryptography. A key
is used by the sender to encrypt data and by the receiver to decrypt data. A device or
program which is used to create keys is called key generator. Present cryptographic
systems involve symmetric-key algorithms like AES and DES and public-key
algorithms like RSA. Symmetric-key algorithms use a secret single key shared only
between communicating parties for keeping data secure. Public-key algorithms uses
two keys one public-key and one private-key. The public-key may be known by
anybody and private key is kept secret [1] [3].

In computer cryptography uses integers for generate keys. Sometimes keys are
generated randomly using a random number generator (RNG) or pseudorandom

number generator (PRNG).

The easiest process to read unintelligible encrypted message or information without
actually decrypting it is called brute force attack; simply trying each number, up to the
maximum size of the key. So, it is essential to use a sufficiently large key size; larger
keys take exponentially longer to attack, rendering a brute force attack is not practical.
Present-days, the symmetric key algorithms are commonly uses 128 bits long key and

public-key algorithms uses the key lengths of 2048 bits.

2.6 Random Number Generation

A random number generator (RNG) is a system or program that produces a series of
numbers or symbols that cannot be appropriately predicted than by a random chance. It
can be a real hardware random-number generators (HRNG), which produce originally
random numbers, or pseudo-random number generators (PRNG), which produce
numbers that look random, but numbers are actually deterministic, and can be

regenerated if the state of the pseudo-random number generator is known.

Several computational techniques for generation of pseudo-random number exist but
they are not suitable for applications such as cryptography. Although, carefully
developed cryptographically secure pseudo-random number generators (CSPRNG)

also exist, with important characteristics particularly designed for use in cryptography.

©Daffodil International University 11



2.7 Secret Key Cryptography

With Secret key cryptography, which is also known as private-key cryptography or
symmetric key cryptography, both communicating parties, sender and receiver, uses the

same shared secret key for encryption and decryption as shown in Figure 2.5:

Shared Secret Key

m T =Dl [~

A ™, - IPlaintext
Encryption Network ———»{ Decryption

Ciphertext. " Ciphertext

|

Plaintext

Figure 2.5: Secret Key Cryptography

Before any unintelligible encrypted information can be sent over the open network,
both sender and receiver must have the key and agree on the cryptographic algorithm

that they will need for encryption and decryption.

The biggest problem with private key cryptography is key distribution; how to receive
the key from one party to the other without permitting access to an attacker. When the
secret key distribution problem is solve, it can be a demandable tool. The algorithm

ensure stronger security and faster encryption.

2.8 Conventional Approaches

Authentication can be easily ensure by using conventional encryption technique. If the
secret key is known only to the sender and the receiver, then the legitimate sender can
only allowed to encrypt a message for the receiver. Moreover, if a sequence number
and an error-detection code is append to the message, the receiver is sure that no
modifications occurred and the received sequence is correct. If the timestamp is append
to the message, the receiver is also confirmed about message transmission time;

whether the message delayed or take expected time for transit.
©Daffodil International University 12



2.8.1 Convectional Message Authentication

Message authentication is a method that permits communicating parties to verify the
integrity of a message (i.e. message is not modified in transmission) and authenticity of
a message (i.e. message came from an authentic sender). Message Authentication
normally achieved by using Message authentication codes (MACs). A MAC is
cryptographic checksum generated based on a variable-length of message M using a
secret key K shared only by sender and receiver. The process using MAC for

authenticator is as follows:
MAC = E«(M)

If the sender A wishes to send a message M to the receiver B, and secured it with a
MAC, both communicating parties must need to share a secret key K and agree on the
MAC algorithm. Then calculates the MAC as a function (agreed algorithm) of message
M using shared secret key K. Then the sender A append the MAC with message M and
transmitted to the receiver B. The receiver B calculates a new MAC called MAC' by
performing the same calculations on the message M and using the same shared secret
key K. Then the receiver B, compare the received MAC with new code MAC' to
confirm the data integrity. As only communicating parties known the MAC algorithm
and secret key; only the sender A is capable to calculate the MAC, hence the source
authentication is also confirmed. Message authentication code (MAC) gives a
systematic way to message authentication. MAC also divide the authentication from
confidentiality. This feature is suitable for various applications where confidentiality is
not mandatory. Message Authentication is the vital part of network security. | is a
process to confirm that the received message is came from the stated source and
message has not been modified. Message Authentication Code achieved by encrypt the

message with shared secret key K depicted in Figure 2.6:

©Daffodil International University 13



Sender Receiver

v

K Compare

N >

Figure 2.6: Secured Message Transmission with Message Authentication

Here, the sender generated the Message Authentication Code (MAC) by encrypt the
message with shared secret key K and concatenated it with the message. Then the
sender sent the message and MAC to the receiver. In the receiver end, the receiver again
encrypt the message with the same shared secret key K to generate another new MAC
which is called MAC' and compare it with the received MAC. If the MAC and MAC’
are found same, then the receiver confirm that the received message came from the
stated sender and has not been modified. It provide message authentication in a secure
fashion. This procedure does not give confidentiality and non-repudiation security
services. To ensure these security services, an additional security mechanism is
required. If we suppose that the shared secret key K is only known to the sender and
the receiver and the received MAC is found same with the new calculated MAC, then:

a. The receiver is supposed that the message has not been modified. If an
attacker modifies the message but doesn’t modify the authentication code
MAC, then the receiver’s generated MAC does not match with the received
MAC. Assumed that the attacker is not know the shared secret key. So, the
attacker can’t modify the MAC to correspond to the modifications in the
message.

b. The receiver is confirmed that the message came from the intended sender.
Since only the sender and receiver knows the secret key, no one else could
have generated the MAC that was sent by sender without genuine message
and secret key.

c. If the message contains a sequence number, then the receiver can be
confirmed of the actual sequence because an attacker can’t properly modify

the sequence number.

©Daffodil International University 14



2.8.2 Conventional Message Confidentiality Checking

Confidentiality refers to the process of protecting information or data from access, share
and use it by an unauthorized user in the network. Cryptographic techniques allows to
achieve confidentiality by using keys for encryption and decryption. Data integrity is
the guarantee that the received message or data are totally same as sent by an authorized
sender that is contain no modification, insertion, deletion or replay. One can calculate
a MAC by applying an algorithm to the message, so that only genuine plaintext accept
by MAC. The attackers can alter the message in a way which cannot be accepted by
MAC. However encrypting the plaintext and its MAC as a whole seems to be a reliable
approach for providing the mentioned security services. Like the MAC, we can encrypt
the message with a secret key which produce code. If the attackers modify the message
in a way without the key, it is impossible to matches with the encrypted message. To
recognize the message authentication code (MAC) generating and verifying techniques
several conventional approaches are studied. In this thesis, a better system for electronic
message transaction has been developed in Python to provide the better security
services of the secure message transaction system. A comparative study has also been

performed and presented between the proposed system and conventional system.

In our research, we developed a system that provide two layer confidentiality to the
communicating message; where first layer is achieved by encrypts the message with
shared secret keys and second layer is achieved by encrypts the final ciphertext with

receiver’s public key.

2.8.3 Conventional Message Authentication and Confidentiality Checking

Conventional approaches has been reviewed to propose a better new strong message
authentication system. This system provides a better strong message authentication and
confidentiality checking feature for communicating parties. Here, the system uses two
shared secret keys for message authentication and confidentiality checking. First, the
intelligible message is encrypts with secret key Ko, the output is called ciphertext, which
IS again encrypts with shared secret key K1, which generates an authenticator known as
MAC that is appended with the ciphertext and sent to the intendent recipient. In the
receiver side, the receiver calculate the new massage authentication code (MAC’) by

encrypt the received ciphertext with the shared secret key K1. Then the calculated
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MAC' is compared with the received MAC. If the MACs are found same, the receiver
accept it and decrypt the received ciphertext with shared secret key K2 to get intelligible
message; otherwise deny it. Hence the receiver confirmed that the message is not
altered and came from the stated source. In this case, the shared secret key K2 is used
for encryption and decryption to provide confidentiality of the message and the MAC.
This provide a layer two security for the secure message transaction. Another part of
the system establishes the message authentication for secured message transaction.
Figure 2.7. Shows the message authentication and confidentiality where authentication

is tied to ciphertext:

Sender Receiver
E(K,, M)
Y
fan ; f
E ~ Y > D
T P
T\
K, —] i !
& l ;‘_ Compare K,
Iy (f ‘KJ f
\ C(K,. E(K,, M)

Figure 2.7: Message Authentication and Confidentiality; Authentication Tied to Ciphertext

2.8.4 ldentified Limitations of the Conventional System

Conventional system for message authentication and confidentiality has been reviewed
to identify its benefits, limitations and applications. After review the conventional

systems some limitations are identified, which are summarized below:

e Encryption-Decryption with a Single Key: In this procedure, to
generate message authentication code (MAC), a shared single secret key
is used for encryption in the sender end and the same key is used for
decryption in the receiver end. If the shared secret key is disclosed the

security of the system may be at risk and communications are
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compromised. The system confidentiality totally depends on the key
used for encryption-decryption in the security system.

e Message is not Encrypted with Stronger Way: The conventional
system for message authentication and confidentiality, encrypt the
message one time to produce ciphertext and again encrypt to generate
the MAC, which is concatenate with the ciphertext and directly send to
the sender. If the system generate a new ciphertext after concatenation
by encrypt the information with another key and send it to the intended
sender, then the system uses two keys for performing two different
encryption that provide the strong message authentication and

confidentiality.

2.9 Summary

In this chapter, cryptography, cryptographic terms, cryptography component, secure
message transmission model, security services and the secret key cryptography are
reviewed and presented. And the last section of this chapter, conventional approach of
message authentication, message authentication and confidentiality checking for
conventional system, and limitations of the conventional system are identified,

discussed, analyzed and presented.
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CHAPTER 3
Research Methodology

3.1 Introduction

A double key based encryption-decryption process for secured message transaction has

been designed, developed, implemented and analyzed.

3.2 Process Description of the Proposed System

In this system, simple cryptographic encryption and decryption techniques are used to
the communicating messages. At first message is encrypts with the private key of
sender PR, and the output is again encrypt with a shared secret key Ky which produces
cipherext, that is again encrypts with another shared secret key K, that generates a
message authenticator known as MAC, which is concatenate with the ciphertext and
again encrypts them with shared secret key K1 that generates the new cphertext, which
is finally encrypts with the receiver’s public key PUp that is to be send to the intendent
recipient. In the recipient end, to retrieve the message, at first decrypts the received
information with receiver’s private key PRy and, which is again decrypts with shared
secret key K1 that produces the ciphertext and MAC of the ciphertext, and then only
decrypts the MAC to produce a new ciphertext’ and compare the new ciphertext’ with
received ciphertext that ensures the ciphertext authentication as well as message
authentication; if ciphertexts are found same, then decrypts the ciphertext with shared
secret key Ki and again decrypts with the sender public key PU. and retrieve the
message; otherwise discard it. Here, key values ensure the confidentiality, integrity,

authentication and digital signature of the communicating message.

3.3 Encryption-Decryption Process and Diagrams of the proposed System

Encryption Process:

At the sender end, first message is encrypts with the private key of sender PR, and the

output is again encrypts with a shared secret key K1 which produces cipherext, that is
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again encrypts with another shared secret key K> that generates a message authenticator
known as MAC, which is concatenate with the ciphertext and again encrypts them with
shared secret key K that generates the new cphertext, which is finally encrypts with
the receiver’s public key PUy that is to be send to the intendent recipient; as shown in

Figure 3.1:

Source A >
E{K1,E(PRe,M)) Final Ciphertext

|
—) CioherText
J | : Cipher Text

A

K2

E(K2,E(K1,E(PRa,M)))

Figure 3.1: Encryption Process of the Proposed System

Decryption Process:

In the receiving end, to retrieve the message, at first decrypts the received information
with receiver’s private key PRy and, which is again decrypts with shared secret key K1
that gives the ciphertext and MAC of the ciphertext, and then only decrypts the MAC
to produce a new ciphertext’ and compare the new ciphertext’ with received ciphertext
that ensures the ciphertext authentication as well as message authentication; if
ciphertexts are found same, then decrypts the ciphertext with shared secret key K1 and
again decrypts with the sender public key PU, and retrieve the message; otherwise

discard it; as shown in Figure 3.2:

A

Destination B >

Recehed nformation EX1EPRaM)) Encrypred Message
—

PR Ki

Figure 3.2: Decryption Process of the Proposed System
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3.4 Algorithms of the Proposed System

Algorithmic processes of the proposed system for secured message transaction are

formulated and demonstrated. The encryption algorithm is performed by the sender and

decryption algorithm is performed by the receiver. Description of the encryption and

decryption algorithms are given bellow.

Encryption Algorithm:

The proposed system encryption algorithm consists of the five steps:

Step 1:

Step 2:

Step 3:

Step 4:

Step 5:

Step 6:

Sender encrypts the message with his private key PRa using RSA

algorithm which produce an encrypted output.

Output is again encrypts with shared secret key Ki which produce a

ciphertext.

Ciphertext is again encrypts with another shared secret key K that

generates amessage authenticator known as MAC.
MAC is concatenates with the ciphertext to compose into a single block.

Again encrypts them with shared secret key K that generates the new

ciphertext.

Finally, the new ciphertext is again encrypts with the receiver’s public
key PUp that produce the final ciphertext, which is to be send to the

intendent recipient.
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Decryption Algorithm:

The proposed system decryption algorithm consists of the four steps:

Step 1:

Step 2:

Step 3:

Step 4:

Step 5:

Receiver at first decrypts the received information with his private key
PRa that produce the ciphertext of the concatenated value of ciphertext
and MAC.

Which is again decrypts with the shared secret key Ki that gives
ciphertext and MAC of the ciphertext.

Then only decrypts the MAC to produce a new Ciphertext’; and compare
it with the received ciphertext that ensures the ciphertext authentication

as well as message authentication.

If ciphertexts are found same, then decrypts the cipherext to produce
encrypted message; otherwise discard it.

Finally, decrypts the encrypted message with the sender’s public key
PU., that establishes the digital signature.

3.5 Step-by-Step Flow Diagram of the Proposed System

Step wise flow diagrams of the proposed system for secured message transaction are

demonstrated.

Step wise flow diagrams of the proposed system:

Step 1: Sender encrypts the message with his private key PRa using RSA algorithm

which produce an encrypted output; as shown in Figure: 3.3.

Encrypted Message

PRa

Figure 3.3: Encryption of Intelligible Message with Sender’s Private Key
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Step 2: Output is again encrypt with shared secret key K1 which produce a ciphertext;
as shown in Figure 3.4.

l Message

Encrypted Message Ciphertext

PRa K1

Figure 3.4.: Encryption of Encrypted Message with Shared Secret Key K

Step 3: Ciphertext is again encrypts with another shared secret key Ky that generates a

message authenticator known as MAC; as shown in Figure 3.5.

Encrypted Message Ciphertext

Figure 3.5: Generation of MAC

Step 4: MAC is concatenates with the ciphertext to compose into a single block; as

shown in Figure 3.6.

Encrypted Message Ciphertext E(K1,E(PRa,M))

l Message

Cipher Text

MAC

E(K2.E(K1,E(PRa,M)))

Figure 3.6: Concatenation of Ciphertext and MAC
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Step 5: Again encrypts them with shared secret key K1 that builds the new ciphertext;
as shown in Figure 3.7.

Encrypted Message Ciphertext E(K1,E(PRa,M)) Ciphertext of Ciphertext and MAC

Cipher Text

E(K2,E(K1,E(PRa,M))) K1

Figure 3.7: Encryption of Concatenated Ciphertext and MAC

Step 6: Finally, encrypts the ciphertext of the concatenated value with the receiver’s
public key KUy that produce a final ciphertext that is to be send to the destination; as

shown in Figure 3.8.

Encrypted Message Ciphertext E(K1,E(PRa,M)) Ciphertext of Ciphertext and MAC Final Ciphertext

l Message

Cipher Text

MAC

MAC
PRa K1
K2

E(K2E(K1E(PRaM)) K1 PUb

Figure 3.8: Final Ciphertext
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Step 7: In the receiving end, receiver at first decrypts the received information with his
private key PRy that produces ciphertext of the concatenated value; as shown in Figure
3.9.

Received Information Ciphertext of Ciphertext and MAC
)
—— e
PRb

Figure 3.9: Decryption of Received Information with Receiver’s Private Key

Step 8: Again decrypts the ciphertext of concatenated value with shared secret key K1
that gives concatenation of ciphertext and MAC of the ciphertext; as shown in Figure
3.10.

Received Information Ciphertext of Ciphertext and MAC E(K1,E(PRs,M)

Clpher Test

—

MAC

—— )

PRb K1 E(K2,E(K1,E(PRa,M)j}

Figure 3.10: Retrieval of Concatenated Cipherext and MAC
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Step 8: Then only decrypts the MAC to produce a new Ciphertext’; and compare it with

the received ciphertext that ensures the ciphertext authentication as well as message

authentication; as shown in Figure 3.11.

Received Information Ciphertext of Ciphertext and MAC E(K1,E(PRa,M))

Cipher Text
v
Carowe
A

PRb K1 E(K2,E(K1,E(PRa,M)

Figure 3.11: Generation of new Ciphertext and Compression with Received Ciphertext

Step 10: If ciphertexts are found same, then decrypts the cipherext to produce encrypted

message; otherwise discard it; as shown in Figure 3.12.

E(K1,EPRs,M)) Enerypted Message

Reczived Information Ciphertext of Ciphertext and MAC

(2)

PRb K1 E(K2,E(K1,E(PRa,M)))

Figure 3.12: Decryption of Ciphertext with Shared Secret Key K

Step 11: Finally, decrypts the encrypted message with the sender’s PU, that establishes

the digital signature; as shown in Figure 3.13.

Received Informstion Ciphertext of Ciphertext and MAC E(K1,E(PRs,M)

PRb K1 E(K2,E(K1,E(PRa,M)

Figure 3.13: Retrieval of Message with Sender’s Public Key PU,
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3.6 Summary

In this chapter, an introduction of the proposed system, process description, diagrams,
encryption algorithm and decryption algorithm of the proposed system are formulated

and demonstrated.
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CHAPTER 4

Experimental Results and Discussion

4.1 Introduction

Our proposed system for secured message transaction has been developed using Python
programming language Version 3.6. The main aim of our implemented system is to
ensure security of the communicating messages. The system is mainly divided into two
side one is sender end known as “Encryptor” and another is receiving end, which is
known as “Decryptor”. We also developed a key generator for generate RSA public-
private key pair. We run the system many times for different messages with different
16 bytes shared secret keys and public-private key pairs. We found the results of the
system is good.

4.2 Experimental Results
The experimental input and output results of our developed system are as follows:

In our experiment, the intended message is “Muhammad Rashiduzzaman M.Sc. in CSE,
Daffodil International University”, which is to be send to the destination after
performing some encryptions. For this, at first sender generate his public-private key

pair using RSA algorithm; as shown in Figure 4.1.

Prime Number 1 |53 Prime Number 2 97

Generate Key For sender ’ Generate Key l

—Sender Public Key-—
(3647, 5141)

—Sender Private Key—

(4799, 5141)

Figure 4.1: RSA Public-Private Key Generation for Sender
©Daffodil International University 27



The sender publish his public key (3647, 5141) and kept secret private key (4799,
5141). Then encrypt the intended message with his private key (4799, 5141) and again
encrypts with 16 bytes shared secret key Ki “Diul23@Mij#Sah$F”, which produces
ciphertext; as shown in Figure 4.2.

-—Message-—-

Muhammad Rashiduzzaman
M.Sc. in CSE, Daffodil International University

Sender Private Key (4799, 5141) Key 1 Diu123@Mij#SahSF

Encrypt Message with Sender Private Key and Key 1

—Cipher Text-—
K/ =
xGwll+P4HAAe3ZZ8ebulLC2xfFbfkulbaSLpvOUAFrQgnCPSz3Yil+9EPz4AchhOomL
N57Zan10+Q2tN1LIntAC1IIMAnZNEM2rncN<AFEFENI rl inkkSirahk / b
Key2 |Bd183#Edu@25-717 Encrypt Cipher Text with Key 2
—MAC—

SUWOHSr/

vJhiPSFMIismciZ43kUPZ9ZPdF2Xu+gblzbyUS5afow4uloeYhuJOoQRhMqgzczuThuipp
raf 1zZ1C0P\/IraivQPhQaR / !

Concatenate Cipher Text and MAC

-—Concatenation of Cipher Text and MAC—-
K/ =
xGwll+P4HAAe3ZZ8ebulLC2xFFbFkulbaSLpvOUAFrQgnCPSz3Yil+9EPz4AchhOomL
NS7nn10+Q2kN1 IntACIIMAnZNEM2rneNeAFEFENI rl inkkSirahk / ¥

Key 1 |Diu123@Mij#SahSF Encrypt Concatenated Value with Key 1

-—-2nd Cipher Text-—

/ywjmgnG+JIQkSoUeTpc5/F2uM59/

gGLL8bda8u4Rv7FGRshOva6KO7sRRM84+JHp+jUcGY34xOpEtGejLym7CsZcmY9yi
AMEARMLVRFLIVIAS\/NRVYRANNIFIERrNXedHIAWhNHYP1NhvdryyOK Azl /R |~

Receiver Public Key (727, 3901) Encrypt 2nd Ciphertext with Receiver Public Key

—Final Cipher Text—

1269#300#1387#2516#656#2860#3656#1264#62#2556#793#2696#594#2324
#855#2201#316#333#741#114#2037#1269#3436#719H2261#649#2037#2581
#1269#3251#1264#1280#1280#1324#1630#3776#155#1324#2261#2229#124
AH#935#AT3IH3105#1264#1244#1416H#231#143H#935#155#504#7TH#143#4T3#141
6#1244#1244#649#1324#2229#62#2556#2703HTA41H#62#2516#2201#114#126

AHARAIH1AQQAHIIVAHIAIINIAINTAIH1IRAHTTICHADIAAHIIAHIC1AHI2QNHINNHA

-

Figure 4.2: Encryption Process in the Sender End
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Ciphertext is again encrypts with 16 bytes shared secret key K, “Bd183#Edu@?25-717”
that generates MAC. Then concatenate the ciphertext and MAC. The concatenated
value is again encrypts with the 16 byte shared secret key K1 “Diul23@Mij#Sah$F”,
that builds the 2" ciphertext, which is again encrypts with the receiver’s public key
(727, 3901) that produce the final ciphertext, which is send to the destination.

The receiver generated his public-private key pair using RSA algorithm and published
public key (727, 3901) and kept secret private key (1707, 3901); as shown in Figure
4.2.3.

Prime Number1 47 Prime Number 2 83

Generate Key For Receiver ‘ Generate Key ‘

-—Receiver Public Key—

(727, 3901)

-—Receiver Private Key—
(1707, 3901)

Figure 4.3: RSA Public-Private Key Pair Generation for Receiver

The receiver decrypts the received information with his private key (1707, 3901) that
produces 2" ciphertext, which is again decrypts with the 16 bytes shared secret key K;
“Diul23@Mij#Sah$F” that produces concatenation of ciphertext and MAC. Then only
decrypts the MAC with 16 bytes shared secret key K> “Bd183#Edu@?25-717”, which
generate the new ciphertext and compared with the received ciphertext; if the ciphertext
and decrypted MAC are found same, then decrypts the ciphertext with the 16 bytes
shared secret key Ki “Diul23@Mij#Sah$F” and again decrypts with the sender’s

public key (3647, 5141) that produces the original message ‘“Muhammad
©Daffodil International University 29



Rashiduzzaman M.Sc. in CSE, Daffodil International University”; the whole

decryption process as shown in Figure 4.4.

—Received Information (Cipher Text)—
#1223#143#855#2037#649#1244#504#T4A1#1275#4T73#297#1339#2261#504# =

3457#3156#62#1159#593#155#1069#3251#2516#1339#1244#1387#935#222
O#1280#2078#1121#2860#1280#2261#2078#1223#1269#1280#656#2696#33 ~

Receiver Private Key (1707, 3901) Decrypt Ciphertext with Receiver Private Key

—-2nd Cipher Text-—

/ywjmgnG+JIQkSoUeTpc5/F2uM59/
gGLL8bda8u4Rv7fGRshOva6KO7sRRM84+JHp+jUcGY34xOpEtGejLym7CsZcmY9yi
aMEAMEuRFILIINV1LIASS\/NRVVRANNIFIFPruNYedHIAWhOHYP1 N0 hudbyvyNK 47| -\/R\AI1

Key 1 Diu123@Mij#SahSF Decrypt 2nd Ciphertext with Key 1

—-Concatenation of Cipher Text and MAC—-

K/
XGwll+P4HAAe3ZZ8ebulLC2xfFbFkulbaSLpvOUAFrQgnCPSz3Yil+9EPz4AchhOomL
NS5Zan1n+Q2tN1InFACIIMAnZNEM2racNcAEENI rl inkkSirahk /

Key2 Bd183#Edu@25-717 Split and Decrypt MAC with Key 2

—Cipher Text-— —Decrypted MAC—
K/ = K/
XGwll+P4HAAe3ZZ8ebulLC2xfF Comparison | xGwll+P4HAAe3ZZ8ebulLC2xFF
bfkulbaSLpvOUAFrQgnCPSz3Yil Matched bfkulbaSLpvOUAFrQgnCPSz3Yil

+9EPz4AchhOomLO5Zgo1g+92t +9EPz4AchhOomLO5Zgo1g+92t
0UptdGuM+0ZDEmM2cgsQs6EE |~ 0UptdGuM+0ZDEm2cgsQs6EE

4

—Cipher Text—
K/

XGwll+P4HAAe3ZZ8ebulLC2xfFbFkulba5LpvOUAFrQgnCPSz3Yil+9EPz4AchhOomL
NS7Znn1a+Q2N1InFACIMAAZNEM2rneNeAEFNI rl iNnkkSirahk /

Key 1 |Diu123@Mij#SahSF Sender PublicKey (3647, 5141)

Decrypt Ciphertext with Key 1 and Sender Public Key

—Message-—

Muhammad Rashiduzzaman
M.Sc. in CSE, Daffodil International University

Figure 4.4: Decryption Process in the Receiving End
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4.3 Descriptive Analysis

Some fundamental security services such as confidentiality, integrity, authentication

and non-repudiation are the essential ingredients for any secured electronic transaction

system. A comparative study between the proposed system and the two conventional

systems for secured electronic message transaction has been performed demonstrated,

where our proposed system performs all the fundamental security services; as shown in

Table 4.1.

Table 4.1: Comparative Security Services between two Conventional Systems and Proposed System

Approaches Confidentiality | Integrity | Authentication | Non-repudiation
Conventional System 1 Yes No No No
Conventional System 2 Yes Yes Yes No

Proposed System Yes Yes Yes Yes

The proposed system ensures all the fundamental security services which are analyzed

in the following:

1. Confidentiality: The proposed system at first encrypts the information with

sender’s private key and again encrypts the encrypted information two times
with the shared secret keys that establishes first layer confidentiality on the
communicating message. Finally, the system encrypts the final ciphertext with
receiver’s public key, which is must be decrypt with receiver’s private key; but
only receiver is known his private key that establishes second layer
confidentiality of the transaction.

Integrity: The system generates a Message Authentication Code (MAC) by
encrypts the ciphertext with shared secret key for integrity check of the
ciphertext as well as message. Finally the system encrypts the final encrypted
information with receiver’s public key and send to the destination. Hence, only
receiver can decrypts the information, since receiver is only know his private
key that establishes first layer integrity. Again the receiver decrypts the received
information two times with shared secret keys and compare the ciphertext with

generated ciphertext; if the ciphertexts are found same, the receiver accept for
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retrieve message; otherwise discard it. Hence, establishes the layer two integrity
of the communicating message.

3. Authentication: In the sender end, the system encrypts the message with
sender’s public key and again encrypts the message two times with shared secret
keys and finally encrypts with receiver’s public key and send to the destination.
The system decrypts the received information in the receiving end. For this, first
decrypts the received information with receiver’s private key and then decrypts
two times with shared secret keys and finally retrieve the message with sender’s
public key. Hence, the sender and the receiver could not deny the
communication due to the received information is at first decrypts with the
receiver’s private key, which is related with his public key that is used to
encrypts the information in the sender side and finally retrieve the message with
sender’s public key similarly, it is related with sender’s private key that is used
to encrypts the message. Since, the private key is only known to the owner;
hence, it establishes authentication for both the sender and the receiver of the
communicating message.

4. Non-repudiation The system encrypts the message with sender’s public key
and again encrypts the message two times with shared secret keys and finally
encrypts with receiver’s public key and send to the destination. Hence, the
sender and the receiver could not repudiate the communication due to the
received information is at first decrypts with the receiver’s private key, which
is related with his public key that is used to encrypts the information in the
sender side and finally retrieve the message with sender’s public key similarly,
that is related with sender’s private key that is used to encrypts the message.
Since the private key is only known to the owner and hence, it establishes non-

repudiation for both the receiver and the sender of the communicating message.

4.4 Summary

In this chapter, experimental results are analyzed and briefly described input and output
results of the developed system. A comparative security analysis between our
developed system and conventional systems is also demonstrated, in which our

developed system successfully fulfilled the fundamental security requirements.
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CHAPTER 5

Summary and Conclusion

5.1 Summary of the Study

Cryptographic ingredients, cryptographic dimensions, cryptographic mechanisms, and

other related cryptographic terms are studied, reviewed, analyzed and realized.

An introduction of the conventional approach for message authentication, where
message authentication code (MAC) is tied to the cipherext; has been studied, reviewed

and its limitations are identified and discussed.

In our proposed system, we offer a better approach for secured message transactions

with better security services than the conventional systems.

An introduction of the proposed system, process description, diagrams, encryption
algorithm and decryption algorithm of the proposed system are formulated and

demonstrated.

Security mechanisms are required to ensure fundamental security services:
Confidentiality, Integrity, Authentication and Non-repudiation of the communicating
message and participants. A comparative study between the conventional systems and
proposed system has been performed, where the proposed system performs all the

mentioned fundamental security services.

5.2 Conclusions

A better approach for electronic message transaction system has been developed using
Python programming language. It performs electronic message transactions with all the
fundamental security services, which are confidentiality, integrity, authentication and
non-repudiation for both communicating message and communicating participants. For
this, simple cryptographic encryption and decryption techniques are used to the
communicating messages. At first message is encrypts with the private key of sender
PRa and the output is again encrypts with a shared secret key K that generates
cipherext, which is again encrypted with another shared secret key Ko that generates a

code that serves as message authenticator known as MAC, which is concatenate with
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the ciphertext and again encrypts them with shared secret key K that builds the new
cphertext, which is again encrypt with the receiver’s public key PUp to produce final
ciphertext, which is to be send to the intendent recipient. In the receiving end, to retrieve
the message, receiver at first decrypts the received information with his private key PRy
and again decrypts with the shared secret key K1 that gives the ciphertext and MAC of
the ciphertext, and then only decrypts the MAC to generate a new ciphertext’ and
compare the new ciphertext’ with the received ciphertext that ensures the ciphertext
authentication as well as message authentication; if ciphertexts are found same, then
decrypts the ciphertext with shared secret key K1 and again decrypts with the sender
public key PU, and retrieve the message; otherwise discard it. This technique can be

applied anywhere of electronic communications in a secure fashion.

5.3 Recommendations

In modern electronic communication age, security of the electronic message
transactions are the crucial issues and prime concern and it is very demandable. Security
of electronic message transactions depends on the key values of the cryptosystem and
various cryptographic techniques. So, cryptographic key generation, key exchange,
cryptographic security mechanisms, cryptography security services are the concern

areas for future research work.

Key generation for the various cryptographic applications such as E-commerce, E-
transactions, E-banking, E-payments, E-governance, Telemedicine, Exam Questions
Transmissions and so on; Group Key generation, Group Key Exchange and Key

distribution without third party are the cryptographic research field.

5.4 Implication for Further Study

In this thesis, we proposed and developed a system for transmission of electronic
message in a secure fashion. This thesis can be very helpful to further research and
project related to cryptography, especially for whom, who want to research with
security of electronic transactions. The people who interested to study on information

security can be also benefited from this thesis.
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