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ABSTRACT

This internship is on a study of basic ISP networking with Mikrotik Router configuration.
Mainly 1 am working on Mikrotik OS based router configuration. Mikrotik has been established
in 1996. This router is mainly easy to use for bandwidth management. Actually a Mikrotik
Router is cost-efficient and easy access that can be used for small and big network management.
Our Internet Service Provider (ISP) Company especially uses Mikrotik Router in this sector.
These functions include IP addressing, IP distribution, Firewall, Nat, Routing, Bandwidth
control, Point to Point Tunneling Protocol (PPTP), Domain Name System (DNS) server,
Dynamic Host Configuration Protocol (DHCP) server, File Transfer Protocol (FTP) server, Point
to Point Protocol Over Ethernet (PPPOE), Hotspot and many other features. In this sector we are
using Cisco router, Cabling and Linux operating system etc. Nowadays, people of all over the
world use the internet in daily life. A network provides the internet service from computer to
computer and other networking devices. So, Networking is so much important fact right now.
Nowadays internet is using on Software based application, E-Commerce website, Robotic,
Internet of things (lIoT). Its use is increasing day by day. They provide various advantages, For
example- instant messaging, Parallel computing, Video conference, Interaction with other users

using dynamic web pages, Sharing information by using the internet or web.
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CHAPTER 1

Introduction

1.1Introductions:

Now this time you can search any Resource through the Internet all over the World.
Nowadays a huge number of people use internet Resource and digital technology. We do
nothing for internet communication servers. This is why Dynamic Host Configuration
Protocol (DHCP) and Domain Name System (DNS) servers are very important for
networking Technology. This day is currently working with Small or Large Organization,
Bank services, etc. through the software to connect to the Internet. the internet huge use
banking services on most of the internet such as Short message service (SMS), Banking
online, Debit card service, Credit card Service, Online Transaction etc. When a
Organization uses internet, you can easily Communicate and Maintain. This Report is
about PC networking, server configuration, server Security, microtic OS based Routers,
Firewalls, Bandwidth control, Backholes Links, Wireless access points, Hotspot
gateways etc. We can learn to manage the network using simple microtic commands or

Winbox graphically.

1.2 Motivation:

As a Mikrotik Routing system and network Administrator, there’s a huge amount of Job
post all over the world. | think, Mikrotik Operating system is very easy to use and when
Internet Service provider (ISP) Organization use Mikrotik Operating system, then you
can easily maintain user or Employ and control and share bandwidth. | think, | can
successfully my experience on Mikrotik with the help of Prisma Digital Network
Limited.

1.3 Objectives:

The main Objective of higher Education is to gain Knowledge. | choose an Internship on

Networking on mikrotik Platform because Nowadays, a huge amount of job
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Opportunities all over the world and | gain practical experiences on prisma Digital
Network Limited. I will try my level best to present my practical Knowledge
Mikrotik Router plays a role in a Data center because in Mikrotik Router Management
bandwidth control is very easy. That’s why I select this topic for an Internship.

 Install Mikrotik operating system OS base (OS)

« Configure ISP server with Win dox

« Maintain Bandwidth with Win dox

« Maintain user or Employ with Win dox

1.4 Introduction to the Company:

Prisma Digital Network Limited is the largest Internet Service Provider (ISP) in
Bangladesh. At 2005, our company started internet service. We provide internet fix for
home and business users according to the need of customer’s objective. We have 14 years
of support in our country. We are always one step ahead than others in this competitive
field and will strive to stay. Our ISP company gives 24/7 customer services and high
speed internet service in Bangladesh. Our internet users are always happy to use our
services. We work with a variety of national challenge and global association and picked
up the stable stage.

1.5 Report Layout:

The report is as follows

Chapter:-1 I Discus the internship, the Inspiration for the internship and the Acquaintance
with the organization. Chapter:-2 | Discus IT services and what role Mikrotik has played
in the job Market. Chapter:-3 | Discus the day-to-day work and Activities, events and
Challenges. Chapter:-4 1 have Discus d in detail about Skills, Smart Planning and
Reflection. Chapter:-5 | have Discus d the Conclusion and future Opportunities.
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CHAPTER 2

Organization

2.1 Introduction:

Prisma Digital Network Limited is one of the best, Largest and oldest ISP company in
Bangladesh. The company provides internet service and solution since 2005. Our
company uses fiber optic and wireless communication infrastructure and also using
highly efficient networking device and technology. Our service team is highly trained and
our users are always happy to use our service. Prisma Digital Network Ltd. has very
strong security. Professional engineering and management teams are certified and
associated. CISCO, JUNIPER, Mikrotik, BDCOM, FREEBSD. Prisma Digital Network
Ltd. promotes 2 major platforms internship for education purpose and networking sector.

2.2 Product for Marketing:

Prisma Digital Network Limited is the largest internet service provider (ISP) in
Bangladesh. This Organization is one of the most respected Organizations for internship,
providing Broadband connections, Information Technology (IT), Relative services and
solutions since 2005. The Prisma Digital Network Ltd. 24 hour’s service and high-speed
data service through the internet. Mostly it offers high-speed internet service to
Residential and Corporate customer.

Network Installation.

Protected Ring Network.

Manage Hosting.

Multiple Upstream.

ISP Support.

Corporate level Internet Solution.

o krwbdpE
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2.3 Organizational Structure of Prisma Digital Network Limited:

Managing Director

Officer Staff

Figure 2.3.1: Organization of Prisma Digital Network Limited
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CHAPTER 3

Internship Roles & Responsibilities

3.1 Daily Task and Activities:

®Month - 1: In the first month of my internship at Prisma Digital Network Limited
| have learned and performed the following tasks:

[1 About IP addresses

(1 Introduction to Mikrotik OS

1 Mikrotik Router OS using VMware.
[1 Mikrotik router configuration

1 How to configure ISP link

1 How to configure your LAN Network

® Month - 2: In this month I have learned and performed the following tasks:
[ Firewall and NAT Configuration
[ Static-IP Configuration
[1 Queue Configuration
® Month — 3: In this month of | have learned and performed the following tasks:
[J DHCP Server Configuration
(1 Bridge Mode Configuration
[1 Website Blocking Configuration
® Month — 4: In this month of | have learned and performed the following tasks:
1 HotsPot Configuration

[J PPPoE Server Configuration
[1Bind MAC Address
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3.2 Events and Activities:

The main goal is to prepare for the temporary position, when some problems are
encountered in the entry-level position; At this point, it is imperative to prepare to solve
the problem. Identifying this problem and activators can address it. |1 have practically
learned this internship program from Prism Digital Network Limited and have performed
in real-life in the following tasks.] About IP addresses for all class of IP with Subnet

(1 Mikrotik Router and Configuration

[1 Learning & understanding about Network Components

3.3 Project Task and Activities:
O About IP Address

[0 Introduction of Mikrotik

3.3.1 About IP Address

IP means internet protocol. The network defines an IP address in two elements: Part of
the community and host range. The IP address contains 4 octets and each octet is eight-
bit, it means the IP address's total bit is 32. For A class IP, the first octet is a network and
the last 3 octets are the host. For 'B' class, the first 2 octets are network and the last 2
octets are hosts, and for 'C' class, first 3 octets are the network and the last octet is the
host and D, E classes are multicast.

Class Range Private IP Public IP
A 0-126
10.0.0.0to 1.0.0.0 to 9.255.255.255
10.255.255.255 11.0.0.0 to 126.255.255.255
B 128-191
172.16.0.0 to 128.0.0.0 to 171.255.255.255
172.31.255.255 172.0.0.0 to 172.15.255.255
173.0.0.0 to 191.255.255.255
C 192-223
192.168.0.0 to 192.0.0.0 to 192.167.255.255
192.168.255.255 192.169.0.0 to 192.169.255.255
D 224-239 Multicast Address
240-255 Restricted
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3.3.2 Introduction of Mikrotik

Mikrotik is a Latvian company founded in 1996 to develop routers and wireless ISP
systems. Mikrotik now provides hardware and software for Internet connection in most
countries of the world.

3.3.3 PC Based Installation of Mikrotik Router OS Using VMware
Requirement Software:

* VMware Workstation Application
* MikroTikOS ISO File

* WinBox

Mainly, this software is used for Mikrotik Router management and maintenance.

0 ¢ ©

Vrnwa re I winbox64.exe

Figure 3.3.3.1: Software Icon for VMware, Mikrotik 1ISO, Winbox

Here, 1 am showing the installationguideline step by step:

Step 1: First we need to install VMware> open it, then click File> New Virtual
Machine> Next> Next> OK.

Step 2:Create a new virtual machine.
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A

Open VMware Workstation and click file option and select a new virtual machine and
apply.

Figure 3.3.3.2: VMware Workstation

Step 3:Select virtual machine hardware compatibility and next.Step 4:Guest operating
system installation>Select, | will install the operating system later>Next.Step 5:Select a
guest operating system>Select, Other>Version>other>next. Step 6:Give me a name for
the virtual machine and select the file location.>Write a virtual machine name: Example
of:  Mikrotik>Location: Example of: C:\UserssMD BABU\Documents\Virtual
Machines\Mikrotik>Next. Step 7:Select the processor's configuration as needed>Write a
Number of processor: Example of: 1>Number of cores per processor: Example of:
1>Next.Step 8:Let's select the range of memory for the virtual machine >Write
a Memory for this virtual machine: Example of: 1024 MB>Next. Step 9:Let's select

the range of disk capacity for the virtual machine>Wwrite a Maximum disk size
(GB): Example of: 10> select split virtual disk into multiple files>Next. Step 10:Specify
disk file location>Write a disk file: Example of: Mikrotik.vmdk>Next.Step 11:Ready to
create a virtual machine>If | verify the information, click on the Next option.Step
12:Select Virtual Machine settings>Double click, “Edit Virtual Machine settings”.Step
13:Edit Virtual Machine settings.>Click on, Add and ok.Step 14:Add hardware
wizard>Click on, “Network Adapter>Finish>Ok”.Step 15:Now select ISO file and >
virtual machine name and also choose a location, where the machine will be installed >.
Hardware requirement >Select all with, “press ‘a’>press ‘n’>press ‘y’>Enter”.

Step 15:Install successful Mikrotik OS.
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File Edit View VM Tabs Help =] T | I T O [~

Library

x [[3 Mikrotik os

£ Typehereto search -
5 - My Computer
[T] Windows Server 2016
[T] Windows 7 64

[F] Windows Server 2016 (2] 8920768 20:06
IE] Ms-Das
[ Mikrotik os §:6B:70:0A:5D

] Mikrotik N-Z0zZ0 00:208
T Shared VMs

»

To direct input to this VM, click inside or press Ctrl+G. Deonneul B

Figure 3.3.3.3: Mikrotik OS Command-line interface (CLI) Mode

3.3.4 Mikrotik Router Configuration:

7 \
Switch @ r— (izm

Gateway |nt€'¥'nEt

172.16.15.1

Interface: WAN
172.16.15.16/24
Subnet Mask
255.255.255.0

MikroTik Router

Interface: LAN Interface: MAN
192.168.1.1/24 192.168.2.1/24

Switch

FTP Server /\

Work Place User
192.168.1.10 192.168.1.20

192.168.1.100

Figure 3.3.4.1: Network Topology of Mikrotik

First open the Winbox software, type the username “admin” and enter without any
password.

Step 1: First, let's specify the name of the port of the Mikrotik router.
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as
-- [ safe Mode

[Bll=]

Interface |Interfaz:eL|51 Ethemet EolP Tunrel IP Tunnel GRE Tunnel VLAN WVRRP Bonding LTE

4] =] [v]%] (5] 7 [owem e

*
3 tems {1 selected)

[ Name [ Type [Actual MTU [L2MTU [Tx [Rx
R #ethemet-1 (LAN) 1500 436 kbps
R ivthemest-Z (WAN)  Ethemet 1500 0bps
R #pethemet-3 (MAN)  Ethemet 1500 0bps
I Interface <sthemet-1 (LAN)> =1 3
I General | Bthemet Loop Protect | Status  Traffic oK
I
MName: c
S ancel
T Ethemst
- — Apply

MTU: [1500

Actuzl MTU: [1500

Disable

L2 MTU: [0

Comment

MAC Address:

Torch

Cable Test

|
]
|o0.0C:25:A0:5E:8D |
ARP: [reply-only =]
ARF Tweowt: | |= Biini<
Reset MAC Address

Figure 3.3.4.2: Mikrotik Router Interfaces

First we define the name of each interface. | type in the way the name is given in the
picture above.

Step 2: To configure the Mikrotik Router, apply the IP address provided by the ISP cutter
to the specified Ethernet port and apply IPs for the local area network and the
metropolitan area network.

[E= e )
n  Settings  Dashboard
-- | Safe Mode | Session:[00:0C:29:40:5E:63 e
Quick Set
—— B e
I CAPsMAM
I btefaces [#][=] [«][%] Addrsss: [172.16.15.16/24 oK
e | Address = [Network Interface [ [=ll Metwor: (7216750 -
1 Wirsless % 152.168.2 1/24 152.168.20 sthemet-3 (MAN} e ! Cancel
22 Bndge - 152.168.1.1/24 182.168.1.0 ethemet-1 (LAN) Interface: [sthemet-2 (AN | ¥ | Ty
ot e 17216 15 1624 17216150 sthemet-2 [WAN)
18 Mesh Address <192.168.2.1/24> Commert |
EEES 157 165 2 1/24]
Cwes
=51 IPvE - Network: [182 168.2.0 ~ [ cencat | ==
3 Routing - Bl Interface: [ethemet-3 MAN) |[¥] Aoply
System B ;
) Address: [192.162.1.1/24 [ox ] Disabls
& Cusues
B Flles Network: [192.162.1.0 - Iﬂl Comment
&l Loa nterface: [sthemet1 ANy %] [ ey | || o=
L [ e |
S Tools r
Comment
8] Mew Terminal e
® LoRa
4ot 4 | Remove
@ Dude -
=4 kv

To create an IP address, first you have to go from IP to Address, then click on the Add

Figure 3.3.4.3: IP Addressing

button, input the data as shown in the picture above, and click OK.

Step 3: Let's connect Domain Name System (DNS) server.

© Daffodil International University
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Session  Settings  Das
ARP

Accounting

jﬁ— Quick Set Addresses DNS Settings

Cancel

|
oo ]
|

1 CAPsMAN
- € DHCP Cliert Servers: [8.8.8.8 =
R Interfaces DHCP Relay
— X Chymamic Servers: |
3 Wireless DHCPF Server
Ei Bridge DNS [] Allow Remote Requests
=g PPP Firewall Max UDP Packet Size: |4D55
18 Mesh Hotspot
. Cache
&5 1P I |Pssc Queny Server Timeout: |2.000 E
<77 MPLS I Kid Control Query Total Timeout: |10.000 E
I

2 IPvE SEEEEE Max. Concurrent Queries: |1DD |
ﬂ Routing I~ Packing

Max. Concument TCP Sessions: |ZD |
§8% System I Pool
e Queuss Routes Cache Size: KiB
Files SMB Cache Max TTL: |74 00:00:00 |
£l Log SEP Cache Used: [19 KiB |
S RADIUS Services
S Tools I Settings
New Teminal Socks
8 LoRa TFTP
4 Dot1X Traffic Flaw
@ Dude I UPP
S KM Wieb Proxy

Figure 3.3.4.4: Domain Name System (DNS) Server

From IP to DNS, click on add button from here and click OK with the required server IP.

Step 4: Let's configure the Network Address Translation (NAT) from the firewall.

ARP

Accounting E
;ﬁ- Quick Set Addresses
I CAPsMAN DHCP Cliert Filter Rules MNAT | Mangle = Raw Service Forts  Connections  Address Lists | Layer7 Protocols
I Irterfaces DHCFP Relay o0 Reset Courters || oo Reset Al ers Firr
I WWireless DHCP Server I%l El Iz' El | Sre. Add ” | [ -
=2 Bridge DNS
=g PPP Firgwall
; :“:eSh I~ :‘::::Ul General | Advanced  Exdra | Action Statistics
<7 MPLS I Kid Control Chain: |srcnat " ¥ | Cancel
sl |PvE I Meighbors Src. Address: -
#8 Routing " Packing Dt Address: [ |+
& System I Pool
! Cusues FRoutes Protocol - Comment
2] Files SMB Src. Port: - Copy {
[E Leog SNMP :nlem 1 52 pDst.Pot: [ |+ Remove -
S8 RADIUS Services Ay Por: [ |~ Reset Counters
K Teols I Sstings ' ntetace: [~ Reset All Counters
Mew Teminal Socks
e = Out. Interface: [l[sthemet-2 (WAN) |[® | =
P EERE VEiE R In. Interface List: l:l =7
® Duds Ll L O e ) —
=4 kv Web Prowy

Figure 3.3.4.5: Network Address Translation from the firewall

To configure Nat, first go to IP, firewall, click on next Nat, select chain in general

options, select source net and out interface wan, click apply, click OK.

Step 5:Here the masqueradeis selected from the action options.

© Daffodil International University
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Session  Settings  Dashboard

Safe Made Session: | :0C-25:A0:5E:B3| LW
A% Quick Set
3 CAPsMAN
R Irterfaces

Fiter Rules MNAT |Mang|e Raw Service Ports Connections Address Lists  Layer? Protocols

EIEI IZI |l:ll:l Reset Counters || 00 Reset Al Counters | Fird

=

L Wirsless = | |H.Cliun |Chain |Src. Address |D5L Address |F'ruiu... |Srl:. Port |Dsl. Port

EE Bridge [1] =|l masquerade srcnat

=8 PPP

LI . NAT Rule O] ]

=8 |P

l;‘ o N General | Advanced | Extra fction | Statistics

5l IPvE I Action: ;nca:;;emde || - | Cancel

38 Routing [ =dd dst to address list
5 ~ add src to address list

© Sy Log Pt 3

Q Queues JIED

= e e s

= netmap

|| Leg pas_sthr\:uugh Copy

Ko 1 =

A Termirs) Reset All Counters

1 LoRa

% Dot1x

@ Dude I

=8 KM

Figure 3.3.4.6: Firewall of Action

Next, click on, “Action>Select=masquerade>Apply>0k”.

Step 6:Let's configure the IP address to routes.

Session  Settings  Das’ .ARP. 1
|—|53fe Hode Accounting -

A& Quick Set Addresses
T CAPsMAN DHCP Cliertt Routes |Na:dhcps Fules VRF
e =] ]
—
L Wirsless DHCF Server [Dst. Address 7 |Gateway [Distance _ |Ror
%2 Bridae DS a5 » 0.0.0.0:0 172.16.15.1 reachable ethemet-2 (WAN) 1
=% PPP i DAC P 172.16.15.0/24 ethemet-2 (WAN) reachable ]

e DAC 152168 1.0/24  ethemet-1 [LAN) reachable o
SIS Mesh Hotspot DAC P 192.168.2.0¢24 ethemet-3 (MAN) reachable o
=P " IPess Route <0.0.0.0/D>

-
<7 MPLS Kid Cortral — |.Pd‘tribute5
=5l IPvE I Meighbors
38 Routng * | Pacas Dst. Address: [0.0.0.0/0
System | Fool Gateway: [172.16.15.1 [#] [reachable ethemet-2 (MVAN)
Q Queues Routes Check Gat |
ec eway:
[E=] Files SMEB
ij og SNMP Type: |un|cast
S RADIUS Services Distance: [1
& Tools " Settings Scope: [30
MNew Terminal Socks
Target Scope: |1D

W LoRa TFTF
43 Diot1x Traffic Flow FoLirE LEE |
@& Dude r UPRF Pref. Source: |
=4 KvM Web Prosy

Figure 3.3.4.7: IP Routing

Now, click on, “IP>Routes>Routes>Add>General>Gateway: Example of:
172.16.15.1>Apply>0k”.

12
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Step 7:Check whether the router has internet or Command-line interface (CLI) appliance
on the terminal option of the router.

=N =
Session  Settings  Dashbeard
Safs Mode | Session:[00:0C:23:A0:5E:63)] | i
W s O [ |
T CAPsMAN
|| Interfaces plazaly plazaly HEE ITTITITITIT KHK

MM e EKK ITTITITITIT KKK

I Wirsless
MMM MMMM MMM ITI TIT IIT KKK KKK

22 Bridgs MMM MM MMM ITI TTT ITT  HEEEEK
=2 PPP 2204 ¥wa4 IIT TIT IIT  EE ERK
ity w3 IIT TIT IIT  ERE KR
°18 Mesh
8 1P I~ MikroTik Router(S €.4€6.2 (c) 1893-2020 http: //www.mikrotik.com/ |
<77 MPLS I
G IPvE I [ROUTER HAS NC SOFIWARE KEY
£ Routing " l¥ou have 4h8m to configure the router to be remotely accessible,
& System I [and Toc encer the key by pasting it in & Telnet window or in Winbox.
&® Gueces Turn off the device tc stop the timer.
See www.mikrotik.com/key for more details.
[ Files
o Current installation "software ID": T101-HET73

L.l tog Please press "Enter” tc continue!
S8 RADIUS

g ®] >
A Tools I- z
[ New Terminal >
™ LoRs ik] > ping 172.16.15.1

SEQ T SIZE TTL TIME STATUS
iy Dat1x 0 172.16.15.1 56 &4 Tms
@ Dude I 1 172.16.15.1 55 &4 3ms
2 172.18.15.1 S& &4 3ms

5 v n B

Figure 3.3.4.8: IP Ping to WinBox Terminal

Microtic Router Configuration Completed Now an IP Pink Marriage will see if the
configuration is OK. First we have to go to the new terminal. Now type and enter as in
the picture above.

3.3.5 Static-1P Configuration in Mikrotik Router:
Step 1: The LAN IP address is assigned first.

|| ]
o]
; EIEY BI=
I CAPsMAN E“El -El - -
8 Interfaces E E | Find | Address: |1?2.1S.15_1E_a‘21+ | |L|
_ |Address '\_l Networle | Interface | | - .= n
L Wireless ==152 168.21/2% 19216820 ethemet-3 (MAN) Network: [17216.1560 |~ | Cancel
22 Bridgs P 192.168.1.1/24 192.162.1.0 sthemet-1 (LAN) Interface: [ethemet-2 (WAN) [+ Apply
=8 PrP F172.16.15.16/24 172.16.15.0 sthemet-2 (WAN)
18 Mesh Address <192 168 2 1/24> = B3
=5 P I
= LS . Addrese: |[EERTENIE]
L
€l IPvE I Network: [192.168.2.0 - Iﬂl
=
g i Interface: |ethemet-3 (MAN) ||+
#£ Routing I =] Apphy
88 5 I3
g@wem Address: | 152.168.1.1/24 oK
usues
BE Files Network: [132.162.1.0 - Iﬂl
5] Log Interface: |athemet-1 (LAN) |i| Apply I
HL RADIUS ’
Comment
|| Mew Terminal
= oo
@ Dude I
F5 Kvm

Figure 3.3.5.1: IP Addressingfor Static IP
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To create an IP address, first you have to go from IP to Address, then click on the Add
button, input the data as shown in the picture above, and click OK.

Step 2: Apply to a static IP user's personal computer.

w Local Area Connection Properties >

@\ J=|# » Control Panel » Metwork and Internet » Network Condl [ Networking

Organize » Disable this network device Diagnose this connection| 3ng:

®F Realtek PCle GBE Famity Controller
-‘l Bluetocth Metwerk Connection .: Lecal Area Conn =

© tcon

Internet Protocol Version 4 (TCP/IPv4) Properties

Configure.

General

You can get TP
this capability
for the appropriate T

igned automatically if your network supports
need to ask your network administrator

settings.
Cbtsin 2n IP address automatically
@ Use the following IP address:

IP address:

0K | [ Cancs

preferred DNS server:

Alternate DNS server: 8 .8 .8 .8

Validate settings upen exit [ acvanced.. |

Figure 3.3.5.2: TCP/IPv4 Configuration

To configure the static IP, first go to PC Settings Next Network Next Change Address
Setting Next Local Area Connection Next Properties Next Double click on IPv4 and
input data as shown above and click Apply OK.

Step 2: Let's check the user's Internet through the command prompt(Executable
name: cmd.exe).

BN CAWindows\system32icmd.exe - ping 192.168.1.1 -t

Microsoft Windows [Uerszion 6.1.76H11
Copyright {c? 2009 Microsoft Corporation. All rights reserved.

C:“\Users“\MD BABU>ping 192.168.1.1 -t

Pinging 192.168_.1.1 u1th 32 bytes of data:

Reply from 192.168. hytes=32 time<{ims TTL=64
Reply from : hytes=32 time<ims TTL=64
Reply from : bytes=32 time{ims TTL=6h4
Reply from : bhytes=32 time{ims TTL=6b4
Reply from : hytes=32 time{ims TTL=b4
Reply from : bytes=32 time<ims TTL=6h4
: hytes=32 time<imsz TTL=64
: bhytes=32 time{ims TTL=6b4
: bytes=32 time<ims TTL=6h4
: hytes=32 time<imsz TTL=64

Reply from
Reply from
Reply from
Reply from

.........
HHHHHHHHHH
R

HHHHHHHHHH

Figure 3.3.5.3: CMD mode of the user's PC
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Press the PC start button> search> CMD and inter>ping 192.168.1.1 —t inter.
3.3.6 Queue Configuration:

The best way to manage the bandwidth of all types of IP allocation systemis to configure
a queue.

FTP Server Internet °¢

ether 2

MikroTik Router LANIP:
ether 3 e 172.16.10.0/24
N Subnet Mask :
r 1

\J/ 255.255.255.0
ethe

\\| ether 2

T 192.168.1.2/24

Subnet Mask :

=
I/ \I 255.255.255.0
User1 EE EE User2

172.16.10.50 172.16.10.60

Figure 3.3.6.1: Network Topology of Queue Configuration
Userl: 5MB Upload and 5MB Download
User2: 8MB Upload and 8MB Download

Step 1: Add IP address for Local Area Network (LAN).

g || = W | K 1 T
1 Address Metwaork Interface| +
= 10.10.10.10-24 10.10.10.0 FTF Serber
T 172.16.10.1-24 172.16.10.0 LAMN
= 152.168.1.2/24 192 168.1.0 WWAMN 1
Address <172.16.10.1/24=
Pl 72.16.10.1/24
Network: [172.16.10.0 -
Interfface: |LAM *
- »
C
3 items =0
enabled

Figure 3.3.6.2: Add IP Address
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To create an IP address, first you have to go from IP to Address, then click on the Add
button, input the data as shown in the picture above, and click OK.

Step 2: Create a user and set the bandwidth limitation.

Simple Queues | Inteface Queuss  Queue Tree  Queue Types
g = || % O T/ |00 ResstCourters | 00 Reset All Counters
# Mame Target Upload Max Limit | Download Max Limit | Packet Marks Upload Queued B... | Download Queue.. v
0 £ Userl 172.16.10.50 5M 5M
1 £ User2 172.16.10.60 am am
Simple Queue <User>
General | Advanced | Statistics  Traffic  Total Total Statistics
ot [17276 1050 o
Target Upload Target Download
* Mape Limit: | 5M *| [5M ¥ | bits/s »
2items (1 selected) &- Burst
Burst Limit: |unlimited * | |unlimited # | bits/s
Burst Threshold: |unlimited * | |unlimited # | bits/s
Reset All Courters
Burst Time: |0 0 s
¥ Time
enabled

Figure 3.3.6.3: Simple Queues

To create a new user, first go to the Queue option. From Queue to Simple Queue then
click on Add from General Options as required name target IP and target upload, target
download bandwidth select and click OK

Step 3: Let’s see the MAC address “Userl”

[Elx]
Simple Queues | |rterface Queues  Gueus Tree  Queus Types
+ Al T Reset Courters || 00 Reset All Counters
# Name Target Upload Max Limit | Download Max Limit | Packet Marks Upload Cueued B... | Download Queue. .. | Total Max Limit fi...| |+
i] 2 Userl 172.16.10.50 5M 5M
1 B User2 172161060 am aMm
ARP List = B
+ Al T
IP Address MAC Address Interface hd
D 172.16.10.50 40:80:5C:10:ER4D LAN
DC 1152.168.1.1 14:55.C0C7:13:03 WAN
DC =152.168.16 40:80:5C:1D:E8:4D WAN
2items 0 B queued
Figure 3.3.6.4: Address Resolution Protocol (ARP)
16
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Step 4:Let's check the user's internet through the command mode.

ey

A & 5 Control Panel » Metwork and Intemet » Network Connections v O Search Network Co

<2 »
Organise *  Disable this network device  Diagnose this connection  Rename this connection  View status of this connection  Change settings of this connection (2]
[ Bluetooth Netw¢ B~ @ Broadband Connection 2 [ Ethernet
- b Not connected | ™ 5 Disconnected W5 Network
b4 Blustooth Devic( finiport (PPPOE) @7 Killer E2400 Gigabit Ethemet Cont
~ Ethernet 2
l,_- NETGEARS7- connection | Netwark Cornection Detals B CAWINDOWS\system32\emd.exe - ping 17216101 -t
PraConned] | Propery Value LegosoRE IO I :
TPvE Connec| = =

Connection specific DN

Meda State: | Description Killer E2400 Gigab Ethemet Controller
Duration: Physical Address 40-80-5C-1D-E84D
Speed: DHCF Enabled No
1Pv& Address 172161050
Detais...| | IPv4 Subnet Mask 255.255.255.0
IPv4 Defauh Gateway 17216101
IPv& DNS Server 8828
Aty 1Pu& WINS Server

NetBIOS over Tepip En...  Yes
Linkdocal IPv6 Address  fe80:2c795a3.df85:6( %18
IPv6 Defautt Gateway

IPv6 DNS Server
Bytes:

Bproperties

Close

Titems 1 item selected

Figure 3.3.6.5: Network Connection Details

Press the PC start button> search>CMD and inter>ping 192.168.1.1 —t inter.

Queues of Parent Concept:

Step 1: Creates a parent concept's blog diagram

MikroTik Router

- wivivie)

Iwiwiwieivieiee . .

ether 1 FTP Server ether 5

\] _ Switch2

=1 =h

ramivasy
Worker Blog Management Blog
10.30.30.0/24 10.20.20.0/24

Figure 3.3.6.6: Network Topology of Parent Concept

Step 2: First we create two user blogs and create separate users under each block.
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=] E3

Simple Queues | nterface Queuss  Queue Tree  Queus Types

g = & | ®| O |T |00 ResetCounters |00 Reset All Counters

H# Name Target Upload Max Limit | Download Max Limit | Packet Marks Upload Queued B... Downloz v
4 & Management Blog ~ 10.20.20.0/24 5M 5M
0 £ Userl 1020202 2M 2M
3 & User2 10.20.20.3 a1l m
5 & Worker Blog 10.30.30.0/24 4aM 4M
1 £ Userd 10.30.30.2 4AM 5M
2 & Userd 10.30.30.3 an am
| ueue <Userl> @E
General  Advanced | Siatistics  Treffic | Total Total Statistics 4 Al |7
Packet Marks: [ ]2 Address Network Interface| v
10.10.10.10/24 10.10.10.0 FTP Serber
10.20.20.1/24 020200 AN
ek flaceeniiad =10.30.30.1/24 1030300 (AN
Limit & |unlimited %| lunimied ¥ | bite/s F172.16.10.1/24 17216100 LAN
192.168.1.2/24 152.168.1.0 WAN
Bucket Size: [0.100 0.100 retio
Cueue Type: |default-smal ¥ | |default-small ¥
Parert: |Management Blog ¥
Reset Al Counters
‘ ,
Sitems
enabled

Figure 3.3.6.7: Simple Queues of Parent

At first Click on, "Queues>Simple Queues>General>Name: Example of: Management
Blog>Target: Example 0f:10.20.20.0/24>Apply>0Ok".

In the same way, we create the next blog and create a user of management blog.

Next Click on, “Queues>Simple Queues>General>Name: Example of: User]>Target:
Example of: 10.20.20.2>Advanced >Parent: select management blog>Apply>0k™.

3.3.7 DHCP Server Configuration with Mikrotik Router:

Step 1: Select the interface for the Dynamic Host Configuration Protocol(DHCP) server
configuration.

18
© Daffodil International University



) admin@00:0C:29:A0:5E:B3 (MikroTik) - WinBox v6.46.2 on x86 (x86) ol | (e

Session  Settings  Dashboard

LeRiNe] Safe Mode Session: |00.0C:25:A0:5E:B3 = E
A& Quick Set B[]
I CAPsMAN DHCF | Metworks  Leases Options Option Sets  Vendor Classes | Alerts

[ Interfaces & T | | DHCF Corfig || DHCF Setup
I Wireless

Mame Interface Relay Lease Time Address Pool Add AR... -
a Bridge
=F PPP
S8 Mesh
sl |P

7 MPLS
(=5l IPvh

#C Routing

o e e & B -

§2¢ System

Q Queues
2] Files

|| Log

M RADIUS

Figure 3.3.7.1: DHCP Server Interface

Click on, IP>DHCP Server>DHCP>DHCP Setup>DHCP Server Interface: Select
interface>Step 2: Input a DHCP address space for the Dynamic Host Configuration
Protocol(DHCP) server.> DHCP Address Space: Example of 192.168.10.0/24>Step 3:
Input a gateway for Dynamic Host Configuration Protocol(DHCP) network.> Gateway
for DHCP Network: 192.168.10.1>Step 4: Input an address to give out for the Dynamic
Host Configuration Protocol(DHCP) server.>Addresses to Give Out: 192.168.10.100-
192.168.10.254>Step 5: Input a Domain Name System (DNS) server for the Dynamic
Host Configuration Protocol(DHCP) Setup.> DNS Servers: Example of 8.8.8.8 and
124.6.224.4>Step 6: Input a lease time for the Dynamic Host Configuration
Protocol(DHCP) Setup.>Lease Time: Example of 00:10:00>

Step 7:Let’s see, if the Address Resolution Protocol (ARP) matches the user’sMedia
Access Control (MAC) address.

(== FEr =B

@V-Ig'-\ b Control Panel » Metwork and Intemet » Network Connections <[4y |[Seorcnner o]

a7

ik T, onnection Status = Sl @) IP Address MAC Address Interface | v
il sl c172.16.15.183 F4:F2:6D:2B:E4:E7 LAN +

[ i b 53 =172.16.15.185 E&:DE:27:50:07:1B LAN

ok Comacton Deats S1721615185  13AGFT63.EASS LAN

v =1172.16.15.187 0C:80:63:9B:B2:1D LAN

=172.16.15.188 0C:80:63:0A:46:AF LAN

c172.16.15.189 50.C7:BF:36:18:27 LAN

=172.16.15.191 T04F:57:55:CA:17 LAN

c172.16.15.1592 F8:1A:67:36:A9:85 LAN

=1172.16.15.193 EC:08:6B:F6:88:91 LAN

=172.16.15.134 10:62.EB:1A:00:8E LAN

c172.16.15.195 D4:6E:0E:EE:CD:19 LAN

=172.16.15.157 F4:F2:60:D0:0C.50 LAN

c172.16.15.158 18:06:C7:ED:88:CD LAN

=1172.16.15.199 D8:00:17:23:02:28 LAN

=172.16.15.201 0C:80:63:76:16:38 LAN

c172.16.15.202 C4:3D:.C7:70:AD:8F LAN

=172.16.15.206 F4.F2:60:58:BF:17 LAN

3 a172.16.15.207 BO:C5:54:83:8A:69 LAN

=1172.16.15.209 C8:3A:35:2A.C2:88 LAN

1721615211 18DSC7DTAFCD  LAN

D c172.16.15.215 18:D6:CT-54:EATF LAN

Figure 3.3.7.2: ARP for DHCP Configuration
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From PC setting click on network and go to local area connection from change adapter
setting >Disable and enable>Double Click on Local Area Connection>Details>Show all

information.

3.3.8 Bridge Configuration with Mikrotik Router:

Step 1: Ethernet ports of Mikrotik Router:

Interface List =1 E3
Interface | Inteface List Ethemet  EolP Tumnel 1P Tumnel | GRE Tumnel  VLAN VRRP  Bonding LTE

] [7]] ][] [

| Name v | Type |Actual MTU [L2MTU |Tx (R R

R 4ethemet-2 (MAN)  Ethemet 1500 0 bps 14
R 4ipethemet-2 (WAN)  Ethemet 1500 0 bps 14
R 4ipcthemet-1(LAN)  Ethemet 1500 O bps 12
R #ether? Ethemet 1500 0 bps 14
R #isethert Ethemet 1500 [ bps 12
R dl#etherd Ethemet 1500 0 bps 14
R 4ipetherd Ethemet 1500 O bps 12

Figure 3.3.8.1: Interface List of Bridge

Click on, Interfaces and show all Ethernet ports.

Step 2: Set up a bridge configuration.

Eridge |F‘ort5 WLAMNS

[#][=] [][5¢]

| Name

|

0 items out of 7

MNew Interfface

General |STF' WVLAMN | Status | Traffic

]

Mame: |bridge 1|

Cancel

Tvpe: |Bridge

MTU: |

Actual MTU: |

L2 MTU: |

MALC Address: |

ARF: [snabled

ARP Timeout: |

Admin. MAC Address: |

Ageing Time: |E'D:[:'5:DD

[] IGMP Snooping
[[] DHCP Snooping

Fast Forward

Figure 3.3.8.2: Create Bridge Name
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To create a bridge, first you have to go to the bridge, click on the add button, go to the
general option, give the bridge a name as required and select the bridge by type, then
click OK.

Step 3: Let’s add ports of bridge connection.

[=1{E3)

Bridge Forts |\|’LAN5 MSTls | Port MST Ovemides = Fiters MAT  Hosts  MDB

E|E vll%]

|Interfac:e |Bridge |H0rizon |Trusted |PI'iOI'iT)’ ... |Path Cost |Role |Root Pat... | |v
80

7 items (1 selected)

Now click, "Bridge>Ports>Add>General>Interface: Select interface>Bridge: bridge

1>Apply>0Ok™.

Bridge Port <etherf>

General |STP WLAN | Status

interiace. B R -

o]

]

Cancel

Bridge: |bndge1

Apply

Horizon: |

V] £HLAN bridge1 no 10 designated port

1 ttethierd bridge1 no 20 10 backup port 10
z ttetherd bridge1 no 30 10 backup port 10
3 ttethers bridge 1 no 20 10 backup port 10
4 t-tethers bridge1 no 30 10 backup port 10
5 ttether? bridge 1 no 20 10 backup port 10
6 ttetherd bridge 1 no 30 10 backup port 10

Leam: |aut0

Broadcast Flood
[ Trusted

Hardware Offload

|- Disable

&
Unknown Unicast Flood
Unknown Multicast Flood

Figure 3.3.8.3: LAN Configure of Bridge Port

Step 4: Finally,apply bridge configuration for address lists.

Address <192.168.10.1/24=

[=1|E3/
#|[=] (][] Frng
|.-'—‘v:|dress 2 |Network Interfface ||T
172181816/ 17218150 ethemet-2 (WAN)
P 152.168.1.1/24 152.188.1.0 bridge1
P 152.188.2.1/24 132.188.2.0 bridge1
P 192.168.10.1/... 192.168.10.0 bridge1

Address: [192.168.10.1/24 |

Metworc: |132.168.10.0 -"-

Inteface: |bridge'|

4 itemd

Disable

Comment

Coi

Remove

|enab|ed

Figure 3.3.8.4: Change Interface
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Final step, "Address list to select interface and apply> Ok™

3.3.9 Website Blocking Configuration:

Step 1: Create layer 7 protocols to block the website.

Filter Rules = MAT Mangle Raw Service Ports | Connections | Address Lists Layer? PI'UTDCD|S|

[+][=]

|Narne £ |Regexp |
2@ YouTube
@ facebook

Mame: | O

[~ =froutube .com).”S -

Comment

[l

Remove

2items {1 se -

Figure 3.3.9.1: Firewall L7 Protocol

To create Layer Seven protocol, first go to IP from the firewall and then click on Layer
Seven protocol. Now click on the plus username and input the data in the same way as
given in the picture. Click on Apply.

Step 2: Create a filter rules to block the website.

Dst. Port: S

Remove

Arry. Port: h

Reset Counters

In. Interface: =~

Reset All Counters

o mece: [~
i bnescoist: [ =

Figure 3.3.9.2: Firewall Rule
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[=1/E3
Filter Rules | MAT Mangle Raw Service Ports Connections  Address Lists  Layer? Protocols
[#][=] [~][2] 00 Reset Counters || 00 Reset Al Counters | EINE]
" | |ﬁ1:,‘l|on |Cha|n |Srt:. Address |Dsl. Address |Pr\:\t0... |SI’C. Port |Dst. Port |In. In‘ter...lOLrt. Int... |In.|v
0 K drop  Forward 192.168.16.50
1 K drop forward 152.168.16.50
2 Mdrop  forward 1592.168.16.50
Firewall Rule <1592.168.16 50>
General | Advanced | Exra | Action | Statistics
Chain: m Iil Cancel
Src. Address: [1/192.168.16.50 Apphy
i E g
Protocol: - Comment
*| *
3 items {1 selected) Src. Port: - Copy




Let's make a filter rolls. First let's click on firewall from IP. Click Add from Filter
Rules. Now select Forward to Chain from General Options and type the source address

and click Apply.

3.4.1Hotspot Server Configuration:

Step 1: Create an IP pool for hotspot server.

Fools | Used Addresses
(= O T

Name Addresses Mext Pool
o HotePot_Poaol 182 168.15.2-152 168.15.254 none

IP Pool <HotsPot_Poals =] E3

Name: |

Addresses: [152.168.158.2-

;%1
—_
K03

2
Mext Pool: |none ¥

Remowve

1 item {1 selected)

(O[]

Figure 3.4.1.1: IP Pool Configuration

Let's create a pool for the hotspot server. First we have to go from IP to pools and click

on add as required.

Step 2: Select the interface for the hotspot server.

Servers | Server Profiles | Users | User Profiles  Active | Hosts | IP Bindings
L ] T Reset HTML Hotspot Setup
Mame Interface Address Pool | Profile

Hotspot Setup

HotSpot Interface: ¥

Figure 3.4.1.2: Hotspot Interface

To create a hotspot server, first click on hotspot from IP option and then click on hotspot
setup from servers and select hotspot interface (LAN)>Step 3: Input a local address of
the network.>Local Address of Network: Example: 192.168.15.1/24>Step 4: Input an
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address pool of the network.> Address Pool of Network: Example: 192.168.15.2-
192.168.15.254>Step 5: Select a Hotspot Secure Sockets Layer (SSL) certificate.> Select
Certificate: none>Step 6: Select a Simple Mail Transfer Protocol (SMTP) server.> IP Address
of SMTP Server: Example of 0.0.0.0>Step 7: Setup a Domain Name System (DNS)
configuration for the Hotspot server.> DNS Servers: Example of 8.8.8.8>Step 8: Input a
Domain Name System (DNS) name of the local hotspot server.>DNS Name: Example of
mdbabu.com>Ok.

Step 9: Create a user profile for hotspot server.

[=1|E3|
Users Wser Profiles | Active  Hosts | IP Bindings = Service Ports | Walled Garden | ...
+= 7
MName Session Time... |ldle Timeout Shared U... |Rate Limit {mbd) -
& HotsPot_SMEB none 1
= &¥default none 1
| Hotspot User Profile <HotsPot_SMB>
General | Queus | Adwverise | Scripts
Name: [HotsPot_5MEB
Address Posl: =
Session Timeout: -
2 items {1 selected) Idle Timeout: |none E
Keepalive Timeout: |00:02:00 - B
Status Autorefresh: [30:01:00
Shared Users: |1 L
Rate Limit {pot): -

v Add MAC Cookie

Figure 3.4.1.3: Hotspot User Profile

Let's create a profile for the hotspot server. First we have to go from IP to Hotspot then
click on add button in user profile. Select the name and address pool as required and
click OK

Step 10: Create a hotspot user.

24
© Daffodil International University



[=]{E3]
Server Profiles  Users |User Profiles = Active Hosts IP Bindings = Service Ports | ..
E“El El |l:ll:l Feset Counters || o0 Resst Al Counters | Find
|Ser\.rer s |Name |Pu:|dress ||'t"|A.C Address |Prcfi|e |"|
.o counters and limits for trial
- & Hotspot User <babus=
Il dmi o it
ga . admin General |I_|mrt5 Statistics | QK |
& hotspot 1 pronob Server: |hc|tspc|t1 || * | | Cancel |
&P hotspot 1 hasan
MName: |babu | | Apphy |
Password: |'“ | | Disable |
e e
+] MACAddess: [ |-
Sitems {1 selected) | Copy |
Profile: [HotsPot_SMEB [=] | = |
emove
SO E—
o —
|enab|ed

Figure 3.4.1.4: Add Hotspot Users

To create a hotspot user, first go from IP to hotspot and then click on user, select server
from general options, select name, password, and profile as required, click on Apply.

Step 11: Active user’s details in hotspot connection

Login By
Lptime
Idle Time

Session Time Left:

Idle Timeout:

Keepalive Timeout

User Profiles Active |H05t5 IP Bindings | Service Ports  Walled Garden | ...
Server £ | User |Domain |Address | Uptime |Idle Time | aal
hotspot 1 babu 152.168.15.90 000714 00:00:01
Hotspot Active User <babu>
General | Statistics | Traffic
Server: [hotspot 1
User: |babu
Cromain: |
<1 Address: [192.168.15.90 L
1 item {1 selected) MAC Address: |2C:E»D:DC:E-1:M:1E

: |I'rl'tp—c:hap

: [oD:07:14

: [oo:00:01

: [oD:02:00

Figure 3.4.1.5: Show Hotspot User

Next on, “IP>Hotspot>Actives> Double-click on any one of the user’s list and check this
user information>0Ok”.
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Step 12: Connect user through hotspot.

oI

password

HOTSPOT GATEWAY

Figure 3.4.1.6: Hotspot Log In Panel

Let's click OK with the username and password created in the Hotspot login panel
Step 13: Hotspot connects successfully.

= T

W mikrotik hotspot = status b4 +

& > C @ Notsecure | mdbabu.com/status ¢ =4 @ :

5 Apps M Gmail B YouTube @ Maps (B Internet Speed *»

Welcome babu!

IP address: [192.168.15.20
bytes up/down: [125.4 KiE / 5.3 MiB

connected: | 19s

status refresh: | 1m

log off

Figure 3.4.1.7: Log in Success in Hotspot
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3.4.2 PPPoE Server Configuration in Mikrotik Router:

Step 1: Let's create an address list for Point-to-Point Protocol over Ethernet (PPPOE)
server.

Address List
[#][=] [~][x] Fina
|Address ¢ | Metwork [Interface [ [~
9P 172.15.15.16/24 172.1615.0 WAN

or152.168.100.1/24  192.168.100.0  LAN

2items {1 selected)

Figure 3.4.2.1: Address List for PPPoE Server

To create an address list, you must first go from IP to Address. Then click on add,
address, network, interface as required and then click OK.

Step 2: Let's create a Point-to-Point Protocol over Ethernet (PPPOE) server.

© 5dmin@00:0C:29:49:5D:8B (MikroTik] - WinBox v6.46.2 on x36 (x86) o [ ]
Session  Settings  Dashboard
Safe Mode | Session: [00:0C-29:49:5D-88 u &
A& Quick Set

1 CAPsMAN Inteface PPPoE Servers |Sacrets Profiles = Active Connections = L2TP Secrets
v W) [0
ZE Wiehss [Service .. / [Inteface [Max MTU [Max MRU [MRRU | Default Profile] Authentication
=2 Bidge
L
=% FFR Mew PPPoE Service [=] 3
°18 Meeh Service Name: | [Slasll=er=yE)
Al e Interface: |LAN lil
Cancel
< MPLS 5
Mae MTU: h Apply
gl IPvE 5
- -
o Foung MMAG L 1Y [ |
& System 3 MRRU: - =
! Clusues Keepalive Timeout: |10 -
Remove
) Fies Defauit Profie: [defat 3]
|5 Leg [_] One Session Per Host

B RADIUS

2 Tools I
(| Mew Terminal
=8 LoRa

j» Dot 1

@ Duds I

MarSessors: [ |~
PADODday: | [~ m

Authentication: mechap2 mechap1
chap [pap

enabled

Figure 3.4.2.2: PPPoE Server

To create a PPPOE server, first click on PPP to PPPoOE server, then click on plus, then
click OK with server name interface and authentication as required.
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Step 3: Here the IP pool is created in Point-to-Point Protocol over Ethernet (PPPoE)
server.

ARP

Acsourtng
A Quick Set Addresses
L CAPSMAN DHCP Cliert
8 Interfaces DHCP Relay
T Wirsless DHCP Server
%2 Bridge DNS Poals | Used Addresses
=g PPP Firawall E“E|
13 Mesh Hotspot [Name ¢ |Addresses
58 1P I IPsec
2 WPLS b | T New IP Pool
5 IPvE I Neighbors Name: [5_MB_P | oK
#8 Routing I Packing Addresses: [192.168.100.2-192 168.100.254 |+ Cancel
&8 System " peel Next Pool: [rons [~ [ 2oy
Q Gueuss Routes
Files SMB o
[] Log SNMP Copy
A RADILS Services Remove
x Tools I Settings
New Terminal Socks
8 LoFa TFTP
s Dotlx Traffic Flow
@ Dude I UFnP
=5 Kvm Web Proxy

Figure 3.4.2.3: Pool Configure for a PPPoE Server

To create an IP pool, first you have to go from IP to Pool, then click on plus, then click
Apply with the name and address as required.

Step 4: Here the profile is created in Point-to-Point Protocol over Ethernet (PPPOE)
method.

New PPP Profile

Interface  PPPoE Servers  Secrets  Profiles

General | Protocols  Limits | Queue | Scripts K

EIEI Mame: m Cancel

Jﬂﬁame 7 |Local Address _ [Remote A1 Local Address: [152.168.100.1 AR fpply |
[ Commert |
[ corv |

© & default

* @ defautt-encr... Remote Address: |5_MB_P El - e —
Remote IPvE Prefix Poal: hd Copy
DHCPV6PDPool: [ |=
Remove

Bidge: [ |+

Bridge Port Priority: I:l hd
Bridge PathCost: [ |+
Bridge Horizon: l:l -

Incoming Filter: l:l L
Outgoing Filter: I:l
Address List: I:l
Interface List: l:l

DNS Server: |2.8.8.8

12462224
WINS Sarvar

4

2items

4 4 A

4 O

Figure 3.4.2.4: Point-to-Point Protocol (PPP) Profile

To create a profile, first click on profile, then from General Options, name, local address,
remote address and DNS server as required and click Apply.
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Step 5: Here,a user is created in Point-to-Point Protocol over Ethernet (PPPOE) method.

Interface = PPPoE Servers  Secrsts |F‘rof||e5 Active Connections | L2TP Secrets

lE“E‘ @ | PPP Authentication&Accounting |

| Mame £ | Passwond

| Service |Caller I}

[Profile

|Loc:a| Address |Remote Address |Last Logged Out

New PPP Secret

Name:

0 items

MdBabu| 0

Password: |7 - Cancel

Service: |F'Dl3'°9—"i| ply
aerD:[ Y o
Profie: 5B [¥]

ocaddss: [ v [ o
Remote Address: l:l hd Remove

Roes: [ ]~

mttesin: [ ]~
umtBtesOw:[ |~

Comment

1l el 8

Figure 3.4.2.5: Point-to-Point Protocol (PPP) Secret

To create a user, click on secrets from ppp. Select the name, password, service and

profile as required. Click o

Step 6: Here is the queue types created.

n Apply.

[#][=] [¥]

Simple Queues | Interface Queues  Queue Tree  Gueus Types |

|T1,rpe MName # |Kind

5_MB_G_Daown pcq

5_MB_G_UP pcg
~ default pfifo
= default-small pfifa
= ethemet-default pfifa
* hotspot-default sfq
~ multi-gueus-sthemet-default mq pfifa
= onhy-hardware-queue none
* pocg-download-default pcg
* pcg-upload-default pcq
= synchronous-defaul red
= wireless-default sfq
12 items (1 selected)

Queue Type <5_MB_Q_UP>

Src. Address Mask: |32
Dist. Address Mask: [32
Src. Addressé Mask: |54
Dst. Addrsest Mask: |64

BustRate: [ |~ bress

Burst Threshold: | | 7

Burst Time: [00:00:10 |

Classifier: Src. Address [ | Dst. Address
[ Sre. Port [ Dst. Part

Type Mame: MB_Q_UP K
Kind: [pcg =] Cancel

Cuueue Size: |50 KB Copy
Total Gueue Size: | 2000 KiB Remove

Figure 3.4.2.6: Queue Type for a PPPoE Server

First someone clicks on the type plus plus a name in the type name, select PCQ in kind

and select source address in classifier then apply OK

© Daffodil International University
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Let's create another queue type in the same way, select the destination address and click

OK.

Step 7: Here, the name and the specific IP range are inputted.

Clock the, "Queues>Simple Queues>General>’+’>Name: Example: Five_MB>Target:

@. e e L R A B e e T D =

Session  Settings  Dashboard

Safe Mode Session: B B

A% Guick Set
3 CAPsMAN

L Wireless

Simple Queues | Interface Gueuss  Queue Tree  Queus Types

Tlmerfaces EE @ |oo Reset Courters ||oo Reset All Counters |

B puice 7 | |Name |Target |Upload Maoe Limit |Download Mo Lim'rt|Packet Marks |Tota| Mo Lir|v
PR
=g PPP .
New Simple Queue
“18 Mesh
o S General | Advanced | Statistics | Traffic | Total | Total Statistice
S
&7 MPLS P Name: [BHIE || conedl |
gl IPvE N Target: [192.168.100.0/24 [=]% pply
¥ Routi 5 .
T = M
28 System [
e Queuss Target Upload Target Download
[ Files Maoc Limit: |un|im'rted || +* | |un|im'rted || +* | bits/s Copy
G e = =
i Burst Limit: |unlimited * | |unlimited ¥ | bits/s
oo | : :
& Burst Threshold: |unlimited ¥ | |unlimited ¥ | bits/s
A Tooks ’ Reset All Courters
|l New Teminal Burst Time: |D | |D | s
™8 LoRa -¥- Time
4 Dot1x
@ Dude [

=5 KyM

Figure 3.4.2.7: Simple Queue for a PPPOE Server

Example:192.168.100.0/25>Next step

Step 8: Some of the required "Queue Types" have been selected.

© Daffodil International University
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Simple QGueue <5 _MB>

General Advanced |Statistics Traffic | Total

Packet Marks: |

Limit A |unlim'rteu:|

Priority: |B

Buckst Size: [0.100

Parert: |n|:|ne

[ ok |

1+ || cancel |

Target Upload  Target Download | heply |

| #| |unlimited | % | bits/s | Disable |

| [& | | Comment |

| [o.100 | o | | Copy |

Queue Type: [5_MB_Q_UP [#| [5_MB_Q_Dow| # | | Remove |
=] | Reset Counters |

| Reset All Courters |

| Torch |

enabled

Figure 3.4.2.8: Simple Queue of Advanced Option for PPPoE Server

Interface |Irrterface list Ethemet EolF
(-] [][%] E
|Name ' |Type
o WAN
R iatherl Ethemet
i LAN
R #ether? Ethemet
o FTP Server
R ¢ipetherd Ethemet
+/
Jitems (1 selected)

3.4.3 Bind MAC Address:

Interface <ether?>

General |Ehemet Loop Protect  Status  Traffic

Step 1: Select the ‘reply-only’ option for MAC binding.

Next, "Queues>Simple Queues>Advanced>Queue Type: Five_MB_Q_UPI/
Five_ MB_Q_Dow >Apply>0k".

Name: |e1herZ

Type: | Ethemet

MTU: [1500

Actual MTU: | 1500

L2MTU: [0

MAC Address: |00:0C:25:F4:11:00

Cancel

s)  |Fx Packet {p/s)

Friv

Poply
0
Disable
13

Ll

Comment

Tarch !

ARP: |rephy-only

Cable Test

disabled
ARP Timeott: | enabled

localproxy-am
3

Blink

il

Resat MAC Address

Figure 3.4.3.1: Interface to General Setting
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Click on, "Interfaces>Select ether2 (LAN) and (Double click>General>ARP: reply-
only>Apply>0Ok".

Step 2: Enter Media Access Control (MAC) address in Address Resolution Protocol
(ARP).

I

Accourting

Address [Interface [~

[IP Address + [mMAC
14:59C0C713:03 ether]

DC  ©G9192.168.11

Addresses.

DHCF Client
DHCP Relay
orer IP Address: [152.168.16.50 oK Interface: [ether2 =]~ Start
s MAC Adcress: [EC-AB6B-T0-0ASD | & Cancel Address Range: [192.162.16.50 I Stop.
Firewall Interface: [ether2 =]

[ Log Hetspat [ Published .
IPsec

& RADIUS Commertt Address. | MAC Ader [Time ns)_|DNsS SHMP Netbios.
Kid Cortrol

2 Toolks " 1921681650 ECAB6B700ASD [
Neighbors

@ New Teminal

S Packing

s Dotix God

@ Dude b | B

o5 om sMB

[ Make Supoutst  SMP

@ Manual Services

@ New WinBox Settngs

Eoc Socks
TFTP
Traffic Flow

UPnP
WVieb Proxy

Figure 3.4.3.2: Add Media Access Control (MAC) Address

Click the, "IP>ARP> + >IP Address: 192.168.16.50> MAC Address: EC-A8-6B-70-0A-
5D>Interface: LAN Example: ether2>Apply>0k".
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CHAPTER 4

Conclusion and Future Career & Opportunities

4.1 Conclusion and Discussion:

| have learned every configuration of a microtic router to properly provide internet
service to every employee of a company and wanted to know how to build this network. |
have been IP class. The main learning of this project is that the link can be configured in
any way, it includes bay bandwidth control, Network address (NAT) configuring,
networks guide my internship all control work control system and improved my position
for efficient calendar home. There are many types of information in this internship that
will help me to move forward. Improving the security system to keep the server secure
and controlling the quality tests with Chaitali Update Programming. The method of the
microtic operating system has been kept steady, confident and in a wide range of patients.
Now, depending on the Internet network of several organizations it exists as a regular
network design for an organization to talk about, Cannot manage Total Network.

4.2 Future Career & Opportunities:

Jobs are available in our country without skills. The reason why an internship can make
a big difference in my life is that here | can develop my scale so | chose the internship.
So, this internship includes some of my previous experiences:

IT Support Specialist

IT Networking Specialist
Cyber security Specialist
Software & Web Developers
Data Specialist

YV YVYVYY

33
© Daffodil International University



REFERENCES

[1] IP Subnetting, available at <<https://www.cloudflare.com/learning/network-
layer/what-is-a-subnet/>>, Access on 3 January’2020 at 09:25pm.

[2] About Prisma Digital Network Limited, available at
<<http://www.prisma.net.bd/>> Access on 15 January’2020 at 08:55pm.

[3] IP Addressing, available at <<https://www.geeksforgeeks.org/introduction-of-
classful-ip-addressing/>> Access on 20 January’2020 at 01:39pm.

[4] High CPU usage, available at <<
https://forum.mikrotik.com/viewtopic.php?t=132839>> Access on 25 January’2020
at 09:38pm.

[5] Dynamic Host Configuration Protocol Configuration, available at
<<https://www.ccnablog.com/dhcp-dynamic-host-configuration-protocol/>>, access
on 07 February’2020 at 01:23pm.

[6] Static-IP Configuration, available at
<<https://docs.novatel.com/OEM7/Content/Ethernet_Configuration/Static_IP_Address
_Config.htm/>> Access on 11 February’2020 at 06:50pm.

[7] Bandwidth Management, available at <<https://www.miro.co.za/how-to-setup-
bandwidth-limitation-by-using-mikrotik-router-board/>> Access on 16
February’2020 at 10:20pm.

[8] PPPoE Server Configuration, available at
<<https://itmikrotik.blogspot.com/2016/07/blog-post.html >> Access on 21
February’2020 at 08:29pm.

[9] ISP Bandwidth Management, available at <<https://systemzone.net/isp-
bandwidth-management-with-Mikrotik-pcqg/>> Access on 19 February’2020 at
11:53pm.

34
© Daffodil International University



APPENDICES

Appendix:Company Information

Name

Address

Telephone
Fax
Website

Type of Organization

' PRISMA DIGTAL
| NETWORK LTD

Head Office

Prisma Digital Network Limited

34, Kemal Ataturk Avenue, Awal Center
Level-3,Banani, Dhaka-1213

02-9857808, 9857811
8900780
www.prisma.net.bd

Nationwide Internet Service Provider
(I1SP)
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