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ABSTRACT

This internship is on MIKROTIK ROUTER CONFIGURATION IN ISP. I am performed
here with Mikrotik OS based. Mikrotik started his journey from 1996. Mikrotik Router
using for faster working. This route is helpful for the administrator. This report can be used
as a good guide for interested professionals for all time. This report isa TCP / IP protocol
network for professionals This report of mine is not for any other work for both academic
and a professional audience. We understand the network department, topology Network
and Basic Concepts Internet. The section on Protocols and Standards provides the first
overview of organizations that set standards for data communication and networking. Two
and more PCs are interconnected and ready to trade data then we call Network. These
functions include IP distribution and addressing process, Domain Name System, Dynamic
Host Configuration Protocol, File Transfer Protocol, Firewall, networking, NAT, Routing,
Bandwidth control, Point to Point Tunneling Protocol (PPTP), Point to Point Protocol Over
Ethernet (PPPoE), VLAN. OLT, Server room maintain of ISP.

The report for the particular server utilizing on ISP, equipment for the server, picking
programming, establishment procedure of the product, well ordered server setup process

and straightforward investigating of the server.
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CHAPTER 1
INTRODUCTION

1.1 Introduction

The Internet is now the first place to search for anything in the world. Uses Internet and
servers to accomplish tasks. Servers are where information is stored and we get it through
the internet. DHCP and DNS servers play a very important role in the Internet. Our country
is moving towards development and our country is now Digital Bangladesh. At present,
internet connection has been established everywhere from small or big organizations to
educational institutions. Everyone now uses the internet for communication. The biggest
contributor to this country is e-commerce, online shopping business. Network security
works handled is very sensitive work. I work Mikrotik Router PC based, Firewall,
Bandwidth Control the Bandwidth, WAP, Hotspot Gateway.

1.2 Motivation

There are many jobs in the networking sector in our country including around the world.
Thesystem is easy for the mikrotik handler to used. It can simply control the bandwidth.
Now we communicate properly everywhere. | think with the help of Fareast Islami Life

Insurance Company Limited | will be able to successfully prove my experience.

1.3 Objectives

The Internship gives me eight to ten hours of work experience and it will benefit me a lot
in my job sector. The internship is a kind of job experience. My four-month internship will
benefit me a lot experiences of my future. The internship taught me to be a skilled employer

and skilled leader.

v~ Association the skills found there for writing each unique resume purpose.

Find the skills to resume an interesting training internship in the list below:
v~ To create skilled employers
v Learn how to work and lead a team

~ Develops the strength and attitude to work consistently.

©Daffodil International University 1



v All about IT and networking systems

v Get a better idea of how networking works in all areas.
v Know all router configurations.

v~ Know the responsibilities of an IT officer.

v Professional skills will be good.

1.4 Introduction to the company

Fareast Islami Life Insurance Company Limited is the largest business corporation in
Dhaka, Bangladesh. A leading 3rd generation company for insurance area, The Company
created on 29/05/2000 and gained Certificate on May 29/05/2000 as a Public Limited
Company under the Companies Act, 1994 and succeeding registered with the DSE and
CSE Stock company Ltd in the year 2005.

1.5 Report Layout

In the chapter (1) I shown chapter 1 introduction, motivation of internship, internship
object and introduction to the company.

In the chapter (2) I shown in chapter 2 the company introduction, bank organization and
banking weakness, strangeness and threats.

In the chapter (3) | shown in chapter 3 how to exercises, Events and work of
internship.

In the chapter (4) | shown in chapter 4 Competencies Earned, Smart Plan, and
Reflections.

In the chapter (5) | shown in chapter 5 Conclusion and Future Scope.

©Daffodil International University 2



CHAPTER 2
ORGANIZATION

2.1 Introduction

Fareast Islami Life Insurance Company Limited is the largest company in Dhaka,
Bangladesh. A leading 3rd generation company for insurance area, The Company created
on 29/05/2000 and gained Certificate on May 29/05/2000 as a Public Limited Company
under the Companies Act, 1994 and succeeding registered with the DSE and CSE Stock
company Ltd in the year 2005. The rules and procedures are based on digital process. My
Internship branch is (Head Office) Paltan in Dhaka, Bangladesh. At presence the official
assets of the organization is taka 1 billion and payable assets is taka 747 million and 420
thousand. In the year 2018 total numbers of stockholders were 8066. The company are
dealt both in DSE and CSE Stock Ltd in A category. The whole market price of the
companies’ stocks is tk 723 million 740 thousand in 2018.

2.2 Product and Marketing Situation

The various operations are being functioned and the major functions of the organizations
can be described briefly-
v Deposit System,
Payment function,
Online Statement,
Mobile Activities,
Online payment,
Business Analysis,
Collection function,
Fund Transfer,
Investment functions,
Issuing Letter of Credit (LC),

Issuing Bank Guarantee,

N N N N N N N NN

Foreign trade services e.g. export, import, remittance etc.
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2.3 SWOT Analysis

Strength:
Strong Board of Director: The Board of Director of that Fareast Islami Life Insurance
Company Limited is stronger of than other insurance company.

Top Management: The top management of the Fareast Islami Life Insurance Company
Limited Bangladesh. They contributed yearly towards the growth and development of
the company.

Positioning of , Fareast Islamic Life Insurance Company Limited: Strong positioning
of the Bangladesh. in the insurance company of Bangladesh.

Financial stability: The employers of Fareast Islami Life Insurance Company Limited
Bangladesh. are very stable business persons in Market such on Nassa Group, Bexine

group of industries etc.

Weakness:
Important weakness for Fareast Islami Life Insurance Company Limited. this weakness
pushes the insurance for behind from the other competitor.

Advertised are —

Billboard: There are few Billboard of Fareast Islami Life Insurance Company Limited.
It is not sufficient marketing Activities.

Incorporate Image: Save the environment by young plant seedling.

Opportunity:

There are framework for business success of Fareast Islamic Life Insurance Company Limited
Bangladesh.

Threats:

Does it stay to remain apparent how remote purchasers can prove to grip the Cyberspace.
The Monetary Disaster - Homeowners more averse to develop their Broadband

associations stock marketplaces lack of faith in the on-screen interchanges advertise.

©Daffodil International University 4



2.4 Organizational Structure
Fareast Islami Life Insurance Company Limited is type of business is organized
according to location. It has 552 branches. Fareast Islami Life Insurance Company

Limited’s Organizational Structure below:

Chairman
Vice Chairman
Director
Independent Director
Chief Executive Officer
Chief Consuliant

Director

Deputy Managing Director & Chief Financial Officer

Assistant Managing Director
Senior Executive Vice President
Executive Vice President
Joint Executive Vice President
Senior Vice President
Joint Senior Vice President
Vice President
Joint Vice President
Assistant Vice President
First Assistant Vice President
Senior Executive Officer
Executive Officer
Senior Officer
Front Desk Officer
Officer

Figure: 2.1 Organizational Structure of Fareast Islami Life Insurance Company Limited
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CHAPTER 3
INTERNSHIP TASK, PROJECT AND ACTIVITIES

3.1 Daily Task and Activities
Month=> 1: In the first month of internship I learning.
v Networking Equipments.
Routers.
Media Converter.
Fiber.
Switching
v Knowledge of PoE.
Month=> 2 and 3: In the second and third month of internship I learning.

v
v
v
v

v Designing of the network.
v" Concept of the networking connectivity.
v’ Lan connectivity
v ISP NOC support system.
v Radius Sever Maintained
v" MikroTik Router.
Month=> 4: In the this month of internship on my company I have learning. performed
the following tasks:
v" Knowledge of Mikrotik Router.
v" Knowledge of IP addressing.
v" Knowledge of DNS server.
v" Knowledge of Route.
v

Knowledge of Bandwidth Manage.
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3.1.1 Basic Router Configurations:

Set router clock to the current date and time

Router#clock set 03:35:00 13 mar 2020
Router#show clock
*3:35:3.065 UTC Wed mar 13 2020

Configuring the router hostname to
Fareastl
Router(configl-hostname Fareastl

Set Banner Message of the Day to Unauthorized Access Prohibited!
Fareastl(config)#banner motd #Unauthorized Access Prohibited! #
Newly-entered passwords must have a minimum length of 6 characters.
Fareast](config)#security passwords min-length 6

Protect device configurations from unauthorized access with the encrypted
password. Set the password to Ars@123.
Fareast](config)#enable secret Ars@123

Secure all the ways to access the router. Set the passwords to Ars@123.
Prevent all passwords from being viewed in clear text in device configuration files.
Fareast](config)#service password-encryption

Prevent device position messages from interrupt command line entrances at the
device console.

3.1.2 Assign IP address to Hosts and test Intra-VLAN communication

Assign IP address to Sales PC1, MKT PC1, Printer, Sales PC2, and MKT PC2
from their corresponding subnet. At this point you should be able to reach the hosts
of the same VLAN. But you able to reach hosts of other VLAN. In order for you to

reach hosts of different VLANS, you now need to configure Inter-VLAN routing.

©Daffodil International University



Try to ping Sales PC1 (172.16.1.66) to Sales PC2 (172.16.1.67) and you

should be successful.

PCzping 172.16.1.67
Pinging 172.16.1.67 with 32 bytes of data:

Reply from 172.16.1.67: bytes=32

time=0mz TTL=128 Reply from
17216167 bytes=32 time=3ms

TTL=128 Reply from 172.16.1.67:

bytes=32 time=0ms TTL=128 Reply

from 172.16.1.67: bvtes=32 time=1ms

TTL=128

Ping statistics for 172.16.1.67:

Packets: Sent =4, Recerved = 4, Lost = 0 (0% loss),
Approximate round trip times m milli-seconds:

Minimum = Oms, Maximum = 3ms, Average = Ims

Now try to ping Sales PC1 (172.16.1.66) to MKT PC1 (172.16.1.98). It will

not be successful.

3.1.3 Configure Inter-VLAN Routing VLAN, Voice VLAN, VTPs

Configure Trunk on SB1DLSW, SB1ALSW1 and SB1ALSW2 Trunk ports for
SB1DLSW, SB1ALSW1 & SB1ALSW?2 are altogether ports attached to alternative
switch or router. Setup all the Trunk ports to trunk mode, and assign VLAN 6 as the
native VLAN. On SB1DLSW, configure port Fa0/1-4 and Gigl/1 as trunk port. The
series command critically decreases the quantity of repetitive command essential enter

when configure the same command on various ports.

©Daffodil International University 8



SB1DLSW (config)#int range g1/1, f0/1-4
SB1DLSW(config-if-range)#switchport

mode trunk SB1DLSW{config-1f-

range f#switchport trunk native vian 6
SB1DLSW(config-if-range)=exit

On SB1ALSWI, configure port Fal/1-4 as trunk
port. SB1ALSW1(config)=int range f0/1-4
SB1ALSWI(config-if-range) #switchport

mode trunk SB1ALSW1({config-if-range)
#switchport trunk native vlan 6
SB1ALSWI(config-if-range) #exit

On SB1ALSW?2, configure port Fall/1-4 as trunk
port. SB1ALSW2(config)=int range f0/1-4
SB1ALSW2(config-if-range) #switchport
mode trunk SB1ALSW2(config-if-range)
#switchport trunk native vlan 6
SB1ALSW2(config-if-range) #exit

To view trunk ports, use the following command:
SB1ALSW2#show interfaces trunk

3.1.4 Configuring Syslog:

Network admin has a various of opportunity for stored, interpreted & displayed this
message. And alerting to individuals message that possibly will has the extreme
impression on the network structure. The greatest common technique of editing system

message that network policies deliver to use a protocol called system log.

©Daffodil International University 9



Syslog Server

System Messy wm Messages
- g
—

Figure 3.1: Syslog Server

- Every syslog message contains a severity level and a facility.

Emergency Level 0 System Unusable

Alert Level 1 Immediate Action Needed
Critical Level 2 Critical Condition

Errar Level 3 Error Condition

Warning Level 4 Warning Condition

Motification Level & Mormal, but Significant Condition
Informational Level & Informational Message
Debugging Level 7 Debugging Message

Figure 3.2: Security Level

3.1.5 Configuring SNMP:

S.N.M.P is an application layer protocol that offers a message setup for communication

among managers & agents. The S.N.M.P system entails of 3 basics:
v~ SNMP manager
v~ SNMP agents (managed node)

v~ Management Information Base (MIB)

©Daffodil International University 10




Resides for SNMP agents and MIB networking device clients. Network devices such as
switches, routers, servers, firewalls, and workstations must be managed, equipped with an
SMNP Agent software module. MIBs are meant to store information about device
operation and be made available to authenticated remote users. The SNMP agent is
responsible for providing local MIB access to objects that reflect resources and activity.
Uses UDP, port number 162, to send SNMP recovery and management information. To
run SNMP, you must have NMS MIB access. To confirm that the access request is not
valid, some form of authentication must be in place. The community string MIB using
SNMPv1 and SNMPv2c controls access to them. No community string plain password.

For the SNMP community string authentication access object in MIB.

3.2 Activities and Events
3.2.1 SSH Configuring:
Use SSH version to 2. Use the value 1024 for encryption key strength. Set time out to 60

seconds and limit authentication retries to 5.

fareastl(config)#ip domain-name smaviation.com Fareastl(config)zcrypto key generate
rsa

The name for the kevs will be: Fareast] smaviation.com

Choose the size of the kev modulus in the range of 360 to 2048 for your General-Purpose
Keys. Choosing a key modulus greater than 512 may take a few minutes. How many bits
in the modulus [512]: 1024

% Generating 1024-bit RSA keys, keys will be non-exportable... [OK]
Fareast1{config)=1p ssh version 2 Fareastl{config)#1p ssh time-out 60
Fareast]{config)1p ssh authentication-retries >

Create a user having username: admin and password: adminl23. Configure user
authentication for in-band management connections.

Fareast1{config)#username admin secret adminl23

Fareastl{config)=lme viy 0 4

Fareast1{config-line) #transport input ssh Fareast](config-line) #login local

Fareast]{config- line) =exit

©Daffodil International University 11



3.2.2 Fareast Router Information:

Basic Router Configuration

v

D N NI NN

<N X X

Set router clock to the current date and time

Configure the router hostname: Fareastl

Set Banner Message of the Day to Unauthorized Access Prohibited!

A new enter passwords must be minimum length of 6 numbers.

Secure device configure from illegal access with the encrypt
password, Set the password to ars@123.

Secure all the ways to access the router. Set the passwords to ars@123.
All the password view in clear text in device.

Prevent device status messages from disturbing command line at console.

The router from trying to solve the command line entriesto IP addressing.

Frame Relay DLCI Mapping:

Data link connection identifier (DLCI) for a 10-bit wide frame relay link-local

virtual circuit identifier to a particular PVC or information to be used in the frame.

Frame Relay Network DLCIs to use statistical multiplex frame. DLCIs act as load

and travel frame road signs in each switch.

-,
2911
2dh1 Cloud-PT NB2
N1 Frame-Relay
o
o
Fig.1.2 Frame Relay DLCI Mapping $H91
/ NB3 Y
Figure 3.3: DLCI Mapping
©Daffodil International University 12



3.2.3 About ISAKMP:

ISAKMP simply provides a framework for authentication and key exchange and
is designed to be independent of key exchanges; Protocols such as Internet Key
Exchange and Key Carburized Internet discussion refer to establishing Security
Association SA and cryptographic keys using an Internet environment with a
protocol providing key elements authorized for Internet Security Association and
Key Management Protocols as defined by RFC 2408.

DOI
Eenar \
Application
Key exchange
definition S ISAKNMP process
Application
protocol

API ¢

- _TSL (BSL) e » Socket layer

Transport layer — TCP/UDP

IPSEC —ESP/AH |-=af—3me-] Network layer — IP

Y

Data—link layer

Figure 3.4: ISAKMP Working System.

3.3 Project Task and Activities
3.3.1 PC based Installing process used VMware

v VVMware software
v MikroTik Router x86 file

v" Winbox software

The process of installation is shown below.

©Daffodil International University
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#Stepl:

-

-

Mew Virtual Machine Wizand

WIWARE

WORKSTATION

TS
- What type of configuration do you want?

Welcome to the New Virtual
Machine Wizard

71 Typical (recommended)

Create a Workstation 15.x virtual machine
in a few easy steps.

@) Custom (advanced)

Create a virtual machine with advanced
options, such as a SCSI controller type,
virtual disk type and compatibility with
older YMware products.

< Back | Mext = | [ Cancel

Figure 3.5: Virtual Machine Installing process

WMware Workstati =)
File | Edit View VM Tabs Help [}
[ New Virtual Machine.. Ctrl+N
B
Crl+0
Celew WORKSTATION 155 PRO"
Curl+L
Export to OVF... 7' =2
== ® 2 =
B Create a New Open a Virtual Connect to a
Virtual Machine Machine Remote Server
vmware
[ —r—
Figure 3.6: Virtual Machine Installing process
14
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-

Mew Virtual Machine Wizard

Choose the Virtual Machine Hardware Compatibility
Which hardware features are needed for this virtual machine?

Virtual machine hardware compatibility

Hardware compatibility: | wWorkstation 15.%

Compatible with: ESX Server

Compatible products; Limitations:

Fusion 11.x 54 GB memary
Waorkstation 15.x 16 processors
10 network adapters
8 TE disk size
3 GB shared graphics memory

Figure 3.7: Virtual Machine Installing process

-

Mew Virtual Machine Wizard

Guest Operating System Installation

A virtual machine is like a physical computer; it needs an operating
system. How will you install the guest operating system?

Install from:

Installer disc:

Mo drives available

() Installer disc image file {isa):
C:\Users\MD BABU'\DownloadsYymikrotik-6. 47beta19.isc -

@) I will install the operating system later.
The virtual machine will be created with a blank hard disk.

<Back || MNext> | [ cancel

Figure 3.8: Virtual Machine Installing process
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-
Mew Virtual Machine Wizard

Select a Guest Operating System
Which operating system will be installed on this virtual machine?

Guest operating system

) Microsoft Windows

(77 Linux
(™) VMware ESX
@ Other

Version

Other

Figure 3.9: Guest OS selection

-

Mew Virtual Machue et

Name the Virtual Machine
What name would you like to use for this virtual machine?

Virtual machine name:

Mikrotik

Location:

C:\Users\MD BABU\DocumentsWirtual Machines\Mikrotik

The default location can be changed at Edit = Preferences.

Figure 3.10: Virtual Machine Name

©Daffodil International University
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-

Mew Virtual Machine Wizard 3

Processor Configuration
Specify the number of processors for this virtual machine.

Processors

Mumber of processors: -

Mumber of cores per processor:

Total processor cores:

Figure 3.11: Number of Processor

-
Mew Virtual Machine Wizard 3

Memory for the Virtual Machine
How much memory would you like to use for this virtual machine?

Specify the amount of memary allocated to this virtual machine. The memaory size
must be a multiple of 4 MB.

&4 GE [ Memory for this virtual machine: 024 % MB

32 GB
16 GB

EGE
4CE B Maximum recommended memory:
-

3 GE 2.9GE
1GB
£17 MB M Recommended memary:
755 MB - 256 MB
128 ME
&4 ME Guest 05 recommendead minimum:
32 MBE 32 MB
15 ME
EME
4 MB

Figure 3.12: Memory Size

©Daffodil International University 17



-

MNew Virtual Machine Wizard

Specify Disk Capacity
How large do you want this disk to be?

Maximum disk size (GE): wlo

Recommended size for Other: & GB

[ allocate &l disk space now.

Allocating the full capadity can enhance performance but requires all of the
physical disk space to be available right now. If you do not allocate all the space
now, the virtual disk starts small and grows as you add data to it.

@ Split virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another computer
but may reduce performance with very large disks.

() Store virtual disk as a single file

| <Back |[ Next>

Figure 3.13: Disk Size

-

New Virtual Machine Wizard

Specify Disk File
Where would you like to store the disk file?

Disk file

A 10 GB wirtual disk be created using multiple disk files. The disk files will be
automatically named based on this file name.

ikrotik, vmdk] Browse...

[ « Back ]i Next > ][ Cancel

Figure 3.14: Disk File Name

©Daffodil International University 18



-

Mew Virtual Machine Wizard &

Ready to Create Virtual Machine
Clidk Finish to create the virtual machine. Then you can install Other.

The virtual machine will be created with the following settings:

Marne: Mikrotik -
Location: C:VsersiMD BABU\Documents Wirtual Machines\Mikr. ..
Version: Waorkstation 15.x

Operating System: Other

m

Hard Disk: 10 GB, Split

Mernary: 1024 ME

Metwork Adapter:  Bridged (Automatic) =
Other Devices: CD/OVD, Sound Card -

Customize Hardware. .. ]

[ < Back ] [ Finish J [ Cancel ]

Figure 3.15: Virtual Machine Interface

{fr Home [C] Mikrotik
[[] Mikrotik

P Power on this virtual machine
[ Edit virtual machine settings

v Devices
EMemory 1GE
ﬁprncessors 1
£=4 Hard Disk (IDE) 10 GBE
) CD/DVD (IDE) Auto detect
S Metwork Adapter Bridged (Autom...
clt Sound Card Auto detect
[ 1Display Auto detect

 Description

Type here to enter a description of this virtual
machine.

Figure 3.16: Virtual Machine Interface overview
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Virtual Machine Settings |

!

. Memary
Device Summary
Specify the amount of memory allocated to this virtual machine, The
EMemory 168 memory size must be 3 multiple of 4 MB.
{¥processors 1
3 Hard Disk (IDE) 1068 Memory for this virtual machine: 1024 =] M8
() co/ovD (IDE) Auto detect
2 Network Adapter Bridged (Automatic) chce
=0 Sound Card Auto detect e
[Clpisplay Auto detect ece
sGe B Maximum recommended memory
468 « (Memoary swapping may
see oceur beyand this size.)
168 2968
"l szme B Recommended memory
256 ME -
256 M8
18 ME
s4ME Guest 0S recommended minimum
ame 32MB
16 MB
EMB
4ME
Remove

Figure 3.17: VM HW

-
Add Hardware Wizard

Hardware Type
What type of hardware do you want to install?

Hardware types: Explanation
E=\Hard Disk Add a network adapter.
%) CD/DVD Drive

Floppy Drive

USE Controller

c]i Spund Card

@ Parallel Port

Serial Port

(SR Printer

|§| 5eneric SCSI Device
&Trusted Platform Module

Figure 3.18: Finish

©Daffodil International University



#Step?2:

Select all the option-

T direct input to this virtual machine, press Ctrl+G.

Helcome to MikroTik Router Software installation

Move around Menu using ‘p’ and 'n’ or arrow keys, select with “spacebar’
Select all with "a’, minimum with "m’. Press i’ to install locally or 'q° to
cancel and reboot.

[X]1 system [X1 hotspot [X1 ntp

ppp [X1 ipuvB [X]1 routing

dhcp [X1 kvm [X] security
advanced-tools [X1 lcd [X1 ups

calea [X]1 lora [X] user-Hanager
dude [X1 mpl= [X] wireless@

gps [X1 rmulticast

system (depends on nothing):
Main package with basic services and drivers

Do you want to keep old configuration? [ysnl:_

Figure 3.19: MikroTik Install

Let’s see the MAC address “Userl”

Simple Queues | Interface Queuss  Queue Tree  Queus Types
o T Reset Courters || 00 Reset Al Counters
# MName Tanget Upload Max Limit | Download Max Limit | Packet Marks Upload Queued B... | Download Queue... | Total Max Limit (i...| | ¥
0 2 User1 172.16.10.50 5M 5M
1 2 User2 172.16.10.60 &M &M
ARP List = E
+ T
_ IP Address MAC Address Interface hd
] 3172161050 40:80:5C:10:E8:4D LAN
oC 1152.168.1.1 14:59:C0 03 WAN
DC 1152 168.16 40:80:5C1D:ER:AD WAN
2items 0B queued

Figure 3.20: ARP List
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4 & 5 Control Panel > Network and Internet > MNetwork Connections v O

Organise = Disable this network device  Diagnose this connection  Rename this connection  View status of this connection  Change settings of this connection 52 = 2]

Bluetooth Netwe
Not connected

Broadband Connection 2 Ethernet

Disconnected

® Bluctooth Deviey | o finipert (PPPOE Gigabit Ethernet Cont...
[ WY ) Ef?%m : Cormecton —| ok Comnection Detas B CAWINDOWS\system32\cmd.exe - ping 17216101 -t
Killer E TPv4 Connec| | Property Value
IPvé Conned] | Conection-spectic DN.
Media State:| | Description Killer E2400 Gigabit Ethemet Cortroller
Duration: Physical Address 40-80-5C-1D-E84D
Speed: DHCP Enabled No
1Pwd Address 172.16.10.50
Detais...| | [Py Subret Mask 255.255.255.0
|Pw4 Defautt Gateway 17216101
IPw4 DNS Server 8888
Acthvity IPu4 WINS Server
NetBIOS over Tepip En...  Yes
Linkocal IPvE Address  Fe80:2c7915a3:df85: 674718
|Pw& Defautt Gateway
IPw6 DNS Server
Bytes:
GPropern‘es

Close

Titems  Titem selected

Figure 3.21: Network Connection Details

Queues of Parent Concept:

MikroTik Router

wislsisisivivivivivisie

ether 1 FTP Server ether 5

Switch1 Switch2

DN DN
-  —1 —1

Worker Blog Management Blog
10.30.30.0/24 10.20.20.0/24

Figure 3.22: Topology of Parent Concept
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Click Queues from Simple Queues from General from Name & OK
In the same way, we create the next blog and create a user of management blog.

Next Click on “Queues>Simple Queues>General>Name:(example:
Userl)>Target:(example:10.20.20.2)> Advanced >Parent: select management blog
>Apply>0OK"

O]

Simple Queues | Inteface Queuss  Queue Tree  Qusue Types

*[ =] vlx] (00 Reeet Courters | 00 et Al Courtrs |
# [ [Name ¢ [Target [Upload Max Limit | Download Max Limit|Packet Marks [Upload Queued B | Downlo{ v
4 & Management Blog  10.20.20.0/24 5M 5M
0 £ Userl 1020202 2M 2M
3 £ User2 1020203 ™ M
5 & Worker Blog 10.30.30.0/24 4M 4M
1 £ Userd 10.30.30.2 4M 5M
2 £ Userd 1030303 M M
Simple Queue <lser1> @E
General Advanced | Staistics  Traffic  Total Total Statistics oK [+][=] [#][x]
Packet Marks: [ B |Address + [ Matwork [interface v
H10.10.10.10/24 10.10.70.0 FTP Serber
Apply 510.20.20.1/24 10.20.20.0 LAN
Target Upload Target Download £310.30.320.1/24 1030300 LAN
Limit Al: [unlimited [3] [urlimited [#] bits/s Disable P 17216.10.1/24 172.16.10.0 LAN
57192.168.12/24 192.168.1.0 WAN
Priority: |2 | 2 | Commert
Bucket Size: [0.100 | [0.100 | ratio
Queue Type: |default-small [[#] [defaut-smal [=] Remove
Parent: |Maﬂagemem Blog || ¥ |
Reset All Counters
Torch "l | | .
5items

o I

Figure 3.23: Simple Queues of Parent

3.3.2 Bind MAC Address:

Step 1: Click on, "Interfaces>Select ether2(LAN) and (Double
click>General>ARP:reply-only>Apply>0k™.

Interface <ether?: =E3 @E
iteface | nerace List | Bhemet  Eolf General | Bhemet  Loop Prtect  Satus Trafic [ o |
IE”EI E IE Name: |ether2 |
[Name /| Type . s)  |RxPacket p/s) |FP 1w
R eether! Ethemet MTU: 1500 | [} 3
o
R 4iether? Ethemet Actual MTU: [1500 | - - -
ST |
R 4betherd Ethemet 2 | — ] 9
MAC Address: |00:0C:29:F4:11:00 | o
ARP: [reply-only [+ | CabeTest |
disabled -
ARFP Timeout: e::aabled ILI
-al
« »
Jitems (1 selected)

Figure 3.24: Interface to General Setting
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Step 2:

PC Setting>Network>Local Area Connection>view under settings & OK”.

.
- = S ST rk Connections » v |43 Ml Search Net.. 0
" Local Area Connection Properties [ =d
nnection Rename this connection  » B ~
Networking P & 0 @
Cu nd Connection 2 ~ | Local Area Connection
cemectusng: ected _ Network 5
¥ Realtek PCle GbE Family Controller iniport (PPPOE) @7 Realtek PCle GbE Family Controller
P Internet Protocal Version 4 (TCP/IPv4) Properties o [ae® |
Thi ecti the following it
is connection uses the following tems Geners |
& Ciient for Microsoft Networks
gVMware Bridge Protocol ‘fou can get IP settings assigned automatically if your network supports
1005 Packet Scheduler this capability. Otherwise, you need to ask your network sdministrator

for the te IP settings.
gﬁle and Printer Sharing for Microsoft Networks " e sparopra setings

-4 Intemet Protocol Version 6 (TCP/IPv6)

- Intemet Protocal Verson 4 (TCP/IPvd) (7 Obtain an IP address automatically

& Link-Layer Topology Discovery Mapper 140 Diiver @ Use the following IP address:

& Link-Layer Topology Discovery Responder 1P address: 182,168 . 16 . 50
Instal... Uninstall Subnet mask: 255,255 .255. O

Descrption Default gateway: 192.168. 16 . 1

Transmission Control Protocol/Intemet Protocol. The defaut
wide area network protocol that provides communication
across diverse interconnected networks Obtain DNS server address automatically

@) Use the following DNS server addresses:

Preferred DNS server: 8 .8 .8 .8

G

Alternate DNS server:

[T validate settings upon exit

Figure 3.25: T.C.P/1.Pv4 Configuration with IP
Step 3:

Click on, "Tools>IP Scan> Interface: Select LAN Example: ether2>Address
Range:192.168.16.50>Start".

25 Routing [
&3 System P BTest Server
Q Queues Bandwidth Test

== F— Interface: |ether2 [E2RS Start
] Log Alood Ping Address Range: [192.168.16.50 Stop
4 RADIUS Graphing
Toas 1| PSom

| New Teminal A e -
Netwatch |Address + | MAC Address |Time fms)  [DNS SNMP | Netbios [+
[ LoRa 152.168.16.50 EC:A2:6B:70:04:50 o
& Dot1X Packet Sniffer
@ Dude r  Fing
=4 kv Ping Speed
| 4 Make Supout rif el
& Manual KGN
@ New WinBox GE
E: Exit Telnet
Torch
Traceroute
Traffic Generatar
Traffic Monitor

Figure 3.26: IP Scan
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Step 4:

Click on, "IP>ARP>Add>IP Address:192.168.16.50> MAC Address: EC-A8-6B-70-0A-
5D>Interface: LAN Example: ether2>Apply>0k".

00:0C:20:F-
Settings Dashboard

Se

& Cuick Set

I CAPSMAN
| interfaces
. Wireless
a8
Bidge
= [Fnd ]
=2 PPP = =
o8 Mesh ARP P Address  [¥|[n %] ] | [+][=] [CFrer ]
P | Accounting [IP Address + |MAC Address [Interface [+
© Addresses OC 18216811 14:55.C0.C713:03 ethert
7 MPLS
58 IPvs p | B »
DHCP Relay
# Routing s DHCP Semver 1P Adchess: 19216816 50 oK Itedface: [ether2 [3]a ot
System r
ﬁu DNS MAC Address: [ECAB6B-700A5D | & Cancel Address Range: |192.168.16.50 |~ Stop
ueues
Fles Firewal Interface: |ether2 [#] Apply Close
Lo Hotspet W New Window
IPsec =
RADIUS
2 Kid Cortrol Comment Address.  [MAC Address [Time @ms)  [DNS [ShmP [Netbios hd
S Todls " - 192.168.1650  ECAGGB:70:0A5D 0
Py
@8 New Teminal e
I LoRa Packing Remove
4 Dot1x ot Wake Static
@ Dude - | _Foutes Ping
SMB
=5 vm MAC Pin
[ Make Supoutrt NP = =
& Manual Sevicsy e
@ Now WinBox Settings MAC Telnet
B Socks
TFTP
Traffic: low
UPRP

Web Proxy

DHCP

Figure 3.27: Add Media Access Control (MAC) Address

Now Restart WinBox and reconnect Ethernet port IPv4 into automatic from pc then click
from WinBox “IP>ARP= where show ARP list”.

(= =]

G-O-\@ » Control Panel b Network and Internet » Network Connections b

< [4|[ search et p]

Organize »  Disable this netws
Bluetosth Network Conn

%ﬁ Disabled

e Bluetooth Device (Perso

" VMware Network Adapte
‘ Unidentified network

VMware Virtual Ethernet

§ Local Area Connection Status

General

Connection
TPy Connectivity:
TPv6 Connectvity:
Media State:

Duration:

Speed:

Activity

Sent —

Bytes

41,854

Network Connection Details

=] =]

Property

Connection speefic DN,
Descrption

Physical Adcress
DHCP Enabled

1Pvé Address

Pv4 Subnet Mask
Leass Obtanad
Lease Expires

P Defaut Gateway
Py DHCP Server
Pv4 DS Servers

Pv4 WINS Server
NetBIOS over Tepip En.
Link-local IPy6 Address
IPv6 Defau Gatenay

e

[IP Address + | MAC Address [interface [+
©17276.15.183  FAF2ED2B:E4ET AN |»
£17216.15185  EB:DE:27:50.07:1B LAN ||
©1721615186  18:ABFT-63.EAB5 LAN

e = ©17216.15.187  0C:80:63:9B:B2:1D LAN
21721615188 0C:80.63.0A46:AF LAN

Reahiek PCIe GBE Famiy Controller c172.16.15.183 50:.C7:BF:36:18:27 LAN
LACEALTE 21721615191 70:4F57:55:CA17 LAN
o 21721615192 F8:1A67.36.A5.85 LAN
ot 255 25 1727615193 EC.08:6B:F6:88:91 LAN
Saturday. February 22, 2020 5:17:25 | _| =172.16.15.154 10:62:EB:1A:00:8E LAN
Saturday. February 22, 020 62724 ©1721615195  D4BEDEEBCD19 LAN
et 91721615197 F4F2ED:D0:0C50 LAN
0888 21721615198 18:D6:C7.ED:88.CO LAN
12662244 ©1721615199  D8:00:17:2302:28 LAN
- 21721615201  0C:80:63:76:16:38 LAN
s e b 155721 21721615202 C4:3D.C7.70.A0:8F LAN
| ©17216.15206  F4F26D58:BF17 LAN

i i £17216.15207  BOC5:54:83:8A:69 LAN
©17216.15209  C8:3A:35:2AC2:88 LAN

21721615211 18:D6.C7.D7:4FCD LAN

D  ©1721615215  18:DGCTS4EATF LAN

Figure 3.28:
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3.3.3 Hotspot Configuration:

IP from Pool trom Name from Hotspot Pool & OK

Poaols | Used Addresses

[#][=]

|Hame s |Addresses |Ne:d Pool | |"
= HotsFot_Foaol 1592.168.15.2-192.168.15.254 none
IP Pool <HotsPot_Pool> =] E3
WEG Ml HotsPot_ Pool oK

Addresses: [192.168.15.2-192 | =
Next Pool: [none  [[¥] =

Comment

0|

0
2

Remowve

1 item {1 selected)

Figure 3.29: I.P Pool Config.

Servers |Senrer Profiles | Users User Profiles  Active  Hosts | IP Bindings

E|E| @ | Reset HTML || Hotspot Setup |

MName 4 |Interface Address Pool Profile
Hotspaot Setup =1 E3

HotSpot Interface: (IR N | ~ |

| Back || Mest || Cancel |

Figure 3.30: Hot Spot Setting

Hotspot Setup %]

Set Hot Spot address for inteface

Local Address of Network: | [E2RER R |
Masquerade Network

Back Mext Cancel

Figure 3.31: Hot Spot Setting Masquerade Network
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Hotspot Setup =] E3
Set pool for Hot Spot addresses

Address Pool of Networ:

Back MNext Cancel

Figure 3.32: Hot Spot Setting Add. Pool

Hotspot Setup =l E3
Select hotspot 551 cerfficate
Select Cetficate: AN+ |

Back Mext Cancel

Figure 3.33: Hot Spot Setting SSL certificate

Select SMTP senver

IP Address of SMTP Server: TN |

| Back || Meaxd || Cancel |

Figure 3.34: Hot Spot Setting SMTP

Hotspot Setup O x|
| .
b

DNS Servers: |8.8.8.8

Back Mext Cancel

Figure 3.35: Hot Spot Setting D.N.S
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Users User Profiles |.H.c:ti\re Haosts |IP Bindings Service Ports WWalled Garden

MName £ |Sessi0n Time... |ldle Timeout Shared ... | Rate Limit et | |v
HotsPot_5MEBE none
= &¥default none 1
Hotspot Lser Profile <HotsPot_S5MB>
General | Queue  Advertise  Scripts
Mame: |H|:|tsF'crt_5MEi | Cancel
Address Po:
Session Timeout: | Copy
2 items {1 selected) Idle Timeout: |n|:|ne " - | -
Keepalive Timeout: |DD:DZ:DD | <>

Status Autarefresh: [D0:01:00

Shared Users: |1 | <>

Rate Limit {nob<): |

Add MAC Cookie

Figure 3.36: Hotspot Profile

User log-In System “Open browser and type www.mdbabu.com >Enter

password

HOTSPOT GATEWAY

Figure 3.37: Login Page

IP address: |192.168.15.90
bytes up/down: | 125.4 KiB / 5.3 MiB
connected: | 19s

status refresh: | 1m

log off

Figure 3.38: Log in confirmation
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3.4 Challenges

Network Address Translation (NAT) is a broadly use explanation for IP address shortages.
NAT Introduction the idea that a "private™ IP address is valid only in the local area network
(LAN) and the "public" IP address being used on the Internet must be translated. With
NAT, we share multiple private IP addresses into a single public IP address, thus delaying
the need to establish long-term solutions to IP address shortages. Port Address Translation
(PAT) is a slightly different concept related to NAT. PAT Incoming Sessions, that are

initialize from an external host can map a exact internal host and port.

Home Network Internet

STUN Server

®
®

Home Router

a—3
[

(@)

192.168.0.x 2222

Laptop 192.168.0.20

You are 2.2.2.2

Figure 3.39: Network Address Translation.(NAT)

Wireless Router:

Wireless routers provide a suitable way to access the Internet as well as file sharing
and printing and a small number of wired devices to connect any number of
wireless devices to each other. In some small offices, but typically large companies,
these 3 modules have dedicated part of access points, Ethernet switches, wired
routers and routers.

Because the router is the only way to join to the Internet, the firewall works for all
CPUs in the network, and the individual firewall of each machine may be turned
off. Wireless LAN, Wi-Fi, Hotspot, Cellular Hotspot, Wi-Fi Extender, Router and
WPAN.
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Wired Router Wireless Router

Internet Internet
Modem Modem
Router Router
- Access w WiF
Switch Point wHotspot

/ Ethernet Switch
cables
. / Ethernet
PCs, printers, etc. cables

PCs, printers, etc.

Figure 3.40: Wireless Router
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CHAPTER 4

Conclusion and Future Career & Scope

4.1 Competencies Earned

How it works Configure the computer programming routers, router configuration, network
configuration, and networking operating system under expertise about everything.
Internship skills are acquired in the networking sector. IP configuration can learn all the

gains through new networking.

4.2 Smart Plan

Networking internships are a must have for any Affiliate promoting any program. If all the
organizations work well with the planning in a smart way, then the country has a bright
future Will move forward. Smart planning is all experience and can be used efficiently
further.

4.3 Reflections

They always work for good organization and national organization and for good
reputation. They provide high technology for computer telecommunications and network

solutions. They manage the entire networking system through the network
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CHAPTER 5
CONCLUSION & FUTURE CAREER

5.1 Discussion and Conclusion

When | started working, | worked nine hours a day. The tasks are better on how to configure
computer programming routers, how to gain more skills under router configuration,
network configuration and networking operating system. Internship skills are acquired in
the networking sector.

5.2 Scope for Further Career

Future prospects are acceptable in different zones under Networking. The beginnings of
this Network profession are non-just at the Network level, the system protection parts of

dissimilar regions desktop application growth.
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APPENDICES

Appendix: Company Information

/\% n,  FILB LT FRT LTI (@AM H0e

\ Mg,fh-ﬂﬂw_J_awh—u“a’w,Julleu
& S j‘“ Fareast Islami Life Insurance Company Limited

e..._._u:l._ni-,rg ET I "i"’?’_F'T'?I"T*ﬂ?I'EITW
Head Office
Name Fareast Islami Life Insurance
Company Limited
Address Fareast Tower, 35 Topkhana Road,
Dhaka - 1000
Telephone 09613000123, +88-02-9573077
E-mail info@fareastislamilife.com
Website https://www.fareastislamilife.com
Employees 304
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