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ABSTRACT

This Internship on“ Network Management Using Mikrotik Router ” Mikrotik
Operating system varies easy to maintain and low-cost efficiency. The operating system
is designed for a network router. The computer includes a lot of features for ware and
wireless Network. A Mikrotik router is many functions Bandwidth management, DNS
server, Static, Dynamic, Firewall, NAT, Hotspot, cash Server, point to point Tunneling,
DHCP Server, etc. The Mikrotik router mainly uses in bandwidth management for small
or Big Industry. We have also a discussion on Mikrotik router Operating system Upgrade
process which may require adopting new version in features. The aim of this Internship is
to create virtually a Mikrotik Router to manage a small or Big Network. A Mikrotik
Router mainly use for bandwidth control for your user. You can Provide Internet Ware or
Wireless to Control Bandwidth. When you Setup On ISP server or Mikrotik Router
Configure that time this Router Provide High Security service for Client. This report
discussed about the purpose of the specific server using on Internet service Industry or

any client.
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CHAPTER 1

Introduction

1.1 Instructions:

A Network Device is connecting to computer, Peripherals and Lot of device, Router,
Switch, Hop and Wireless access points are the essential networking basics. | choose An
Internship Because | wanted to get Experience. Mikrotik router are using for bandwidth
control. Most impact site visitors also use peer to use tools that are useful for the
bandwidth used, due to its method of sending big size of data from the receiver to the
sender. The ISP Company mostly uses Mikrotik routing from bandwidth control and user

management.

1.2 Motivation
We know that the Internet using increases day by day. Every company or Organization is
using Networking. That's why | choose Daffodil Online limited for the learning
networking management system. Daffodil Online Limited(DOL) has many well-known
and one of the leading Internet service provider in Bangladesh. | was able to
communicate better with the clients as well as the delivery on the Internet.
1.3 Internship Objective
This Mikrotik operating system provides a command base and graphical user interfaces
operating system and works very easily. The main goal and purpose are to maintain users
and provide security Insure. My Internship Program is to set myself up as qualified in the
focused activity advertises.
More Obijective is given bellow:

e Install Mikrotik network configuration.

e Learn about the networking device

e How to Communicate with Clients

e Provide better service to clients

e Install Linux for server administration and maintain hardware.
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1.4 Introduction of Company

Daffodil online limited is one of the high-quality Internet service providers in
Bangladeshand providing a one-stop integrated ICT service and solution since July 2002.
Daffodil online limited are provide many services and professional courses and training.
DOL is the fastest Internet service in Bangladesh and a reasonable price. It has own Fiber
Optic and Radio Link WAN infrastructure to serve corporate, AME and individual

clients. This is company all the time latest technology and upgrading the service day by

day.
Table 1.1 Information on the company
Company Name Daffodil Online Limited
Type of Organization Internet Service Provider(ISP)
Address 102, Shukrabad (3" floor), Mirpur Road,
Dhanmondi, Dhaka — 1207, Bangladesh
Cell Phone 9143258,9143259
Internal IP Phone +8801713493097
E-mail info@daffodilnet.com
Website https://www.daffodilnet.com/

1.5 Report Layout

Chapter-1 | have discussed the objective of internship, Introduction, Motivation of
internship, Motivation of Company. Chapter-2 | have discussed Company profile,
Company services, etc. Chapter-3 | have discussed daily work and activities,
Challenges, etc. Chapter-4 | have discus on the Competencies Earned, smartly planned

Reflections.Chapter-5 | discussed details on the conclusion and Future Scope.
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CHAPTER 2
ORGANIZATION

2.1 Introduction

Daffodil Online Limited is the oldest internet service Provider in Bangladesh and
providing one-stop integrated information and Communication Technology service and
solution since July 2002. It has won Optic and Radio link infrastructure to serve
corporate. Daffodil Online Limited is a very secure and strong management team
certified and associated with SUN, Cisco, Microsoft, Linux, and Oracle, world-leading
computing associations including IEEE, ACM, ACS, BCS, and PMI. DOL uses everyday
latest and upgrades technology in your company and 24/7 hour service to provide your
clients. The center's Corporate Network Solution department is capable of providing

state-of-art network and telecommunication solutions with a group of highly efficient

technical experts.

2.2 Service provide

» |IT services

High-Quality Internet Speed provide
Every day Backup

Internet Solution in Corporate Level
24/7 day supports

Make Wi-Fi zone in any area
Datacenter and Co-Location

DNS and proxy server solution

Mail server Solution

Domain and Hosting
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» Professional Training Service
e Internet service provider setup using Mikrotik and Linux
e Training Course on Certified Ethical Hacking(CEH)
e Red hat Certified Security Specialist(RHCSS)
2.3 Target Group
% We can try to increase the main goal of the high level in our country
% This goal is the main core issue of a company. Fineness is varied well for the
company so you want to provide good service to any client or any Organization.
%+ One or more of the businesses are run in your organization example education,
hospitals, clinics, wood Industries, Garments Industries, Real estate companies,
etc.
“+ We would like to increase our journey to high levels of skills and business of their
clients.
2.4 Strength Weaknesses Opportunities and Threats Analysis

This is a Business approach in any kind of location to develop the skill.

Strength  Weaknesses
Opportunities  Threats

Strength

Communicate with each other try to solve the problem, collect information also

establishes E-Business. Knowledge of existing networks. Good Understand with a user.
Weaknesses

More double cost of efforts and infrastructure. The high cost of the result is a more

similar effort.
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Opportunities

Increase the efficiency of the people. Globalization Response. The easy arrangement on
cloud stages

Threats

This confines us to the server, where it’s difficult to manufacture a group.

2.5 Organization Structure
Structure of Daffodil Online Limited
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Figure 2.5.1.00rganization structure

CHAPTER 3
Internship Roles & Responsibility

3.1 Daily Task and Activities:

% Month-1 In this month of my Internship at Daffodil Online Limited I have learned
and performed the following Tasks.

About IP Address

About subletting

Introduction of Mikrotik

Pc base Installation of Mikrotik operating system using VMware

Configure Mikrotik Router

Mikrotik router Configure ISP link

Configure LAN Network

VVVVVYVYYYVY

.,

% Month-2 This month I have learned and performed the following tasks:
> Firewall and NAT Configuration

» Static-IP Configuration

» (DHCP) Dynamic Routing Configuration

» Queue Configuration

R/

%+ Month-3: This month I have learned and Performed the following Tasks:
> Bridge Mode Configuration

» Site Blocking Configuration

» Bandwidth Distribution

» Day/Night Package

%+ Month-4 This month | have Learned and Performed the Following Tasks:
» Bind MAC Address
» PPPOE Server Configuration In Mikrotik Router

3.3 project Task and Activities:
3.3.1 About IP address
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IP means Internet Protocol; Network directors have interpreted an IP address in two
components. When any person communication through Internet that time you using IP. A
big range of sophistication finished network design permit for the appointment of people
or network and the properly sub community layout. An IP address is 5 Classes

Class Range No of Network No of Address per
Network

A 0-126 27=128 224=16777216

B 128-191 241=16384 216=65536

C 192-223 221=2097152 28=256

D 224-239 Multicast Address

E 240-254 Multicast Address

3.3.2 About Subletting

A subnet work or subnet is a logical subdivision of an IP Network. When you are work
small network that time you calculation Subnet or you Loss IP.

PSS

&

)
R L |
= =
Ip=( =d —J
= i
Terd C

Figure 3.3.2.1 subnetting
3.3.3PC Based Installation of Mikrotik Router Using VMware:

MikroTik is a network-based equipment manufacturing company. MikroTik was founded
by Latvia in 1996 to develop ISP System with Router & Wireless Devices.

Requirement Items:

e VMware Workstation Application
e Mikrotik Router OS ISO Image file
e WinBox
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A

=

V'nwa re winbox64.exe

Figure:-3.3.3.0 Software for VMware, Mikrotik 1SO, Winbox exi

This software are use for Configuration on Mikrotik Router.
Now, | will The Install Guideline Step by step:

Step 1: At First install VMware Application and open it, Then click on File> New Virtual
Machine and Next> Next> Ok.

Step 2:Create a new virtual machine.

WORKSTATION 155

Create a New Open a Virtual Connect to a
Virtual Machine Machine Remote Server

Figure:- 3.3.3.1 New Virtual Machine Create

Step 3:Select virtual machine hardware compatibility and next.Step 4:Guest operating
system installation>Select, | will install the operating system later>Next.Step 5:Select a
guest operating system>Select, Other>Version>other>next. Step 6:Give me a name for
the virtual machine and select the file location.>Write a virtual machine name: Example
of:  Mikrotik>Location: Example of: C:\UserssMD BABU\Documents\Virtual
Machines\Mikrotik>Next. Step 7:Select the processor's configuration as needed>Write a
Number of processor: Example of: 1>Number of cores per processor: Example of:
1>Next.Step 8:Let's select the range of memory for the virtual machine >Write
a Memory for this virtual machine: Example of: 1024 MB>Next. Step 9:Let's select

the range of disk capacity for the virtual machine>Wwrite a Maximum disk size
8

© Daffodil International University



(GB): Example of: 10> select split virtual disk into multiple files>Next. Step 10:Specify
disk file location>Write a disk file: Example of: Mikrotik.vmdk>Next.Step 11:Ready to
create a virtual machine>If | verify the information, click on the Next option.Step
12:Select Virtual Machine settings>Double click, “Edit Virtual Machine settings”.Step
13:Edit Virtual Machine settings.>Click on, Add and ok.Step 14:Add hardware
wizard>Click on, “Network Adapter>Finish>Ok”.Step 15:Now select on the Installer
disk image file (ISO) and choose the ISO image file and then click on Next. After that
create a virtual machine name and also choose a location, where the machine will be
installed, then click next. Now configure the Hardware requirement how we have
need.>Select all with, “press ‘a’>press ‘n’>press ‘y’>Enter”.Step 15:Install successful
Mikrotik OS.

Now I select the Installer Disk image disk(ISO) and choose the ISO Image file and click
next. Then | create virtual machine name and select which location this file save or install
and click next. Now Configure the Hardware Requirement how we are need

) Mikrotik o - Viiware Warkstati =T
File Edit Viev VM Tabs Help =R R | s i [T~
Eieany * | [ Mikrotik os
L Type hereto search -
= [ My Computer
[F] Windows Server 2016
IT] Windows 7 64
[F] Windows Server 2016 (2] 092078 20 :65:48
5] Ms-DOS
[ Mikrotik os 8:6B:70:8A:5D
] Mikrotik 0-20Z0 00:20:19
1 Shared VMs
02020 00 B
B:0A:5D
2@ 0
Pzl @
To direct input to this VM, click inside or press Ctrl=G. Sonnda | @

Figure 3.3.3.2Mikrotik OS Installation

3.3.4 Mikrotik router Configuration
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Switch %,’__r; l \

Gateway Internet

172.16.15.1

Interface: WAN

. - 172.16.15.16/24
MikroTik Router Subnet Mask

255.255.255.0

Interface: LAN Interface: MAN
192.168.1.1/24 192.168.2.1/24
Switch = =]
FTP Server /I\
Work Place User
121080300 192.168.1.10 192.168.1.20

Figure 3.3.4.1 Network Topology for Mikrotik

When the Mikrotik 1SO Install Successful that time wait for user name and password for
login then Mikrotik router default user name admin and password not given that when we
press enter then Mikrotik router run command line. | am using Mikrotik router GUI
interface on WinBox software. This Software connects to Mikrotik router MAC Address.

O 2dmin®00:0C:29:A0:5E:B3 (MikroTik) - WinBox v6.46.2 on x86 (x36) (= e |
Session Settings Dashboard
> || e | | Safe Mode Session:|00:0C:29:A0:5€:83 u &
A5 Quick Set Teminal B
3 CAPsMAN -

©8 Mesh
48 1P
MPLS
x5! 1PvE
¥ Routing
3¢ System
& Queues
[ Files
Log
£ RADIUS
€ Tools
B New Teminal
s LoRa
«}» Dot1X
@ Dude

Y KVM

Figure 3.3.4.2 WinBox Dashbord
Press user name admin> password Nun.
3.3.5 Static IP Configuration with Mikrotik Router

10
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Step 1:Mikrotik Router Assign Port name which port are LAN, WAN and FTP server

i :0.C:29: - roTik) - on
Session Settings  Dashboard

Safe Mode Session 00:0C:29:49:5D:6D
As Quick Set
T CAPsMAN
8 Interfaces
G Wirsless
=2 Bridge
=8 PPP
°1g Mesh
5= 1P
<27 MPLS
sl IPvE
@ Routing

Interface List

Interface ‘Imerface List Ethemet EolP Tunnel IP Tunnel GRE Tunnel VLAN VRRP Bonding LTE

(- |[=] [ [=1] [F] [[petest imemes |

[Actual MTU [L2 MTU [T
1500

< [Type
Ethemat
Ethemat
Ethemet

[MName

##FTP Server
LA
AN

1500
1500

ird el el il

FTP Server, WAN

Figure 3.3.5.1 Interface

Now Add a IP address first Click IP>Address>Add IP on Address on CIDR value then

apply > ok.

Step 2:Static IP Use for manually assign on Mikrotik Router LAN port and which

Fast of all |
am defend Port name. | am click Interface> port name 2 click and change name >LAN,

Computer are Connect on this port this Computer manually assign IP that is Static Now |

am select add and put IP address and choose Interface.

(=[]
|.-"—‘u:|dress - I Metwarc I Intefacs I | -~
=" 172.16.15.16/24 17216150 VAR
= 152 168 .50 1,24 152 168 50 .0 LAM
o 192.168.60.1.°24 152.168.60.0 FTP Server
Address <192.168.50.1./24> =] E3

Address: | el iRy Pl | OK

Metworc: | 152.168.50.0 e | Cancel

Inteface: |LAN " == | Apphe

C
T

Figure 3.3.5.2 IP Addressing

Add>Address>192.168.50.1/24>interface>LAN.

© Daffodil International University
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Step 3:Domain Name System are use server IP you can use your personal server IP. | am
using Google server IP 8.8.8.8

Sess’io_n gs D ARP
[][] [sefomode | pcorang
A& Quick Set Addresses DNS Settings
I CAPsMAN DHCP Chent
8 interfaces DHCP Relay
I Wireless
&5 Bndge
=g PPP
©13 Mesh
|2 1P

&7 MPLS
58 1PvE
#% Routing
455 System
@B Queves Routes
Files SMe

Servers: (878788

[[] Alow Remote Requests Apply
Max UDP Packet Size: [4036 Static

—_—

Query Server Timeout: [2.000 ] s
Query Total Timeout: [10.000 ] s

Max. Concument Queres: | 100
Max. Concument TCP 20

|

Cache Size: [2&? | ke
Cache Max TTL: [7d00:00:00 |
Cache Used:

& Tools "
|88 New Teminal
s LoRa

<} Dot1X

@ Dude r
=4 kvm

Figure 3.3.5.3 Domain Name system Server

Now I am Click Again IP > DNS > Add Server IP address > Apply Ok

Step 4:Firewall Configuration means you can permission Communication for World Aria
Network first | am select srenet

L) admin®00:0C:29:2 EE=S 8 )
Session Settings Das
loxlc"[s‘“w’d‘ Accounting e
& Quick Set Addresses | Firerwal l
I CAPsMAN DHCP Clent FitecRuss NAT | Mangle || Raw | Service Pors | Connections | Address Lists | Layer7 Protocols
- intedaces DHCP Relay ] [ 7| |00 Reset Counters || 00 Roset MiCountes | [Fin |
I Wireless OHCP Server [Sre. Address |Det. Address |Proto... |Scc. Port  |Dat. Port
34 Badge ONS 1] g i s | o it 1|
8 PPP [ Firewan
13 Mesh Hotspot
ag 1P & IPsec
MPLS P Kid Control
38 IPvE F Neighbors
38 Routing I Packing
55 System r Poal
@ Queues Routes
(] Fies sme
2] Log SNMP
£ RADIUS Services
XK Tools I Settings
(8] New Teminal Socks - =
e e : [[ethemet-2 (WAN) |[®
i Dot1X Trathic Flow
© Duse T
=4 kM Web Proxy

Figure 3.3.5.4 Firewall

After again Click IP > Firewall > NAT > Add +> General > Chain: srcnat > Out Interface
Ethernet-2 (WAN) > Apply > OK

12
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Step 5: Firewall Configuration means you can permission access World Aria Network
convert Private IP to Public IP for Communication. Second | am select masquerade.

[E=8 reon ==

Session  Settings Dashboard
[0][ca] | sefettode | session:[000C25:405E 83 [ 15)

& Quick Set
I CAPsMAN
. intefaces
I Wireless
25 Badge
8 PPP

“13 Mesh

4e 1P

2 MPLS

g IPvE

38 Routing
& Queves
[ Fles

1] Log

2 RADIUS
X Tools )
B New Temminal
= LoRa

4f» Dot1X

© Dude f
=y KVM

Fiter Rules NATlMande Raw Service Pots  Connactions Address Lists Layer7 Protocols
[# = (v|[%]| (@ 7| oo ResetCounen | 00 Reset 4 Courters |

Action Chan [Src. Address |Dst. Address |Proto...|Scc. Pot | Dat. Port
e T S | il ‘ ‘

General Advanced Bara Action | Statistics

Action: |masquerade i¥

|accent
|add dst to address kst
|add src to address kst

Log Prefic:

o
To Ports: [RfTaee

Figure 3.3.5.5 Firewall

And again Click IP > Firewall > NAT > Add +> Action=masquerade> Apply > OK

Step 6 IP Route means you select your destination address and your gate way when you

select 0.0.0.0/0 then you can reach any destination and which route you access the
Internet that is Gateway my gateway is 172.16.15.1

(= | == = |
00:0C:29:45:5D:6D | Wil
As Quick Set =1/ E3|
T CAPsMAN Foutss | Mexthops | Rules | WRF
o Intefaces e — =
= (=] [~][se] (=] [(Frs 1= I=]
== |Dst. Address - |Gateway |Distance | Routing Mark | Pref. S -
EZ Bridge AS F 000050 172.16.15.1 reachable WAN ]
=2 PPFP DAC P 172.16.15.0.24 WWAN reachable o 172.16.15
DAC P 152.168.50.0-24 LAMN reachable o 192.168.5
I8 Mesh DAC P 152.168.60.0-24 FTF Server reachable o 192.162.6
=55 =
== R [ Foue <0.0.0.0-0>
# MPLS
< General Astributes oK
xsl IPvE =
28 Routing - Dst. Address: |[IEINTNENI] ] Fe—
System " Gateway: [172.16.15.1 [#=] [reachable vwan | = Apply
& Qucues i
Check Gatsway: ~ ==y
[ Files l l
El Log Type: [unica: st =1 Commet
Copy
S RADIUS Distance: [1 | -~
~ Remowv
HE Tools Scope: [30 ]
New Terminal | . - s |
et =
. arget Scope
i» Dotix Routing Mark: | I
@ Dude N Pref. Source: | |~
=5 KV

Figure 3.3.5.6 IP Routing

Now Click IP > Routes > Add +> General > Dst Address + Gateway > Apply > Ok

© Daffodil International University
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Step 7: Then Static IP Configuration has been Complete. Than | am cheek internet on
Mikrotik Router on Terminal

© 2dmin@00:0C:29:A0:SE:B3 (MikroTik) - WinBox v6.46.2 on x86 (x86) (= =5 |
Session Settings Dazhboard
© || oo | | Safe Mode | Session:[00:0C:29:40:5E:83 -
J& Quick Set Terminal (S]]
i CAPsMAN
- irtedaces
I Wireless
& Bndge
Wy PPP
2.2 Mesh
P
MPLS
st IPv6
#2 Routing

{3¢ System
& Quaves
B8 Files
Log
£ RADIUS
XN Tools
[ New Teminal
- LoRa
< Dot1X
O Dude

S KVM | >

Figure 3.3.5.7 Internet Protocol Ping (IP)
New Terminal > press Enter and write ping space (gateway IP) then press Enter

Step 8:Finally I am Connect on My Computer with Static IP Manually and | am using
Google domain name system server 8.8.8.8

Internet Protocol Wersion 4 (TCP/IPWw) Properties = ==
Semaral |
You can get IF settings assigned automatically if vour me o k supports

this capability. Otherwise, vou mnesd to ask your metwork administrator
for the appropriate IF settings.

o Obtain an IP address automatically
@ Use the following IP address:

IF address: 122 . 158 . 5O . FO

Subrnet mask: 255 . 255 . 255 . O

Default gateway: 192 . 158 . 50 . 1
Obtain DMNS server address automatically

W@ Use the following DMNS server addresses :

Preferred DMNS server: = . = . = . =

Altermate DMNS serwver:

[ vaticote mctungs upon et

[ [=rs ][ Cancsl ]

Figure 3.3.5.8 TCP/IPV4 Configuration

Click Network Setting > Change Adapter Option > Local Area Connection > Right Click
and Properties > Choose Option IPV4 > use IP Address gateway subnet mask and DNS
server > Apply > Ok

14
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3.3.6 Dynamic Host Configuration Protocol (DHCP) With Mikrotik

DHCPservers provide IP by default. Whish port Configure DHCP Choose this port. You
define your DHCP Network address and Gate Way then you select a Pool Which IP
provide on DHCP and define your DNS server and when DHCP server provide IP that
time this IP fix assign on Computer .

O 2dmin@00:0C:29:40:5E:B3 (MikroTik) - WinBox v6.46.2 on x86 (x86) = e <
Session Settings Dashboard
| Safe Mode Session:|00:0C:29:A0:5E:B3 | Is
A& Quick Set @E]
1 CAPsMAN DHCP | Networks Leasss Options Option Sets Vendor Classes Alerts
M, Interfaces + Y| | DHCP Config || DHCP Setup
1 Wieless Name Interface Relay Lease Time Address Pool Add AR v
a1 Bidge

& ppp
&g PPP

°[g Mesh

of System
@ Queues
Files

Log
S RADIUS

Figure 3.3.6.1 Domain Name System

Click on, IP>DHCP Server>DHCP>DHCP Setup>DHCP Server Interface: Select
interface>Step 2: Input a DHCP address space for the Dynamic Host Configuration
Protocol(DHCP) server.> DHCP Address Space: Example of 192.168.10.0/24>Step 3:
Input a gateway for Dynamic Host Configuration Protocol(DHCP) network.> Gateway
for DHCP Network: 192.168.10.1>Step 4: Input an address to give out for the Dynamic
Host Configuration Protocol(DHCP) server.>Addresses to Give Out: 192.168.10.100-
192.168.10.254>Step 5: Input a Domain Name System (DNS) server for the Dynamic
Host Configuration Protocol(DHCP) Setup.> DNS Servers: Example of 8.8.8.8 and
124.6.224.4>Step 6: Input a lease time for the Dynamic Host Configuration
Protocol(DHCP) Setup.>Lease Time: Example of 00:10:00>

Step 7:Let’s see, if the Address Resolution Protocol (ARP) matches the user’sMedia
Access Control (MAC) address.

15
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@V--\;-\ » Control Panel » Network and Intemet » Network Connections »

Organize v Disable thiz netw

» B v @
0 Local Area Connection Status =) = o e
BL  Blsetooth Network Conn = o Mot d fidactoc UL loc!
Disabled Netwerk Connection Deteils =
B Bluctooth Device Persor Comect
. . mecten Netiwork Connection Detais:
VMware Network Adzptd 1P Comnectivity:
Unidentified network Propety Value =

Mware Virtual Ethernet

IPv6 Comnectivity:

(&) Properties B\Diszble

Connection spaciic DN.

1Pv4 Address
1Pv4 Subnet Mask
Lezse Obtained
Lease Expres

Activity IPv4 Default Gateway
1Py DHCP Server
sent 1Pv4 DNS Servers
Bytest 41,844 IPv4 WINS Server

Linkocal IPv6 Address  fo
1PyE Defaut Gateway

NetBIOS over Tepip En... Yes
80::8dc8:cf1bed5:159%21

Veda State:

Descripion Reatek FCle GBE Famiy Controllr
Duration: -

Physical Adcress 205040524016 11
Speed: DHCP Ercbled

B

b

Close.

Figure 3.3.6.2 Dynamic Host Configuration Protocol

Now, PC Setting>Network>Change adapter setting>Local Area Connection>Disable and
enable>Double Click on Local Area Connection>Details>Show all information.

16
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3.3.7 Queue Configuration

% so
6 9o o

= o
— FTP Server Internet S

] &8
: = %s ‘;’Voo
ether 2 ether 1
MikroTik Router LANIP:
ether 3 172.16.10.0/24

Subnet Mask :
J/ 255.255.255.0
ether 1

ether 2
Switch WAN IP :
z 192.168.1.2/24

e
Subnet Mask :
/ \’ 255.255.255.0
User1 EE [:]E User2
ey P

172.16.10.50 172.16.10.60

Figure 3.3.7.1 Network Topology of Queue Configuration

Step 1: Add IP address for Local Area Network (LAN).

|| = - || M |l | T
Address Metwark Interfaces -
17216 165 16,24 172.16.15.0 WA
0 192168 501,24 152.168 50.0 LA
o 192 162 .60.1,24 152 168.60.0 FTF Server

Address: |l ] DK

Metwaork: | 152.168.50.0 S Cancel

Imterface: |LAN

4

”

Apphy

Disable

Comment

Copy

3 items {1 sel

Remaowe

enablaed

Figure 3.3.7.2 Add IP Address
At First Click on IP > Address > Add IP On Address and Network > Apply > Ok
Step 2:Hasan: 4MB Upload and 4MB Download

Raju: 10MB Upload and 8MB Download
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=1/E3

Simple Queues | Interface Queues  Queue Tree | Queue Types

IEIEI lzl |l:ll:l Reset Counters || 00 Reset All Counters |
= |

|Narne |Target |Upload Manc Limit |D0wnload Max IJmi‘t|UpIoad Awvg. Rate  |Download Avg. R... |Tt:rta|v
o hasan 152.168.50.20 4M 4
1 = raju 192.168.50.30 10M oM

Simple Queue <raju>

General |Muanced Statistics | Traffic  Total Total Statistics
MName: @ | Cancel
Target: [192.168.50.30 =]+ Apply
= -
Target Upload Target Download
L« Maoc Limit: [10M [=] [1om [=] bitsss »
Burst Limit: |un|imi‘ted || * | |un|in1'rted " * | bits/s
Burst Threshaold: |un|imi‘ted || - | |un|im'rted " - | bits.'s
i = o

Tarch

—w— Time

Figure 3.3.7.3 Queues

Now, click on “Queues>Simple Queues>Add>General>Name, Target, Max
Limit>Upload andDownload>Apply OK".

You can defiant name and IP and which user max limited Internet Upload and Download
speed assign this IP.

[=]|EJ)|
Simple Queuss | Interface Cueues Clueue Tree  Gueue Types
[#I[=] [[==] 00 Feset Counters || 00 Reset All Counters |
= | |Narr|e |Target ¥ |Upl|:|a|:| Mee Limit |D0wnload Meec Limit | Packet Marks |Uplc|ad Iv
0 & hasan 152.168.50.20 am am
1 £ raiu 152.168.50.20 10M 10M
ARP List =1 E3
[#l[=] [~][e=] Find
[IP Address + [MAC Address [Interface ||~
DC = 17216151 6C.2B.6B.60.5E.09 WAN
DC =1172.16.15.52 CO0:44:00:C2:98:DD VAN
DC =172.16.15.82 50:E5451E:1C:02 VAN
DC 2172.16.15.142 18:06.CT-AEEF:27 VAN
DC =172.16.15.132 EC:08:66:F6:88:91 VAN
DC =172.16.15.215 18:06.CT:54:EA:1F VAN
+ DC =152.152.50.20 2C:60:0C:64:44:18 LAN =
- DC 1152 168 70252 2C:60-0C-54:44:15 LAN
2itemns| b =1 152.168.70.253 SC:E7:ADAC 44.C0 LAaM
i DC 1 152.168.70.254  0C:27:24:BC:5F:82 LAN

2:Let’s see the MAC address “Hasan”

IP> ARP list

Figure 3.3.7.4 Adders Regulation Protocol
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Step 3: You can see this IP ping or not when this IP ping that time you see TTL=64 and
when this IP is not ping that time you see Unreachable host.

= B & onienlDanal b Mlabawerl and Tntarnat & Mabsork Connections b
w Local Area Connection 5tat]  petwork Cennection Details 22
General Metwork Connection Details:
Connection Property Value
1Pv4 Connectivity: Connection-specific DN...
- - Description Realtek PCle GBE Famity Controller
IPw6E Connectivity: ) - .
) Prysical Address JC-B0-0C-54-A4415
Media State: DHCF Enabled
Duration: |Pvé Address
Speed: IPv4 Subnet Mask
R |Pwd Default Gateway
Details... Bk LamEEy

|Pw4 DMNS Server

|Pwd WINS Server
MNetBIOS over Tepip En...  Yes
Activity Link-ocal IPvE Address
|PvE Default Gateway BN C\Windows'\systern32\cmd.exe - ping 192.168.50.1 -t
Sent |PvE DNS Server Microsoft Windows [Uersion 6.1.70811
Copyright <{c? 280% Microsoft Corporation. All rights re
Eytes: 32, C:sUserssDCU>ping 192 _168.58.1 —t
Pinging 192.168.5A.1 with 32 bhytes of data:
from 192_168_.58.1: bytes=32 time=2ms
| Eroperties | | [FiDisa) from 192.168.58.1: bytes=32 time=Zms

from bytes=32 time=1ms
from hytes= 32 time=4ms
from - bytes=32 time=2ms
from - bytes=32 time=bms
from bytes=32 time=2Zms
from 192. 168 58 bytes=32 time=2ms
from 192 _168_58. bytes=32 time=2ms
from 192 _168_58. bytes=32 time=1ms

Figure 3.3.7.5 Network Connection Details

Windows key+ r>cmd > ping 192.168.50.1

Set of “PRIORITY”:

Step 4:You can Add user on Queue List and set on Individual Priority for user. This is
lower the user’s range, the higher the priority.

19
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O]

Simple Queues | Interface Queues  Queue Tree | Queue Types

d|=| « |3 (3 |T| 00 ResetCounters | 00 Reset Al Counters

# Name Target Upload Max Limit | Download Max Limit| Packet Marks Upload Queued B... | Dowrload Queue..| ¥
) £ Userl 172.16.10.50
1 & User2 172.16.10.60 &M aM

Simple Queue <User1>

= E3
General Advanced | Statistics Traffic  Total | Total Statistics
Target Upload Target Dowrload fect;
Limt At: |unlimited ¥ | |unlimited ¥ | bits/s Disable:
Priorty: |5 5 Commet
. Bucket Size: |0.100 0.100 ratio Copy »
2items (1 selected] 0 e Type: |defauit-smal | [defaut-smal s Remove
Parent: none ¥ REte
Reset Al Counters
Torch
enabled

Figure 3.3.7.6 Simple Queues

Click on “Queues>Simple Queues>User1>Advanced>Priority>Target Upload and Target
Download>Apply OK".

Queues of Parent Concept:
Step 1: Creates a parent concept's blog diagram

MikroTik Router

ether 1 FTP Server ether 5

Switch2

Worker Blog Management Blog
10.30.30.0/24 10.20.20.0/24

Figure 3.3.7.7 Network Topology of Parent Concept

Step 2: You can Divide user which user are manage are and which user are Workers.
When you apply any rules on manager Blog than

In the same way, we create the next blog and create a user of management blog.

20
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Simple Gueues ‘Intedace Queues  Queue Tree  Queue Types.

IE‘EI lz‘ ‘OD Reset Counters ||DD Resst All Counters |

enabled

Figure 3.3.7.8 Simple Queues of Parent

# |  [Name /| Target |Upload Max Limit | Dowrload Max Limit Packet Marks | Upload Gueued B Dawrlod ¥
4 {2 Management Blog  10.20.20.0/24 M aM
0 Userl 10.20.20.2 m M
3 [ User2 10.20.20.3 ™M M
5 & Worker Blog 10.30 30.0/24 M aM
1 2 User3 1030302 4m 5M
2 B Userd 10.30.30.3 m kL]
Simple Queue <lser1>
General Advanced | Statistics  Traffic  Total  Total Statistics. oK IE‘ |E|
Packet Marks: | i Cancel Address # [Networe Interface| ¥
£10.10.10.10/24 1010.10.0 FTP Serber
Apply #510.20.201/24 1020200 LAN
Target Upload Target Download 103030 1/24 1030300 LAN
Limit At |unmited |[#] |unimited | %] bitsss Disable PI7216.101/24 17216100 LAN
£5192.168.1.2/24 19216810 WAN
Priority: |& RE] | Commert
Bucket Size: [0.100 | [0.100 | ratio Copy
Queue Type: |defaut-smal | #] [defautt-smal =] Remove
Port: [Venmgemert Bog %]
Reset All Counters
Torch gl | =
5items

At first Click on "Queues>Simple Queues>General>Name :( example: Management
Blog)>Target:(example:10.20.20.0/24)>Apply OK".

Next Click on “Queues>Simple Queues>General>Name :( example: Userl)>Target :(

example: 10.20.20.2)> Advanced >Parent: select management blog >Apply>0K"

3.3.8 Bridge Configuration with MikroTik:

Ether Ports Step 1: Ethernet ports of Mikrotik Router:

Interface List =] E3
Interface | Interface List Ethemet  EolP Tunnel  IP Tunnel GRE Tunnel | YLAM WREP | Bonding LTE
EEER
|Name | Type |Actual MTU [L2 MTU |Tx Fx -
R d#sethemet-2 (MAN)  Bthemet 1500 (bps 12
R 4ipsthemat-2 (WAN)  Ethemet 1500 [ bps 12
R 4i#sthemat-1 {LAN) Ethemet 1500 [ bps 12
R 4ipether? Ethemet 1500 0 bps 14
R 4jetherh Ethemet 1500 [ bps 12
R dethers Ethemet 1500 (bps 12
R 4jetherd Ethemet 1500 [ bps 12

Click Interface list

Figure 3.3.8.1: Interface List of Bridge
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Now I am click on Interface list and show my Interface which you create.

Step 2: Now | am creating Bridge. Bridge mines LAN one port to other port Inter
connection.

New Interface

]

ey

Bridge |F‘ort5 VLANS General |STF‘ WLAMN | Status | Traffic

E“El @ MName: |bridge 1| | Cancel

|Narr|e Type: |Bridge | phy 3
MTL: | | v Disable
Actual MTU: | | fe—
L2 MTU: | | —
MALC Address: | |
Remove
ARF: |enabled [=]
orc
ARP Timeout: | | h
Admin. MAC Address: | | i
. | Ageing Time: |D[:-:D5:[:'D | I
Oitems out of 7 [] IGMP Snooping

[] DHCP Snooping

Fast Forward

Figure 3.3.8.2: Create Bridge name

Click on, “Bridge>Bridge>Add>General>Name: bridge 1>Type: Bridge>Apply>0k".

Step 3:Add Ports:

Bridge Ports |\.|"L}\Ns MS5Tls | Port MST Ovemides = Fitters  MAT  Hosts MDB

E|E %]

|Irrlerface |Bri|:|ge |H|:|rizc|n |Trusted |PI‘iDI‘iT)’ h... |Paih Cost |Rule Root Pat... | |v

i} A= AR bridge no 20 10 designated port

1 ttethiard bridge1 no 20 10 backup port 10
2 ttetherd bridge1 no 20 10 backup port 10
3 t-tethars bridge1 no 20 10 backup port 10
4 ttethers bridge1 no 20 10 backup port 10
5 ttethar? bridge1 no 20 10 backup port 10
6 ttether? bridge1 no a0 10 backup port 10

Bridge Port <ether8>
General |STP VLAN | Status 0

intertace: [ERET I |+ | | | Cancel

Bridge: |bridge1 " * | Apply

7items (1 selected) Horizon: | | - Disable

Leam: |aut0 || ¥ | Comment
Unknown Unicast Flood
Unknown Multicast Flood
Broadcast Flood
[ Trusted

Remove

Y.

Hardware Cffload
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Figure 3.3.8.3: LAN configure of Bridge port

Now click, “Bridge>Ports>Add>General>Interface: Select>Bridge: bridge
1>Apply>0kK".

Now | am select on bridge and which interface are you interconnect that interface are you
connect.

Step 4 : Final Step, “Address list to select interface and apply ok".

=13
g | = « | 1 T
Address MNetworle Interface -
o 172.16.15.16/... 172.16.15.0 ethemet-2 (WAN)
£ 192.168.1.17 152.168.1.0 bridge 1
= 192.168.2 1, 152.168.2.0 bridge 1
152.168.10

= 192.168.10.1/ O bridge 1

| Address <192 168.10.1/24>

Address: |152.168.10.1./24 QK

Metwore: [152.168.10.0 L Cancel

«

Interface: |bridge1

Disable

Comment

4 item:
op;

Remove

enabled

Figure 3.3.8.4: Change Interface

"Address list to select interface and apply> Ok™

3.3.9 Site Blocking Configuration:

Step 1: You can block any website. Suppose you create a network on Organization that
time you block YouTube, Face book etc that why your user don’t wastage bandwidth.

23
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Fitter Rules
e || =

Name
@ YouTube
@ facebook

2 items (1 se

MAT Mangle Raw

a7

Regexp
* syoutube com)."S
~ +facebook com)."S

Firewall L7 Protocol <YouTube>
Mame:

Regexp:

~ +fyoutube.com)."S

-

Service Ports  Connections | Address Lists

-
B

o
Cancel
Appl
Comment
Copy

Remove

Layer? Protocols

=1/E3]

Figure 3.3.9.1: Block IP configure and create rule

Click on, "IP>Firewall>Layer7Protocols>Add>Name: Example: Face book >Regexp:
Example: ~.+ (facebook.com).*$ >Apply>0k".

Step 2: You can drop this Website any one cannot browse site.

Out. Interface:

In. Interface List:

{

{

Filter Rules | NAT Mangle Raw Service Ports Connections Address Lists Layer? Protocols
| = 00 Resst Courters || 00 Resst All Courters =il =
= Addre: Dst.Address |Proto.. |Sre. Pt |Dst. Port  |In. Inter..[Out. Int._|In]w
1681
1 192.162.16.50
168.1
Firewall Rule <192 168.16_50> =1 E3
vvvvv d | Extra | Action | Statistic: oK
Chain: | ZEEERE] = Cancel
Sro. Addre: 182.188.1 - Apply
Dist. Addrs - Disable
-~ Comment
- -
3 tems (1 selected) Copy
Femove
Reset Courters
In. Interface -~ Resst Al Counters

Figure 3.3.9.2: IP source configure, drop and forward

Next,"IP>Firewall>Filter Rules>General>Src. Add: Example:
192.168.16.50>Advanced>Layer 7 Protocol: Example: face book >Action>Action:
drop>Apply>0Kk™.

Not Site Block:

Step 1: This user is permeation on this site.

24
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=1 3

Filter Fules MAT  Mangle | Raw | Service Ports | Connections  Address Lists |Layer7 Protocols

[#][=] [~][=] [=] [¥]

3

| [an

|Narne

’ |Address

|Timeout

|Crea‘ti0n Time |

@ Nat Block

192 168 .16 50

Firewall Address List <Mot Block:>

Febs27/2020 12:

MName: |N|:ﬂ Block

Address: [152.168.16.50 |

Timeout: 7

Creation Time: |Feb/2?f2D2D 12:32:18

1 item (1 selected)

Apphy
=

Remove

-E

|enab|ed

.

Figure 3.3.9.3 Result of Not Site Block

Clack on, "IP>Firewall>Address Lists>Name: Example: No Block>Address:
192.168.16.50>Apply>0Ok."

Step 2: You can select not block and select or protocol.

Filber Rules | MNAT | Mangle | Raw | Service Ports | Connections | Address Lists | Layer? Protocols

:|E| [« ][9] [@]| [T] |00 Feset Courters || 0o Reset Al Courters |

[Action - [Chain | Sre. Address |Protocel | Layer7 Protocel | Bytes
u $drop  forward 152.168.16.0-24 facebook 5.9 KE Obps
1 ¥ drop  forward 152 188 15.0-24 TouTube 5.3 KB 185 O bps

Src. Address List:

Dst. Address List:

Comment

- -

2 items (1 selecte

eeeee

Reset Counters

Reset All Counters

Out. Bridge Port

In. Bridge Port

Figure 3.3.9.4: Result of Not Site Block

Next, "IP>Firewall>Filter Rules>Select Rules (Double click)>Advanced>Src. Address
List :( Select) Not Block>Apply>Ok."

3.4.1 Bandwidth Distribution fix site

Step 1:Suppose you create a cash server on face book that time you add on address list
on cash server IP
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Fisface PPROESemes Secws Pofles AchveCormeciors L2TP Secets

s [Network Inefce I
S22 2610 Mpot
IR 1RBI0  WApat

RoRiss T Moge R Smiefon Crvsivs Mol LawPoouss

SR

: 3
Hidess 5121235024
Tmeat: | ]

Creaion Time: |

)

Tl el

Figure:-3.4.1.1 Mangle for fix site
IP>firewall>address list>+add>name>address>Apply>0k

Step 2: You can create a rules for fix bandwidth on site .

irewa [=]/E3
Fter Rudes | NAT  Mangle | Raw | Sevice Ports | Comnections | Address Lists | Layer7 Protoccls |
[#][=] [][52] [=] [¥] [0 Reset Courters | 00 Reset Al Courters o
# Action _|Chain OFXH (in. Inter...[Out. Int... |Src. Ad... | Dst. Ad... [Bytes  |Packets  |[v
Generdl | Advanced | Bitra | Acton | Siatstics | oK
[e o outin Cancel
Aoply
Disable
Comment
Copy
Remove
Reset Courters
Reset Al Counters

¢144141€414444(41E

Figure:-3.4.1.2 Mangle for fix site
IP>firewall>Mangle>general: chain>apply>0Ok

Step 3: You can select on destination address and select which you create on cash server.

26

© Daffodil International University



FierRdes | NAT Monge | Raw  Service Pots | Comectons | Address its  Layer?Prtcels|

[#[=] [][] ]

#| |Acton |Chain

00 Reset Counters || 00 Reset Al Counters

[Fre 5]

(OFXN Tin. inter..[Out. Int...[Src. Ad.. [Dst. Ad.. [Bytes | Packets ||+

Src. Address List: [ v

Dst. Address List: [] [facebock %] &

layer7Potocl: [ | v

i

oK
Cancel
Aoply
Disable

Commert
Copy

Connection Bytes:

Connection Rate:

Remove

|
f

SeMCagess| ]

Reset Counters
Reset Al Counters

Out. Bridge Port:
ndgePor ]
nBidge Potlit: [ |
Out BidgePortli:[ |
PsecPoloy:[ |
Tshest | ]

e —
L —

4044 40 44 44

:
g
i

- ICMP Options ——————————————

Figure:-3.4.1.3 mangle for fix site

IP>firewall>Advanced: dst address list : face book>apply>Ok

Step 4: You can create a rules for fix bandwidth on site for connection mark.

Fier Rules | AT Mangl | Raw | Service Pots | Comectons  Addess Lits | Layer7 Protocds |

=] 7 [00 Reset Courters ][00 Reset Al Counters
Action_[Chan

#

| —

OFXY [in. rter... Out. Int..|Src. Ad... |Dst. Ad... [Bytes  [Packets |||

Genenl | Advanced | B Acten | Satsics | oK
ec Cancel

Aeply

Disable

New Connection Mark: [facebook =] Comment
V] Passthrough Copy

Remove

Figure:-3.4.1.4 mangle for fix site
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IP>firewall>action : mark Connection> new connection : facebook> apply>0Ok

Step 5:You can cerates rules 2 for fix bandwidth on face book

’;u;um NAT  Mangle
(=] [][z] [e] [§

Genersl | Advanced | Exra | Action | Statstics [ ox ]
GChain: [T (3] Cancel | | ! — ‘] g ”]" !‘[’1
Adccani: v = [in. inter...[Owt. Int... [Sre. Ad...[Dat. Ad... [Bytes Packeta ||+
Sro s | | | Apply. facebook o o
O Addwat———————————— ]
Disable
Protocol: | |~ o
e, P Z
Sre. Port: [ |
Dat. Port: | ] ~ EEey
Remove
Aey. Port: [ ]~
Coadh s Foset Courtars
O intertace: | |~ | [ mesetancounters |
In. Interface List: [ |~
Out. Intedface List: | |~
Packet Mark: | ] =
Connection Mark: [ | [faceboolc %] =

Routing Mark: |

Routing Table: |
Connection Type: |
Cennection State: |
Connection NAT State: |

|enabled

Figure:-3.4.1.5 mangle for fix site

IP>Firewall>general : chain >connection mark: facebook>apply

Step 6:You can cerates rules 2 for fix bandwidth on face book

Flerfdes | NAT Mange [ o

Chan.
0 7mar peoung
Log Preic |
New Packet Mark: |
&

Bt Acton | Statmtcs

ook Toye) kil st enodosrmnd) ol sl ﬁﬂ,w T i

r— e
Otn 3] k| WA i) seon | sncdasion] |7 B [ ) |=|
[ (o] aost b b4 20 bAoR 1 20| wrin| W40 w3320 wAoe oid stth o wstth R neQ ok | %

foosbook =0 80 oodsl witosg .sn% 0
b Passtvcch | 0 80 wibsg .emy. [

|
ansi
[———

IP > firlwall>action>mark packet>new packet : facebook>apply > Ok

Figure 3.4.1.6 Bandwidth Assign for fix site

Step 7: You can create a rules for Upload Bandwidth on facebook.
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Simple Queues Interface Queues Queue Tree

=] [v]

New Queue Type

oK |

| Type Name 7 |Kind [ Type Name: |[IEAVE

default pf!fo Kind: Ipcq ||=|
* default-small pfifo
* ethemet-default pfifo Rate: I1OM ]bils v
* hotspot-default sfq
* multiqueue-ethemet-default  mq pfifo Queue Size: 150 | KB
* only-hardware-queue none Total Queue Size: | 2000 |KiB
* pcg-download-default pcg
“poaloaddeak poa R
* synchronous-default red !
* wireless-default sfq Burst Threshold: { ] 2

Burst Time: |00:00:10 |
Classffier: || Src. Address Dst. Address
[] Src. Port [] Dst. Port

Src. Address Mask: [32

10 tems

Src. Address6 Mask: |64

|
Dst. Address Mask: |32 |
|
|

[ Conodl |
[ ooy |
[ oo |

Figure 3.4.2.1 Queue type

Queue list>Queue types>+ add>name 10 MB Uplode>Kind: PCQ>rate:10M>cheek src

address>apply>0Ok

Step 8: You can create a rules for Download Bandwidth on facebook.

[#][=] [¥]

Simple Queues Interface Queues Queue Tree Queue Types

New Queue Type

e pe——

| Type Name 7 |Kind [ Type Name: | OK
10 MB Uplode pcg Kind: =
- default pfifo = = Cancel
Tt i — were [ roy
= ethemet-default pfifo ) I l
- Petepot defat e e e
- multiqueue-ethemet-default  mgq pfifo Total Queue Size: [2000 | KB
= only-hardware-queue none .
- poadownlosd defaut BustRate:| |~ bwsss
* pcqg-upload-default pcq 3
= synchronous-default red Burst Threshold: [ I =
= wireless-default sfg Burst Time: [00:00:10 ]
Classifier: || Src. Addi [v] Dst. Address
[] Src. Port [ ] Dst. Port
Src. Address Mask: |32
Dst. Address Mask: |32
11 items

Src. Address6 Mask: |64

Figure 3.4.2.2Queue type
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Queue list>Queue types>+ add>name 10 MB Download>Kind: PCQ>rate:10M>cheek
dest address>apply>0Ok

Step 9:Which Network are assign the policy that’s IP use
=3

Simple Queues ’ Interface Queues  Queue Tree Queue Types

EB D @ lonResetCounters “noRese!Nl 0

New Simple Queue

2] [Name [Target  |Upload Max Limt _|Download Max | General | Advanced | Statistics  Traffic | Total | Total Statistics |
0D {8 hs-<hots... bridge1 unlimited unlimited
. B =
Target: [172.168.0.0/24 s+ Aoply |
: Dst: | |
I 3l
[
— - ~ 1= . 1 Target Upload Target Download
7 ¥
EHEJ Max Limit: |unlimited [#] [unlimited | % |bits/s [—l
[Address 7 [ Network Interface 15| N e
S 172161.1/24 1721610  LANpor TES : = = e
19216802/24 19216800  WAN pot Burst Limit: unlimited [#] lunimited |[#]bits/s =ove
Burst Threshold: |unlimited || [unlimited | = |bits/s Reset Counters
Burst Time: [0 | [o s Reset Al Courters
- Time
|enabled
: e ———

Figure 3.4.3.1 Simple Queue on fix Network

Queus>general>name:facebook>target:172168.0.0/24>apply

Final Step: You create before 2 rules that rules are assigning and select packet mark.

=L

Simple Queues

Interface Queues Queue Tree Queue Types
=] )] [ ) [t e o o
2] [Name [Target |Upload Max Limit | Download Max | General Advanced |swm Treffic  Total Total Statistics
0D & hs-<hots... bridgel limited nimited
2 5. 09 o o Packet Marks: =] % Cancel
Target Upload Target Download i
@E Limit At: |unlimited |[#] [unlimited | % bits/s [ Disable ]
G | K N
= Find Comment
Bucket Size: |0.100 | [0.100 | ratio
ddoss /[Newats [mefoce || v = =
& 172.16.1.1/24 1721610 LAN port Queue Type: [10 ME Uplode |#] [10MB Downlode =] [ e |
% 192.168.0.2/24 192.168.0.0 WAN port : Hetuove
ek e | oo |
o s |
[
|enabled
1itg ets queued ‘

w

0

© Daffodil International University



Figure 3.4.3.2 Simple Queue on fix Network

Queus>general>name:facebook>target:172168.0.0/24>advance>packet marks :
facebook>target Upload>Queue type :10MB Upload >target Download>queue type:
10MB Download>Apply>Ok.

3.4.2 Day/Night Bandwidth Configure:

Step 1: Same as above you can create 2 rules for day night package. You can assign for
time which time user are use bandwidth.

Simple Queues  Inteface Queuss  Gueue Tree  Queus Types Queue Type <10_M
= T Type Name:
Type Name Kind Kind: |peq ¥ Cancel
5_ME Downl_Might pcq
5_MB Up_Night pel Rate: [10M bits/s
10_MB Down|_Day pcg
10_MB Up_Day pcq Queue Size: |50 KiB
= default pfifo
- defaut-amal Hffo Total Queue Size: [2000 KE
= ethemet-default pfifo
" hotspot-defautt sfq Burst Rate: ¥ bits/s
* multi-queue-ethemet-default  mq pfifo
* only-hardware-queus none Burst Threshald: A
* pcg-download-defautt pcq
- peguploaddefaut peg Burst Time: |00:00:10
: Is;:nc;hml:jo;sd';afauh ﬁd Classifier: Src. Address v Dst. Address
HiEiEssasiEy = Src. Port Dst. Port
14 items (1 selected) Src. Address Mask: |32
Dst. Address Mask: |32
Src. Address6 Mask: |64
Dst. Address6 Mask: |64

Figure 3.4.2.1: Queue Types for This Day/Night Pack

Click on, "Queues>Queue Types>Add>Type Name:
Example:10_MB_Down_Day>Kin:pcg>Rate:10M>Classifier:Select Dst.
Address>Apply>0k™.

Next, "Queues>Queue Types>Add>Type Name: Example:10_MB
Up_Day>Kin:pcg>Rate:10M>Classifier:Select Src. Address>Apply>0k".

Next, "Queues>Queue Types>Add>Type Name: Example:
5 MB_Down_Night>Kin:pcg>Rate:5M>Classifier:Select Dst. Address>Apply>0k™.

Next, "Queues>Queue Types>Add>Type Name: Example:5 _MB
Up_Night>Kin:pcg>Rate:5M>Classifier:Select Src. Address>Apply>0k".

Step 2: You are select no time that user can be use bandwidth day package.

31
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Simple Queue <10_MB_Day>
General |Advanced Statistics Traffic  Total Total Statistics
MName: |1D_ME_DEI‘)" | Cancel
Target: [192.168.16.0/24 [=]% fpply
= -
Target Upload Target Download
Mae Limit: ||.|r||in1'rted || ¥ | |L|n|imi‘ted || ¥ | bits/s
Burst Limit: ||.|r||in1'rted || ¥ | |L|n|imi‘ted || ¥ | bits/s
Burst Threshold: ||.|r||in1'rted || ¥ | |L|n|imi‘ted || ¥ | bits/s
Burst Time: |D | |ﬂ | s
Tarch
—a— Time
Time: |DG:DD:DD |—|18:DD:DCH |
Days: sun mon tue wed thu fri sat
|enabled

Figure 3.4.2.2: General Setting (Day) For This Day/Night Pack

Click on, "Queues>Simple Queues>General>Name: Example:
10_MB_Day>Target:Example:192.168.16.0/24>Time>Time:06:00:00-
18:00:00>Apply>0Ok"

Step 3: You are select no time that user can be use bandwidth night package.

Simple Queue <5_MB_Night=

General | Advanced | Statistics  Traffic  Total Total Statistics
Mame: [5_MB_Night | Cancel
Target: |132.168.16.0/24 [=]% Apply
o -
Target Upload Target Download
Mane Limit: ||.|r||im'rted " ¥ | ||.|n|irn'rted ” * | bits/s
Burst Limit: ||.|r||im'rted " ¥ | ||.|n|irn'rted ” * | bits/s
Burst Threshald: ||.|r||in1'rted || ¥ | ||.|n|im'rted || * | bits/s
Burst Time: |D | |D | s
Torch
~a- Time
Time: |18:00:01 | -[05:59:59] |

Days:sun W mon [Witue [viwed [Withu [vfi v sat

|enabled

Figure 3.4.2.3: General Setting (Night) For This Day/Night Pack

Click on, "Queues>Simple Queues>General>Name: Example:
5 MB_Night>Target:Example:192.168.16.0/24>Time>Time: 18:00:01-
05:59:59>Apply>0k".
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Step 4: When time up on Day package that time this package are rate.

Queue List

% @l T

Target
1

|| =
#
3

Name
5 5_MB_Night
& 10_ME_Day

00 Reset Counters

52.168.16.0/24
92 6.0/24

Simple Queues | Interface Queues  Queue Tree  Queue Types

00 Reset All Counters
Upload Max Limit

Download Max Limit | Packet Marks

Download Gueue

Total Max Limit (bi.|+

unlimited unlimited
unlimited unlimited
unlimited uniimited

3items (1 sslected)

0 B queued

0 packsts queued

Figure 3.4.2.4: Simple Queues for This Day/Night Pack

Click on, "Queues>Simple Queues>General>Name: Example: User1>Target: Example:

192.168.16.50>>Apply>0k

3.4.3 Bind MAC Address:

Step 1: User can bind MAC address. This user are connect on computer and access

Internet.

Interface | Interface List Ethemet | EolH

e #| % 4 T| Db
Name Type

i WAN

R 4sether] Ethemet

i LAN

R 4rether2 Ethemet

i FTP Server

R #etherd Ethemet

*
3items (1 selected)

Interface <ether?>

General | Ethemet Loop Protect  Status  Traffic
Name: |ether2

Ethemet

1500

1500

o

Type:

MTL:

Actual MTL:
L2 MTU:
MAC Address: |00.0C:29:F4:11:00

ARF: reply-orly

0
Cancel
Apply
Disable
Comment

Torch

=
=
B

Cable Test

disabled

ARF Timeout: |enabled

Blink

local-promy-am

Reset MAC Address

Figure 3.4.3.1: Interface to General Setting

s)

=3

FPl¥

Rx Packet (p/s)

Click on, "Interfaces>Select ether2(LAN) And (Double click>General>ARP:reply-

only>Apply>0Ok".
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Step 2: You can assign Static IP address On network Adapter and use subnet mask and
use default gateway

1 Local Area Connection Properties

Networking

Connect using
¥ Reahek PCle GbE Family Controller

This connection

ses the following items:

2

o Client for Microsoft Netwarks
=1/ Mware Bridge Protocol
421005 Packet Scheduler

Cortral
work pr

P
rot

rotocal/Intemet Protocol. The default
ocol that provides communication
e interconnected networks

(©) Obtain an TP address automatically

@) Use the following TP address:

1P address: 192 .

Subret mask: 255

Default gateway: 192 .

Obtain DS server address automatically

@ Use the following DNS server addresses:

[C] validate settings upon exit

188

. 255

188

Gorfigure. ™
General ]
You 1P settings assigned automatically if your nebwork supports
this ty. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

Figure 3.4.3.2: TCP/IPv4 Configuration withInternet protocol

oK Cancel

Now connect pc with static IP click on “PC Setting>Network>Change adapter

setting>Local Area Connection>Properties>IPv4=Use your static IP address, gateway,

subnet mask and DNS server>Apply OK”.

Step 3: You can scan on your Ethernet Port and show this LAN is connecting Device IP
address and MAC address.

#€ Routing

5 System

& Queues

(5] Files

[l Lea

AL RADIUS

S Tools

) New Terminal
[ LoRa

i Dot1X

@ Dude

= kvm

| ) Make Supout rif
& Manual

@ New WinBox
Exit

I

S

BTest Server
Bandwidth Test
Email

Floed Ping
Graphing

IP Scan

MAC Server
Metwatch
Packet Sniffer
Fing

PFing Speed
Profile

RoMON

SM5

Telnet

Torch
Traceroute
Traffic Generator
Traffic Monitor

IP Scan

Address
192.168.16.50

1item

Interface: |sther2

Address Range: |1392.168.16.50

MAC Address
EC:AB:6B:70:0A:50

Time {ms}

DNS
1]

Figure 3.4.3.3: Internet Protocol Scan

SNMP

+

Start

Stop
Close

New Window

Netbios

1

Click on, "Tools>IP Scan> Interface: Select LAN Example: ether2>Address
Range:192.168.16.50>Start".
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Step 4: You can fix on IP address for device.

o 2dmin@000C 297
Session Settings Dashboard
% |[cn] | safe Mods | Session:[000C 2974 11.00
s Quick St
1 CaPsman
- rtefaces
1 Wvess Y
24 Bvdge TS
wirrr : =
i A=
T [MAC Addvess. Ftetocs ~
ik 11 1459C0CT 1303 1
w
& we OHCP Clont
OHCP Reley =
3 Rourg wrse. D | ¢ Address: (182 168 1650
System
& e L
s s
e Hotspot
2 RADIUS e
€ Tock Xd Cortrl
. ew Temnal  Mebon
= Pockny
v Dat1X ot
@ Dude Routes
5 )
L3 Make Supanet SNMP
@ Vot Services
@ Mew WinBax Seangs
Socks
=
s TP
Trafic Fow

Figure 3.4.3.4: Add MAC Address

Click on, "IP>ARP>Add>IP Address: 192.168.16.50> MAC Address: EC-A8-6B-70-0A-
5D>Interface: LAN Example: ether2>Apply>0k".

3.4.4Queue for point to Point over EthernetServer Configuration in
MikroTik Router:

Step 1: Show on Address list and you can add your network address.

Address List

=] [v]lx] =] [T]
| |ﬂ.ddre55 ! |Ne‘twork |Ir'rterFace | |V|
qr172.16.15.15/24 172.16.15.0 WWAN

2items (1 selected)

Figure 3.4.4.1: Address List for Queue for point to Point over Ethernet Server
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At first Click on “IP>Addresses>Add>Address: Example: 192.168.100.1>Network:

Example: 192.168.100.0>Interface: Example: LAN>Apply>0Ok".

Step 2: Now | am create PPPOE server and select On LAN Interface.

& D 4 D:8B \—l. =k
Session Settings Dashboard
| Safe Mode |  Session: [00:0C:29:49:5D:8] e
Aa Quick Set
I CAPsMAN Inteface PPPoE Servers |Sea'ats Profiles | Active Connections | L2TP Secrets
e ] (]
L Wirsless [Service .+ |Interfacs [Masc MTU [Max MRU [MRRU | Defautt Profils[ Authertication
&2 Bridge
F19
PPP MNew PPPoE Service
=1 E3

=12 Mesh Service Name: oK
ER r Interfacs: [LAN = Cancel
<7 MPLS I -

é Max MTU Aoply
=51 IPvE [
38 rowrs S MacMRU: [~ =
& Systom - MRRU:[ ]~ =
& Cucuss Kespalive Tmeout S e
[ File Defalt Profile: [defaat  ||=]
|| tog [1 One Session Per Host
4 RaDIUS MaxSessions: [ |~

Tool I
5% Too PavODsn [ v
(] New Terminal ]
e Authentication: mschapZ mschap1
S chap [ pap

agrioniz |enabiea
@& Dude >

Figure 3.4.4.2: Queue for point to Point over Ethernet Server

Now, Click on: "PPP>PPPoE Server>Add>Server Name: Example: PPPoE
Server>Interface>LAN>Apply>0Ok".

Step 3: Now | am create 5SMB packages and this package are provide on IP range.

Session  Settings  Das

—————— AR
Focourtng

As Quick Set Addresses
T CAPSMAN DHCP Client
1 Irterfaces DHCP Relay
T Viireless DHCP Server
24 Bridge DNS

=g PPP Firewall

°18 Mesh Hotspat

=5 1P I IPsec

< MPLS I Kid Control
381 IPv6 I Nsighbors
38 Routing I Packing
5 System I | Poal

& Queues Routes
Files SMB

[2] Log SNMP

M RADIUS Senvices
P Tools I Settings

@ New Teminal Socks

8 LoRa TFTP

s Dot1X Traffic Flow
@ Dude I uPnP

B KvM Web Proxy

Figure 3.4.4.3: Internet Protocol Pool Configure forQueue for point to Point over Ethernet Server

Pools | Used Addresses

[#][=] (=] [¥7]

7 | Addresses

[Next Pool

New IP Pool

Name: [5_ME_F

(o]

Addresses: |192.168.100.2-152.168.100.254. -

Next Pool: [none 2

Comment
Copy

Remove

Click on,"IP>Pool>Add>Name: Example: 5_MB_P>Address: Example: 192.168.100.2-

192.168.100.254>Apply>0k™.
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Step 4: Now | am create a Profile On 5 MB package.

Intefface  PPPGE Servers | Secrets Profilss |{ Genersl | Protocols  Limits | Quews | Serigts oK
E“EI Mame: [EHEE Cancel
N Nar;zfaull  [Local Address Femote A4 Local Address: [192.162.100.1 =]~ Apply |
B . Remote Address ~ | Moo
Remote IPvE Prefoc Pool: - o
DHCPwvE PD Pool: - ——
Bidge: [ |~
Bridge Port Prierty: [ | =
Brdge Pt Cost: [ ]~
o — Incoming gfiter [ |~ I
Outgeing Fiter: [ |~
Addesslet: [ %
Imedace List: [ | =
DNS Server; +
<
WINE Sameme [ &

Figure 3.4.5.4: Queue for point to Point Profile

Clock on ,"PPP>Profiles>General>Name: Example:5_MB>Local Address:
Example:192.168.100.1>Remote Address: Example:5_MB_P>DNS Server:
Example:8.8.8.8 and 124.6.224.4>Apply>0k™.

Step 5: Now | am create user name and password.

- New PPP Secret =] E3
Inteface PPPoE Se; =
: [: —I [—‘ I‘E Name: | OK |

Password: | - o
Name / | Passwo | ] cel fe Address |Last Logged C
Service: | =]
ervice: |pppoe ¥ P
Caller ID: | |-

Profile: ldefault-encryption ]E
= Comment
Local Address: | B

Remote Address: |
Remote IPv6 Prefix: | | - Remove
Routes: | | -
Limit Bytes In: | -

|

Limit Bytes Out: | | -
Last Logged Out: l

Ienabled

Oitems

Figure 3.4.5.5: Queue for point to Point Secret
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Next on, "PPP>Secrets>Name: Example: pranab >Password: Example: 12345>Service
‘pppoe>Profile:5_MB>Apply>0k".

Step 6: Same as avobe | am create pcq queues for 5 MB Upload

Simple Queues  Interface Gueues | GQueus Tree  Queue Types |

[+][=][¥]

[Type Name / [Kind Queue Type <5_MB_Q_UP>

5_MB_Q_Dowi

S_MB_(]_UIU}“H E‘Cqu Type Mame: MB G UP oK
* default pfifo Kind: =
" default-small pfifa na: |pcq " | Cancel

* ethemet-default pfifo _ . Apphy
* hotspot-default sfq Rate: |SM otere
* muti-queus-ethemet-defaut  mq pfifo Queus Size: KB

* only-hardwarequeus none

* peg-download-default pcq Total Queue Size: |2000 KB Remaove
* pog-upload-default pcq

" synchronous-default red Burst Rate: I:l v bits/s

* wirgless-defautt sfq Y = s

Burst Threshold: | | &

Burst Time: |00:00:10 |

12items (1 sslzcted) Classfier: Sro. Addrese || Dat. Addrese
[1Sre. Pot [ Dst. Port

Src. Address Mask: |32
Dst. Address Mask: [32
Src. Address6 Mask: |B-4
Dst. Address6 Mask: |54

Figure 3.4.5.6: Queue Type for Queue for point to Point over Ethernet Server

Clock on, "Queues>Queue Types>Add>Type Name: Example: 5 MB_Q_UP>Kind:
pcq>Rate>5M>Classifier: Select Src. Address>Apply>OKk.

Agine Add>Add>Type Name: Example: 5. MB_Q_UP>Kind:pcg>Rate>5M>Classifier:

Select Dst. Address>Apply>0Ok."

Step 7: Now | am assign Package name.

e
[ |[ =] | Sete Mods | Session:[06.0C25 4555 58] -

Simple Queuss | Imterface Gueuss Gueus Tree | Glueue Types
] [=1[5=] [=] [F] [oo reset Couters_|[ 00 Resst Al Caurter ] .
| Mame Target |Upload Max Limit | Download Max Limit | Packet Marks | Total Max Lid =

I-l-I‘I-

e F General | Advance: d | Statistics | Treffic | Total | Total Statistics oK
2 MPLS [ Name: | ] Cancel
lusl IPVE 5 Target: [192.168.100.0.24 == Apply
outin, r -
¢ Routing Det.: | | Disable
468 System [
P Target Upioad Target Download Commert
[l Files Messe Limnit: [umlimitad I[#*] [orlimited |[#* ] bits.s Copy
] Lea ] = Bum Remave
EETS o it} Burst Lirit: :uhllmnec ” = : : ------ ited ” = } bitss e
Burst Threshald: [unimited * | [urtimied * | bitass
P TED ! Reset Al Counters
(- Mew Temmina ] Burst Time: [0 ] [e |
Tarch

Lo Fa - Time
ale Dot1x
& Duds r

P rovi enabled
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Figure 3.4.5.7 Queue Type for Queue for point to Point over Ethernet Server

Clock on, "Queues>Simple Queues>General>Add>Name: Example:5_MB>Target:
Example:192.168.100.0/24>Advanced>Queue
Type:5 MB_Q_UP/5_MB_Q_DOWN>Apply>0k."

Final Step: Now | am select Bandwidth Target Upload and target Download.

Reset Countens

Ll

Parent: |none

Resst All Counters

General Advanced | Statistics | Traffic | Total | QK |
Packet Marks: | 1% | | Cancel |
Target Upload  Target Download | Appty |

Limit At: |[unlimited * | |unlimited ¥ | bitsss | Disable |
Priority: |8 B | Comment |
Bucket Size: [0.100 0100 ratic | o |
Queus Type: [5_ME_G_UF |[* | [5_ME_o_Cow|# | Remove |
| |

| |

| |

Tarch

enabled

Figure 3.4.5.8 Queue Type for Queue for point to Point over Ethernet Server

Next, "Queues>Simple Queues>Advanced>Queue Type: 5 MB_Q _UP/5 MB_Q_Down
>Apply>0k".
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CHAPTER 4

Conclusion and Discussion

4.1 Conclusion and Discussion

This Temporary Job aims to increase information and skills to create ISP setup and Provide
Internet service. Mikrotik provide a comprehensive is introduction of reliable, steady and
successful Administration. Today most Organization are highly dependent on their work on the
Internet It is not Possible to manage service but without proper Network Design. Network Fully
manage their networks and achieve the goals of the Organization. As a result, a network
Designers should have Knowledge about network Design. Mikrotik is a Low cost router then can
be use for small or Big Network. Through Access Through is a very Win Box As a result,
Mikrotik routers can be easily managed Provide considerable security for the network. Mikrotik
can provide Powerful wireless Access. Point and web proxy server Management. We need to
learn the basic network design and primarily learn the Internship.

4.2 Future Career and Scope

Finding jobs can be a real challenge, if | have no Experience. A successful Internship can
help me to my career Opportunity into an experience

Configuration and maintenance FTP and DNS server for our real life.
To work in ISP platform.

To be a network administrator into the job environment.

To be work IT company.

To be a computer network expert.

To be a network engineer.

To be an information technology (IT) manager.

To be able technical support.

Bank Job for IT

YVVVYVVVYVYVYY
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