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ABSTRACT

MikroTik operating system is designed for a network router. These purposes include IP ad
dressing, Firewall & Nat, Routing, Bandwidth Limiter, Point to Point Tunneling Protocol, DNS
server, DHCP server, Hotspot, and many other features. It is very suitable for our daily life.
Network devices are linked to computers, peripherals, even LOT devices. Switches, routers and
wireless access points are the vital networking basic. Through the device connected to network
can communicate with one computer to another Computer and with other networks, like the
internet. Now today a large number of people all over the world habit internet technology with
their daily life. So, the networking is so much major fact right now. Now-a-days every single
people, business and ecommerce, every work station is fully liable on software-based
communication and Internet technology. That is the reason it’s tremendously valuable to anchor
the system. Computer system and bordering are connected to form a network. They offer various
Advantages, for Example-Instant messaging, parallel computing, and video conference,
Interaction with other users using dynamic web pages, sharing information by using Internet or
web.
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CHAPTER 1
INTRODUCTION

1.1 Introduction:

This is the era of information technology. Internet technology is a part and parcel of our daily life
and a large number of people use it all over the world. Everything relating to internet
communication is depending on server. So without DNS server it is not possible to serve internet
technology.

Internship is a mature practice to make students appreciate the actual working, domain and
challenges of jobs. Internship plays a vital role in medical science, engineering and accounts.
Any branches among them have their own significance of internship before degree award.

We know E-commerce is basically based on software communication and internet technology.

Different types of services like ATM technology, banking software, debit card, credit card,
online transaction, mobile banking, SMS alert banking are much depending upon software and
different types of server and Linux is one of them.

To prepare myself a skilled person in the competitive job market, network and system
administration with MikroTik and Linux platform is the main objective of my internship
program.

The opportunity is given by Daffodil Online Ltd (DOL). | gather a large technical knowledge
from there and learn ISP operation and maintenance with MikroTik network and also learn about
Linux platform with its operation system on business, personal productivity and education.

1.2 Motivation:

I am currently tracking my bachelors in electronics and telecommunication engineering at
daffodil international university, | appreciate the importance of gaining empirical knowledge
which will accompaniment the textbook knowledge and help a student obtain a board viewpoint
of the subjects.

| expect me to have some new troubles and that instructs me to learn from DOL. This internship
or training program gives a lot of important information and skills to generate ISP setup and
administration on the Linux platform and MikroTik router configuration. Daffodil Online
Limited (DOL) entry level participation will give me a reflection/attention respecting my future
life and will be an intense progressive for my future instruction and profession.

©DaffodillnternationalUniversity 1



1.3 Objectives:

Linux is a free operating system and provides a graphical user interface so that the user can
comfortably run this operating system. To provide more security to the network server is the
main aim of the Linux operating system. More objects are given below:

1. Install Linux with collaborative and escape initialization.
Hardware management, Linux printing subsystem management.
Maintain and create the Linux file system.

User and group administration.

Creation of basic server in Linux.

Server system maintenance.

Identify and fixing network faults.

Installation, configuration and maintenance of MikroTik router.

NG~ WDN

1.4 Report Layout
In the chapter (1) | have explained introduction, Motivation and objective of my internship.

In the chapter (2) | have described the introduction of the company, target group, product and
service on market situation and SWOT analysis.

In the chapter (3) | have described about events and activities, project task and activities and
challenges.

In the chapter (4) | have described competencies earned, smart plan and reflections.

In the chapter (5) | have explained the conclusion and future scope of my internship.

©DaffodillnternationalUniversity 2



CHAPTER 2
ORGANIZATION

2.1About the company:

Daffodil online limited is one of the top ranked internet service provider (ISP) in Bangladesh.
They are most adapted and oldest company in the ICT field, where they have basic business
ethics in long term relationship with their client.[2] Their achievement is very supremacy; which

makes them extremely proud.

And they are very careful about their future. Even more enlivened about their outlook for an

equitably promising future.

2.2Product and market situation:

There are various kind of IT services and professional services are provided by daffodil online

limited (DOL).[2]

These are given below.

®,

% |IT Services:

Internet service provider.

Web site development.

Security solution.

Corporate internet solution.

Open source application solution.
Web hosting and domain registration.
Hi speed Wi-Fi zone.

Data connectivity, data center & co-location.
Proxy and DNS server solution.

Mail server solution.

Professional course and training.

% Professional training services:

ISP setup and administration using Linux and MikroTik.
Certified ethical hacking (CEH).
Website development with Joomla.

©DaffodillnternationalUniversity 3



2.3Target Group:

Daffodil online is one of the most renowned and experienced company in the ICT field of
Bangladesh. [2] Company’s main intention to concentration on SOHO clients, for their hot extra
especial offering, for there better services they make more committed, authentic to their
customers.

2.4SWOT Analysis:
SWOT Analysis is a useful technique for understanding strength, weakness, opportunities and
threats related to business competition or project planning.

Strategy has to main branches:

e Internal analysis.
e External analysis.

It is very important to us to analysis them and we learn how to analysis them properly. Strength,
weakness opportunities and threats from this four, SWOT is come, where strength and weakness
are considered internal environment or analysis and last to opportunities and threats are consider
external environment or analysis.

SWOT Analysis

Strengths Weaknesses

Areas that need
improvement, placing
the company at a
disadvantage

Core competences:
the areas where
the business excels

Opportunities Threats =
Favourable factors it Al
- ; external environment
m?h the potential that have the
to Improve current pgtentia| tohurta
positioning firm's business

Figure 2.1: SWOT Analysis.
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Strength:

Daffodil online limited is a secured organization which offers many benefits and a variety of
distribution based on your needs and demands:

>

VVVYVYVVYVY

Teamwork is easy to manage.

Monolingual people develop pragmatic experience, fascination and expertise.
Job loads can be scaled on needs.

Strong connection with users.

Clear concept on existing network.

Rapid feedback to customer request.

Giving people the opportunity to work with various efficiencies and expertise.

Weakness:

>
>
>

Y

Adjustment and exchange of information between categories can be slacked.

Managers from different divisions limit decisions.

Customers who are in need of multiple products/services have to work with different
departments.

More double requires more endeavor and facilities.

The result and effort will be matched when the cost is higher.

While serving different customer segments inner process can be changed in different
ways.

The organization’s main variations are hard, sharp and expensive changes; in fact,
everything enquires a new system.

If the company cannot complete each step, it may require to keep up functioning
expertise.

Opportunities:

>

YV VYV VYV

Develop the skill of the people.

Enhance the quality and creativity.

Up to date with the world

Authorization of people and unique inventions and variations.
Emphasize on morality and improve customer service.
Simplified user interface on cloud stages.

©DaffodillnternationalUniversity 5



Threats:

At any work place or project there are some violence and threats which makes it difficult to do
properly. If we want to do the work properly or successfully then we should ignore their threats
and concentrate to the work, continue to do freely.

> Equivalently distribute the turns in to an item.
» Opponent administration.

> Property threats and violence.

» Economic crisis.

©DaffodillnternationalUniversity 6



2.5 Organogram structure of daffodil online limited [2]:

Figure 2.2: Organogram structure of Daffodil Online Limited.

©Daffodillnternational University 7



CHAPTER 3
PROJECT TASKS AND EVENTS AND ACTIVITIES

3.1 Daily task and activities:

| choose DOL for my internship. | have learned various topics on MikroTik router and Linux
server administration. That was four months of training program and | have learned from here
Cisco-networking, IP sub netting, IP configuration and many more.

| was admitted here and started classes. My idea about Cisco networking had zero or | had no
idea about it. Then our trainer made it easy for me day by day.

First, 1 have learned about IP configuration. | got various important particulars about IP sub
netting. After that we started installing MikroTik router in the virtual box both DOL’s
computer and our owned laptop. And we recorded all types of data and information. First, we
did reset our MikroTik router then second the IP in the interface and then the DNS the
gateway is required to be given to get internet connection. We had no idea about MikroTik
router configuration then we learn a lot of about DHCP configuration, PPPoE configuration,
bandwidth management and how to share or select bandwidth. We also know how to
configure and block the bandwidth of Facebook and YouTube via the MikroTik router. After
knowing all types of configuration that was very easy for me to configure any router. After
finishing a mind blowing four-month valuable cause, we know all the concept and
configuration of Learning about network components.

15t month:
I have learned the following topics at the first month of my internship:

e Understanding basic networking.

e Understanding IPV4 addressing and subletting.

¢ Knowing about different types of network components and cabling (Fiber optic, FIP).
e Basic routing and cisco switching commands.

e Basic component of router.

e Learning routing configuration.

e Knowing how router works.

©DaffodillnternationalUniversity 8



% 274 month:

I have learned the following topics at second month of my internship:

Installation of MikroTik router.
Static routing configuration.
Dynamic routing configuration.
Bandwidth management.
MikroTik router maintenance.
Routing protocols maintenance.
Firewall and NAT configuration.
Network security.

3"Y month:

| have learned the following topics at third month of my internship:

Introduction of Linux.

Linux centos 6.4 installation.

Accounts and password management.
Unix command line and run level concept.
File and directory making and control.
Basic Linux commands.

4% month:

I have learned the following topics at fourth month of my internship:

user and group add and modification.
Ownership, group and user permission.
ACL permission configuration.

Linux system administration.

3.2 Events and Activities:

In internship training is a very important term. Any kinds of problem during my internship, 1
would try to solve the problem which has been founded. The training can be resolved various
kinds of concepts. Training shills are the part of the internship. Some part of my training
participated in DOL is given below:

©DaffodillnternationalUniversity 9



Learning about network components.
Learning basics of Linux.
Linux installation.
Linux password and user management.
Access to files and directories.
Cents commands.
Compress and degraded files and directories.
Permission of file and directory.
Installing change and removing packets victimization YOM.
Realizing IP addressing.
Learning, understanding and configuring:

o FFS server

e WEB server

e PIP server

e DNS server

e MAIL server

e Samba server

e Proxy server
Setting up user accounts, permissions and password.
Server and router troubleshooting.
Local area network and switches.
Technical support.
IT solutions to business complication.
Client support.
Investigating fiber optical media converter.
Scrutinizing optic transmission devices.

YVVVVVVVYVYVYVYVYYVYYVY

YVVVYVYVVYVYYVYY

3.3 About IP address:

Internet protocol address (IP address) is a mathematical name determined to each gadget
associated with a database set that uses the internet protocol for communication. [3] An IP
address basically performs two main susceptibilities: host or system Interface ID and location in
the area web protocol from 4(IPV4) uses an IP address as a 32-bit number, where another IPV6
verification, using 128 bits for IP address. Since the mid 1998s IPV6 Company tries to continue
to run continuously. From CIDR documentation we can measure the steering symptoms of an
address. It is combined with the bit, 192.168.1.15/24, which is commensurable to the sub-surface
cover of 255.255.255.0 used in the truth table.

©DaffodillnternationalUniversity 10



3.4 Networking:

Networking is an important term in communication sector. We can share data from one place to
another place by the grace of networking. [4] Information or services exchange among
individual, institution or group is called networking.

Figure 3.1: Networking

3.4.1 LAN (Local area network):

We know that LAN is a small assembly of devices connected together in a very small area or
location, such as an office, home, hostel or building. It is one kind of computer network with in a
limited area such as university campus, factory, garments or office building.[5] Where inter
connects computer to each other. It makes our life easier. LANSs are typically used for single sites
where people share their resources among themselves but not with the rest of the outside world.
Suppose a printer or some printer is placing in a school or college centrally, if the printer is
connected various section of the colleges office then no one need to come to the printer for
printing their documents, they just click the print option from their desk and necessary file is
printed out from the printer. This type of small network is called LAN. If the LAN is wireless,
then it is called or referred to as a wireless local area network or WLAN.

Characteristic:

e Private IP addressing.

e Fast data transmission.

e High speed connectivity.

¢ Inexpensive hardware.
©DaffodillnternationalUniversity 11



e Privately owned.

e Coverage of the geographical area is small.
e Maintenance and design are very easy.

e Noise and bit error are less.

e Security and speed are better.

e Propagation delay is very short.

Local Area Network (LAN)

Mac _= g"c

Server
Printer gﬁ E 3% Floppy (&)
PC D] - Mac

Figure 3.2: Local area network.

©DaffodillnternationalUniversity 12



3.4.2 Metropolitan Area Network (MAN):

The coverage area of any MAN is large than LAN and smaller than WAN. The area coverage of
this type of network from several mils to tens of miles.[5] Sometimes MAN is created from some

LAN.

ISP provides their services by using this type of network in my area. My ISP designed this type
of network. And we get internet in our location (small area). This type of network is designed for
customers who need high speed connectivity. Telephone company use this type of network

which can provide a high-speed DSL line to the customer or the cable tv network in a city.

Characteristics:

e High speed connectivity

e Design and maintenance hard.

e Serveasan ISP.

e Data transfer rate and propagation delay rate are moderate.

LAN 2w BE—= i~
= 1= JL-N -
R‘x\ f,.f"ﬁ
e Network
,x/ H'HH
IE.. j = 0
LAN B B — LAN
= s = e

Metropolitan Area Network (MAN)

Figure 3.3: Metropolitan Area Network.
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3.4.3 Wide Area Network (WAN):

WAN evolved in a broad geographical area with LAN and MAN. [5] LANs or MANs sometimes
multiple with small network and makes WAN. Best example of a public WAN is internet. We
can transfer and share any kind of file or data through internet from one computer to other
computer or devices. Different types of protocol are used to transfer files on the internet.

Characteristics:

e Extends over a large geographical area.

e High speed and expensive.

e Maintenance and design of WAN is difficult.
e Data rate is slow.

e Fault tolerance of WAN is less.

e Congestion in the network is more.

WIDE AREA NETWORK
(WAN)

CAMPUS

WAN
(e.g INTERNET)

GOVERNMENT

Figure 3.4: Wide Area Network.
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3.5 Introduction of MikroTik:

MikroTik is a renowned network-based quality full equipment manufacturing company that was
based in 1996 to basically develop routers and wireless ISP systems. This Latvian Company
provides hardware and software system for internet among the most of the countries around the
world. There are a lot of resellers in most part of the globe and clients in most likely each
country on the earth. [7]

3.5.10S of MikroTik:

MikroTik OS is an operating system. The license level range of the operating system of
MikroTik OS is 0 to 6, where 0 is a trial version for 24 hours. We can experiment or test all
features of router OS free in trial version. Here license levels are different to each other which
can be compared or determined.

Installing router OS is much uncomplicated. We install the router OS in two different method.

1. Download the ISO image then burn it to CD and boot from it.

2. Install from net the router OS to any secondary drive in our windows PC. Then our router
PC using the drive and its boot. Both installations are added upgrade files and more on
below [https://mikrotik.com/]

3.5.2Release History:
Different version of router OS of MikroTik has released at different time.[7]

Major versions:

e Version 6: May 2013

e Version 5: march 2010
e Version 4: October 2009
e Version 3: January 2008

3.5.3 Router board:
Router board is a hardware plan of action from MikroTik, which is a line of routers running the
routers OS operating system.

A series of integrated circuit boards are manufactures by the Latvian company. [6] Different
application scenarios various router board options are provided for small and medium sized
wireless ISP 750G series MikroTik router is marketed to providing broadband wireless ingress in
backlands area. It is a small pre-assembled small office/ home office (SoHo) router. There are a
series of mini PCI and mini PCI express wireless adapters including in the router board line.
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IEEE 8.2.11 protocols holding up and delineated to be used to together with the router boards
squad.

Figure 3.5: MikroTik Router Board

3.6MikroTik Ethernet Router:

3.6.1 Hex lite:

Hex lite router is covered with a plastic case and it has 5 ports. [7] To managing your wireless
home network, you have no alternative option which gives you as a low cost then the Router OS
license alone.

Characteristics:

Small and low price and clean looks.

Good looking and easy to use.

Design is very compact.

Into any SOHO environment it will be fit perfectly.

©DaffodillnternationalUniversity 16



Figure 3.6: HEX lite.

3.6.2 HEX PoE:
Where wireless connectivity is not required, we can use a five port Gigabit Ether net router for
location, named HEX PoE.

In HEX PoE USB 2.0 port is used and extra SFP port is adding for optical connectivity [7]. The
ports 2 to 5 produces power other POE cable devises with a like voltage bit to the unite.

HEX PoE has a very powerful 800MHz CPU but it is very easy to use and affordable. All the
advance configurations of router OS support, it can be capable. Ether net ports are shielded, so
power of adapter’s power is less and maximum current is 1 A per port which is a matter of worry
to cables.

Figure 3.7: HEX PoE

3.6.3 RB2011:

RB2011ui is a type of device which has multiple device series and its cost is very low. [7] It is
basically designed for indoor use and excess able in many contrasting cases with a dozen of
options.
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Features:

e Dynamic routing.

e Hot spot.

e Firewall.

e MPLS

e VPN.

e Facilitated quality of service.

e Load balancing and bonding.

e Real time configuration and monitoring.

We can power another device just by connecting it over regular Ethernet cable which is basically
the passive PoE output capability on the last port (ETH10) of a RB2011ui.

LA L L 1L Jiis:

T
Figure 3.8: RB2011.

3.6.4 CCR1036-8G-2S+EM:

Now the CCR1036-8G-2S+EM has to SFP+ ports for 10GHz interface support.[7] That’s why it
faster than before. Its performance is same as CCR1036 model but now 10 Gigabit are possible.
36 core TILERA CPU is used in CCR1036-8G-2S+EM. There are two SFP+ ports, 8 gigabit
Ethernet port and a serial console port in a CCR1036-8G-2S+EM. In CCR1036-8G-2S+EM 1u
rack mount case is used.

Features:

e Ram 8GB.
e SlotM.2
e Full size USB slot.

©DaffodillnternationalUniversity 18



e Subsistence SFP (1.25G).
e Subsistence SFP+ (10G) module.

/\\//\\//\\/I\\//\\//\\//\\//\\INN - - —————
= == e———— L L. I e — oy

e

Figure 3.9:CCR1036-8G-2S+EM

3.7 Network topology of MiKrotik:

Public Networl g
10.5.8.0/24 HUB E
—  Gateway
==y 10.5.8.1
T 64kbps  Interface: Public
MikroTik IP Address: 10.5.8.104

Local Networt Interface: Local
192.168.0.0/24 ik l 128Vbps [P Address: 192.168.0.254

&

Server E Laptop

192.168.0.1 - 192.168.0.3
Waorlstation

192.168.0.2

Figure 3.10: NetworktopologyofMiKrotik
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3.8Pc based installation of MikroTik Router OS using Vmware:
We need three requirement of items:

e MikroTik router OS I1SO image file.
e VVmware workstation application.
e Winbox.

Now the installation process given below:

Stpe-1:

First we installVMware application and then open it after that we click on File> New Virutual
Machine> Tyical> Next.[8]

Op e

nikrotik-6.22  VMware winbox
Workstati...

& 823 - VNware Workstation
file Edit View VM Tabs Help - CRE =] - ’ beadb
9 New Viruat Machine.. N [
™ New Window Welcome to the New Virtual
Qpen Ctd-0 Machine Wizard

Scan for Virtual Machines..

Close Tab CulsW L

Hetp [ Hea ] Cancel

Figure 3.11: welcome screen of VMware.
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Step-2: we preffered installer disk image file (ISO) and then click on Next. Then creat a virtual
machine name and choose the location of the machine where iot is installed, click then Next.
Now configure the hardware requirment.

Mew Virtual Machine Wizard s Mew Virtual Machire Wizard

Guest Operating System Instalkstion Hame the Wirtual Machine
A wirtual rechine is like a2 physical computer; & neads an operating Whet name would you lise o use for this virtuel machine?
Frstem. How will you install the guest ogeratng system?

il I Fram:
Install fra Wirual rrashung narme s

(T3 stallar disc: Tasto
S KL PR R Location:
[;( CiiUseral MahivudVOoormentSyWirtisal Machines\Tesn)2 | Browsa. ..

The defaull lacation can be changed at EJit > Preferances,
i) Insmlier disc image file {isa):

EMEraTikYMIKra T iy mikrotik-6. 23 50 |

¥4 Could rot datect which operating system is In this disc image.
You will naed to specify which oparating system will be irstalied.

{2 1wl install the operating Systarm later.

The wistwal machine will be ceated with a blenk hard disk.

Help = Back Neat > Cancel = Back cancel

e
Sgmcaly 2 oy Bl m i sazi
remrearm R ey O RO U 8 TR O 4 A
e R T = e

Figure 3.12: MikroTik OS VMware Configuration.

Step-3: we click on the power on the virtual machine. A welcome screen come where we click
“a” for select all and then “i” to install after we press “n” to not configure and to continue to the
process we press “Y”.

When installation is complete, we see a login screen where we press MikroTik
login: admin
password: admin

then go in.
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[ '
il ' L ™
Helcone to MikroTik Router Softuare installotien
[ Tostt)
Move arownd mewn uging "p" and o' or arcew keps, select with spacebar
= snloct all with 'a", wintsum with ‘', Pre )
’ A ance| ond rebopt
K
-
v Mt
o e 40
W 1
I
3
ystan (dopands o
Maln packagn with hagle sarvi

NikroTik 6.22
MHikroTik Login: adnmin

Passuword:

Figure 3.13:0S Installation of MikroTik.
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Firstwe download winbox and router OS ISO image file. In VMWare we install router OS and
run Winbox, prefer on the Mac address type “admin” in login window and user password need
not to give.[8]

° admin@00:0C:29:96:E4:D7 (MikroTik) - WinBox v6.22 on x86 (x86) = O X
Session Settings Dashboard

@E [7Sah Mode | Sessi |00.0c29.96 E4.D7 e

4 Quick Set
3 CAPsMAN
M= Interfaces
1 Wireless
= -
24 Bridge
=g PPP
e e EKK TTITITTITIT KKK
o e
 Mesh e e EKK TTITITTITIT KKK
gi P ~ MM MO MMM TTT KKK KKK RRRRRR 000000 TTT IIT KKK KKK -
IPv6 ~ | Mer MM MM TIT EXRKKK RRR RRR 000 000 TTT ITT KKEKK
= o M4 TIIT KKK KKK RRRRER 000 000 TIT ITT KKK KKK
\<’MPLS r© o MM TIIT EKK KKK RRR RRR 000000 TTT IIT KKK KKK
Rnlm'ﬂg N
ns < MikroTik RouterOS 6.22 (c) 1999-2014 http://www.mikrotik.com/
& System 5
& Queuves
&= File ROUTER HAS NO SOFIWARE KEY
s
Log You have 23h32m to configure the router to bes remotely accessible,
= Radi and to enter the key by pasting it in a Telnet window or in Winbox.
g3 - Turn off the device to stop the timer.
& Tools [ |See www.mikrotik.com/key for more details.
i New Teminal Current installation "software ID™: 3RBP-JIKQ
ISDN Channels Please press "Enter™ to continue!
sy KVM ping 192.168.50.1 1
= [admin@MikroTik] > ping 192.168.5j -
_4 Make Supoutrif
& Manual 2l I I
@ NewWinBox | |3 items

Figure 3.14:Winbox Dashboard.
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3.8.1 Static IP Configaration in MikroTik router:
First we click on “Interface” to show and define LAN, MAN, WAN etc ports.

© 2admin@00:0C:29:96:E4:D7 (MikroTik) - WinBox v6.22 on x86 (x86) — O >

Figure 3.15:Interface.

Then click on “IP adress> Add IP on Address and Network> Apply OK”.

fenabled

2 tems (1 selectsdi

Figure 3.16: IP Addressing.

N
N
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Then “ IP> DNS> ADD server IP address> Apply OK”.[8]

DNS Settiings

Servers: 203.190.10.252
203.190.10.253]

[ cancer |
Dynamic Servers: ] I Apply [

1 Allow Remote Requests

Max UDP Packet Size: 4096 ] SAENCRS
Cache Size: 2048 | kiB
Cache Used: {3 7 ) - ]

Figure 3.17: DNS Server.

Now again click on “IP> Firewall> Add+> Action> Select=masquerade> Apply OK”.

Lol <] SafeMpq;_ Session:|00:0C:29:96:E4.D7

A Quick Set New NAT Rule
ke Aot [ 1< |RREHR
1 Wireless Action: |accept H* l [ Cancel |
#% Bridge add dstto address list Aoply
=2 PPP add src to address list Disabl
o Mesh e Log Prefix | 4st-nat I nee |

° . HEowWaH jump Comment
e " | Fiter Rules lo ¢ | peols |
s IPV6 oo e “FY

wes |l L e I [ Remove || [a

. e passthroug
# Routing p |[-# 1_IActiof redirect Reset Counters | [t 1n--Byte
i System ) rs?r]nr: | ResetAll Counters |
@ Queues src-nat
& Files |

Figure 3.18: Firewall.

For IP routing, click “IP> Routes> Add+ New Route=Dst. Address + Gateway> Apply OK”.
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4 Quick Set

5 CAPsMAN
= Interfaces
3 Wireless Jew Route
#4 Bridge General lm|
PPP
3 Mesh Dst Address: [ﬁ
g P N Gateway: [192.168.50.1 [3] |
lxs) IPv6 r x
> MPLS . | Check Gateway: | Le
#2 Routing r Type: [unicast
3 System I
& Queues Distance: I
I3 Files Scope: [30
z) Log Target Scope: |10
S8 Radius Routing Mark |
X Tools M
[ New Terminal Pref. Source: |
ISDN Channels
= A

Figure 3.19: IP Routing.
After finishing then check by “New terminal> Terminal=ping (IP)> OK”.

BE =

4% Quick Set
3 CAPsMAN
i Interfaces
1 Wireless TR
% Bridge IV Vo, o ) Vo [o]
=8 PPP / NE E Ml P od Nl IXNFE G
5 = AN I EEY L e B} X
== Switch \/ M_ILINAZL \__/\/ I_I_I\_\ (c)2013
°2 Mesh MikroTik RouterOS 6.41.1 (c) 1999-2018 http://wwWww.mikrotik.com
£ L P [2] Gives the list of available commands L
<4z MPLS P |command [?] Gives help on the command and list of arguments
48 Routing ™ | (1ab) Completes the command/word. If the input is ambiguous,
@} System ¥ a second [Tab] gives possible options
’Queues 74 Move up to base level
Files L Move up one level
=l Lo /command Use command at the base level
2 9' [admin@MikroTik] > ping 192.168.50.1
S Radius SEQ HOST SIZE TTL TIME STATUS
)&Tools p 0 192.168.50.1 56 64 Oms
5 - 1 192.168.50.1 56 64 Oms
{@m New Terminal 2 192.168.50.1 56 64 Oms
i LCD 3 192.168.50.1 56 64 Oms
= 4 192.168.50.1 56 64 Oms
&4 MetaROUTER " 5 192.168.50.1 56 64 Oms |
» - -
@ Parilion TE—

Figure 3.20: IP Ping.
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Final step:

“PC Setting>Network> Change adapter setting> Ethernet> Properties> Ipv4= Use your
static IP address, gateway, subnet mask and DNS server> Apply OK”.

Bluetooth Network VirtualBox Host-Only
. Connection Network
b4 Not connected g 00 Gigabit Ethem... @ Disabled
"~ VMware Network Adapter VM Network Adap Wi-Fi
VMnet1 VMnet8 Not connected
@ Disabled i f Killer Wireless-n/a/ac 1535 ..
Lk A tmite v
@ Ethemet Properties X
Networking Sharing
Internet Protocol Version 4 (TCP/IPv4) Properties x
General
You can get IP settings assigned if your
supports this capability. Otherwise, you need to ask your network
administrator for the appropriate IP
(O Obtain an IP address automatically
(@ Use the following IP address:
Sutne mosk:
Defout gateway:
[N
i Obtain DNS server address automatically
(@) Use the following DNS server addresses
Preferred ouS server:
Aernote onS srver:
—
R

[ ]| conce |

Figure 3.21: TCP/IPv4 configuration.
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3.8.2(DHCP) Dynamic routing configuration:

For Dynamic routing configuration, first we click on “IP> DHCP Server> DHCP Setup=
select needed server interface> Next> DHCP Address Space= example (172.160.20.0/24)>
Next>Gateway DHCP Network=example (172.160.20.1)>Next>Address to Give out>Next>
DNS Server>Next> Lease Time”.

“1$ Mesh
e
@ P DHCGP Server
~ MPLS DHCP | Networks Leases Options OptionSets Alerts
% Routing (%] =] [ ][] [¥] [ oHCP Config | DHCP Sewp | 1
& System Name / |Interface |Relay |Lease Time |Address P._ |AddA | [~
& Queues
@ Files = =i
&isa
# Radius DHCP Server Interface _ynlanl N _ i
X Tools 2 .:OMﬂ-WAN
m New Terminal
= LCD | -
#4 MetaROUTER othors
ether6
€5 Partition ether?
- Make Supout rf ether8
Manual |ether9
o Metwe 0items ether10
@ New WinBox ishpl
B & C —

Select gateway for given network

Gateway for DHCP Network: |[EERIENERR ]
| Bac

ck Jl_NTg_JilCaM;'l

DHCP Address Space: 1‘.? 160

| Back

Select pool of ip addresses given out by DHCP server

Addresses to Give Out f

Select DNS servers Select lease ime

[k |[ B ] (]

DNS Servers: [203 190 10 252 ’ $ Lease Time: |24:00.00 1
[203.190.10.253 ls

i Backiu Ne% I  Cancel j

Figure 3.22: Dynamic Configuration.
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3.8.3ARP for dynamic (DHCP) Configuration:
For showing ARP List, we restart inbox and reconnect Ethernet port Ipv4 into automatic from
Pc. After that we click from winbox “IP> ARP” to show the ARP list.[8]

©DaffodillnternationalUniversity

ARP List
(&ll=] [ ] [ml [l
___ |IPAddress  / MACAddress  Inteface v,
DC 9172160202 4CCCHADFB89A etherd-LAN
D 917216020254 4CCCHADFBB9A etherd-LAN
DC 9192168501 D4.CABD816D56 etherl-WAN
Jtems
_ G ———— — 3
“ Eithernet Statuce j
Network Connection Details X
Nowork Connoction Dutei
Property Value
Connection-specific DNS S.
Description Killer E2500 Gigabit Ethernet Controller
Physical Address 4C-CC-6A-DF-88-9A
DHCP Enabled Yes
IPv4 Address 172.160.20 254
IPv4 Subnet Mask 2552552550
' Lease Obtaimed Tuesday, October 9. 2018 45753 PM
| Lease Expires Wednesday. October 10, 2018 457 54 PM
| IPv4 Default Gateway 172.160.20.1
IPvd DHCP Server 172160201
| IPv4 DNS Servers 203 190.10 252
203.190.10253
IPv4 WINS Server
NetBIOS over Tcpip Enabl.  Yes
Link-local IPv6 Address fe80 5908 a%b edb 81 %2
IPv6 Default Gateway
IPv6 DNS Server

Figure 3.23: ARP for (DHCP) configuration.
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3.8.4 Bridge configuration with MikroTik:
For bridge configuration we should follow the following rules:

“Bridge> Click = Add> Bridge n=1,2,3............ >+ name fill-up> Apply OK”.
Port selection:

v Ether2
v' Ether3 LAN
v' Ether6_ MAN
v' Ether9
v Wilanl

“IP> DHCP server> DHCP setup> Next> Apply OK”.

®,

% Step 1:

) (  SaeMode  Sesson D4CAED85CODO LIS
A Quck Set
1 CAPSMAN
= irtedaces
L Wieless
+4 Badge
3 PPP
T Swich
*3 Mewh
@r || Bodge Pots Fhem NAT Homs
G WS "l [22] |c] [ ] | Setnge
e L Name  Type : i
. System IR t2oadget Brdge L2MTY
® Oueven MAC Address
) Fles ARP- |enabled

O] %]

Type Bndge

SO
i
H

B Radus

X Tools

M New Temnal
L J0s]

#S MetaROUTER
& Pattion

Admn. MAC Address

Figure 3.24: Bridge Name Create.
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Badge Pots  Flers NAT Homs

-+ allyY
| irtedace  Brdge
1 E= T badge 1

[Prcsty $ _ Pasty
80

Gerersl | Status
reetoce EEETEEEE *
Brdge  saddam =
Prioty. |80 hex
Path Com: 10
Honzon b
Edge auto .
Port To Port:  ato -
Extenal FDB.  auto =
Ao sciate

i

W

]

«» Step 3:
As Quick Set
1 CAPsMAN Bidge Pofts  Flters NAT Hosts
M nterfaces L f N
4 Wireless intedace Brdge Priorty (h.. |Path Cost  Horizon | Role Root Pat
+4 Bidge | Adetherd saddam 80 10 disabled port
| Adethert saddam 80 10 disabled port
2 PPP | Adetherd saddam 80 10 dsabled pot
s Swich | wian7 badge 1 80 10 dsabled pot
":M P Server
g P DHCP  Networks Leases Options Option Sets Aerts
<' MPLS + Y| | DHCPConfig || DHCP Setup
= 9 Name Interface Relay Add AR
(ot System dhep badge 1 DHCP Setup no
Que dhep2 unknown ne
’ dhep3 unknown Setup has completed successfully no
(] Files dhepd saddam : no
o
A Radus
A Tools
M New Teminal
» LC0
#4 MetaROUTER
& Pattion
+ Make Supout of e
@ Manual

[= E3

Figure 3.26: DHCP Setup Configuration.
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3.8.5Site blocking configuration with MikroTik:
For blocking any sites like Facebook or YouTube, the blocking rule is:

regexp>
A, + (youtube.com). *$,
A, + (facebook.com). *$,

“IP> IP Address> IP Assign> Firewall> New Firewall 7 Protocol>YouTube name assign>
Apply> OK> New Firewall rule> General> Source Address IP assign> Apply OK.”

% Step 1:

A Quick Set 5][x]
L CAPsMAN %+ 7
. irterfaces Address Network Interface bt
i W 17250101724 17250100 saddam
192 168 50 24/24 192168500  ether2
o Brdge
e PP
i Swich

@ w
MPLS
38 Roang + Al Y Sow Frowal i o %]
Name Regexp v
@ Sysem 9 block * vigoogle com) °$ o E
Cancel
Apoly

Flter Rdes NAT Mangle Raw Service Pots Connections Address Lists Layer7 Protocols

@ Gueves o * «facebook com) 'S Regexp |
s e siyoutube com) “$

2 Racha | Commert |
A Toos Copy

B New Temnal =
& o

#5 MetaROUTER
& Pattion

» Make Supout of
@ Marual 2tems

Figure 3.27: IP Blocking and Rule create.
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o Step 2:

2 | K Safe Mode

A& Guick Set

1 CAPsMAN +

= tedaces |
L Wireless [
&5 Broge
w3 PPP
== Swich
3 Mesh
44 P
MPLS
# Routng
i System
@ Gueves
1 Fies
Log
£ Radus
X Toos
B New Teminal
™ co
#4 MetaROUTER
¥ Pantion
5 Meke Supout if
@ Manua
@ New WinBox

| =

Session. D4 CA60.86C0 00

- ¢ % a7

Address
P17250.10.1/24
o 192.168 50.24/24

Network Interfac]
17250100 ‘saddant
192.168.50.0 ether2

+

" Action
¥ acce
X
X
v
~
o acce:

€ K droo

.

7 tems

forward

Fiter Rules  NAT Mangle Raw Service Pots  Conned

mset Courters

Sc. Address

17250 10 024

New Frewal Rue

Chan: ENEE

Src Address
Dst. Address

In_Intedace

Out Intedace

In inteface List

Out Inteface List

Packet Mark
Connection Mark
Routing Mark
Routing Tate:

Connection State
Connection NAT State:

17250.10.0/24

.
-

=

Geneal Advanced Era Action Statistics
Cancel

y

K8

Facki v

Figure 3.28: IP source configuration, drop and forward.

s Step 3:

A& Quick Set
1 CAPsMAN
| Interfaces
1 Wireless

A Tools I
@ New Teminal
= LcD

¥4 MetaROUTER
@ Parition

| 4 Make Supout rif
@ Manual

A8 Nacs WEADav

LI

B
[#][=] [~][x] [a] [¥] [Fro ]
|| Address ¢ [Network interface =
517250.10.1/24 17250100  saddam |
57 192.168.50.24/24 192168500  ether2
Firewall E K!
Fiter Rules NAT Mangle Raw Service Pots Connections Address Lists Layer7 Protocols
[#][=] [=] [7]
[Name  / [Regep ) [+]
i ofp " +ffacebook com)."$ |
1item

Figure 3.29: Site Block (final result).
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3.9 CentOS 6.4 installation:
Using the 1SO image file in USB drive [10], | will install CentOS 6.4

3.9.1 CentOS 6.4 installation guide:
1. Download the CentOS 6.06 DVD ISO image file, generate a bootable USB stick using
liveUSBcreator.[11]

2. Following that, boot our pc then choose the bootable USB, entrance GURB boot menu, next
choose USB disk and click enter to install.

Helcome to CentOS 6.4?

nst Stem With
Rescue installed systen
Boot from local drive
Memory test

Press [Tabl to edit options

Automatic boot in 49 seconds...

CentOS 6

Community ENTerprise Operating System

Figure 3.30: Welcome Screen of CentOS 6.

3. Press Next to begin, select the Installation language package and click on Next.
©DaffodillnternationalUniversity 34



What language would you like to use during the
installation process?

Chiness d) 7 (F8) )
Chines nal) (# (E@) )
Croatian (Hrvatski)

Czech (Cestina)

Danish (Dansk)

CentOS 6 s BEE

bk
Figure 3.31: Language pack for setup.
4. Then choose the sweet able keyboard layout then click on Next.
Choose storage device then select Next to install process.
L ——SES [ ———
,\.’“s:.::‘i:‘m“.mm What type of devices will your installation involve?

S0ty of Starage Sevies ¥ poute not sure which SpBSn & (gt 164 you
s s prosasly &

Specialized Storage Devices
ALO of wowr e 10 enteTarine Grvicen wach o8 Woragr Aree Networts (AN The astion w shew
Yo 10 4 FCOE / SCS) 1 EFCP itk i 1 Wies O Gewices (e mitaler showd gnare

Figure 3.32: keyboard type and storage selection.
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5. Clear data on the storage disk by clicking yes, throw away any data, select Next.

After that | will select host name then click Next.

1), The storage device below may contain data.

VMware, VMware Virtual S
— 204800 0 M8 PCi-0000:00:10.0-5¢5+-0:0:0:0

Configure Network

6. Then three steps to go:

e Time zone setting.
e Root user password.
e Confirm password.

These three steps come one by one by clicking on Next.

Please select the nearest ity in your time zone

Selected city: Dhaka, Asia

) System clock uses UTC

The root account s used for administering
the system. Enter a password for the root
user

Root Password

Confrm

Figure 3.33: select time Zone
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7. Then flow the some instruction step by step for partition all drive.

Use All Space

alaciod & . . il by ol e Please Select A Device
R ™
Device 2R
Replace Existing Linux System(s) MO
M
Shrink Current System
ra g catotmg porsy
i o Create LVM
LVM Physical Volume
Car
L3
Rese
o Back »

|5qu: v
Desce mewstemmm[ o)
[ Hard Drives
v sda (2 s e
oo Allowable rives:
Size (MB): 6 =l
Additional Size Options
ze
O Al all space yp to (MB): 1
O Fill to maximum allowable size
(] Force to be a primary partition
) Encrypt =
S -
@ack | | wpnext

Figure 3.34: select partition layout.
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Step 2:

Please Select A Device
Device [S;'Iscl N Create Storage Device
Create Partition
v Hard Drives Standard Partition ¥ Hard Drives
v sda v sda
sdal 200 /b Create Software RAID |nformation sdal ¥
Free 204599 |C) RAID Parttion Free ORI
Create VM Information | Size (MB) v
Additional Size Options
Fixed size
Fill all space yp to (MB)
[ Force to be a primary partition
Cancel
‘ | Encrypt
Create Reget Cancel Reget
L
4 Back B Next 4 Back ) Next

Step 3:
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Please Select A Device
olume Group Name: ]
Device ;‘:, Devce  |Physical Extert ™ g
Create Partition
v Hard Drives Standard Partition v Hard Drives W 0NN
v st veh
sdal 200 /b Create Software RAID Information wia) Physical Volumes to Use
sda2 204599 RAID Partition wal
Used Space: QO00OMB (00%)
Reserved Space
Free Space: 204596.00 MB (100.0%)
Create LM Information Total Spce 204396.00 M
* LVM Volume Group Logcal Volumes
Logical Volume Name  Mount Point Size (M8)
add
LVM Physical Volume £
Delete
Cancel i(uu
Create Reget c E‘ Peyel
el
@back | | W hext @i | et

Step 4:

LVM Volume Group VG (204596 MB) LVM Volume Group VG (204596 MB)
b';:“._ ] Edit LVM Volume Group: VG
Volume Group Name: |ve
e Siz) Create Storage = it
ice vice 3 <
(M Create Partition ice Physical Extent: 4MB
= LVM Volume Groups Standard Partition v LVM Volume G ¥ sda2 204596.00 MB
Free 2049 Create Software RAID Information ey
< Hard Drives RAID Partition v Hard Drives
v sda v sda
sdal sdal
sda2 2049 Create LVM Information sda2
2048
(Max size is 204596 MB)
@ LVM Logical Volume V6 &
Y Cancel <3 Add
LVM Physical Volume Edit
Delete
Cancel Create
Create Eon Delete Reget Reset
Cancel oK
= Back » Next @Bk | | wpNext

Step 5:
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Please Select A Device Please Select A Device
Size ' Mount Point/
Device (MB) RAIDNolume Type Format Device
= LVM Volume Groups @ LVM Volume Groups A The following pre-existing devices have been selected to be
v Ve 204596 v Vo formatted, destroying all data
LogVolol 100000 / extd v Logvoiol jdevisda  partition table (MSDOS)
LogVolo0 2048 swap v LogVoloo
LogVolo2 102548 /home extd v Logvolo2
' Hard Drives ¥ Hard Drives
v sda v sda
sdal 200 /boot extd v sdal
sda2 204599 VG physical volume (LVM) sda2
L}
Cancel Format
Y

| Create Reset Create

wnck | | ex | e

8. Choose write changes to disk then Next to begin.

For install the boot leader, Select the installer then click Next to files installation process.

W Install boot loader on /dev/sda. | Change device
Please Select A Device " e Sxi)
1) Use a boot loader password
Size Mount Point/
Device (@) aaiDvolume YPE Fomat Boot loader operating system list
Default Label Device Add
@  CentOS MdevimapperVG-Logvolol E*
|_E®
will now be written to disk. Any data on
deleted or reformatted partitions will be lost. Retrieving installation information for CentOS.
| )
one | (-
Create Reget
(IR eno | [ e

9. Then select desktop for GUI then press Next to proceed. Then waiting for finishing the

installation.
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The default installation of CentOS is a minimum install. You can optionally select a
different set of software now.

Minimal Desktop
Minimal

Basic Server
Database Server
Web Server
Virtual Host

Cathunen Nanianmant Wadiet stian

Please select any additional repositories that you want to use for software installation.
¥ Cent0S

i kil Pieted: 621 of 1089

Installing farsight2-0.0.16-1.1.¢16.x86_64 (484 K8B)
Ubraries for videoconferencing

< Add additional software repositories 7 Modify repository
You can further customize the software selection now, or after install via the software

management application.
o Customize |ater Customize now

eno | | e

10. Then a welcome screen is come and click on Forward to continue. Then agree CentOS
License Agreement and click on Forward.[11]

Welcome

License Information

CentOS6 %

Figure 3.35: centos lances agreement.

& e b e e Agmarane
[RTA—

11. Then,
Create:

e An additional user.
e Enter the username.
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e Full name.
e Setting a password.
e Confirm password then click Froward to proceed.

Date and time is fixed for the system and click Forward.

Create User Date and Time

A amme br reguk (v advistiatee| e of e
o 4 91910 LW fiebia e the nfrraten

tnemare
e
fuswre
Confiey Fansword,

¥ yeuned ta use netwerk authentcation, sch 2 Kerbern: or NS,
P0ace clek the Lse Netwerk |a9e buttor

(ne etk Logn. 'R oot

ipechyeyg
drectory, ndivr UID) plemse cick the Advances butten

Aovarced

| bt w |-y

Figure 3.36: user creates Date and time setting.

12. By using username and password login to CentOS 6.4 system.

Figure 3.37: User login and welcome screen of CentOS.

3.10. Challenges:

Every work has challenges. There is no work without challenges. | also faced some challenges
but after hearing from my other intern friend of other company, | realized that 1 am more
experienced than them. The main challenges of my internship are given below:

e Temporary.
e Unpaid.
e Contest.
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During my internship, there were various type of challenges | would face. And | would try to
solve all the problems.

e The commands were very case suggestive — so | was very careful during execution.
e MikroTik router configuration problem.

e MikroTik router win box correction problem.

e A lot of problems of password management during working with Linux server.

e Catched network system problem and solved them

e Catched software problem and solved them.

CHAPTER 4
COMPETENCIES AND SMART PLAN

4.1 Smart plan and competences:
Competenies earned:

» Basic of IP addressing.
» Advance solutions for networking problems.
» Advance solutions for sequrity problems.
» Understanding:
e FFSserver
e \WDB server
e FTP server
e DNS server
e Mail server
e SAMBA server
e Proxy server
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Install MikroTik router OS.
Learn about static router configuration.
Learn about dynamic router configuration.
Understanding bandwidth management.
Maintainance mikrotik router.
Learn basics of linux and its installation.
Configure install and troubleshoot consumer network operating system.
Configuration:
e HTTP access.
e Talentaccess.
e WEFS access.
e Rrealize and configure IP address in centOS.

VVVYVYVVYVYY

4.2 Smart plan:
Smart plan is bassically compound or fusion of same good thinking. From specific, measurable,
achievable, relevent and time-based goles the “SMART” compose stands.

To achive the gain or to go towards the success every compony must have a smart plan.

4.3 Reflections:

Daffodil online limited consults work life balance. DOL works like a bridge between my
personal life and work. This company gives me a lot of knowledge to improve my job
concentration. My work place is transpicuous and open form of communication. Everybody of
this company always keeping desired connection between them.

Daffodil online limited consult me training and development adroitness when variation is more
beetling ever before.

It is mandatory for any organization keep along with changes and train attendants.

Another important element for any organization is team work without teamwork it is very
difficult to find out any problem and solve it properly. Team work is basically work of identity
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and everyone try to find the problem and solve it. For achieving a bigger or golden goal team
work plays a vital role for any company or organization. I am developing my shills and learn a
strong team spirit from Daffodil online limited (DOL).

CHAPTER 5
CONCLUSION AND FUTURE CAREER

5.1 Discussion and conclusion:
This internship or training progrram gives a lot of important information and skills to generate
ISP setup and administration on the linux plat form and mikrotik router configuration.

The linux operating system and mikrotik furnish a board-base initiation of reliable, stedy and
successful administration. All system administrations DNS, FTP, SS, telent, web server and
manymore are some example.

From this intership or training any one can improving the most recent forms and server
security.You can see the part or charecteristics and modification or adaptation of the progrmmig
department.

Now internet is like oxygen of todays most organization and they are highly influenced by the
grace of internet. Without proper network design it is not possible to manage services. A proper
network design can make their netowrs and help the companies to reach their goal. So network
design is very important part of this internship.
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5.2 scope for future career:

Without no experience it is very difficult to get a perfect job. This valuable internship can help
me turn a career opportunity from the experience. After completing an outstanding internship my
future scope will desire:

A\

Linux engineer.

Industrial engineer.

Network engineer.

System engineer.

System administrator.
Management engineer.

Java developer.

Information technology (IT) manager.
ISP platform.

Computer network expert.
Security engineer.

Technical support

FTP and DNS server expert.
Samba and NFS server expert.
Techops engineer.

Software and database engineer.
Data center solution engineer
Backup solution engineer.

IT intelligent services (ITES).

VVVVVYVYVYVYVVVVYVYVYVYVYVYVYY
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