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ABSTRACT

The operating system is the MikroTik Router and is designed for a network router.The main objective of
this report is to manage Mikrotik router’s network and bandwidth setup.For the purposes of the ip and
addressing, In this report work based on Networking,Os Mikrotik,Mikrotik Ethernet Route,then basic
configuration of Mikrotik,Installation of Mikrotik,Winbox Dashboard,Interface,lp addressing,DNS server
Firewall,IP routing,Ip Ping,Winbox interface menu,DHCP configuration,Bandwidth management,PPPoE
configuration,Wireless connection,ARP/AP configuration,IP service,User ID and many other features are
included.It is really equipment are connected to computers, and useful for everyday life.In the critical
network of basic networks,network equipment are connected to computer and several
devices,switches,routers,and wireless access point.One machine can communicate with another computer
and with other networks,such as the internet,on a network connected system.Now today,there are a vast
number of people with everyday lives all over the world with intenet technology.So,right now,networking
is so much of a major reality. Thats why it is a machine variable.To form a network,the computer system is

connected. The Mikrotik router is a multitude of DNS server Bandwidth control features,etc.
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Chapter 1

Introduction

1.1 Introduction

This is internet information technology that is part and parcel of our everyday life.lt is the vast
number of people who use it all over the world.lt relies on the server for internet
communication.Internet service interface technology is not possible without a DNS server.

In the internship,the practice of making student the real work is the practice.That is the area of
internship employment in a vital position of accounts,engineering medical science.each of them is
there importance in internship and before degreenaward.This is a showfocused on software and
internet networking technology for e-commerce.

Different types of services such a banking software,credit card, ATM technology,debit card,mobile
banking,online transaction,etc.To the prepare myself for the competitive network and system
management job market in my internship program mikrotik platform.The appropriate opportunity
is provided by Atova Technology Ltd.In this ISP based company.knowledge is gathered from the
network

1.2 Motivation of Report

I am currently monitoring my degree in Electronics and Telecommunication Engineering (ETE)
at Daffodil International University.The key reason for the interest in the network system of
mikrotik is to ensure that the people in Bangladesh have a better and faster source of
networking.l am pursuing the importance of expanding national data,in which the learning of
the path book continues and cables me to stand in the oftenbroad subject of the mikrotik
network .1 was completely capable of learning the Mikrotik Networking of the Mikrotik router
from the day it was announced.As a web enters the supplier,I have communicated to a great
standard sound.What is at the lead of my thoughts,interacting with individuals paying attention
to their requiements and giving them better organization.In my collecting knowledge of my
ability to evaluate and cover the state of the law broadly and quickly but then specifically of
Mikrotik.

©Daffodil International University 1



1.3 Objectives:

ICT is currently one of the main elements necessary for building a career.The objective of

this work on the Mikrotik Network is:

i)To control the operating system Bandwidth to Achieve User Prosperity
Prevalent.MikroTik, as a network router. The use of a machine to become a reliable network
router is the operating system and software for that. A range of features for the IP network

and wireless network are included in the computer.

ii) To run on the Router OS-based system intended for installation on the MikroTik Router
Board. It can also be installed on a PC and converted into a firewall router, a VPN server
client, and an access point. A capable portal based on a wireless access device will support

the system.

iii) To learn how to install, configure, manage and optimize the solution from Mikrotik
Network. This is a very high level for network protection systems. For that reason, and for

the subject, I chose an internship.

1.4 Report Layout :

In the Chapter 1 | have described Introduction,Objective and Motivation of the
Internship.

In the Chapter 2 | have described the Networking,types of networking which is using for
Mikrotik ,Introduction of Mikrotik and types of the so many Router.

In the Chapter 3 | have described basic configuration of Mikrotik such as the,

(os installation,Winbox Dashboard, Interface,IP Addressing,DNS Server of the Firewall IP
Route IP Ping ) etc.

In the Chapter 4 | have described the Mikrotik fundamental charge at the operation and
Maintenance about various kind of operation,

setup( DHCP,Bandwidth Management,PPPoE,ARP,Firewall) etc.

In the Chapter 5 Depict about of my report decision and future extent of MikroTik.

©Daffodil International University 2



CHAPTER 2

Introduction to Mikrotik

2.1 Networking

In the present era, networking is also an important thing to communicate. | can not think of
sharing data from one place to another without networking. Through networking, data can now
be easily exchanged from one location to another. By distributing data between many
computers, | can create a network. [1], MikroTik is a Latvian company founded in 1996 to
build routers and wireless ISP systems. In most countries around the world, MikroTik currently
offers network ownership hardware and software systems. The perception of standard laptop
hardware and complete routing systems in the victimization industry allowed America to
develop the Router OS computer code in 1997 that provides intensive stability Controls for all
types of interfaces and routing of information. | appear to set out to build their own hardware
in 2002, and the whole router board was born as well. In most parts of the world, there are

resellers, and most likely buyers in each country on the planet.[2]

2.2 Types of Networking
2.2.1 LAN (Local Area Network)

In our everyday lives, it uses the local area network. It is mainly intended to use title-
medium workplace-court and business trade networks to form small medium office lamps
and share information and resources between system time and could be saved for electronic
printer equipment scanner, etc. The native space network will not improve computers and
alternative network devices so that the system will share one of the other resources. The
computer network is that because of the design of the computer network, the sole use of the

cable is limited by the computer network at most distance and spare choice .[3]

©Daffodil International University 3
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Figure 2.2.1 Local Area Network (LAN)

2.2.2 MAN (Metropolitan Area Network)

MAN stands for Networks in the Metropolitan Region, one in each of a number of networks.
An person may be a fairly new category of a network. MAN is the wider space network than a
local area of a neighborhood} and, as its name suggests, encompasses the city's world. MAN
seldom reaches over 100 kilometers and instead requires a mixture of varied hardware and
transmitting media. It's one form of cable TV network network or it's a method of connecting
a number of PC networks to an even larger network, so in addition to device-to-device,
resource area unit shared PC networks to LAN. A community network such as Cable TV
Network, covering the entire city or a gaggle of several indigenous networks, is created by a
person. The resource is shared from network to network and from laptop computer to laptop
computer to boot during this process. MAN is typically owned by large corporations to

interconnect different branches within a city. [4]

©Daffodil International University 4



Figure 2.2.2 Metropolitan Area Network (MAN)

2.2.3 WAN (Wide Area Networks)

The Large Area Network is established with LAN and MAN in the broad geographical field.
This form of network is built with the use of the telephone company only because it is
difficult to grow a wide-area network, with special areas and technology used to connect to
various LANS. It is very difficult to handle WAN of the plans to build more than the LAN
because it is important to create a LAN across the globe, so the satellite is used in many

cases. Most Wide Area networks run at a speed of 1,544 Mbps at 56kbps.

The features of Wide Area Network are

1. These networks can expand in a large region and their costs can be distributed across

the world.

2. Generally, these are slower than the local area network.

3. Any Internet-wiring system such as router-modem switches, etc., must be used by the

Wide Area Network.

©Daffodil International University 5



Figure 2.2.3 Wide Area Network (WAN)

2.3 Training Served

For my internship, I chose Atova Technology Ltd. There are three months of training and
MikroTik Router Training is done about networking MicroTouch switch configuration. Training
is done because | was accepted here at first and began lessons. At first, we have no idea about
networking First, we learn about IP configuration We get different IP subletting and
reconciliation information Then we started to mount the micro-router in the virtual box And we
gather all sorts of micro-router information. Second, if a new configuration can be forwarded by
a MikroTik router, then the device would have to be reset to give it first. In the Mikrotik router,
it is important to first get an Internet connection, to check the IP on the interface, and then to
provide the DNS and the gateway. We have no idea about the different Mikrotik router setups,
so we have the PPPoE DHCP configuration service that 1 know all sorts of bandwidth
management configurations and how | can pick or share bandwidth. How to configure and
block Facebook and YouTube bandwidth through the MikroTik router that our teacher doesn't
know. We didn't shake it again by experimenting despite learning all the types of
configurations. | have a full understanding of the MikroTik router configuration after

completing a three-month course..

©Daffodil International University 6



We learn about networking and IP sub-netting properly in the first month and switch VLAN

setup and switch management.

> Learning and understanding of Network Components.
> MikroTik Basics Analysis and Comprehension.

> Centos Simple Commands Key Commands.

We learned the second month from Atova Technology Ltd MikroTik training Basic MikroTik

setup and OS installation in VMware :

> Installation of MikroTik by OS
> Website Faltering
> The IP Addressing Principle.

IP Address Concept Last month we learned the very important MikroTik hole

configuration for the management of the MikroTik router.

> |P Configuration

> Sub netting

> Networking Binding
> VLAN

> PPPOE

©Daffodil International University



> Static and DHCP

> Bridge

> Bandwidth Management
> ARP/AP

> PPPOE

> Wireless Configuration
> Firewall

> Firewall security

2.4 OS of Mikrotik

The operating system is MikroTik OS. There are various license levels for the operating
system, ranging from 0 to 6, where 0 is a 24-hour trial version. You can test all Router OS
features free of charge in the trial mode. The different license level characteristics can be
compared here. It's very quick to install the Router OS. You can either download the ISO file,
burn it to a CD, and boot it. Alternatively, Router OS will be written to any secondary drive
you have connected to our Windows PC by Net Install. Switch and boot the drive to our Router

PC. You can find all installation methods, plus update files and more here.[4]

2.5 Mikrotik Ethernet Route

2.5.1 HEX lite

In a nice plastic case, HEX lite might be a tiny 5 port LAN router. Its value is alone under the
Router OS license-there is simply no alternative once it involves managing your wired home
network, not only is it in expensive, small, reasonable and easy to use-it is most likely the most
inexpensive MPL-capable router on the market, no more compromise between values and
options-each RB750R2 has. It works perfectly in any SOHO atmosphere with its compact style

and clean appearance.

e AN

Figure 2.5.1 HEX lite
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2.5.2 HEX PoE

HEX PoE is a Gigabit Ethernet 5 port router for locations that do not require wireless
connectivity. To add optical fiber connectivity, the computer has a USB 2.0 port and an SFP
port. Other PoE capable devices can be powered by ports 2to5 with the same voltage as
applied to the unit. It is affordable and simple to use, but comes with a very powerful 800 MHz
CPU at the same time, capable of all the advanced configurations supported by Router OS.
Ethernet ports are shielded and fewer power adapters and cables are 1A per port to worry about
Max current. Passive PoE input and passive or 802.3 af/at PoOE output are also provided. Other
PoE-capable devices can be powered by Ethernet ports 2-5 with the same voltage as applied to

the unit.

Figure 2.5.2 HEX PoE

2.5.3 RB2011

The RB2011 is a multiport device series that is low-cost. Designed for indoor use, and
accessible with a multitude of options in many different cases. With 5 Gigabit Ethernet ports,
five Fast Ethernet ports, a power jack and PoE support, the RB2011iL is the most basic model.
It's powered by the new 600MHz 74K MIPS network processor of the next generation Atheros.

For port 10, there is a POE output function - it can be the power of another PoE

©Daffodil International University 9



Capable devices with the same voltage as the unit being applied. The maximum load capacity

for the port is 500mA.

Fig:2.5.3 RB2011

2.5.4 CCR1036-8G-2S

With the new CCR1036-8G-2S(+) now having two SFP(+) ports for 10G interface support, our
fastest router has now become even better. It uses the same Tiller CPU 36 core as our other
model CCR1036 and delivers the same performance, but ten-gigabit links are now likely. The
device has two SFP(+) ports, eight Gigabit Ethernet ports, a serial console cable, and a USB
port, and comes in a 1U rackmount case. The CCR1036-8G-2S(+) has two sodium slots and is
shipped with 4 GB of RAM by default, but in Router OS there is no memory limit (will accept
and utilize 16GB or more). Also available now, the 16 GB RAM EM model supports both
SFPPs..

== o mi. .- s

Figure 2.5.4: CCR1036-8G-2S

©Daffodil International University 10



Chapter 3
Configuration of Mikrotik

3.1 Basic Configuration of Mikrotik

Step 1: The first install VMware application and then open it and after that click on File>New

virtual Machine>Tyical>Next

O n e

mikrotik-6.22  VMware winbox
Workstati...

v
file Edit View VM Tabs Help - TONN ulff= New Virtual Machine Wizard
'3 New Virtual Machine... CtrieN

Welcome to the New Virtual
Machine Wizard

Figure: Basic Configuration of Mikrotik

Step 2: The disk image file(ISO) installer and then click next.then create a name for the virtual
machine and select the location where iot installs, click next.Now configure the hardware

requirement.

C=

Figure: Basic Configuration of Mikrotik

©Daffodil International University 11



3.2 OS Installation of Mikrotik

Step 3: Click on the power of virtual machine.A welcome screen come where click a for select
all and then i to install after press “n” to not configure and continue the process press V.

When installation is complete see a login screen where press MikroTik.

Login:admin

Password:admin

Then go in,

HikroTik 6.43.4 (stable)

MikroTik Login: admin
Passuword:

Figure: installation of Mikrotik

3.3 Winbox Dashboard

Step 4: Install router os and run winbox first to download winbox and router OS ISO image file in

VVMware, preferably in the login window on the MAC address form admin and user password.

L

K| 4 | Sofe Mode v H
rtesfaces
Wireless
Beidos
FPp
Mesh
W Temond ]

IPvé .

MFLS

Routing

Syxon

Queues

Fes

leg

Radus

Tooks

New Temina

ISON Channels

KVM

Make Supout of

Marudl

cha ¢ th &
oy fau $iaar '
B2 1'1: cepove this default configuration type "r® or hit any other key to continue.
: If you are connected using the above 1P and you remove it, you will be discoanecte
*

Figure: Winbox Dashboard

L\'
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3.4 Interface

At first click on interface >General-ether 1>Type-ether>MTU-1500>Apply ok.So the Mikrotik router
OS supports a wide range of network cards and virtual interfaces.Each has its own sub-menu but the

general interface menu can be used to configure and read the standard properties of all interface.

LCHPSMAN | Geneol | Bhemet Suts Tl T w ]
e Nanme: e
e = |
4 T
o e —||
aPPP 4 l—‘ |
8 e L2MTU: ‘ ‘
e p Max L2 MTU r ‘
g | R T R
ows | e e |
#Rotng | Bink
GSmen | Reset MAC Address
@ Queves
ﬁ Fies Interface List
; Log beface | Bhenet EolPTuvel [P Tumel GRETumel VLAN VAP Boodng LTE
Radius EliEkE
vis [ B DI ]
B Thane ) rype T2MTU [T b b /) |
GO~ = VR - -~ VRS S ——— - i ”
4k R dvethed  Ehemet 254kbps 274kbps
- X 4ipetherd Bhemet 0bps 0bps 0 0
L Make Supoutet ||, e Bthemet Dbps 0bps 0 0 0bps 0 bps

Figure: Interface

3.5 IP Addressing

Then click on IP address> add IP on Address >Network and Interface>Apply ok. The IP addresses
192.168.1.1/24 and the network address are added 192.168.1.0 and next followed by the interface Ether

1.In IP networks,IP addresses are used to identify hosts in general.

>
W R
 Address List
e LAl L0 ™

[#][=] [¢][x]
| Address /| Network [Intedface
19216811724 192.168.1.0 ether1

Address <192.168.1.1/24

Address: |192.168.1.1/24 l | oK
Network: | 192.168.1.0 -
Interface: etherl 2

1item

I ==

Figure: IP Addressing
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3.6 DNS Server

Then IP>DNS>ADD Server IP address>click on Allow Remote Request>Apply Ok.So the settings of
server is 8.8.8.8 click on alliw remote request,the added of max UDP pack size of 4096,Query server timeout
are 2000,total timeout are 10,000,max concurrent Queries are 100, then Max concurrent TCP session are 20,
Cache size 2048kib,Cache max TTI 7d.00:00:00 and used 17kib,it’s the DNS server.

DNS Settings =] E3

Servers: 8.8.8.8

Dynamic Servers: |

Max UDP Packet Size: | 4036

Query Server Timeout: 12,000
Query Total Timeout: |10.000 | s

Max. Concurrent Queries: | 100 }
Max. Concument TCP Sessions: |20 }

Cache Size: |2048 | kB
Cache Max TTL: (74000000 |
Cache Used: |17 KiB |

Figure: DNS Server
3.7 firewall

Click on IP>Firewall>Add>Action and Select masquerade>Apply Ok.So the Mikrotik router OS
Firewall uses stateful Filterig technology to detect and block a variety of stealth scans,SYN floods.When a
foreign packet claims to be part of an existing link and attempts to reach the network,the firewall consults its

list of connections.

@ 3dmin@00:0C:29: T2 FF (MikroTik) - WinBox v6.43.4 on x86 (x86)
Session Settings Dashboard
00| | s Mode | seson c00C297E2FF

A5 Quick Set  New NAT Rue 0] ]
7 CAPSMAN Avanced Bt Aclon | Satscs .
‘ |
8 tedfaces Action: |accept \. Cancel
1 Wireless acoent [
8 e ‘add dstto address i Poply
% NAT \add src to address list
PP ] M Rf'f SnicePots Come | P e Diee
o | =] [« ’U‘ |7 | 00 Reset Counters ' kd I: |
o Mesh *—‘ ————— = Comment
& P [ #| |Acion |Chain |Sre. Address | Dst. Address  f !
- ki ooy |
Wik | i
redrect Remove
4 MPLS l retum
|same
% Routing [ o Reset Counters
& Sysem i ' | Reset Al Courters

Figure: Firewall
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3.8 IP Routing

Click on IP>Route>Add New Route>Dst-Address,Gateway>Apply Ok. There are three parts of ip routing:
a new route with the dst address 0.0.0.0/0 and the gateway 103.100.0.1, a gap 1 scope 30 and a target scope
10, and the dst address 103.100.0.0/30. It's reachable over ether 2 and the last of the dst addresses,
192.168.1.0/24, is reachable over ether 1.

| Route <0.0.0.0/0>

Routes | Nexthops | Rules  VRF General | Atinbutes
+ AT Dst. Address: |0.0.0.0/0
Dst. Address Gateway 3 = ™
Gat - 1103.100.0.1 chable ether?
AS  P0000O 10310001 reache G ~ | lmeche o 4
DAC P 103.100.0.0/30 ether? reachable
DAC P 192.1681.0/24 ather! reachable | Check Gateway: A
Type: |unicast ¥
Distance: 1 -
Scope: |30
Target Scope: 10
Routing Mark: x
Pref_ Sounce: b
*
3 tems
enabled active
Figure: IP Routing
3.9 IP Ping

After finishing then checked by New Terminal>Terminal=ping(IP)>ok. When communicating with a remote
host, Ping uses the Internet Control Message Protocol (ICMP) Echo messages to decide whether it is active or

inactive, as well as the round-trip delay.so the check of ip ping are below in figure.

/ ot

FINANNL <L L QD 77

\/ NN\ /v _I_I\_\ (c)2013

MikroTik RouterOS €.41.1 (c) 1999-2018 http://www.mikrotik.com

(2] Gives the list of available commands
command [?] Gives help on the command and list of arguments

| [Tam) Completes the command/word. If the input is ambiguous,
a second [Tab] gives possible options

/ Move up to base level

.o Move up one level

/command Use command at the base level

[2dmin@MikroTik] > ping 192.168.50.1

SEQ HOST SIZE TTL TIME STATUS

192.168.50. €4 Oms
192.168.50. €4
192.168.50. €4
192.168.50. 64
192.1€8.50. €4
192.168.50. €4

Figure: IP Ping
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3.10 Basic Configuration of Mikrotik

| first go to the MikroTik dashboard for the basic setup of the MikroTik router, then

go to IP and from here to there. addresses.

D ;oot@192.168.0.1 (Milkro Tik) WinBox v4.5 on

[ [ <=
Imerfaceas
Wireless
Bridge
L el o
Me=h
1= G AR
1Pve f P Wirg
MPLS (‘ Addresses
VPLS DHCF Client
Routing ! DHCP Reolay
System I DHCP Server
Queuess DNS
Files Firaewall
Log Hotspot
Radius 1IPzoc
T ools f Neighbors
New Terminal Packing
Make Supout rif Pool
Marual Routes
E st SMNMP

Fig3.2 Basic Configuration of MikroTik

When open the Address List dialog window, this window will click on the place to

open the IP Address window, as shown below.

Bl Address List

(Address Network Broadcast

T 10.0.1.245 10.0.1.1

" 192.168.0.1/24 192.168.0.0 192.168.0.255
= 1921681 33/24 1921681.0 192.168.1.255

Fig3.3 Basic Configuration of MikroTik
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3.11 Basic Configuration of Mikrotik

When open of the IP address dialoge then enter the address details and then click ok

Hl New Address

Address:

Network: |

Broadcast:

Interface:  etherl

Fig3.4 Basic Configuration of MikroTik

This is a tutorial that shows how to set the new Mikrotik Winbox user's password. As

shown below, click on the menu object :

T EE 3.7 (AATRer e T ABa) WA § et S e A Te eruy FRESGOICIA  (prevvmres v g

| - - [ERCE 0 TR T ER B SRS T p

Trstemet oneonw
A ireeler e e

LERRLS Pe T

o i o

Lo b Y

= '

1 5 At LV gerar mctes
AL Caevtificate s
NS L

Rt ' L =
harntesres ' Ereivrese w

L= R e L L R L A

L Flintcanss

Lo Lctametotss

L LG eree

T vt ! L Creaeaiv ey

Pldenww T et ovsiremt L I e L ]

A b LS caproraak it L e -

P et < Lt Lt LS ] )

¥ it Freartw

et et

e oo e
N L
Gt

R
T
Linenre

A mr oG

Fig3.5 Basic Configuration of MikroTik
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3.12 Winbox Interface Menu

The administration of MikroTik Router OS using an expedition is a diminutive usefulness of the
sanctions in Winbox. It's in the native binary of Win32. All Winbox interface functions represent
console functions as closely as possible, which is why there are no Winbox sections in the manual.

Most of the systems and advanced ones.

m The Winbox is signed with a Mikrotik-issued Extended Validation certificate. For key exchange

and authentication, WinBox uses ECSRP for.

m Both sides check if the other side knows the password..

m In ROMON mode, Winbox allows Vice Regent to be the latest version to be able to connect to the

latest version of the router.As an encryption algorithm, Winbox utilizes AES128-CBC-SHA

e khynnu@[fe&) JeSecfHelﬁ cOob%3] (3C18 Kru,anu GW) WmBov v6 351(6 on CCR1036 1 "G-JS (hle] — (=} >
Sezzion Settings Daszhboard
> | [ Safe Mode | Seanion: | fe 80 debe off fef 6.c0ab-3)| Mamary 16 4 @B cPu D~ M (5
A Quick Set @ *
1 CAPsMAN Ty s
| e acad sl il
i Weeless | || | =] [ ¥ Fid | fan =
45 Brdge - Dst. Address - Catewsy Distance  Rowting Masc  Pref. Source bt
wE PPP CAC
“12 Mesh DAC H Intedace | Bthemet  Eolf Tumnel 1P Tumnel GRE Tunnel VLAN VRRP  Honding LTE
AS H i
s 1P P lllas Wl #=ll=] [l [a] [ _ I
lng IPVE I DAC  H Name [Type [L2MTU [T |Rx Tx Packet (/)
MPLS ! DAC H g ativard Ethamet 1580 Obps Obps
DAC ¥ 4Pratherd Ethamat 1680 Obpo 0 bpn
2 Routing f «ivethers Ethemet 1580 Obpe Obpe
(W System I srethers Ethemet 1580 0 bps 0 bps
s ratier7 Frhemet 1580 O bps 0 bps
& Cuoues S ejeethers Ethemet 1580 Obos Obps
L Files s “frathery Ethamet 1580 O bps O bps
e bocal - Slave -crs212 lan
{&] Log c;»mhmo Ethemet 1580 0bpa 0bps
$ Radius ln e Toers et . .»V.~ ';" s area e v
& Tools |  Bhemet L. 1580 1522kbpe . 1682kbps . ]
A Local QW Qavn > PC
- New Temnal RS w12 Etherrvet 1580 363 3 kbps 1775 kbps
= LcD Fl ANocal Brdge 1580 362.9 kbpa 1774 kkbpz
i ]
0 Parition 18|!un: (1 melactead)
|
1 | % Make Supcut f
| & Manual
] @ New WinBox
L R o

Figure 3.1: Winbox Interface Menu
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Chapter 4

Operation and Maintenance

In this chapter | have described,

= DHCP Configuration

Bandwidth Management

= PPPoE Configuration

= Wireless Connection

= Wireless Configuration

= ARP/AP Configuration

= Firewall Configuration

= |P service

= User ID etc.

The Mikrotik router is used for both setup and maintenance, and it has been demonstrated here how to

configure it.So Shown down it step by step all different configuration is out.

4.1 DHCP Configuration

Step 1: Login with Winbox software then,
Step 2: Go to IP > DHCP Client

Step 3: See a new window.

Step 4: Click on the + button to add a DHCP client

Step 5: After clicking in the red (+) button, and another window will appear.

Step 6: In the first setting, let's pause. Ethernet LAN port 1 is an interface, for instance. Our Wireless
Card is an interface that is attached to the WAN board. If our Mikrotik Ethernet port 1 is connected by
an Ethernet cable to our ADSL router, then the Mikrotik Ethernet port 1 should be a DHCP client, as
this port receives an IP address from the ADSL router. Pick Ether 1 under Gui, press Submit and
OK.[5]
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Step 7: See Ether 2 now in search of an IP address. In the picture below, ether 2 is the measuring
mechanism and one of the network links is the controlling contact to prevent the connection from

being filled.

Step 8: Then Queues Open the Winbox The easy queues, then, Then press the plus open site,
this gui of the ether 2,and the click on Interface-ether 2 and click on add default route,

Then apply>ok

= (o] 8] (]| e | e

" |inedface /| Use P... Add D... IP Address
- ethe? o yes 19216801

DHCP Client <ether2:

DHCP | Sits P
nterace: /BN ¥ | | Conce
Hostname: v Boply
Clert ID: " | T Dot
"] Use Peer DNS
Copy
|| Use Peer NTP
Remave
v Add Defautt Route
Defaut Route Distance: |0 | | Release
Renew
¢
1item (1 selected)
Status: bound

Fig: 4.1 DHCP Configuration
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4.2 Bandwidth Management

There are 2 ways to bandwidth management,

i)Add multiple queues(1 per IP).

nin@00:0C:29:2%:04:B3 (MikroTik) - WinBox v6,34.5 on x26 (x86

|| o] [ safe Mode

As Quick Set
L CAPSMAN
= Inteffaces
+ Wireless
44 Bridge
w2 PPP
©2 Mesh Queve List
5 1P r Simple Queves | iteface Queues Queve Tree  Queue Types
w IPv6 ) (#|[=] [“][52] (@] [F] [= Reset Courters | 00 Reset A Courters
wPLs I (7 L It pioad Mo e (Dounioad Mo L Padct i
#° Routing P B! Simple Queue <User_A>
o Sygem D Genersl | Advanced Statisics Trafic Total Total Statistics |
® s Nwe: G R |
4 Files S
— = Target: |192.168.1.10 |2
0 Radus i i
KTods Target Upoad Target Dowrload
& New Teminal mit: | 512 3] [s12% | bits/ss
= KVM Rem
- Make Supout f imit: | unlimited | %] lunlimted | % bitsss e
@ Manual id: [uniimted |#] [unlimted 1% bitsss
2 b Ic ; |
lenabled

Fig:4.2 Bandwidth Management

ii) Define the two new types of queues for PCQs. (1 for download and 1 for upload)
and | almost always use a winbox. After that, the exact CLI commands will not be
remembered. Winbox, however. We're going to have to go to Queues and then add
Queue Forms (+) to give it a name to say. Download 10M, sort-PCQ rate-10M,
Classifier-Dst. Default Address for Rest is OK.[5]

Add another one:
name -10M-Upload, kind-PCQ), rate-10M, Classifier-Source Address
4.3 PPPOE Configuration

In the network protocol for Point-to-Point Protocol (PPP) encapsulation frames
within the Ethernet loop, PPPoE stands for the Point-to-Point Protocol over

Ethernet. Usage is use
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In a network protocol for Point-to-Point Protocol (PPP) encapsulation frames within
Ethernet frames, often the DSL services where PPPoOE stands for Point-to-Point
Protocol over the Ethernet. It is primarily used for DSL devices where individual users
link via Ethernet to the DSL modem. Network Ethernet is packet-predicated and has
no link capacity. They lack all the security features for IP and MAC disputes and rogue
DHCP servers. Separate users are wired over Ethernet to a DSL modem. The Ethernet
networks are packet-based and have no connection capabilities. To defend against IP

and MAC conflicts and DHCP server conflicts, they also lack basic security features.

Step I.

Build a PPPoE client and presume that Etherl is our WAN port. Click on PPP and then
click on plus symbol. Plug our WAN cable into Etherl. Add (+) Then pick the Client
PPPoE. Next We will see Gui in General tab, then select it as etherl Now go to the
Dial Out tab, and then fill in the User and Password tab, then press Submit, and at the

bottom, we'll see Linked status.

@ admin@00:0C:28:72:CE:7B (LAN_Router) - WinBox v5.20 on x86 (x86)

(][] | safe Mode |

i Wy L0l B 8 s

Queue List
" Simple Gueues Ihelface&seua»oueueﬁee Queue Types

#|[=] [<][5] [&] [¥] [ Reset Counters ][00 Reset Al Courter | [Fnd ]

(=] 'Name ' Target Address |Rx Max Lim | Tx Max Limit |Packet .| d

| o /1M 10.0.1.0/24 unlimited unimited I
1 82M 10.0.2.0/24 unlimited unémited

| 2 £&23M 10.0.3.0/24 u'ﬂ]}ed unémited

‘3items ‘0 B queued |0 packets queved

Fig:4.3 PPPoE Configuration
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Step 2.

Set DNS - click on IP and choose DNS - Fill in the DNS IP addresses

Step 3.

Set DNS, click IP, and pick DNS - Fill out the IP addresses of the DNS. Then one,
then When you click on the "Ports" tab, click the "Add (+) symbol™ button to add
the port to the bridge. Choose the interface we want to add to the bridge, choose the
bridge we built earlier, then click OK.

Step 4.

Add IP address for LAN, click on IP then selected Addresses,

To add a new IP address, click on the add (+) sign, fill in the IP address and then
choose the bridge name we created earlier.

Step 5.

Create on DHCP Server,Click on IP then choose DHCP Server Click on DHCP
Setup, then choose our bridge and click next.

Step 6.

NAT,LAN network Click on the IP then choose of Firewall.In the general tab, select
scant and choose PPPoE-out 1 (PPPoE name of that we have created earlier) in out

interface. - In the action tab, choose masquerade then click ok.[5]
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MNew PPP Secrst

Name: |pa\.rel |

Password: | 123456 P Cancel
Service: |pppoe 3 Apply
Caller ID: | - E

i
Local Address: (192.168.1.1 | - Copy

Remote Address: |192.168.1.2 P Remove
Routes: | |‘F
Limit Bytes In: | -
Limit Bytes Out: | -
Last Logged Out: | |
enabled

Fig:4.4 PPPOE Configuration

-

&« Connect PPPoE-Dialer

User name: pavel

Password: Lad A A d dd

Save this user name and password for the following users:

© Me only
I?\;O Anyone who uses this computer

(CConneci>] [ Cancel | [ Propetties | [ Help |

Fig:4.5 PPPOE Configuration
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4.6 : Wireless Connection

Radio waves are used by a wireless local area network (LAN) to connect devices such

as laptops and cell phones to the Internet and to the business network and its apps. You

connect to the company's wireless network when you connect to a Wi-Fi hotspot at a

cafe, a hotel, an airport lounge, or another public location.

Step 1: create a new security profile,and go to Wireless>Security Profile and add a

new profile. Then the create of a virtual access point go to Wireless>Interfaces and

then add a Virtual AP.

New Security Profile =B Intedace swian-phonet
General | RADIUS EAP  Static Keys
|
(EU S a2 phones | | Cancel Master tedace
Mode: i'dynamnc keys \ 3 Apply Area
Authe Types: (1 WPAPSK ¥ WPA2PSK B
ntication Types: \ v
== = WPS Mod
[IWPAEAP [ | WPAZEAP Syl °
Unicast Ciphers: |v|asscom | |tkip Remove Max Station Couet

L - WMM Support
Group Ciphers: |v/aescem | Itkip
VLAN Mode

WPA Pre-Shared Key: [ YEANAD

WPA2 Pre-Shared Key: | Default AP Tx Rate

Def ot Cliert Tx Rate

Supplicant Idertity: |

Group Key Update: |00:05:00

General Wicless | WDS  Status  Trafiic

202 pronz Il

wian

wpa2-phones
dizabled
2007
dieabled

ne teg

| Deloult Authenicate
v! Deafault Forward
| ¥hde SSID

ooH gy

v bpe
~ bps

Management Protection: |allowed [#] B ""d:J:m Buffenng =
Management Protection Key: | | HESERETED
| enabled unning
Fig: 4.6 Wireless connection
Step 2: A network interface is not so much use without in IP address.

Then go to IP > Address and then add a new address. Go to the IP > Pool and then

add on a new pool and click ok

# | New IP Pool

Name: | Nl

E
N/

Addresses: [192.168.1.2-152.168.1.200 | &
Next Pool: |none * | -

Fig: 4.7 Wireless Connection
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Step 3: Go to IP menu,then DHCP Server,then DHCP and(+) a DHCP Server,set

a name of server and select the DHCP Interface and the last of introduce DHCP and

pool.
MNew DHCP Server E E!
e [ ] |
Interface:]  effiers ] ¥ ] Cancel
Relay: Jhg Apply
Lease Time: | 3d 00:00:00 l -
Disable
Bootp Lease Time: |forever ¥ I
' - Copy
Address Fcul.< mypool > | : 2
Remove
Fig 4.8 Wireless Configuration
A Ok S
- veedaces Findaces  Nmwew Dus Acoses Lt Fegmmer  Corvmet L Secuty Pafles  Ovarvese
:;:::.. - @ 8 O T Sewver | fun teage | Mgwert || Weste Siler | Westess Srcpe
‘:‘“ - N : vm__‘ l.‘lﬂi'- 7“-\. Te Panet pw) ‘~'-:¢.--
PR i~ O
NP DMCF  Netwmhy  Losses  Cupterwe  Opten Sete  Aete
Wy - ¥ -
@ [ R e DoManT
- 3t
e : .
. - :
.;1..-4- Foaumrey (3017 LaE
& T Wl SSI0  Sheve -
Bt Somn L deima 0
" s o (e .
s e o

Fig 4.9 Wireless Configuration
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4.10 ARP/AP Configuration

ARP binding places a static IP to MAC address entry in the ARP table of a computer.

When making DHCP requests, DHCP reservations allow a computer on the network

to always get the same IP assignment. They are not linked.

I first go to the IP address and select ARP, then click (+) to sign and add information
on the screen and press ok, then select Static IP Address, System MAC Address

Interface Ether 1

© 2dmin@00:0C:29:2:04:A9 (mikrotik) - WinBox v6.34.6 on x26 (x86)

Session Settings Dashboard

| SafeMode | Session: 00:0C:29:29:04:A9

& Quick Set
i CAPsMAN
[ Intefaces
I Wireless
&4 Bidge
3 PPP

“12 Mesh

& P

¢! IPv6

./’ MPLS

# Routing
i System

NElEEEL

]hetface .

Fig4.10 ARP/AP Configuration
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©192.168.1.10 00:0C:29:9A:.92.AF ether1
(=] £
IP Address: (192168110 | 0K
MAC Address: |00:0C:23:9A:92AF | | Cancel |
Intedface: |ether1 #]
__| Published




Then,
Click (+) to sign and add the details needed on the DHCP Server page, Static IP Address
and MAC Address, and then click Use Static IP Server: The DHCP 1

Comments: show the username to be found,

4.11 Firewall Configuration

The firewall incorporates packet filtering and thus offers security features that are used
to control the flow of information to, from and through the router. Together with the
Network Address Translation, it accommodates the router itself as an implementation
for preventative unauthorized access to directly installed networks, and as a filter for

outgoing traffic..

Rule-1:

Chain: Input

Source Address: 192.168.1.0/24 and Dst address: 202.4.96.25

Then go to the Action tab and select Accept and click OK. This will create a rule a filter

rule.

MNew Firewall Rule

New Firewall Rule

A:Ivmaod Exra Action Statistics

Chain: [forward General Advanced Extra | Statistics

Src. Address: | '|192.168.1.U/24
e
Protocol: [ 1|6 &tcp)

Sre. Port: |
Dst. Port: [ (25

Fig4.11 Firewall Configuration
Rule-2:

Chain: Input

Source address: 192.168.1.0/24 Address of source: (your LAN's IP block)
Action,Accept Apply> Action> All right. OK.You can now reach our router from the
IP/IP block on the WAN side and the IP block on your LAN side. In addition, you can
access the Internet anywhere, but because our aim is to prevent unauthorized IP access
from routers, we need to establish two guidelines as well as two rules. So that, without
any other IP block other than IP, it can not be reached from the router Similarly, then,

press Add (+),
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Rule-3:
Chain: Input Src Address 203.99.15.100/30 Action: Tec tunes Ads Drop Ads Apply>
ok.

Rule-4:

Chain: Input Source Address 192.168.1.0/24 Address 192.168.1.0/244 Action: Drop
Apply> Apply> Action OK Currently, except for 203.99.15.100/30 and 192.168.1.0/24
IP blocks, our router is not accessible from other IP/IP blocks. More filter rules such
as brute force attack on your router, port block of various virus spam, special port
block of some particular network can be generated. The screenshots of several

spamming virus port blocks below

Here, Rule-14 has blocked the 192.168.1.0/24 3129 ports of this IP block. That means
it is difficult to use those 3131 ports in the port. This port is usually used on a proxy
server. Many network administrators want to avoid their users from using a proxy

server so that they can block the appropriate ports..

O AN TS THU, T2U (MO TG < WINBOK vB.TT 06 KEZSTU-ZHNU (st
Sexvon  Settingy  Dathboard
)| | | SefeMode | Seswon 152 1680120
A5 Otk St
- tedaces Fiber Fudes | NAT Mangle Servioe Pods Connections Address Lista  Layer? Frotocols
- Wil &= % O T 00 FesetCouters 00 Faset Ml Courters " .
#3 Dige Da Mbwm uto S Pot_0a Pot_ s bim_ Ot i bpe_Puches -

192168 4254 4572358 49857
*3 Me X drop 1921684 254 1868 KB 1295

1921604 0004 52K x5

# Routing 152168220

B tew Tl | Chan: forward

y Src Addwen: | || 192 1684024
Dut. Addrees

@ Marusl x b} Protecal

“

Pt

P2
h riedace

Fig:4.12 Firewall Configuration
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4.13 : IP Services

@ admin®192.168.0.120 (MikioTik) - WinBax v6.11 on RE7S1U-2HnD (mipsbe) =
Session Settings Dashbosrd
[9]/ co| | SefeMode | Sesson (1521680120
Al Ouich Set
- rtodaces
L Wewiows
#4 Bdge
. Prr
= Swtch
*3 Mash
ww !
¥ Reutng
W System
,n-—
i Fles
1B Radus
XK Took
W Veew Termnal
#9 MetaROUTER
& Patton
4 Make Supout #
@ Manval
@ teew Vinbion
| =

Fig: 4.13 IP Service

4,14 User ID

@ admin@192.168,0.120 (MikroTik) - WinBox v6.11 on RB751U-2HnD (mipsbe)
Session Settings Dashboard
[ o) | SafeMode | Session (1921680120

PTYEERSllllH—H—‘HllRBRLLE

= vtedaces | Users | Groups SSHKeys SSHPrivate Keys  Active Lisers
I Wesons [#l[=] [#][=] [e] [w] [ aw ]
23 Brdge || [Nome < [Grow | Alowed Address [Lant Logged in
e PPP || i system defaul user
. i) | &admn kit Jan/02/1970 00-54.09
53 Mt =03
@ e g Name: user] oK
"m J Gronp: “n‘-d ¥ | Cancel

Routng !
i : Mowed Addvess: resd Aoply
@B Gueves £48 Lopped bt Disable
i Fles Password Commert
& log Confim Paseword: Copy
B Radus —
X Toois
B New Temminal
#4 MetaROUTER
& Pattion
| 4 Make Supout of
@ Manusl
@ New WinBox
B e

 enatied

Fig4.14 User ID
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CHAPTER 5

Conclusion

5.1 Conclusion

The role level of the section revolves around Network Security and Services
Arrangement, and some more. After completing my internship, I can claim that if
anyone has completed his training from Atova Technology Ltd, he will be able to fully
operate the Mikrotik router to be able to operate and he/she will be able to manage the
different jobs he/she can with all his arrangements on a regular basis. | am very good at
running Mikrotik Router after completing my internship. Because of the configuration
of all types of microcontroller router, I can now run the Mikrotik router itself. | even
learned the way to build a network institution through ISP during this session. Internal
knowledge for foreign community, service life management and planning, my gift

would be able to u se it.

5.2 Future Scope

Networking provides a lot of job opportunities. Creation of Desktop Software,
development of kernel and system drivers Open source software and developers of
open source software and network engineers are also in demand. There are many
companies in Bangladesh that rely on IT Infrastructure Solutions, Data Center
Solutions, Network Solutions, Software and Database Solutions, Information Security
(IS), Backup Solutions, Hardware Delivery and Intelligent IT Services (ITES) and
have developed day by day. It generates the impression of MikroTik, and is a
marvelous and gigantic working structure that you can literally learn by preparation.
On the machine, MikroTik is presented, which will allow customers to switch their
imparity on Mikrotik condition in a matter of seconds. Internet connectivity gadgets

would have this condition,
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For example, encouraging clients to tackle the Web without booting the separation into
the simple working framework of their contraption - paying little attention to whether
Windows is the working method. Meanwhile, on adaptable Internet computers,
MikroTik is showing up. This is a mix of contraptions, such as cell phones and netbook
computers. Small workstations make up machines that segment the inner value of their

larger accomplices in a more essential, beneficial bundle.
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