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ABSTRACT 

This analysis aims to identify Unauthorized Persons to ensure the protection of an 

organization. Essentially, this is a hybrid of two forms of detection. The first detects known 

and unknown faces, while the second detects ID cards. An image dataset should be 

connected with the model.  Using the dataset images, we were able to identify faces and 

ID cards. The face recognition library and Histogram of Oriented Gradients (HOG) were 

used to recognize the faces, and the You Only Look Once (YOLO) V3 model was used to 

detect the ID card. From the test image our model will be able to recognize both the face 

and the object. Our model will show the person's name and draw a rectangular green shape 

around the face region if it recognizes faces. If the face does not match the encoded faces, 

the system will mark it as unknown, and if the face has covered by a hand or other object, 

the system will mark it as unknown and draw a red shape around the face area. If our model 

detects the Id card, it will make a rectangle shape in the detected region and color it green, 

just as it does with faces. If the model is unable to detect the identification card, it will draw 

a rectangle below the neck and paint it red.  
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Chapter 1 

Introduction 

 

1.1 Introduction 

We are now investing a significant amount of money to secure our company. We used a 

CCTV camera, biometric fingerprint recognition, and security guards to accomplish this. 

We cannot, however, regulate the rate of crime. Gradually the crime rate is increasing. 

For most businesses, this is becoming a significant issue. We designed unique protection 

technology called A Deep Learning Approach to Detect Unauthorized Person to make the 

security system more sophisticated. 

 

Most of the organization has their unique authorized card or ID cards for their employees. 

Employees used these ID cards to verify their identity. Many businesses use employee 

passes to obtain access to their facilities. For that showing the cards to the machine or the 

guards are compulsory to ensure security. These cards can easily thieve, and any 

unauthorized individual can use them to regain access to the organization. It poses a 

significant risk to a company. We can see that tons of crimes are happening with the help 

of an organization's ID cards. In addition, this company use employs closed-circuit 

television (CCTV) to track employee movement.  However, this is ineffective in reducing 

crime. 

 

The use of conventional security systems is less effective and also much less efficient. It is 

because checking individual persons by security guards is more time-consuming and is 

often tedious. Even though there is a closed-circuit camera to monitor one's movements, 

someone can easily defraud the guards by using a fake Id card. However, in organizations 

with a large number of employees, identifying unauthorized individuals is nearly 

impossible. Monitoring the surveillance camera for every moment is difficult. Some 

dishonest people take this lacking as their advantage. Using this lacking those people easily 

got into the organization and performed their illegal tasks.  
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Addressing this form of security issue, we developed a system that can recognize faces 

along with detect approved Id cards. For face detection and recognition, OpenCV and Face 

Recognition libraries are used. The You Only Look Once (YOLO) V3 object detection 

model is used to detect the ID cards. If the machine recognizes the face, it will classify as 

a recognized face, is if the face does not match the known faces, it will mark as unknown. 

When the device detects an id card in one's neck, it creates a rectangle in the detected 

region. If the id card is not there, a red color rectangle will appear below the neck with the 

message "id card not found." 

 

1.2 Motivation 

 

Security is always a concern for an institute. For example, an outsider can enter our 

university by using someone's id card without any assurance that he is a student or that this 

id card belongs to him. There is a significant risk that someone with a bad intention will 

cause harm to the university. Once we've identified the problem, we want to make sure that 

no one outside the institute can harm us [1]. However, a developing country like 

Bangladesh has a weak security system, which allows nefarious people with bad intent to 

take advantage of this and engage in criminal activity. For instance, we don't have enough 

protection systems to detect unauthorized individuals. To ensure a safe environment for 

any institute, computer vision and AI are required to recognize approved people. In 

addition, we proposed an identification model that uses a face recognition method to 

validate a person's details while also detecting an item (ID card) [2]. Recognizing a face 

and object requires a fraction of a second or less, resulting in a faster recognition method. 

It will improve the effectiveness of identification while also identifying an unwanted or 

unauthorized individual. 
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1.3 Rationale of the Study  

 

In this research area, we present an impactful model for detecting and recognizing a human 

and an object by using some known algorithm. [3] The existence of research and systems 

in this field is quite low and different kinds of techniques have been proposed based on 

machine learning techniques, artificial neural networks, and Support Vector Machine. [3] 

Here, proposes a deep learning approach in which we record an impressive result using 

OpenCV, face recognition, Histogram of Oriented Gradients (HOG) algorithm, and YOLO 

V3 algorithm. For low resources fields while working with both face recognition and object 

detection most researchers avoid working with both at the same time. Being such a complex 

system and new to researchers is the main reason for fewer contributors and inventors. 

 

1.4 Expected Outcome 

Our main contributions include, 

➢ Developed a model for face recognition and object detection 

➢ A Novel Dataset in perspective of Bangladesh  

➢ An initial experimental system for an organization for security purposes. 

➢ Smarter Monitoring System 

➢ Automation of identification 

➢ Identify Unauthorized Persons 

➢  Enhanced security 
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1.5 Report Layout 

 

In this chapter, we looked at the introduction, which included the Unauthorized Person 

Detection Platform, motivation, the study's logic, and the thesis's conclusion. The report 

layout is then followed. 

The context of our research will be discussed in Chapter 2. 

The approach of our complete thesis work will be discussed in Chapter 3. 

We'll go over the experimental findings and analyze them in Chapter 4. 

The influence on society, the environment, and sustainability will be discussed in Chapter 

5. 

We'll talk about the summary, conclusion, and implications of future study in Chapter 6. 
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Chapter 2 

Background 

2.1 Related Works 

This research presents a proficient strategy for identifying an acknowledgment of the 

unauthorized human face dependent on some intermediate calculations. We have found 

many related works like this one, but they are not exactly like it. We use some techniques 

based on these papers.   

"Face Detection System Based Viola-Jones Algorithm" is a title of a paper by researchers 

[4] Jamal M.Al-Tuwaijari and Saja A. Shaker. Where they detect faces using biometric 

facial face image details. "A Comparative Study between LBP and Haar-like 

features for Face Detection Using OpenCV” author characteristics and the Local Binary 

Pattern are two approaches of face detection that are evaluated. [5] “A Review of Person 

Recognition Based on Face Model” this review looks at all of these methods with 

characteristics that make face identification difficult, such as lighting, position variation, 

and facial expressions. [1] “Face Detection and Recognition” on this thesis paper they 

mostly discuss about face and facial feature detection.  

KLT Algorithm, Viola-Jones Algorithm face detection which detects human face using 

Haar cascade classifier, although camera is continuously detecting the face every frame, 

PCA algorithm for feature selection were utilized in the "Face Recognition System." To 

mimic the geometric aspects of the human face, we use a model combining technique. [4] 

 

2.2 Comparative Analysis and Summery 

As we see the related works comparative to our research, we can say that we have 

developed some to secure the system on entry security system process. [6] In this research 

comparing to related papers, we have some improvement according to their development. 

By the end of this process, [7] there is one most important thing to see here about security 

systems where an unauthorized person can detect very easily. [2]  
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We've introduced a face detection method that reduces error rate while maintaining a high 

detection rate. The method was used to create a face recognition device that is faster than 

any previous method. [8] This paper puts together a diverse series of new algorithms, 

representations, and perspectives. 

2.3 Problems and Challenges: 

 We encountered a variety of obstacles and problems while conducting this research, 

including determining what type of data we require, collecting data, and implementing the 

findings. Because research in this topic is limited in our country, working in this field was 

more challenging than working in other fields. [9] Comprehending the ecosystem was 

difficult as a relatively new topic, as was understanding algorithms and selecting methods 

for identifying both face and object at the same time. We also struggled with components 

for training the model as we need a high-end GPU. Here are main challenges that we faced:  

  

1) Understanding problem and facts to be solved  

  

2)Collecting Data  

  

3)Choosing algorithm   

  

4) Combining algorithm  

  

5) Implementing and testing 
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Chapter 3 

Methodology 

 

3.1 Research Subject and Instrument 

 

The main research subject of our research is detection and recognition in which we are 

detecting a human and an object. For that a good level of understanding about algorithms 

and specification knowledge is need. Like how OpenCV works and what we need to 

implement it. Different types of instruments are required for implementation, including:  

A good GPU base Computer   

OpenCV installation   

A webcam  

A dataset   

Capable computer for training with time 

 

3.2 Data Collection Procedure 

 

Our main objective is to develop the “A Deep Learning Approach to Detect Unauthorized 

Person” is for securing the industries or the academic institutions from unauthorized or 

unengaged persons from that institution. People who are not connected to this institution 

cannot enter. If he/she wants to enter then he/she has to show Identification. But it is 

difficult for a person to person checks these identities.  

So, we want to develop a system where the system has access to the authentication data of 

the people who are engaged with the institution. It can be a digital or analog identity card.  

The card has the information of the person.  

During this pandemic situation, it was very difficult to collect these data sets. First, we 

approach some institutions for the data collection which they have on their database.  

But they did not agree with us for the purpose of their security. Then we approach our own 

institution but they also decline as their privacy policy. 
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Moreover, we switch to our own approach. We request our friends and teacher to help us 

in our process. We use social networking to collect data from some people. We make a 

google form for collecting the data. But most of the people were not interested in it. In the 

end, we approached many of them physically to take a picture with an identity card.  

 

That is how we collect about 700 people's photo data with their identity cards. From this 

data, we make another 300-dummy data which makes a total of 1000 data. 

 

 

Figure 3.1: Dataset Images Snapshot 
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3.3 Proposed Methodology 

 

The parous of our research is to bring a system that will improve the security system of an 

organization by using OpenCV, face recognition, Hog algorithm, and YOLO v3 algorithm 

and successfully recognize authorized persons of an institution. For this novel approach is 

successful this below steps are taken:   

• Existing systems that are present in this field are well studied for constructing 

this system.   

• Feature-based and image-based approaches are well studied.   

• Existing image-based systems that were proposed recently studied.   

• Various papers on Face Detection, Object Detection, Computer Vision, and 

Neural Network algorithms were studied.   

• Went through different organizational systems to have an understanding 

research idea.   

• Various IT fairs were visited and studied the need of an organization.   

• The main aspects of this research are being identified like recognition approach, 

detection approaches, distance factor, and feature approach.   

• Relevant to those aspects' questionnaires are pointed out.   

• Standard answers were provided for questionnaires.   

• Difficulties were being faced in our core points (recognition approach, 

detection approaches, distance factor, and feature approach) and relevant 

solutions were studied.   

• Based on an organization's want step by step organized plan was made.    
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• Eventually, a final plan was made and a model is proposed and in the long run  

Here we have divided the whole system into three main parts. These are the ones: 

1.Recognition of people's faces 

2.Detection of objects 

3.Face and object recognition in combination 

Let's describe more about these methodologies. 

 

1.Recognition of people's faces: 

 At first, we need to measure the face encodings using the face recognition library. The 

algorithm takes note of important measurements on the face, such as the color, height, and 

slant of the eyes, the distance between the brows, and so on, to recognize the individual. 

Face encoding is specified by the combination of both of these factors. It will construct a 

model of the encoded faces after calculating all of the face encodings in the data set. Then 

the system will detect the number of faces present in the current frame using the HOG 

algorithm. Histogram of Oriented Gradients (HOG), is a function descriptor for extracting 

features from image info. It is widely used in target recognition activities in computer 

vision. Let's take a look at some of the main features of  

HOG that set it apart from other function descriptors: 

 

• The HOG descriptor is concerned with an object's structure or form. How is this 

different from the edge features we extract for photographs, you may wonder? In 

the case of edge features, we only determine whether or not a pixel is an edge. The 

edge orientation can also be generated by HOG. These are obtained by extracting 

the edges' gradient and orientation. 

 

• These orientations are therefore computed in concentrated sections. This signifies 

that the whole picture has broken into different smaller regions, with gradients and 

alignment determined for each. In the following pages, we'll go through this in 

greater depth. 
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Figure 3.2: Histogram of Oriented Gradient working process 

 

• Finally, the HOG will create a different Histogram for each of these areas. The term 

Histogram of Oriented Gradients comes from the fact that the histograms generated 

using the gradients and orientations of the pixel values. [9] 

 

Then the system will record the current frame face encodings. Following that, a for loop 

with the face positions and face encodings as parameters has called.  The values of the top, 

right, bottom, and left positions of the faces in the current frame spot. [9] After that, it will 

compare those values with the known face encoding. If those values match any of the 

recognized face encodings, the program will return the person's name and draw a 

rectangular form around the face with a green border. And also, the number of faces present 

in that frame.  

Figure 3.3: Test image face location and encoding detection code 
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The following is an example of face recognition: 

 

Figure 3.4: Detecting know face 

 

In the dataset one face encoding has matched with this test data image so that the system 

returns it as the known face. It has done so by adding a green frame to the face locations 

and displaying the person's name from the dataset. 
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Figure 3.5: Example of multi-face detection at a time 

If the detecting detected face is not in the dataset, after that, the system will mark it as 

unknown and frame it in red. An example of such a case shown below: 

 

 

 

 

 

 

 

 

 

 

 

Figure 3.6: Example of unauthorized Face 

The system has successfully detected the face positions. Here this person image is not in 

the data set so it has labeled it as unknown and frame it as red box. 

In, this way the face recognition system will work. 
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2.Detection of objects: 

 Now after recognizing the face, we are going to detect a custom object like our university 

id card by using Yolo V3. Before applying our selected algorithm, we are leveling our data 

by one class ID using labelImg.exe for training our model for applying in the testing 

dataset. [7] 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3.7: Labeling Id Card 

 

We chose YOLO V3 because detecting a custom object performs better than other 

detecting algorithms. YOLO is a Convolutional Neural Network (CNN) for identifying 

protests where CNNs are classifier-based frameworks that can interact with input photos 
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as ordered types of information and discover patterns between them. YOLO V3 has the 

advantage of being far faster than other networks while maintaining accuracy. [10] 

 

Figure 3.8: YOLO V3 working process 

It enables the model to look at the complete picture at test time, allowing its forecasts to be 

influenced by the global setting in the picture. Locale’s "score" in YOLO V3 and other 

convolutional neural organization computations based on their similarity to specified 

classes. High-scoring regions are given as specific identifications of the class to which they 

are most closely related. [11] 

 

YOLO V3 separates a photo into a framework because we're working with a custom object 

and leveling data with a single class ID. Every network cell predicts a certain number of 

limit boxes (also known as anchor boxes) surrounding objects that excel in the previously 

described preset classes, such as our ID Class. Every limit box has its own certainty score 

for how precise it anticipates that expectation to be, and each leaping box only includes 

one item. To find the most generally recognized forms and sizes, the limit boxes are 

generated by grouping the components of the ground truth boxes from the first dataset. 

YOLO V3 is quicker than previous versions in terms of speed, accuracy, and class 

specificity. [11] 

During training, YOLO V3 employs for class predictions, independent logistic classifiers 

and binary cross-entropy loss are used., which allows us to deal with a dataset as 
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complicated as ours. We employ a multilabel method in YOLO V3, which allows classes 

to be more precise and have several bounding boxes. 

 

Figure 3.9: Detecting Id card 
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3.Face and object recognition in combination: 

It is the final proposed model. Here we are going to detect the faces and also the id cards. 

The system will detect the face position and determine if the person is known or unknown 

in the face detection part. The system will detect the Id card position during the object 

detection process. At first, the system will prepare the face and object detection model for 

testing. Creating the model process is shown in the below diagram. 

Figure 3.10: Creation of Model Flowchart 
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When the system first boots up, it loads all of the dataset images. After loading all of the 

images from the dataset, the system will use the face recognition library to locate the faces 

in those example photographs. Then it will move on to the face encoding part. It will 

generate face encoding for each face image and save the person’s name associated with 

that encoding. After loading the face encodings then it will load the object detection model 

that we have created by the YOLO V3. 

 

Let’s discuss the whole working procedure of our system. The diagram of the system 

architecture is shown below. 

 

Figure 3.11: System architecture 
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First, the database would be loaded with all of the known face data. Then the program will 

import all the necessary library files, face recognition model, and the object detection 

model. After that, the system will apply those in the know face image dataset. From that, 

the system will find the face encodings of those known faces. It will also store the name of 

that known person. And also generate the final id card detection model. That is how the 

system will prepare for the final proposed model for face and Id card detection. 

 

For testing an image for detection, at first, load the test image. The system will apply the 

Histogram of Oriented Gradients (HOG) algorithm and YOLO V3 object detection 

algorithm to that test image. HOG algorithm will generate the face location of the test 

image and using the face recognition library, test image face encoding will identify. And 

using the YOLO V3 algorithm, the id card position of that image will be detected. All those 

detections will be inserted in the proposed model for the outcome. When the data from the 

test image is analyzed for detection. The system will loop through the test image data with 

the known dataset. If the test image data match the known dataset the system will return 

the face position of the person along with the person's name. And detect the id card position 

of that image and label it as an id. If the face does not match the known dataset and the id 

card is not visible in the image, the system will flag the individual as unauthorized. 
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Let’s see the outcome of our system. Example of the test image outcome is given below. 

 

 

Figure 3.12: Authorized Person Detection 

 

Those two test image face data is already existing in the dataset. The system has 

successfully detected those faces and also showing the names of those person. It has also 

successfully detected the id card position. 
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Let’s also see an example of unauthorized person. 

 

 

3.13: Unauthorized Person Detection 

 

Here this person has wear the authorized id cand but her image is not in the database that 

why the system has recognized has as an unauthorized person. 
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3.4 Implementation Requirement 

The requirements of our proposed system are given below: 

1.GPU base Computer (Laptop or Desktop) 

2. Integrated Development Environment (Spyder, Google Colab) 

3.Python 

4. Face Recognition and YOLO V3 model  

5. Open CV 

6.LabelImg 

7.Database 
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Chapter 4 

Experimental Result and Analysis 

4.1 Experimental Setup 

The required experimental setup is given below: 

1.Spyder 

2.Google colab 

3.Database 

4.2 Experimental Result and Analysis 

In order to understand how efficient our proposed model is, we trained our model with 700 

data’s and we tested on 300 data, including 220 known persons with Id card data and 80 

unknown person data. We were able to discover the majority of known people since our 

trained model learned well and identified them, and our model also performed well when 

detecting unknown persons. Detecting the known person error has the lowest potential 

error, and detecting an unknown person error is also low. Our systems predicted confusion 

matrix is given below: 

4.1: Confusion Matrix 
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Figure 4.2: Accuracy Parentage 

By examining our findings, we can observe that the percent of accurate positive known 

classification form instances we forecasted as known had a precision of 0.900900, whereas 

the percent of accurate positive unknown classification form instances had a precision of 

0.725. As a result, our suggested model's prediction for known data performed similarly to 

recall, making our model exceptionally good at spotting known people. Furthermore, our 

model worked well for unknown data. Despite the fact that our model's overall accuracy is 

0.86 percent, which is fairly excellent, we discovered that our model performs best at 

identifying known and does better in identifying unknown. We developed such an effective 

and helpful model by investigating and studying human face and object feature extraction. 

Stopping unauthorized access in any company is one of the biggest flaws of our current 

security system, according to Bangladesh's view. Our approach also solves a missing aspect 

of our current security system: by adopting our suggested model in a corporate 

organization, we can detect practically every authorized individual and stop roughly 70-

75% of unauthorized access attempts. 
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4.3 Model Testing 

Our Model should be tried appropriately from start to finish before freely accessible as a 

framework for the end-clients. There is a couple of essential testing and these are:   

·        Functionality Testing: check every one of the connections in the system, database 

connection, structures utilized for monitoring.  

·        Usability Testing: particularly human-PC connections and shortcomings are estimated 

during this test.  

·        Interface Testing: This is finished by checking that correspondence is done 

appropriately.  

·        Compatibility Testing: Making sure it works the same in all pc operating systems.  

·        Performance Testing: Testing speed that is easily manageable for end users.  

·        Security Testing: Unauthorized access is not allowed in any situation. 
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Chapter 5 

Impact on Society, Environment and Sustainability 

 

5.1 Impact on Society:  

The effect of our research on society is astounding. Monitoring has reached new heights 

thanks to facial recognition technology. It allows authorities to monitor your every move 

by enabling automatic and indiscriminate live monitoring of people while they're in their 

everyday lives. But here we will check if the person is the true one or not. So that we can 

find out the real person who has access to the specific place. As a result of this operation, 

society is more stable against fraud and bad people. And the institution that verified people 

is secured.  

Using facial recognition, police and security services can process photographs from a wide 

range of sources, like body-worn, smartphone, and also in cameras, to detect person 

investigations. 

When we arrive, this facial recognition lets the immigration and baggage pickup processes 

go smoothly and stress-free. 

It can be used to supervise booking and security tests to ensure optimum service levels, as 

well as to identify suspicious individuals and send automatic warnings to security 

personnel on the ground. 

In the retail industry, it can be used to expedite fraud and theft investigations or to process 

photos from various sources to recognize people of interest. It's also used to identify 

consumers in a loyalty program and provide outstanding care. 

 

 

5.2 Impact on Environment 

By comparing images and video with databases like driver's license records, law 

enforcement authorities and certain businesses can identify offenders and victims. 

However, civil liberties organizations claim that facial recognition compromises privacy 

and is vulnerable to violence. So, without the business or the government organization the 

product should not be open to the market for the general public. 
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5.3 Ethical Aspect 

  

Ethics is a commentary on nature and a concept of "what is right."  If we talk about ethics, 

then organizations are most responsible for it. The organizations that will use this have to 

play an honest role. They should not use the data in the wrong way. It is an honor for them 

to act reasonably. If anyone steals data from any institution then it is against the ethical 

aspect. General public has less to deal with these but sometimes they have to cooperate if 

any wrong doing happens.  

Need, complicity, impartiality, bias, and responsibility are all topics that have come up, 

and oversight when it comes to ethics. Some software engineers are hesitant to work on 

public-safety-related technology. Many jurisdictions exist at the local, state, and federal 

levels under governance systems such as the United States. Outside groups are concerned 

that a haphazard rollout may lead to unethical use without control. The topic of privacy 

raises many problems. Who will control the data on facial images? How will this 

information be shared between the police and the public security team? Is it going to be 

stored safely or is it going to be vulnerable to hostile actors? 

Face recognition has the ability to make it easier to discover known or suspected terrorists, 

especially in crowded places, in the absence of responsible development, reducing the risk 

of racial profiling. It might also help speed up time-consuming administrative tasks like 

paperwork, line-ups, and minimal security. On the plus side, face recognition and AI in 

general might be used to rapidly clear overturned convictions by matching people to 

booking photographs linked to records. 

As a result, surveillance systems may be faulty when modeling and comparing the faces of 

persons of color, women, and the elderly. The racial component is extremely disturbing, 

especially in developed countries like the USA. In comparison to other demographics, 

black males and gay women of color are significantly imprisoned. Inaccurate face 

recognition software has the ability to exacerbate this difference; further, it has the ability 

to grow the number of misidentified identities owing to false matches. 
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5.4 Sustainability Plan 
  

The ability to maintain indefinitely across different realms of life is referred to as 

sustainability. The stability will be maintained as the institution requires.  

This ground is especially relevant to bodies and organizations performing public-interest 

responsibilities. To rely on it, the system administrator must demonstrate that it is acting 

with authority and judgment. Furthermore, the mission or function of the data controller 

must be defined under State legislation. While specific legislative provision is not required, 

the data controller's responsibilities, duties, or powers must be sufficiently clear and 

specific. As a result, corporate entities can only use this ground to a limited extent. 

Furthermore, the administration should apply the following rules to sustain the plan of the 

security system. They have to assign a responsible person for the specific task who will be 

responsible for the information they provide.  
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Chapter 6 

Conclusion and Implication of Future Research 

 

6.1 Conclusion 

This study developed a model for face recognition and id card detection to ensure 

protection. The system will detect the position of the face and id card. If the face is in the 

dataset, the system will recognize the individual and display their name, as well as detect 

the image's id card location. If the face is not in the dataset, then it will mark the face 

position of that face and label it as an unknown person. With the dataset, our proposed 

model's face recognition and object detection accuracy are about to 86 percent. 

 

6.2 Implication for Further Study  

 

The goal for the future is to increase the success rate by improving the detection conditions 

for faces and objects, as well as improving area segmentation. Extracting a new feature 

also will help to increase the success rate. Moreover, adding new features like tracking a 

human for his unacceptable activity can also be a scope. Where it can play a vital role in 

avoiding any kind of harmful situation. Based on our model a monitoring system can be 

developed where we can optimize a safer, more efficient, and secure environment for our 

people. 
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