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ABSTRACT

Endpoint security is very important and unavoidable security tool for any Organization.
Now a day we cannot think an enterprise network without it. In this project we are
providing Enterprise Endpoint security solution for large Organization and also provide
active passive solution for High availability. In first part of this paper we will discuss
about Endpoint security solution for large Organization who has separated internet and
intranet connection and second part active passive solution for high availability will.
Sometimes managing the endpoint security can be complicated because of the network
architecture of certain organization and requirements changes after the network
architecture. In this report we will discuss about endpoint security solution for an
organization using separated internet and intranet connection network be using Kaspersky
Endpoint security. Beside this active passive Datacenter is a very common concept now a
day’s which contains a main Datacenter and another Passive Data Center & if any
problem occurs to the main data center the services will run from passive data center.
Antivirus Companies doesn’t provide active passive solution for this active passive
environment. In this project we are providing an Enterprise Endpoint security solution for

active passive Datacenter environment with Kaspersky Endpoint Security.
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CHAPTER 1
INTRODUCTION

1.1 Introduction
Endpoint Security solution is sometimes complicated as the way the network is designed.
In many organization internal network and external network is differentiate, normal users
don’t have internet connection there and that is the main challenge of endpoint security
because endpoint security needs internet connection for virus database update. Beside this
many endpoint security available in market like CISCO Amp, ESET need internet
connection for active the software license. Here we are going to introduce Endpoint
Security solution for an organization where there is no internet after DMZ zone or no
internet in Distribution network. We will also discuss the active passive data center
concept and backup and restore of Kaspersky Security Center in active passive data
center environment.
1.2 Objective

- Learn about Endpoint Security Solution

- Learn about Kaspersky Endpoint Security

- Installation and work with Kaspersky Endpoint Security

- Endpoint Security Solution for company has no internet in Distribution Zone

- Use Kaspersky Backup and restore tool

- Active passive Data Center Concept

- Backup and restore in Active Passive Data Center Environment
1.3 Motivation
| work in a company with large user network with intranet, there is no internet after DMZ
zone or from distribution there is no internet. | had to designed and implement endpoint
security solution this kind of network. Our company also has active passive Data center
and | had also make a solution for active passive data center backup and restore but not
only Kaspersky but also the other vendors don’t have any support for this so I had to
make the concept of backup of KSC server in active passive data center environment.
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1.4 Report Layout
Report layout describes a summary of all chapters. A brief summary of all chapters are

given below:

Chapter 1: Discuses about my thesis introduction, objective and motivation.
Chapter 2: In chapter two | will discuss the background, related work and challenges
Chapter 3: In the chapter three | will introduce the Endpoint Security, Kaspersky
endpoint security, regular structure of KES and the proposed plan for an organization has
no internet in distribution.

Chapter 4:In the chapter four | will introduce how to establish KES, how it download
the update and then the main part of this chapter, how to set up an endpoint security for
an environment where there is no internet in distribution zone.

Chapter 5: In Chapter five I will discuss about the Backup and restore of KES, Active—
Passive Data Center Environment and Backup and restore of KES for Active-Passive
Data Center Environment.

Chapter 6: In Chapter Six there will be consist of Summary of this project, Conclusion

and Future Study.
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CHAPTER 2
BACKGROUNG

2.1 Introduction

There are different types of Endpoint Security Software available. Their working
procedure is about same. Endpoint Security Software’s management console running on a
server and we can manage the whole system from the management console. Endpoint
Security Software’s another important work is to download the signature updates from
the vendor’s site via internet and management console distributes the updates to the hosts.
As we mentioned earlier we are working on an environment where there is no internet on
distribution so the Endpoint Security Software won’t be run in its normal way.

2.2 Why choose Kaspersky

In many of the Endpoint Security Software, host need to connect in internet for making
the license active like ESET, CISCO Amp, MacAfee but Kaspersky provide the License
file to the customer and with this file Endpoint Security Endpoint Security Software can
be activated without internet. So environment like us Kaspersky is very suitable. Beside
this Kaspersky is very easy to manage and it is very scalable.

2.3 Related work

Endpoint Security Software companies do research on their products for make them
better and stay alive in this challenging market. Beside this very little work has done in
this field without the Endpoint Security Vendor companies.

2.4 Challenges

Network stability is one of the big challenges for this project. It is very important in time
of remote installation, download updates and virus scan. It is also very much important in
active passive backup because in this process we are copping the backup from one server
to another server through network share so unstable network, spike or packet loss could

be the reason of failure of total work

©Daffodil International University



CHAPTER 3
ENDPONT SECURITY REGULER STRUCTURE AND OUR
PROPOSED STRUCTURE

3.1 Introduction

In this chapter I will going to discuss about the Endpoint Security, Kaspersky Endpoint
Security, Kaspersky Security Center and Kaspersky Endpoint software in client end,
Kaspersky Endpoint Security Structure and then our proposed structure for an
environment where there is no internet in DMZ Zone or no internet after DMZ zone.
3.2Endpoint Security

Endpoint security or endpoint protection is a process where the devices of computer
networks are remotely connected to client devices. Endpoint security is a software that
helps to identify and manage the computer and data access over a corporate network and
provide protection against virus, male-ware and threats.

3.3 Kaspersky Endpoint Security

Kaspersky Endpoint Security for Business Core is an on premise and cloud-
based security solution for small and medium-sized businesses that includes anti-
malware, a firewall and a central administration control. It’s very efficient and fit for
different type of Network Structure.

3.4 Kaspersky Security Center

Kaspersky Security Center is a single administration console for managing and
controlling all Kaspersky solution and administration tools. It makes every endpoint and
device on your network more visible, simplifies IT administration tasks. It also
downloads all virus update. We need to install the Security Center in a windows server.
3.5 Kaspersky Endpoint software in client end

In client end we need to install two software, one is Kaspersky network agent and another
is Kaspersky endpoint security. Kaspersky endpoint security is the antivirus software and
the network agent is the connector which connects the client to Kaspersky security

Center.

©Daffodil International University


https://en.wikipedia.org/wiki/Computer_network
https://en.wikipedia.org/wiki/Computer_network
https://en.wikipedia.org/wiki/Computer_network

3.6 Kaspersky Endpoint Security Structure
Kaspersky Endpoint security is client-server based system, Kaspersky Security Center is
installed in the server & all antivirus administration is done with this. Signature updates

can be download and install in computers via server or directly from internet.

A 4
Endpoint se|curity Server

!
v l v l

Computer 1 Computer 2 Computer 3 | Comniiter 4

Diagram 3.1: Basic structure of Endpoint security system

3.7 Proposed design for the mentioned Network Structure

But in our environment, internet is not available in distribution zone or more specific
there will be no internet after DMZ. So here my solution is to install a server in DMZ
zone which can connect internet but only the Endpoint security vendor’s site with
specific port, which will download all updates from internet. After this there will be
another server in distribution zone with will be connected to the DMZ zone server. The
distribution server has basically two role one is to manage all computers, and another is
download updates from DMZ server and distribute it to computers. We can manage the

KES from the distribution zone server.
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Endpoint security
company website

Internet

DMZ (Limited Internet)

Server for download signature updates from Endpoint Security
Company’s website and distribute is to distribution

Distribution zone (No internet)

Endpoint securitv Manaaement server in Distribution

!
! ' ' I

Computer 1 Computer Combuter 3 Computer 4

Diagram 3.2: Proposed structure of Endpoint security system
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CHAPTER 4
INSTALLATION AND OPERATION OF KES

4.1 Introduction

In this Chapter we will show the installation procedure of Kaspersky Endpoint Security
and set up Kaspersky Endpoint Security for an environment where there is no internet in
distribution zone.

4.2 Installing Kaspersky Security Center

We need to installKaspersky Security Center on windows server. For Kaspersky Security
Center 12 minimum Hardware requirement is 4GB RAM and 10GB free storage. OS
versions have to Windows server 2012, Windows server 2016, Windows server 2019 and
Windows 10, Windows 8 & Windows 7 service pack 1. Kaspersky Security Center also
need Database Server installed on OS. Database server versions have to be MS SQL
Server 2012 and above, it also supports Maria DB and RDS.
For installing Kaspersky Security Center at first we will install MS SQL Server We will

go for SQL standalone installation
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| = | SOLSVR 2016 - a X
Home Share Wiew v 0
“ v g » Mew Volume (D:) » S0OL SVR 2016 v 0 Search 5CL SVR 2016 o
MName Date modified Type
# Quick access
1033_ENU_LP 3/8/2021 5:12 PM File folder
[ Desktop » i _ i
redist 3/8/2021 319 PM File folder
¥ Downloads  # resources 3/8/20215:19PM  File folder
Documents Tools 3/8/20215:19PM  File folder
[&=] Pictures » 64 3/8/2021 5:20 PM File folder
) Policy :B autorun 2M10/2016 38 AM Setup Information
Policy copied = Medialnfo 5/1/2016 10:13 AM XML Document
E setup 4/30/2016 112 PM - Application
£ This PC [ setup.exe.config 2/10/2016 %34 AM  CONFIG File
= Local Disk (C) . SQL Servere Management System 20165...  7/11/2018 1226 PM  Application
SglSetupBootstrapper.dll 4/30/2016 112 PM - Application extens.
- New Volumne (D:) sgmapi.dll 4/30/2016 10:12PM  Application extens.
[_j' Metwaork
£ >
12 items =2 =]

Figure 4.1: SQL Server installation
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T SOL Server Installation Center — O

Planning = DMew S0L Server stand-alone installation or add features to an
existing installaticn
Installati
on Launch a wizard to install 50L Server 2016 in a non-clustered
Maintenance envirenment or to add features to an existing S0OL Server 2016
instance.
Tools
Respurces (™ Install SOL Server Management Tools
-}%’ Launch a download page that provides a link to install SCL Server
Advanced Management Studio, S0OL Server command-line utilities (SOLCMD
} and BCP), SOL Server PowerShell provider, SQL Server Profiler and
Options Database Tuning Advisor. An internet connection is required to

install theze tools.

L‘é Install SOL Server Data Tools

Launch a download page that provides a link to install SCL Server
Data Tools (S50T). 550T provides Yisual Studic integration
including project system support for Azure SCL Database, the SCL
Server Database Enging, Reporting Services, Analysis Services and
Integration Services. An internet connection is required to install
S50T.

LH Mew 50L Server failover cluster installation

Launch a wizard to install a single-node 50L Server 2016 failover
cluster.

Microsoft” SQL Server” 2016

Figure 4.2: SQL Server Installation, Stand Alone

After finishing the SQL installation we will go for Kaspersky Security Center Installation

= Documents klbackup2021-02-14#17-28-15 2/14/2021 5:41PM  File folder
&= Pictures klbackup2021-02-23#11-35-33 2/23/2021 11:54 AM  File folder
| Policy klbackup2021-03-07#14-56-38 3/7/2021 304 PM  File folder
Policy copied KSC Backup 2/23/202112:40 PM  File folder
own backup 2/17/2021 11:58 AM  File folder
£ This PC Policy copied 4/1/2021 1:04PM  File folder
::_ LDCE' DISl{ (C:I SQL fI|E5 rj“l_ EC‘E‘I EE":‘ F'M FllE fClElEI'
SOL files x86 2/17/202112:05PM  File folder
- New Volume (D) SQL SVR 2016 3/8/2021519PM  File folder
B Network B, 15. WinSCP-5.15.2-Setup 7/11/2019 3:03PM  Application
I{,-. ksc_12.2_full_en 2/22/2021 5:26 PM  Application
|_1 S0L_name 2/23/2021 11:35 AM  Text Docurnent

£
Figure 4.3: Kaspersky Security Center Installation
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Here | am installing Kaspersky Security Center 12.2, I have to make sure that I'm
installing with the administrator privilege. By Clicking Install Kaspersky Security Center

12 we will start the installation.

kaspersky Kaspersky Security Center 12 . x|

Install only Kaspersky Security
Center 12 Administration Console

Install Kaspersky Security

Center 12
I
_,..;ﬁl;,_ Install only Kaspersky Security
Center 12 Metwork Agent
I
E‘D Install i05 MDM (Mobile Device Management) Server |__1‘_| Extract installation padkages L

D Install Exchange Mobile Device Server

Figure 4.4: Kaspersky Security Center Installation Dashboard

After finishing the installation we can open Kaspersky Security Center with the console

or Web browser. Kaspersky prefers the Console most.

©Daffodil International University
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|¢ Kaspersky Security Center 12
File Action View Help

e HE XEIH@

|¢ Kaspersky Security Center 12
~ [ Administration Server SMDC-AVE1
L] Managed devices
[ Mobile Device Management
31 Device selections
LI Unassigned devices
= Policies
[ Tasks
[B) Kaspersky Licenses
H

Administration Server SMDC-AV61 (SMDC-AV6T\Administrator)

Monitoring Statistics Reports Events

¥ Deployment

Security application s installed on all managed devices.

*| Enable protection
ate Kaspersky a

¥ Protection settings

Protection is enabled.

+| Edit protection policy for workstations

*] Edit Virus Scan task for workstations
Manzge 3polications on devices

¥ Management scheme

1 device(s) have a status other than OK.

»| View structure of managed devices
Set up automatic moving of devices to groups

View unassigned devices

¥ Update

Device(s) where check for Windows Update updates has not
been performed in a long time: 1.

Kaspersky software updates have not been approved.

End User License Agreement for Kaspersky software updates
has not been accepted.

plug-ins) for Kaspersky Security Center 12 must be installed.
Updates are available for Kaspersky Security Center 12
components.

Updates are available for Kaspersky applications.

New versions of Kaspersky applications are available.

*] View current versions of Kaspersk
applications
*| Go to Updates for Kaspersky databases and
|

v

aoe of antivirus datebases

welp ~  kaspersky

Figure 4.5: Kaspersky Security Center management Console.

4.3 Install Kaspersky Endpoint Security in client end

In Client device we need to install two software one in the Kaspersky Network Agent and

another in Kaspersky Endpoint Security commonly known as KES. The Kaspersky

Network Agent is the connector between the user device and Kaspersky Security Center.

At first we will install the network agent then we will go for KES.

In time of installing the network agent we have to put the server address or

Kasperskysecurity center server address (IP address of the server) and then it will be able

to connect to the server. For this project we will recommend to create a mapping for

Kaspersky Security Center IP address and connect the host’s with the mapping IP. After

the installation of network agent we need to add the device in Kaspersky Security Center.

©Daffodil International University
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Enter the Administration Server part, Port numbers must be between 1 and
65535,

Port: |14uuu

55L port: |13000
[#] Uze S5L to connect to Administration Server

[] &llow Metwork Agent to open UDF port

UDP port: |15000

Figure 4.6: Kaspersky Network agent IP
After connecting the server to the Kaspersky Security Center we can install the KES

software in user device remotely from Kaspersky Security Center or install it manually. If

the network connection is slow or not stable then it’s better to install the KES manually.

©Daffodil International University
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SEE a3 N e Ty ESLFLFINL IV L ooip=t Il

ﬁ Kaspersky Endpoint Security for Windows — X

Welcome to the Kaspersky Endpoint Security
for Windows Setup Wizard!

This wizard will install Kaspersky Endpaoint Security for
Windows (11.4.0.233) on your computer.

You are advised to quit all other applications before
continuing.

Click Mext to continue installation.

Click Cancel to exit the Setup Wizard.

i [ hext > || Cancel

Figure 4.7: KES Installation

Installing the KES is very simple, have to agree with the license argument and have to

select which features of the application you want from custom selection.
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ﬁ Kaspersky Endpoint Security for Windows

Custom installation
Select the application features that you want to install,

[ Kaspersky Endpoint Security for Windows
ii i =0 = | Application kernel, induding scan tasks

Advanced Threat Protection

Essential Threat Protection

Security Controls

Data Encryplion

Endpoint Agent

Metwork Agent Connector

Kaspersky Endpoint Security for Windows provides comprehensive protection for your
computer against different threats (viruses, network attacks, phishing, data leaks, etc.)

Feature installation requires 67 MB an the hard drive. It has Sof 7

subfeatures selected., Installation of the subfeatures requires 141 ME on
the hard drive.

| @ 2020 AQ Kaspersky Lab

Help | | Reset | | < Back || Next > || Cancel |

Figure 4.8: KES Custom Installation

User can also select more feathers like if he/she wants Citrix provisioning, KSN server

etc.
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After finishing the installation we willfind bellow dashboard in the user device.

/& Kaspersky Endpoint Security for Windows

DETECTED BY TECHNOLOGIES

v Machine learning

Cloud analysis: 6
Expert analysis: 2
Behavior analysis
Automatic analysis

No threats

O Protection components ® ’Q Tasks - @

Running: 1
Started: 13 @ Scheduled: 3
Installed: 13 i Total: 6
Q
Reports Backup Support Settings ]

0=

Figure 4.9: Kaspersky Security Endpoint Security Dashboard in client end

From the dashboard we can check different status, task and license.
We can active the Antivirus License from Kaspersky Security Center or we can active or
we can active it manually from key file or license code but Kaspersky recommend
activation of license from Kaspersky Security Center.

4.4 Operation with Kaspersky Security Center

For manage the user Devices we have to add them in Kaspersky Security Center but

before adding the devices we need to create group for proper management and apply

policy.
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I( Kaspersky Security Center 12
File Action View Help

e nm 48| XE 6 B

I( Kaspersky Security Center 12

v [ Administration Server 10.168.2.41 Administration Server 10.1
v 1 Managed devices

3 Administration Servers

Managed devices

» L Branch

> L Branch Card Data PC Devices Paolicies Ta

» O] DC Server

s L1 Division

» CJ DR Server

» L Local Server

» L SubBranch > No filter specified, reco

» CJ UAT For AV

> L Windows 7 Pc Update Select statuses: Critical: |
s [ Maobile Device Management The records total above indudes the

o' Device selections the selected group.

E Unassigned devices
= Policies
Tasks

E=:] Kaspersky Licenses
> B Advanced

Mame P a

Figure 4.10: Kaspersky Security Center Management

From the manage device we can create group as per out requirement.
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I( Kaspersky Security Center 12
~ [F Administration Server DEBL-AVITO Administration Server DBEBL-AVITO1 > Managed device
L] Managed devices
[0 Mobile Device Management
03! Device selections
L1 Unassigned devices Devices Paolicies Tasks
= Policies

Tasks
[Z] Kaspersky Licenses Move devices to group Mew group Perform actiol

BB Advanced

Managed devices

Group name ? 22
ed stz

Enter the name of a new group: Metw
Eeigou /e
Y Ye
Y ve

Cancel

Figure 4.11 Group Add in KSC
After creating group we need to add policy for the specific group. Policy is basically

depends on the OS versions of the users devices and KES versions. The automatic update

schedule &scan schedule is also manage in policy
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File  Action

I( Kaspersky Security Center 12

View Help

ml 40l XE G HE

<

[ 220 Bagher Bazar

L 281 Seed Store Bazar
[ 232 Bhola Branch

L 233 Narail Branch

L 2234 Meghna Ghat Branct
[ 235 Gorai Branch

L 286 Moghbazar Branch
[ 287 Kamar Para

[ 288 Aziz Nagar

[ 289 Dakshin Surma

[ 290 Meherpur Branch
L 291 Noapara Branch
L 292 Khilgaon Branch
L 293 Baraipara Branch
L 284 Lalmenirhat Branch
L 295 Jhalakhati Branch
L 296 Sherpur Branch

[ 297 Nayanpur Bazar Bran
1 298 Joina Bazar Branch
L 299 Sylhet Islampur Bran
L 300 Ibrahimpur Branch
[ 301 Shariatpur Branch
L 302 Nilphamari Branch
[ 303 Banashree Branch
[ 304 Banti Bazar Branch
L 305 Dholaikhal Branch
L 306 Bandarban Branch
L 307 Kalatia Branch

L 308 Shawrapara Branch
[ 309 Barguna Branch

L 310 Daulatpur Branch
[ 311 Gulistan Branch

[ Branch Card Data PC

~

Policies: 4

After making the policies we will add device to the groups. We can add devices by using

Administration Server 10.168.8.41 > Managed devices > Branch > 310 Dau

Policies

Devices Policies Tasks

New policy Import policy from file Add/Remove columns

Name Status
Kaspersky Endpoint Security for Windows (11.5.0)

& Kaspersky Endpoint Security for Window... Active
Kaspersky Security Center 12 Administration Server
ta Ka spersky Security Center 12 Administrat... Active

Kaspersky Security Center Metwork Agent
Y Ka spersky Security Center Metwork Agent  Active
Kaspersky Security for Windows Server

& Kaspersky Security for Windows Server Active

atpur Branch
Application Inher..  Medi..
Kaspersky Endpoint Security for Windows (... Inher..  4/13..
Kaspersky Security Center 12 Administratio...  Fro..  4/17..
Kaspersky Security Center Metwork Agent Fro..  4/17..
Kaspersky Security for Windows Server Inher..  3/25..
Help v

Figure 4.12: Manage Policy in Kaspersky Security Center

device hostname or IP address.
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Mowve Devices Wizard

Define how to move devices to the group

Specify how to select devices to be added to an administration group.

| ! Select networked devices detected by Administration Server

E Specify device addresses manually or import addresses from list

Cancel

Figure 4.13: Host in Kaspersky Security Center
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After adding devices we can see their status from the group under the managed server.

J¢ Kaspersky Security Center 12 - [m] X
i File Action View Help

e @ FEIXEG HE
[ 230 Bagher Bazar ~
[ 281 Seed Store Bazar Administration Server 10.168.8.41 > Managed devices > Branch > 310 Daulatpur Branch
[ 232 Bholz Branch a
[ 283 Narail Branch Managed devices
[ 284 Meghna Ghat Branct
D 283 Gorai Branch Devices Pulicies Tasks Group properties
[ 286 Moghbazar Branch
[ 287 Kamar Para
[ 288 Aziz Nagar Move devices to group Mew group Perform action ¥ Add/Remove columns Refresh
1 288 Dakshin Surma
[ 290 Meherpur Branch
[ 291 Noapara Branch
[ 292 Khilgaon Branch
[ 293 Barsipara Branch |  Select statuses: [ Critical: 1 [/ Warning: 0 [/ OK: 6
D 294 Lalmenirhat Branch The records total above indudes the number of devices with the specified status. These devices are in the specified group and any of its subgroups. The
[ 295 Jhalakhati Branch list below indudes only devices from the selected group.

[ 296 Sherpur Branch “
[1 297 Nayanpur Bazar Bran Narne IP address Protection last updat... Network Ag
| ~

[ 298 Joina Bazar Branch ©310-BRSVR 10100110101 3/1/20213:5228PM o/ Yes 310-BRSVR b
[ 299 Sylhet Islampur Bran [ 310-CasHOD3 10.100.110.21 1 hour ago W Yes B Device status: Critical

300 Ibrahimpur Branch 3 310-CSHO01 10.100.110.25 1 hour ago W Yes

P

L 301 Shariatpur Branch B 310-CSH002 10.100.110.29 1 hour ago v Yes
[ 302 Nilphamari Branch E310-DMNGR-02 10.100.110.17 1 hour ago o Yes
L 303 Banashree Branch B 310-GBOO1 10.100.110.33 1 hour ago W Ves
L1 304 Banti Bazar Branch A 210-MNGRM 10.100.110.13 O o Forced synchronization scheduled on 3/1/2021
[ 305 Dhelaikhal Branch 4:50:35 PM
L 306 Bandarban Branch Properties _
[ 307 Kalatia Branch DNS dormain name: 310-
[ 308 Shawrapara Branch brsvr.dutchbanglabank.

com
g :?g [B)argluna Brgnchh IP address: 10.100.110.101
aulatpur Branc|

Spam protection Mo data from device [¥)
L1 311 Gulistan Branch < > e

L Branch Card Data PC ©
- = = Help v Kaspersky

Q

Groups: 0, devices: 7

Figure 4.14: Manage Device in Kaspersky Security Center

We can find individual host of a group and there status
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B Properties: 310-C5HD01

General

Protection

Applications

Tasks

Events

Tags

System Info
General system info
Inddents
Sessions
Applications registry
Executable files
Hardware registry
Software vulnerabilities
Available updates
Active policies
Active policy profiles

Distribution points

General

D | 310-CSHoD1

Description:

Windows domain:
MNetBIOS name:
DMS name:

IP address:
Group:

Last updated:

Last vizible:

Connected to Administration Server:

Created:

[]Do not disconnect from the Administration Server

DEBL

310-C5H001
310-csh001.dutchbanglabank. com
10.100.110.25

Managed devices'\Branch310 Daulatpur Brar
4/29/2021 12:45:53 PM

4292021 2:27:43 FM

4/25/2021 2:27:48 PM

2(24/2021 6:11:20 PM

Figure 4.15: Host Status

From task we can run different task in it, like instant virus scan, update, add license etc.

©Daffodil International University

21



B Properties: 310-C5HD0
| Sections Tasks

1 General —

Protection

of Tasks created for the device:

Applications

| Tasks

- Events

Tags

System Info
General system info
Inddents
Sessions
Applications registry
Executable files
Hardware registry
Software vulnerabilities
Available updates
Active policies
Active policy profiles

Distribution points

| it |
<

Adaptive Anomaly Control

Kaspersky Endpoint Security for Windows (11.5.0)
Running

AMSI Protection Provider

Kaspersky Endpoint Security for Windows (11.5.0)
Running

Application Control
Kaspersky Endpoint Security for Windows (11.5.0)

Behavior Detection
Kaspersky Endpoint Security for Windows (11.5.0)
Running

Critical Areas Scan
Kaspersky Endpoint Security for Windows (11.5.0)

Custom Scan
Kaspersky Endpoint Security for Windows (11.5.0)

Device Control

Kaspersky Endpoint Security for Windows (11.5.0)
Running

Exploit Prevention

Kaspersky Endpoint Security for Windows (11.5.0)
Running

File Threat Protection

Kaspersky Endpoint Security for Windows (11.5.0)
Running

Firewall
Kaspersky Endpoint Security for Windows (11.5.0)

Full Scan
Kaspersky Endpoint Security for Windows (11.5.0)

Host Intrusion Prevention

E

Results Add...

Figure 4.16: Running Task on a selective user in Kaspersky Security Center

45 Add Slave Server

Slave server is depending on master slave technology. We can add slave server under the
master. Main role of master server here is to download the virus database update from
Kaspersky site and distribute in slave server or servers. A Master server can have more

the one slave. We can add slave server from the Kaspersky Security Center.
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J¢ Kaspersky Security Center 12 - m] x
File Action View Help

| aE 08 HE
|¢ Kaspersky Security Center 12
~ [ Administration Server SMDC-AV61 Administration Server SMDC-AV61 > Managed devices >
+ [ Managed devices . .
v [ Administration Servers Administration Servers

[ Administration Server Administration Server DMDC DC AV 10.168.842

[ Administration Server Administration Server DMDC MB AV 10.168.8.44 B Add slave Administrat )

[ Administration Server DMDC Branch & Division (10.168.8.41) Ww

[ Administration Server DMDC FT 10.1688.43 K Add virtual Administration Server

LI nTP

[ Mobile Device Management
&1 Device selections

L1 Unassigned devices

= Policies

] Tasks

[5] Kaspersky Licenses

25 Advanced

Help v KKaspersiky

Figure 4.17: Add Slave Server in Kaspersky Security Center

4.6 Proposed Solution for the Discussed environment: As per | mentioned earlier that
we are proposing a solution where there is no internet after DMZ and internet and
intranet is separated. For any kind of antivirus software virus update is must and for
downloading the updates we must need internet but in this type of environment where
there is no internet in distribution zone how we can download the update. So our
proposed solution is locate the Master Server in DMZ zone, where there is internet, the
master server will download the update. The slave servers will be on the distribution zone
where there is no internet but though they are connected with the master they can
download the regular virus update and distribute it to the user devices. All user devices
managed from the slave server and the role of the master is to download the update and

distribute it to slave.
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CHAPTER 5
KASPERSKY SECURITY CENTER BACKUP

5.1 Introduction

Though all user device related information and policies are saved in Kaspersky Security
Center so it’s important to take Backup of Kaspersky Security Center.

5.2 Kaspersky Security Center Backup tool

Kaspersky Security Center has a backup tool for keep the data backup in the same server

where is situated.

| Kk

|( Kaspersky Security Center 12 Data Backup and Restore

‘Welcome to the Backup and Restore Wizard

This Wizard helps you to perform restoration or backup of
Administration Server data.

To continue with the Wizard, click Mext.

Cancel

Figure 5.1: Backup and restore tool of Kaspersky Security Center

This Backup tool copies the Backup of Security Center in a shared location in the server.
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I( Kaspersky Security Center 12 Data Backup and Restore

Select action
Select action: Administration Server data backup or restore.

(®) Perform backup of Administration Server data

() Restore Administration Server data

[ ] Restore or back up Administration Server cerdificate only

Cancel

Figure 5.2: Backup and restore tool of Kaspersky Security Center 2

If any problem occurs to the system then we can restore the Kaspersky Security Center

from the backup by this tool.
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¢ Kaspersky Security Center 12 Data Backup and Restore ? X

Select action
Select action: Administration Server data backup or restore.

(O Perform backup of Administration Server data

(®) Restore Administration Server data

[[] Restore or back up Administration Server certificate only

< Back od > Cancel

Figure 5.3: Backup and Restore Tool of KSC

5.3 Active-Passive Datacenter concept

Active passive Datacenter is a concept where there are two same kind of data center for
an organization and both Data Centers are connected to each other. The operation runs
from the main data center but all data is stored in both Data center equally. If the main

data Center falls then all services can run from the other datacenter with stored Data.
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Active / Passive

Primary Data Center Secondary Data Center

Near Real-time
Replication

Active Data | Passive Backup

Diagram 5.3: Active passive Data Center theory

5.4 Endpoint Security in Active Passive Datacenter Concept

Kaspersky Security Center keep backup on the same server where it’s situated. Not only
Kaspersky but also Endpoint Security Systems are also work the same way. They do not
have any tool or process to keep backup of the Kaspersky Security Center in another
server or location. So in active passive concept there is no data backup policy provided
by the Vendors.

5.5 Our Solution for the Backup

As | mentioned earlier, with the Kaspersky Backup tool we can take backup of Kaspersky
Security Center data in a shared location of the same server.In active-passive concept
both Datacenter are connected to each other With the backup tool we will take backup of
the Kaspersky Security Center server of main Data Center but will keep the backup in the
passive Datacenter server through network share. If any disaster occurs in the main data
Center we will restore Kaspersky Security Center from the passive Data Center server

5.6 Pre-requisites of Backup and Restore of Active Passive Data Center
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For take backup and restore, in the Main Data Center and the Passive data Center we
have to make the same Kaspersky Security Center server. In both side Kaspersky
Security Center server’s name will be the same but IP will be different.

5.7 Network Configuration

All host devices need to connect to the server with the mapping IP address. Mapping IP
address is a concept where there will be a privet IP address against the IP of the Server or
network device. Suppose our KSC server in distribution zone has IP 168.8.10.41 but we
will map it with the privet IP address 10.99.10.41. In host PC or device in time of
installing network agent we will put the privet IP address 10.99.10.41. After restoring the
KSC server from passive data center we need to change the real ip against the mapping IP
from active Datacenter IP to Passive data Center IP by NAT. SO if our KSC server of
passive data center is 192.90.40.10 then we have to map IP address 10.99.10.41 to
192.90.40.10 from 168.8.10.41. By doing this there will be no effect of KSC server IP
changing in host end.

5.8 Working Procedure of Backup

As | mentioned earlier backup tool keep the backup in a shared network place so we will
make a share folder in the passive data center server. In the backup tool we will put the
share location of the share folder of the passive data center server. Though the hostname
of the both servers are same so restore will be done normally and as | mentioned earlier
that host will connect to the server with mapping IP, we will change the mapping IP of
the Kaspersky Security Center server from Active Datacenter Server IP to Passive
Datacenter Server IP. Then the host will be able to connect with the Kaspersky Security

Center server in passive data center side.
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Backup seti
To back

Backup d

C:\Progrg

For bg
in des

Password

Confirm p:

Browse For Folder

USOPrivate
USOShared
VMware
Users
Windows
- Backup (D)
= DVD Drive (E:)
Libraries

[ IR

<

Folder: \\10. 168.4.52\Backup|

Make MNew Folder

]
]

Cancel

Figure 5.4: Backup KSC in another Server with Backup and Restore Tool of Kaspersky
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CHAPTER 06

CONCLUSION AND FURTHER STUDY

6.1 Summary of the Study

To complete my project | have work with endpoint security solution, managing endpoint
protection from security center server and how it manage in different type of network

structure.

| have also work with active passive solution, gained knowledge about it. | have come up
with a solution for active-passive backup and restore of Kaspersky endpoint security

which was a unique idea and make it happened.
6.2 Conclusion

During this project | have discovered some drawbacks of Kaspersky endpoint security.
When the scheduled update and remote installation going on, the network need to be very

stable a single packet loss can undone the whole project.

Network stability is also important in active passive backup because in this process we
are copping the backup from one server to another server through network share so

unstable network, spike or packet loss could be the reason of failure of total work.
6.3 Recommendations

Though | mention some related work. It was very hard for me to make things happen. |
am very thankful for the company DBBL where | work because for DBBL | have got the
opportunity to work with different endpoint Security Solutions and the environment to
implement the project. With the total journey if this research Work my supervisor Mr.
Md. Abbas Ali Khan helped me a lot and guided me for making this research project

successful.
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6.4 Future Study

In this project | have come with a backup solution of active-passive network structure and
also restore it in future I will work for endpoint security backup and solution for Active-

Active environment.
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