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ABSTRACT

The project “An overall study on DDoS Attack & its Protection” is based on network security
as it’s a now-a-days most important issue in the current internet world. The purpose of this
project to know about a one kind of networking attack like DDoS and how it acts during an
attack and how can we take steps against it for both theoretically and network device appliance
level. The overall project is divided into two main modules. First, we have developed an
simulation system where we had shown how a DDoS attack is executed over a server and how it
behaves during the attack. Here, |1 uses VMWare Workstation and Kali Linus OS which then we
cloned for demonstration of the attack. Second, I’ve developed the proposed solution of my own
against DDosS attack and also appended the solution of different network vendor in the world. If
anyone take steps against DDoS attack he/she should take measures for both theoretically and
appliance level. Because no one knows how can they became attack against their system or
network. So, I think if anyone take steps against from both criteria we’ll be kept ourselves safe
from such a dangerous attack in the internet world like DDoS.
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CHAPTER 1

Introduction

1.1 Introduction

The Internet has revolutionized the computer and communications world like nothing before.
The Internet represents one of the most successful examples of the benefits of sustained
investment and commitment to research and development of information infrastructure [1].
Almost all the traditional services such as banking, power, medicine, education and defense
are extended to Internet now. The impact of Internet on society can be seen from the fig. 1.1
which shows exponential increase in number of hosts interconnected through Internet [2]. The
increasing rate of internet usage rising in such a way that every institution like government,

organization and people are very much depends on its without any hesitation.

Internet Domain Survey Host Count
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Fig 1.1: Internet Domain Survey Host Count [2].
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As a conseguence, when the number of host has increased and then the number of attacks also
rising at the same time. As a result, most of the attacks and vulnerabilities are not recorded
every year. Now-a-days, DDoS attack is the most familiar and extreme threat to our internet
world. In a DDoS attack, an attacker mainly target a specific website/network and he/she
intentionally sends a huge amount of malicious traffic that causes the website/network
unavailable/unresponsive for a period of time and it's intends user then unable to access the
resources of that website which may consume enough bandwidth at the same time. DDoS
attack is considered to take place only when access to a computer or network resource is

intentionally blocked or degraded as a result of malicious action taken by another user [3].

A DDoS attacker uses many machines or tools to launch a coordinated DOS attack against one or
more targets [4]. It can be executed by using many compromised computers by sending a huge
amount of traffic to consume the maximum resources of the victim. As a result, they
continuously uses maximum bandwidth of the website and jamming the network so that user
can't access the resources which affected the normal internet traffic also. The number of DDoS
attack has been alarmingly increasing for the last few years [5]. Many of today’s DDoS attacks
are carried out by organized criminals targeting financial institutions, e-commerce, gambling
sites etc [6].

A classification of a wide range of DDoS attacks found in the wild is presented in [3, 7] that
Internet providers and users need to be aware of. Usually, it can be launched in two forms
[8]. The first form can use the software vulnerabilities by sending huge traffic which then
keep the system down. The second form also consumes high bundle of traffic which make the
system slow and it cannot working properly for its users. Here, when an attack happened it
can then consumes of any systems resources like the systems network bandwidth, disk space,
CPU uses, memory etc.

This paper describes the overview of DDoS attack, DDoS attack history, available DDoS attack
tools and its detection method, simulation of a DDoS attack, discuss the possible prevention
solution for different vendor like Cisco, Palo Alto, Fortinet, Check Point, Cyberoam etc. Section
Il describes briefly the overview of DDoS attack where section Il presents how DDoS attack
happened in a VM and its consequences. Section IV contains available DDoS attack tools and
the detection method in the details. Details of available DDoS prevention mechanisms for different
vendor like Cisoo, Fortinet, Palo Alto is elastrated in section V and protection also. Finally, Section VI
concludes the paper and presents further future scope, if any.

©Daffodil International University 2



1.2 Motivation

During my M.Sc in Daffodil International University | was also a service holder. Sometimes
after a long tiring day of office | had to go to the university just to participate in a class test
arranged by course teacher. It was very hard for me. But last few semester | was attend the
class and exam in a online platform named “BLC”. It’s also difficult for me to attend the
class. As I’m responsible for network related jobs in my organization and now-a-days security
is the main issue to secure the online world that’s why I think we should alert for such a attack
like DDoS and how can we mitigate it from this. Internet is growing day by day and its
spreading among every people that consequences the watery supplication of Internet tools and
software to use for their own purposes.

Hackers are the main threat to delivery hacking tools to exploit the vulnerability of Internet
Objects. They are extending to deploy the protocol of “Anonymous” which is being the
greatest threat to this modern World. So, I need to think like hackers to split their thoughts and
to make the possible solution of DDoS Attack.

1.3 Scope of the Work
Many Organizations now a day are moving their business to the Internet or Virtual World. Every
businessman / businesswoman is targeting to establish their whole system to the Internet. By
the grace of Internet blessings of Facebook, twitter, Google, Linked-In etcetera are enhancing in
such a way that the social media and workers are not going too and far for collecting any

information because of Internet Things. So, scopes of this work are elaborating undoubtedly.
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Scope of the work:

a. Government Information Security
b. Social Media

c. Business administration

d. Commercial Area

e. Corporate section

f. Developing System

g. System Administration

h. Maintenance of Products Details

Security of Information such as:

1) Agencies

2) Administration

3) Bureau

4) Investigation

J-

Unavoidable Exploitation

These are the arsenal scope to develop the entire security system for preventing or mitigating

denial of service attack.

1.4 Objective of the Project

The objectives of this project work is as under:

VI.

©Daffodil International University

Learn about overall DDoS attack in all perspective like history, tools, types of DDoS.
How a DDoS attack will encounter in the system? What’s the system condition during
DDosS attack by using a simulation?

Enhanced network security against DDoS attack

Familiar with different DDoS attack tools and detection method.

Detection and protection of DDoS attack from different vendor like Cisco, Fortinet, Palo
Alto, Check point & Cyberoam etc.

Up to date about DDoS attack and do work for future scope, if any.



1.5 Expected Outcome

As I’m responsible for network related jobs in my organization so that I’ve to think about
the network security also to protect all kinds of network related attack and should ensure the
confidentiality and security of my system. Such a project helped a lot about the world’s most
dangerous attack like DDoS and how to ensure system & network security and keep the up
time of the system in a maximum level. I’ve developed a solution from this attack from

different vendors’ perspective also.

1.6 Report Layout

Chapter 1: Introduction
In this chapter | have discussed about the introduction, motivation, scope of the work,

objective of the project and expected outcome of the project and report layout.

Chapter 2: Background Study
Here | have discussed about the overall background study of our project. | have also

discussed about the history of DDoS, its types and challenges of the project.

Chapter 3: Simulation of a DDoS attack
In this chapter we’ll show how a DDoS attack will encounter a system and what happened

of a system when a successfully DDoS attack is triggered.

Chapter 4: DDoS attack Tools & detection method
This chapter contains about what are the different types of DDoS attack tools and how can

we detect it during the attack.

©Daffodil International University 5



Chapter 5: Proposed plan to protect from DDoS attack

Here, 111 discuss regarding my own proposed solution against DDoS attack and how we
protect out network & system from DDoS attack by using different vendors like Cisco,
Fortinet, Palo Alto, Check Point & Cyberoam in a various stage of this attack like before

and after of the attack.

Chapter 6: Conclusion
In my last chapter, I’ve discussed about the conclusion which pretty much derive about the
project.

©Daffodil International University 6



CHAPTER 2
Background Study

2.1 Introduction

A DDosS attack is one in which a multitude of compromised computer systems attack a

selected target, thereby causing denial of service for legitimate users of the targeted system [9].
As we already know that a DDoS attack can overload any affected systems resources at its high
level to keep the system unavailable/unresponsive. The attackers bombard scare resource either
by flood of packets or a single logic packet which can activate a series of processes to exhaust the
limited resource [10]. The following figure 2.1 represents the DDOS attack scenario which is
illustrates below [12]. First of all, an attacker wants to find a vulnerability of a computer system
and then making it as the DDoS master. From that master system the attacker again try to contact
with other computer systems and continuously trying to make it as a compromised system. After
that, the attacker/hacker cumulatively load the strong DDoS attack tools & equipments to attack
the system on that compromised computer systems. Finally, the attacker/hacker can instruct to all
the compromised computer systems to initiate the flood against a particular
target/website/network. Some DDoS attacks utilize Internet worms to automate the process of
exploiting and compromising computer systems, as well as launching DDoS attacks [11].

= —
Agent
(Attacker)
| —
a —
Agent
(Attacker)

| w v victim.cé)
d

| Bandwi
|
|

Handler (Attacker)
(Middleman)
S -
/ -
L Je
i o]

(Attacker)
Mastermind
Intruder

Figure 2.1: A typical DDoS attack
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2.2 History of DDoS Attack

Over the last two decades, there is an enormous changes in the IT industry regarding the
advancement of various cyber-attacks. The threat of DDoS attack is then increasing and evolving
thereafter. DDoS attack is one of the oldest and the dynamically advancing phase of cybercrime.
These attacks can helps to hackers’ in a high level creativity to create complicated and dynamic
threat for who are responsible for cyber security. The first ever DoS attack occurred in 1974,
when a 13-year-old boy called David Dennis wrote a programme that remotely locked up
multiple terminals in a university computer lab [12]. He successfully managed to shutdown 31
PLATO terminals by writing a programme that sent a problematic command [13]. In the early
2000s, DosS attacks can be done from a single machine to a single target which is executed from
a keyboard entries. When it becomes ineffective then such an attack converted from manual to
semi-manual.

In 1996, a New York-based Internet Service Provider (ISP) Panix recorded the DDoS attack
which is a SYN flood attack. The attacker overloaded the company's server by sending a huge
amount of spoofed IP address traffic which then forcedly stop the normal traffic. Panix managed
to recover in around 36 hours, but this event was significant for being one of the first major
DDosS hacks [13]. After 36 hours Panix was recovered their system successfully and then it was
considered as one of the most major DDoS attacks. Several years later, in 1999, a hacker
managed to completely disable the University of Minnesota’s internal network for more than 48
hours with a massive UDP flood. It was the first large-scale attack through a specialized tool
called Trinoo [13].

The Michael “Mafiaboy” Calce considered as the most notorious DDoS attacker. In 2000, he
executed a DDoS attacks against world's most top companies like CNN, Yahoo, Amazon, Dell,
eBay, and FIFA. The then-teenager used a tool called TFN2 that makes use of previously
infected computers to generate a huge amount of fake traffic to a server [13]. The largest DDoS
attack is listed below year by year:

i.  The February 2020 attack reported by AWS: AWS reported a massive DDoS attack in
February of 2020. At its peak, this attack saw incoming traffic at a rate of 2.3 terabits per
second (Tbps). AWS did not disclose which customer was targeted by the attack [15].

ii.  The February 2018 Github DDoS attack: In February 2018, GitHub experiencing its
largest DDoS attacks which is mainly used by developers’ worldwide. This attack
reached 1.3 Thps, sending packets at a rate of 126.9 million per second [14].

ilii.  The September 2017 Google services attack: The biggest DDoS attack happened in
September of 2017. Google services was targeted in this attack and reached 2.54 Thps
and sent spoofed packets to 180,000 Google various web servers. Google Cloud disclosed
the attack in October 2020 [14].

©Daffodil International University 8
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Vi.

Vii.

The 2016 Dyn attack: Another massive DDoS attack was directed at Dyn, a major DNS
provider, in October of 2016. Many major sites was suffered due to this attack including
Airbnb, Netflix, PayPal, Visa, Amazon, The New York Times, Reddit, and GitHub. This
was done by using the malware called Mirai which creates a botnet out of compromised
Internet of Things (10T) devices such as cameras, smart TVs, radios, printers, and even
baby monitors. To create the attack traffic, these compromised devices are all
programmed to send requests to a single victim [14].

The 2015 Github attack: GitHub faced a largest DDoS attack ever in its history in 2015.
Such a DDoS traffic was created from China and its main target was the two GitHub
projects. The attack traffic was created by injecting JavaScript code into the browsers of
everyone who visited Baidu, China’s most popular search engine [14].

The 2013 Spamhaus attack: In 2013, Spamhaus also faced the largest DDoS attack ever
in its history. Spamhaus is basically works for spam filtering of emails which make them
the easier target of an attacker. The attack drove traffic to Spamhaus at a rate of 300 Gbps
[14].

The 2007 Estonia attack: In 2007 April, the attacker attacks Estonia's government
services like financial institutions, and media outlets. Such an attack was considered as
the major DDoS attack in their history so far. This had a crushing effect since Estonia’s
government was an early adopter of online government and was practically paperless at
the time; even national elections were conducted online [14].

Now-a-days, world’s internet system is increasing dramatically and growing faster. So we should
need for more safety and prepare before the attack to keep protect from this. For just the first half
of 2020, there were over 4.83 million DDoS attacks. Such a number already increases for 2019
on a larger scale. We can only expect the trend to continue in 2021 and beyond [15].

2.3 Types of DDoS Attack

Distributed Denial of Service (DDoS) attack is one of the most popular, rising attack method of
hackers. There are three common classes of DDoS attack which is appended below:

a)

b)

c)

Volumetric-based attack: It uses massive amount of traffic which can inundate the
network bandwidth of the target. Example: ICMP flood, NTP/DNS amplification.
Protocol/Network attack: Exploits the vulnerability in the network or layer 3 & transport
layer 4 protocol in an OSI layer. Example: SYN flood, Ping of death, Smurf attack.
Application attack: Such an attack is based on web application and are deliberated as the
most modern and major types of attacks. Example: HTTP/SMTP/SIP flood etc.

©Daffodil International University 9



As we can see in above DDoS attacks has different categories where there is a various attacking
method involved for targeted a specific network or systems. Now, we enlisted typical popular
types of DDoS attacks which is given below:

SYN flood attack: This is the most common DDoS attack and by using this attack a
hacker basically uses the vulnerability of the TCP three-way handshake process and
consume more memory space which is previously allocated by OS. In a normal TCP/IP
session there is a three steps needed to establish a successful connection between a host
& client and this three steps here called as three-way handshake process. In this process,
client first requests the server by sending a SYN. Server receives and acknowledge the
client's request by sending a SYN-ACK message. Finally, client responds to the server
with an ACK (Acknowledge) message, and then the connection being established
between the client and server. In a SYN flood attack, an attacker sends a huge packet to
the targeted server where the source address is a spoofed IP address. After that, when the
target server trying to process all of these bad request it will then cannot process the
actual requests and as a result it will then unresponsive to its known users. Here, attacker
motive is to down the target system by sending a huge number of SYN bad IP packets to
the target system. As a result the target machines memory which leads the target machine
crash, slow response, hang or rebooted the system.

ICMP (Ping) flood: ICMP (Ping) flood is also considered as Ping flood. In this attack,
the attacker flood the target system by executing a huge number of ping or ICMP request
which uses all the bandwidth of the victim and resulting a significant overall system
shutdown. It only happened if the hacker has more bandwidth than the target system.

UDP flood: A UDP flood is such DDoS attack that floods a target with User Datagram
Protocol (UDP) packets. The goal of the attack is to flood random ports on a remote host.
This causes the host to repeatedly check for the application listening at that port, and
(when no application is found) reply with an ICMP ‘Destination Unreachable’ packet
[16].

HTTP flood: This sort of attack is the most common forms of attacks which actually
generates huge HTTP requests to the web server which floods the server. HTTP flood is
considered as the form of application centric bandwidth attack and here the common
HTTP port 80 is being used to initiate the attack.

SIP flood: Like HTTP attack SIP (Session Initiation Protocol) flood is also an
application centric bandwidth attack where the attacker targets the SIP proxy server
which is used for making VoIP call.

©Daffodil International University 10



Vi.

Vii.

viil.

Teardrop attack: This attack utilized vulnerability in the earlier Microsoft Operating
Systems and some older versions of Linux whereby improperly framed or overlapping IP
fragments were sent to the victim thereby crashing it [17].

Smurf attack: Smurf attack is identical to the Brute Force DoS attack where a huge ping
requests are sent to the network (normally the Router) in the target network by using bad
IP addresses. When the router receives a ping request it will then try to route it or echo it
back and as a consequence the server/network is overflowed/flooded with huge number
of packets and congestion the traffic also. If there is a large number of nodes, hosts etc. in
the network, then it can easily collapse the entire network to process all the ping
requests. In this attack, the attacker uses IP protocols and ICMP using a malware program
which is called Smurf.

Permanent Denial of Service: This type of attack is generally known as “Phlashing”. By
this attack, it can permanently destroy the hardware of the victim resources.
Infrastructure attack: This type of attack can target the infrastructure of internet such as

DNS root server and by this attack attacker can potentially bring down the entire internet.

Zero-day DDoS attack: Zero-day DDoS attack is the name given to new DDoS attack
methods that exploit vulnerabilities that have not yet been patched [18].

A specific DDoS attack can hamper any system/network/website by using its feature. So, after
the attack we can identify the types of DDoS attack which can severely damage any
system/network.

2.4 Challenges

Time management is one of the key challenges of the project.

To show a DDoS attack in a live system is quite impossible that’s why try to show an
attack in a VM and had to work hard on VM to learn new things to implement it.

Lack of hardware resources like internet speed, memory system of remote PC/VM etc.
Protection system overview of a live hardware devices.

It is almost impossible to show the protection for different network vendors in a live
network infrastructure.

To cover all related information regarding DDoS attack.

©Daffodil International University 11



Evolution of DDoS attack extremely increasing day by day and the prevention of losing
information through the internet is needed its solution as soon as possible. It needs a very
mandatory step to take a hard hand solution for protecting our valuable information from the
thief of Internet Service. There are various types of attackers who are very fugitive to steal the
Information and hide away by spoofing their identity. Many steps have been taken as a solution
has studied but, in every way, they may not be succeeded at all. So, studies about DDoS attack,
type of attackers, their methods, thinking strategies and the possible solutions which can be
mitigated most of the prevention against DDoS attack is our fundamental resources to estimate
our achievement.

©Daffodil International University
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CHAPTER 3
Simulation of a DoS/DDoS Attack

3.1 Introduction:

Now-a-days, the DoS/DDoS attacks are the most ordinarily used network attacks where the
attacker getting the victims IP address and intentionally or temporarily unresponsive/unavailable
of the victims other network resources, machine, website to its known users by causing the
consume more of its bandwidth. The difference between denial of services (DoS) and distributed
denial of service (DDoS) attacks is that "an attacker run the DoS attacks from a single source
while DDoS attacks are distributed and run from a multiple sources to a single target". By
executing a DoS/DDoS attacks, the victims network/resources generally flooded with various
types of packets like TCP, SYN flood etc. in a network layer or with requests HTTP, POST etc.
in a application layer. During a DoS/DDoS attack the victim couldn't make any communication
for its users by using its resources until the attacks stops.

In this chapter, | have showed a simulation of DoS attack by using an open source TCP SYN
flood Python script which is run on my computer on the Kali Linux OS in a VM which is also
installed on VMWare Workstation, after executing the Dos attack I'll show that my target
website unavailable or it takes more times to load. Such a Python script (TCP SYN packet
flood), actually floods the target website with SYN packets in the layer 3 and using the TCP
protocol & port 443 which keeps the website/network unavailable for long time where it
consumes more bandwidth at the same time. My DoS attack is a locally hosted in my PC where
the attacker host used as Kali Linux OS in a VM and the targeted website run on the cloned Kali
Linux virtual machine which uses same network and subnet as well. The Kali Linux OS initiate
the DoS attack by using Python DoS script to flood the targeted website through port 443 and
TCP connections also. May be an attacker intends to execute a DoS/DDoS attack against a server
as a means of revenge, politics or other purposes but in my simulation 1 just show a DoS attack
against a website inside a virtual machine how it behaves during a DoS attack, the actual
condition of a web server and it then takes more times to load. As a proof, here | capture packet
for both virtual machine (attacker host) and victim host which shows a SYN packet flood attack
from source to destination. In a real world, a website/network keep up itself during a DDoS
attack mainly depends on an attacker because an attacker knows how much packet he/she can
flooding against a server/network and how long time he/she intends to down the network at the
same time. Here, | flood the DoS script against the website for a few minutes and after that the
targeted website was down for a few minutes and it then take more times to load as it was. |
think we’ll understand it in my later part of the report and for the better understanding I will
attach a video in PMIS portal to show the full demonstration of the DoS attack. Also, note that,
here | demonstrate DoS instead of DDoS because we already know DDoS attack only executed
from a multiple source where DoS attack only executed from a single source to a target
website/network/server.
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3.2 My SYN Flood DoS Simulation:

My DosS attack simulation mainly a TCP SYN packet flood based on Python script where an
attacker machine floods the targeted website (hosted in a cloned VM) by using TCP protocol and
port 443 after getting the IP address of the target website. Here, I uses the Linux based OS so
that to find the IP address I've to type "ifconfig" in the Kali Linux terminal and to find the target
website IP address I've to ping the target website full address from my attacking VM. Moreover,
to execute the TCP SYN packet flood DoS attack against a website here mainly the TCP SYN
absorb the conventional three-way handshake process to down the target website which then
force the server to use its maximum resources and bandwidth and which makes the
server/website/network temporarily unavailable/unresponsive or take more time to load in its
normal condition for its intends users.

How a TCP Three-way handshake process works:
1. Client first requests the server by sending a SYN.
2. Server receives and acknowledge the client's request by sending a SYN-ACK message.

3. Finally, client responds to the server with an ACK (Acknowledge) message, and then the
connection being established between the client and server.

In a TCP SYN flood DoS attack, the “attacker continuously sends SYN packets to every port of
the server, of the targeted network or server” and the targeted server/network then busy to handle
the huge amount of such requests.

In my cases, when I continuously executed the TCP SYN DoS flood packet against the targeted
website and the target website unable to handle all the packet due to failure of this TCP three-
way handshake process and it then take more time to load and I’ve also found the SYN packet
when I've capture the packet by using Wireshark. However, the entire DoS simulation attack was
run and contained inside the VMware Workstation on my physical machine so that there was no
actual damage happened to the targeted website (https://www.hackertyper.com). My DoS attack
is a locally hosted in my PC where the attacker host used as Kali Linux OS in a VM and the
targeted website run on the cloned Kali Linux virtual machine which uses same network and
subnet as well. The Kali Linux OS initiate the DoS attack by using Python DoS script to flood
the targeted website through port 443 and TCP connections also. As | earlier mentioned that, my
main goal to demonstrate a DoS attack and how a targeted website behaves when it under attack
and what’s the actual condition happened during an attack and lastly as a proof I using Wireshark
which will help me to capture the packet during such a DoS attack for both attacking VM and
cloned VM where the targeted website running.
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3.3 How to SYN Flood DoS Attack Simulation Works:

First of all, I’ve install Kali Linux OS in my VMware Workstation to conduct the DoS attack.
After that, I've cloned the real Kali Linux virtual machine to create another cloned VM with the
same configuration so that my both virtual machine (attacking & cloned) hosted on my PC which
uses same subnet and network also where the main Kali Linux virtual machine initiate the DoS
attack by using Python script against the target website which is running on the cloned Kali
Linux VM. At this stage, I've download and install the latest Python3 inside the attacking VM to
execute the DoS attack by using the Kali Linux terminal and then launch the Python script at the
same VM. Now, in my attacking virtual machine I've to execute "ifconfig" command to find the
IP address of the attacking VM and then pinging the targeted website from the attacking VM by
using Kali Linux terminal which is run on the cloned Kali Linux VM. After that, to execute the
DoS attack I've to enter the target website IP address, it's port number (here 443) to flood and
default packet rate 135 and then hit the "ENTER", which then spontaneously flood the target
website with SYN packets by the layer 3 and TCP protocol. In my TCP SYN flood DoS attack
simulation, the targeted website successfully unresponsive/unavailable for some time and takes
long time to response/load. Due to my computer hardware configuration and internet speed the
targeted network in this regard temporarily unavailable and it takes long time to load the website
instead to fully shutdown the system after executed the DoS script. In order to make sure my
TCP SYN flood DosS attack simulation working properly I've uses Wireshark packet capture log
on both virtual machine (attacking & cloned VM). If we analysis the packet we've definitely say
that the attack is successfully executed from attacking VM to cloned VM where the targeted
website flooded by using the TCP SYN flood packet which is mainly based on Python script.

3.4 SYN Flood DoS Attack Simulation: Step by Step “How To Do”

In this section, I’ll describe how to DoS attack simulation was executed step by step which is
appended below:

1. Download and install VMware Workstation 16 Pro from an online source (ex.
https://www.vmware.com/products/workstation-pro/workstation-pro-evaluation.html ).

2. Download the Kali Linux OS (.ISO format) from internet by following URL (ex.
https://www.kali.org/downloads/ ).
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3. Now, install the Kali Linux OS by escalating the .ISO file or through VMware
Workstation settings.

v" Mounting .1ISO: Open VMware Player - Click on "Create a New Virtual
Machine” = Select "Installer disk image file(.iso)" and locate the Kali
Linux .ISO file > Select "Guest operating system" as Linux and Version
as Debian 10.x 64-bit - Provide Virtual machine name as "Kalil" and
locate the virtual machine - Specify disk capacity - Click "Finish".

It takes more time to successfully setup the Kali Linux OS on the VMware Workstation.

4. Now, clone the virtual machine from Kali Linux OS.

v Right click on the Kali Linux VM ->Manage = Click “Clone” > Next >
Select “Clone” from "The current state in the virtual machine" - Select
“Clone method” as "Create a full clone™ - Keep the VM name as same
and locate the previous virtual machine location - Click "Finish" and
Continue and then click Close.

5. Launch the both original and cloned VM Kali Linux OS by VMware Workstation.

6. Download and install the Python3 version inside VMware Workstation on the VM OS
being used to initiate the TCP SYN flood DoS attack.

v" Click the Kali Linux Terminal = Type “sudo apt-get install python3”

7. Download and copy the .zip folder which holds the TCP SYN Packet Flood Python (.py)
DoS script files to the Desktop of the attacking Kali Linux OS VM at
(https://github.com/cyweb/hammer).

8. Now, launch the Python DoS script file (which we named DoSGroupA.py) after
extracting by using the Kali Linux Terminal:

v In Kali Linux Terminal, type “cd Desktop”=>“cd DoSGroupA”
-2 “python3 DoSGroupA.py”

9. To find the IP address of the target system pinging the targeted website from the
attacking Kali Linux Terminal (“ping Enter URL”)
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10. Now, execute the DoS attack following way:

v' Enter the target’s IP address (“-s ip address™), target’s port number (“-p
443”), and packet flood rate (“-t 135”) (default is 135).

11. Hit ENTER button from keyboard and the script will begin to flood the target’s website
with TCP SYN flood packets which is based on python script.

12. The targeted website unavailable/unresponsive for sometime and it takes more time to
load.

v" Now, trying to load the targeted website and monitor the capture log file
on Wireshark on both attacking VM & cloned VM.

13. By cancelling the attack press Ctrl + C in the Kali Linux Terminal on the attacking VM
or close the Terminal to stop the attack.

In my case, it's take more time to load or response due to my computer internet speed and as well

as my computer hardware configuration.

In above discussion, I’ve illustrates the steps of the overall setup procedure and execution of the

DoS attack inside the VM.
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3.5 SYN Flood DoS Attack Simulation: Evidence, Results, and Verification:

First of all we download both the VMware Workstation 16 pro and Kali Linux .1ISO file from

the internet and setup them step by step.

ﬂ VMware Warkstation Pro Setup = X

ry

WORKSTATION

PRO" 1 6

Welcome to the VMware Workstation Pro
Setup Wizard

The Setup Wizard will install VMware Workstation Pro on your
computer, Cick Next to continue or Cance! to exit the Setup
Wizard.

Copynght 1938-2020 VMware, Inc. All nghts reserved, Thes

product is protected by U.S. and international copyright and
intellectual property laws. VMware products are covered by

one or more patents ksted at:

http: //www, vmware.com/qo /patents

[hee ] [ conce

Figure 3.5.1: Initial screen of install VMWare Workstation 16 Pro.

¥ VMware Workstation Pro Setup = X

&

WORKSTATION

PRO" 1 6

Completed the VMware Workstation Pro Setup
Wizard

Ciick the Finish button to exit the Setup Wizard.

Figure 3.5.2: Installation completion of VMWare Workstation 16 Pro.
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New virtual Machine Kali OS setup by using .1SO file which is appended below:

New Virtual Machine Wizard

| 4

X

VMW ARE Welcome to the New Virtual
WORKSTATION  Machine Wizard

PRO" 1 6

\What type of configuration do you want?

(@ Typical (recommended)

Create a Workstation 165 virtual
maching in a faw easy steps,

() Custom (advanced)

Create a virtual machine wath advancec
options, such as a SCSI controller type,
virtual disk type ana compatibility with
older VMware products.

Help < Bacl Cancel

Figure 3.5.3: Initial screen of installation of Kali Linux OS.

New Virtual Machine Wizard

Guest Operating System Instafation

A wrtual machine Is like a physical computer; it neads an operating
system. How will you instell the guest opersting system?

Install from:

() Installer desc:

= DVD RW Drive (H:)

(@ Installer dsc image file (is0):

| D:\Project\Kah Test\kali-iinux-2021.1-nstaller-amde< v | Brawse.., |

/A Could not detect which operating system is in this disc image.
You will need to specify which operating system will be installed.

(C) 1wl Install the operating system later.
The virtual machine will be created with a blank hard disk,

Help < Back Next > Cancel

Figure 3.5.4: Locate the Kali Linux OS by mounting .ISO file
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New Virtual Machine Wizard X

Ready to Create Virtual Machine
Click Finish to create the virtual machine. Then you can nstall Ubuntu.

The wrtual machine will ba created with the following sattngs:

Name: Kahl
Location: D:\Project
Version: Workstaton 16.x

Operatng System: Ubuntu

Hard Disk: 20 GB, Spit

Memory: 2048 M8

Network Adapter:  NAT

Other Dewces: 2 CPU cores, CD/DVD, USE Controller, Frinter, Sound C...

Customize Hardware... |

< Back Finish Cancel

Figure 3.5.5: Ready to create Virtual Machine.

After creation of Kali Linux by .ISO file now we configure the Kali Linux for its final outlook
where we illustrates few screenshots of it which is appended below:

Kall Linux Installer menu (BIOS node)

Graphical install
1

Figure 3.5.6: Graphical Installation process of Kali.

Such a installation process takes more time to setup successfully so have patience.
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Now, we start the Cloning process by selecting the below option:

File Edit View VM JTabs Help > -

Library
I £ Type here to search

= I My Computer
-
[ share  CloseTab

Mark as Favorite
Rename...
Open VM directory
Remove

L Power >

% Removable Devices
Pause

B Send Ciri+Alte Del
Grab Input

= Snapshot >
Capture Screen

Install VMware Tools..,
7 Settings.

G e E&al@dan

x.] G Home | [ wabt |
v
[[] Kalit
P> Power on this virtual machine
[[7 £dit virual machine settings
¥ Devices
== Memory 2GB
¥ Processors 2
£ Hard Disk (SCS1) 20GB
(<) CD/DVD (SATA) Using file DAProj..
3 Network Adapter NAT
[%] usB Controller Present
¢4 Sound Card Auto detect
= Printer Present
» [T Change Hardware Compatibility... tect
® dove.
Upload...
Download... irtual
IR Delete from Disk
Permissions...
= VNC Connections
[J Message Log

Figure 3.5.7: Cloning process after Kali installation.
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After successfully completion of Cloning of Kalil OS the below figure illustrates the Clone OS
configuration.

Virtual Machine Settings e
Hardware Options
Devica Summary Memory
=2 Mormory Speafy the amount of memory allocated to this virtual machine. The memory
:] ProCOEEDrS 3 sze must be a mulbple of 4 M3,
[,’-;».‘Hord DRESCRD e o Memory for this virtual machine: 2048 .= ma
(=) CD/OVD (SATA) Using file D:\Project\Kah Tes... -
51 Network Adapter NAT
[<] uss Controller Present 128 GB
<40 Sound Card Auto detect 54 GE
(5 Printer Fresent 32Ge
oisplay Auto detact 16 GB B Maximum recommended memory
8GR (Memory swapping may
4GB < occur beyond this sza.)
268 4 <« 4.6 GB
1 GB
512 MB B Recommended memory
256 MB 263
128 MB
64 ME Guest 05 recommended minimum
32 MB 1ca
16 MB
8 MB
4 ME
Add... | Rarnove
[ox || concel Help

Figure. 3.5.8: Clone of Kalil Configuration
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After download we have copy both the Python3 & DoS script into our Kalil Linux OS Desktop
which is appended below:

i Home [y Kalit I3 Clone of Kalit

Figure 3.5.9: After download copy both Python3 & DoS script into Kali Linux OS.
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Install the Python3 by opening the Kali Linux terminal which is appended below:

root@root: -

File Actions Edit View Help

0 remove and 392 not upgraded.

Figure 3.5.10: Install Python3 by using Kali Linux Terminal

After that, launch the Python DoS Script file (which we named DoSGroupA.py) on the attacking
VM.

root@root: ~/Desktop/DoSGroupA

File Actions Edit View Help

~/Desktop

~/Desktop

~/Desktop/DoSGroupA
RoSOroupA.py

~/Desktop/DoSGroupA

Figure 3.5.11: Launch Python DoS script on Kalil Linux VM.
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Now, we have to find out the IP address of our target system by pinging the URL i.e ping
hackertyper.com on Kalil Linux OS for hit the DoS attack which is given below:

root@root: ~/Desktop/DoSGroupA

File Actions Edit View Help

~/Desktop/DoSGroupA

yper.com

21,81,
.81,

“Co4 bytes from 104.21.81.158: icmp_se

— hackértyper.com p
7 packets transm ’
rtt min/avg/max/mdev = 53.

® ~/Desktop/DoSGroupA

Figure 3.5.12: Finding the IP address of the target website (hackertyper.com).

The target website running on the clone Kalil Linux VM.

W Hacker Typer x | &

e hackertyper.com v e wB U 3 1

i Most Visited v ] Offensive Security "\ Kali Linux N\ Kali Docs "\ Kali Tools KMExploit-DB Wy Aircrack-ng

Juicl tart Instructa

l

jranted in hacker typer?

|

Figure 3.5.13: Target Website (hackertyper.com) running on the cloned VM.

©Daffodil International University 25



Launch the TCP SYN DoS attack against target website from Kalil Linux VM.

root@root: ~/Desktop/DaSGroupA

File Actions Edit View Help

~/Desktop/DoSGroupA

on

~/Desktop/DoSGroupA
UpA. DY 194,21.81.158

Figure 3.5.14: Launch the DoS attack from Kalil Linux VM.

The target website flooded after the TCP SYN DoS attack which is given below:

root@root: -/Desktop/DoSGroupA
File Actions Edit View Help

Figure 3.5.15: Target website down due to TCP SYN DoS attack.
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Now, look at the cloned Kali Linux VM:

Docs X NetHunter

Figure 3.5.16: Target website takes more time to load on clone Kalil Linux VM.

Now, we have to capture the packet log by using Wireshark for both attacking (Kali Linux VM)
and Clone VM which is appended below:

File Actions Edit View Help

‘ File Actions con view nep

Copturing from ethO

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am g e X Qe EF &=

LIET

QQeif

[

» Frame 12799: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface eth®, id 6
» Ethernet II, Src: VMware el1:2a:2f (09:50:56:e1:2a:2f), Dst: VMware_3d:a6:bl1 (00:8c:29:3d:a6:b1)
+ Internet Protocol Version 4, Src: 128.36.52.39, Dst: 192.168.248.128

+ Transmission Control Protocol, Src Port: 86, Dst Port: 51996, Seq: 1, Ack: 1, Len: @

50 00 Bc 29 3d ab bl 60 58 56 el 2a 2f 08 00 45 60 )= PV
0015 6O 28 b3 13 00 00 BA 66 1a de 89 le 34 27 cO a8 <

9910 8 86 00 50 cb 16 05 6a 37 Se 09 cB 35 12 50 14 Preiy
0030 fafe i1f B7 00 00 GG 6 GO GO GO GO 000000 .o oo

Figure 3.5.17: Wireshark packet capture log found on the Kali Linux VM.
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Capturing from eth0

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
e RE QesEFI | =EQqal
L4 ay filt t -+

NO. Time Source Destination Protocol Length info

» Frame 1: 60 bytes on wire (488 bits), 60 bytes captured (480 bits) on interface eth@, id 6

» Ethernet II, Src: VMware _3d:a6:bl (00:6¢:29:3d:a6:b1), Dst: VMware e1:2a:2f (00:50:56:e1:2a:21)
» Internet Protocol Version 4, Src: 192.168.248.128, Dst: 172.67.190.2

» Transmission Control Protocol, Src Port: 49382, Dst Port: 443, Seq: 1, Ack: 1, Len: @

BREB
8822
8325
8822
538
388
835
25883

=

-

Figure 3.5.18: Wireshark packet capture log found on the clone VM.

3.6 Findings & Result:

My DosS attack is a locally hosted in my PC where the attacker host used as Kali Linux OS in a
VM and the targeted website run on the cloned Kali Linux virtual machine which uses same
network and subnet as well. The Kali Linux OS initiate the DoS attack by using Python DoS
script to flood the targeted website through the port 443 and TCP connections and it was then
takes long time to load or unavailable/unresponsive for sometime. In this case, the targeted
network/website wasn't fully unavailable due to my computer hardware and internet speed. But |
was showed the actual affect after such a DoS attack. After running the script, the targeted
website will remain in a continuous loading state and after some time it was loaded. As we can
see if we should down the target website successfully we have to manage powerful computer and
more internet speed to flood the target system. . However, the entire DoS simulation attack was
run and contained inside the VMware Workstation on my physical machine so that there was no
actual damage happened to the targeted website (https://www.hackertyper.com).

Lastly, by this chapter, my main goal is to show how a website affected seriously during a
DoS/DDoS attack in today's internet era by using TCP SYN packet flood DoS attack Python
script and using two Kali Linux VM installed on VMware Workstation against a target website.
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CHAPTER 4
DDOS Attack Tools & Detection Method

4.1 Introduction:

As we already know that now-a-days distributed denial-of-service (DDoS) attack is one of the
most dangerous and famous network attack which main aims to crash a server for long duration
of time and it can be done by an attacker for revenge, intentionally, war, political purposes etc. In
this chapter, we’ll discuss about the various types of DDoS tools and it’s feature and how can we
actually detect a DDoS attack in our system or network. I’ll try to discuss such a topic in detail.
Now-a-days, an attacker try to open a new way for attack and as well as a network administrator
or system admin also try to find a way for mitigate the attack by using various detection method,
or setup a policy against DDoS attack on the network by using different vendor. So, every
vendor always try to invent a policy against DDoS attack where network admin feel relax.
Actually, no one can guarantee that he/she can prevent the DDoS attack fully until he/she can
take steps against such an attack. Let’s see an figure below which illustrates the today’s DDoS
attack worldwide which is appended below [19]:

OE

United States
(hina

Ly
on

Brazil

Australia

Figure 4.1.1: Today’s DDoS attack worldwide.

Here, the orange color illustrates the volumetric attack, green color describes the fragmentation
& red color means there was a TCP connection flood happens from a source to other destination.

As the time flows the network security and hacking world is constantly changing so that there are
various types of DDoS attack tools need to execute distributed denial-of-service (DDoS) attacks.
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As a result there are some dependencies to use that DDoS attack tools which can vary from OS
to OS like Linux, Windows, Solaris etc. There are few DDoS attack tools were made only for
testing purpose like LOIC and then it will be modified and used for attacking purpose. Another
famous DDoS attack tools named Slowloris was developed by gray hat hackers where they made
it only for finding the weakness of any specific software. By releasing such DDoS tools publicly,
gray hat hackers force software developers to patch vulnerable software in order to avoid large-
scale attacks [20].

4.2 DDoS Attack Tools:

There are numerous distributed denial-of-service (DDoS) attack tools that can executed a DDoS
attack over a target website, system or network. Now, we’ll discuss such various types DDoS
attack tools one by one with their feature which is appended below:

i.  LOIC: LOIC basically derives as Low Orbit lon Cannon. It is considered as the nearly
famous attacking tools which can be used as free in the internet. Such a tools is written in
C# and it can send HTTP, UDP, TCP requests to their server or system. The main feature
of LOIC is as under:

v 1t’s a free open source tools which also helps us to test the performance of
the network.

v It can do the attack based on the URL or IP address of the server [21].

v Such a tool can effect immediate to the server which can down the server
faster than other.

v It’s easy to use.

v If we get the IP address of the target system/server then rest of the done by
this tool.

CHARGING MY LASER

Figure 4.2.1: LOIC DDosS attack tools [21].
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ii.  XOIC: It’s another famous DDoS tools now-a-days. By using this tools attacker can
attack the server which has a small website. The feature of XOIC is given below:
v It provides three modes to attack.
%+ Testing mode.
% Normal DoS attack mode.
¢+ DoS attack with TCP or HTTP or UDP or ICMP message [21].
v’ It’s the best suitable for small website.

v It’s GUI mood is most user friendly.

st Lo T0us U Wy o T

. e Wo o
"~ e " el
o oion, "“’* Vo g - 0n,

. 8 Abecy Y
Pacy “'v"':" U5, Wy gy 2 0 Ay

. .
E p e Ane
Ea i - ” ouy

L T
oL Wy gy 1
2 Do =

Figure 4.2.2: XOIC DDoS attack tools [21].

iii.  HULK: HULK represents HTTP Unbearable Load King. It can be used for only DoS
attack and it’s made for research purposes. The feature of HULK is appended below:
v Such a tools can bypass the cache engine so that it can directly hits the
server’s resource pool.
v’ It can execute a large amount of traffic to a server or system.
v" It can generate random traffic to the server.
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News About Contact

~ HULK - Http Unbearable Load King

Authored by Barry Shieiman | Site sectonx.com

Posted May 18, 2012

HULK is a web server denial of service tool written for research purposes. It is designed to generate volumes of
unique and obfuscated traffic at a webserver, bypassing caching engines and therefore hitting the server's direct
resource pool

1ags | tool, web, denial of service, python
Download Favorite  Comments (6)

MDS | 9Fcee2cc04885003360766a744

Figure 4.2.3: HULK DDosS attack tools [21].

Tor’s Hammer: Tor’s Hammer is one of the most famous DOS attack tool. The main

feature of this attack tools is given below:
v If we run it through Tor network then we will remain unidentified [21].

v’ ltis a useful tool that can destroy Apache or IS servers within a few
seconds.

iv.

v"In order to run it through Tor, use 127.0.0.1:9050 [21].

vy
L

a0 Torshammer

> Tor's Hammer - Slow POST Denial Of Service Testing Tool
Status: Beta Brought to you by: solarstone

Downloads: 142 Thi

Get Updates

Figure 4.2.4: Tor’s Hammer DDoS attack tools [21].
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v.  Slowloris: It’s the most famous attack tools in current hacking world. The main feature
of Slowloris attack tools is given below:
v" Comparatively it needs less resource for attack.
It can generate HTTP traffic at a server.
It doesn’t affect other services and ports on the target network [21].
As the server keeps the false connection open, this will overflow the
connection pool and will deny the request to the true connections [21].

ASRNEN

Figure 4.2.5: Slowloris DDoS attack tools [21].

vi. DDOSIM: DDOSIM imply for DDoS Simulator. It is used to execute DDOS attacks by

simulating numerous compromised hosts. This tool is C++ based and runs on only Linux
OS. The feature of this tools is as under:

v" It can attack both a server and a network also.

v All compromised hosts create a TCP connections for the target

system/server.
v" It can do DDoS attack using invalid requests [21].
v’ It can make an attack on the application layer [21].
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Port 80

Port 25
Port xx
Direct
: link
—
Attacker host Victim server
IP: 192.168.1.1 IP: 192.168.1.2
Netmask: 255.255.255.0 Netmask: 255.255.255.0

Default gw: 192.168.1.1

Figure 4.2.6: DDOSIM DDoS attack tools [21].

vii.  RUDY: RUDY stands for R-U-Dead-Yet. The main feature of RUDY is appended

below:
v’ This tool comes with a user friendly console menu.
v" We can select the forms from the URL, for the POST-based DDoS attack
[21].
v As itisrun at a slow-rate that’s why it is time-consuming and detected as
abnormal.
l HTTP POST request Only, byte of data l,‘}\/(‘bSQl"-’OI’ - VM
Attacker using ,’/' i ay | .‘\.\.'\
RUDY ool A \

HITP FOST request Name, E-mad Subject Ne /\—/th\—/
w Victim's Cloud

Legitimate user

Figure 4.2.7: RUDY DDoS attack tools [21].

The above discussion describes the various types of DDoS attack tools with their feature. But,
without such types may be tomorrow there will be another new DDoS attack tools will be
evolved so that a network admin must be feeling anxious about how to detect and how he/she
can take steps for its prevention. Instead of above mention DDoS attack tools there are some
more additional tools which includes OWASP DOS HTTP POST where OWASP derived for
Open Web Application Security Project and it is made for testing purpose for layer 1 or
application layer attack and such a tool can also test the capacity of the server, GoldenEye- it is
also made for executing security testing purpose and also create for attack on the server and
Hping- such a tools is also used for testing purpose and it can send ICMP, UDP, SYN packet to
the server for attacking purpose and it also made for testing firewall rules.
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4.3 DDoS Attack Detection Method:

As we have already discussed that DDoS attack is now common internet attack in the world but
an attacker intends to down the particular server or network so it’s very much essential to us to
identify, detect and take prevention methods against DDoS attack. In this section we’ll discuss
how can we detect the DDoS attack to take further steps against it. After attacking stage we have
to protect ourselves against DDoS attacks so that we need to identify the attack detection. Attack
detection is a phase where it can detect an attack once it has executed over any website or
network or server. The performance of any attack detection phase is depends on the percentage
of attacks it can immediately identify as soon as it can. To protect from DDoS attack we should
take proper detection method. DDoS detection is the process of differentiating Distributed Denial
of Service (DDoS) attacks from normal network traffic, in order to perform effective attack
mitigation [22]. A good detection is depend on how we detect the DDoS attack over a server. So,
we can say that “time” is the most important key factor to detect a DDoS attack on the network
or server. Now, we try to identify some several ways that can show a continuous DDoS attack is
executing in our network/system which is appended below:

a) An IP address makes X requests over Y seconds [23].

b) Your server responds with a 503 due to service outages [23].

c) The attack traffic doesn’t follow traffic control protocol.

d) The traffic flow of victim will be abnormal as the victim is unable to respond to all the
traffic which is normal.

e) There will be a huge amount of ping loss found on victim network.

f) Attack traffic is created in a random pattern to avoid detection [24]

g) If you use the same connection for internal software, employees notice slowness issues
[23].

h) For each kind of attack, we can observe a strong correlation between the attack
traffic at target and abnormal behavior at source [24].

i) Log analysis solutions show a huge spike in traffic [23].
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But we can’t confident that after find such an indication of DDoS attack that the attack is
happening on the server or network also. So, we can maintain the Log monitoring and as well
keep an eye on our server or network continuously to detect a DDoS attack. A DDoS attack
detection method based on machine learning, which includes two steps: feature extraction and
model detection. In the feature extraction stage, the DDoS attack traffic characteristics with a
large proportion are extracted by comparing the data packages classified according to rules. In
the model detection stage, the extracted features are used as input features of machine learning,
and the random forest algorithm is used to train the attack detection model [25]. Now, day by
day the attacking method of a DDoS attack is evolving and the detection method also changes a
lot. So, experts are trying to find a new or more significant way to detect and the mitigation
process against the DDoS attack over a server or network. So, we can say that if we want to
mitigate a DDoS attack we have to identify the DDoS attack promptly when the attack begins.
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CHAPTER 5

Proposed Solution to Protect From DDoS Attack

5.1 Introduction:

In our above discussion we have discussed about DDoS attack in details. But, now in this chapter
I’11 discuss about my proposed solution regarding DDoS attack and as well as how can we
protect ourselves from DDoS by using different vendor device in our network. Day by day the
DDosS attack evolving a lot which may appear in a different way or in a upgraded way so the
network admin or a server administrator will take steps against such a dangerous to protect
his/her network or server. As a I’'m a network engineer for almost 8 years so | had an experience
about such DDoS attack many times and that time | was taking few steps in my core network
which is in outside facing network to protect from this. After that, | was successful to protect my
network from DDoS. In my case, that was ICMP flood attack and | was taking steps in my Core
firewall to protect SYN flood, ICMP flood attack which then effective for me from this. In this
chapter, here | proposed my few thoughts and share few techniques to protect against DDoS
attack and at the same time I’1l discuss how can we take few measures against DDoS attack in
our network related devices where we’ll use different vendors so steps may vary from vendor to
vendor. | think such a steps may protect us from DDoS attack for our different server or network
at the same time but we should take proper steps before the attack. First of all I’ll discuss my
proposed solution regarding DDoS attack one by one.

5.2 My Proposed Solution Against DDoS Attack:

In this section I’1l discuss about few proposed solution against DDoS attack which is given
below:

I. Determining the DDoS attack initially: If I've my own servers, then it is my primary
responsibility to identify when my servers are under attack. That’s because the sooner
we'll identify any abnormality for my own website are due to a DDoS attack, the sooner
we can stop the DDoS attack. Firstly, we should know our normal traffic activity which
can be found from monitoring the traffic. But a DDoS attack will start its activity with a
normal spike of traffic so we should understand the traffic volume when maximum user
uses our website and alert for sudden spike of huge traffic which can be done by DDoS
attack. So, it’s better that we have a best DDoS leader who always calm and ready for our
complain against DDoS attack that we are under attack.

I1.  Prevention against conventional DDoS attack approach: Attackers often use weak
secured networks to execute attacks on victim/target server or website, the network
weakness get absorbed and the resources of a sinless network are used by the attacker for
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his benefits by executing the DDoS attack. The suitable examples of this is the ICMP
flood attack. In ICMP flooding attack the attacker sends an simple ICMP echo request
with bad source IP address to unprotected networks broadcast address, after that the echo
packet request is sent to all the hosts in the network after executing it successfully. After
getting the ICMP echo request all hosts in the network respond to that by sending an
another echo reply to the source bad IP address in the spoofed ICMP echo request which
was the IP address of the target server or website. In this case, we can protect our
network by keeping ICMP (ping) requests by default to broadcast IP addresses
completely off. By taking easy steps like this can be the best way to preventing a DDoS
attack which can then save our valuable server or website or network.

Upgrade the Operating System and weak software: Attackers mostly employ
defective execution of protocols in operating system and different other system and
application software to successfully deploy of DoS attacks. We can consider the teardrop
attack example, which can use the weakness in the previous version of Microsoft
Windows Operating Systems and some earlier versions of Linux which inaccurately
overlapping IP packets were sent to the victim which can causes the server unresponsive.
Attackers mostly exploit the vulnerabilities in point to point software to misguide the end
point hosts and illegally request them to connect to a target computer, then the victim will
be flooded with huge amount of connection requests within seconds which causing the
DDoS attack at the same time. The above mentioned attacks can be bypass if the OS and
software which are causes the DDoS attack are properly updated accordingly.

Action taken on the Network Border: If we have taken few steps on our network
border then we can mitigate DDoS attack in a partially way especially at the very
beginning and this is the simple way we can take. The few of them is given below:

v" We can restrict the rate limit our router to protect our web server from being
flooded.

v We can add filters or may create policy to tell our router/firewall to drop packets
from clear sources of attack.

v We can monitor the traffic or packet capture log by using Wireshark to spot the
attacking IP address and source with destination.

v Drop spoofed or abnormal packets.

v Set lower SYN, ICMP, TCP and UDP flood drop rate.

By taking above steps we may stop the DDoS attack over our server but we should follow other.

V.

Engaged to ISP against DDoS: Internet Service Providers (ISP) can play a vital role to
ensure the Internet services more safe and can take proper steps against DDoS attacks. If
ISPs can successfully establishes entrance filtering at their end routers to completely stop
all malicious traffic with spoofed IP addresses. This will undoubtedly effective for
segregate and dropping the malicious traffic as close as possible to the source.

©Daffodil International University 38



VI.  Dropping the malicious traffic as close as possible to the source end: I think it is the
most powerful way to stop the malicious attack which is close to the source. This may
protect the target/victim host from going unavailable for the time being but there is a
great consequence on the performance of the target/victim host and its network. To
handle such a thousands of malicious traffic the routers CPU may busy and loaded which
adversely affect the performance for all the hosts in the network.

VII.  Using Maximum Bandwidth: If we uses the maximum bandwidth for our web server
and as well as our network hosts it may sometime protect us from DDoS attack. It might
be a simple to prevent but we may pay for a lot about this which won’t be effective way
for all the company.

VIIl.  Manage a DDoS Mitigation Specialist: It’s really very tough to protect from DDoS
attack but sometime we need to manage a DDoS specialist which is always ready to
protect it and keep calm to handle the horrible situation. Now-a-days, some company
provide such a facility to other where there is no expert in their company. So, surely this
is not free as this should be paid services only who need.

Though any one of the above mentioned proposed solution will never be the adequate steps
against DDoS attack alone, a summation of steps from the above mentioned ways should be able
to fight against DDoS attacks. On the other hand, if take facility from our different network
vendors to protect from DDoS attack, | think this will be the most effective one. Day by day
DDoS attack evolving so we should alert for it and should take proper steps against it also. No
one can say confidently that he/she can protect his/her server or network from DDoS attack after
taking any of the above mentioned steps. So, in this regard I think a combinational steps may
protect us from such a dangerous attack like DDoS.

Now, I’ve move forward to my next steps where I’ll illustrates some approaches against DDoS
attack for different vendors and it may vary from vendor to vendor. So, the approaches of the
different vendor will be different. There are various types of network devices in a network but
here | consider only Firewall (NGFW) from different vendor because a firewall is such a kind of
device which is positioned in between our inside and outside network. So, if we properly
configure our Firewall against DDoS attack then we can easily defend the attack successfully.

5.3 Solution of Network Vendors Against DDoS Attack:

In this section 1’11 illustrates the configure steps for Firewall from different network vendors
against DDoS attack one by one which is appended below:
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Cisco: Cisco is the world’s most famous and popular network device manufacturer. It has

many devices for several purposes but here I only discuss how can we mitigate DDoS
attack by using Cisco FirePower Threat Defense or FTD which is appended below:

Option 1. Configure scanning threat-detection

Overview Analysis Policles Devices [lolieel AMP Inteliigence

Object Management | Intrusion Rules

U Add PlaxCenflg Object

Add FlexConfig Object

Name: treat-detection-shiun

Description:

3 thsen = Deploymant: | Once

[Lk.xea'.-.:r;-'.c:t'.u:x scanning-threat shun duration 1800 ]

Default Value Property (Ty... Override

Save

s Typa:r  Appens &

Create a FlexConfig Object

Add the object to the
FlexConfig Policy

Overview Analysis Policdes [REIIREEE Objects | AMP  Intelligence

Device Management  NAT  VPNy | QoS Matform Sattings

Flexconflg  Cartificates

FlexConfigl

Available FlexConfig & | . FexConiig Object

™| DHCPV6_Prefix Delegation_UnConfigure

DNS_Configure
™) ONS_unContigure

Figure 5.3.1: DDoS Mitigation on FirePower Threat Defense, Option-1 [26].

Here, we create an object named FlexConfig and add this object into the FlexConfig policy.

Option 2. Set embryonic connections limitation

Overview Analysis Polides Devices

AMP  Intelligence
Object Management Intrusion Rules

2 A20 FrenConfy Otject

Add FlexConfig Object

Name: Bmrpsesc_conn jimt

Dapiegmas:  Owes

Create a FlexConfig Object

Add the object to the
FlexConfig Policy

™) Dafaust_t=apacticn_Pretzcol Disatle

0] Typar | Aspens 8 1
n-max
Overview Analysis Polices BUBIEZRE Objects  AMP  Intelligence
Veriatias Devico Management  NAT  UPNe QoS  Phatform Settings  FlexCoeflg  Certficates
Name Dimuasian Oefaus Value Property (Ty..  Owerride . .
FlexConfig1 =
v Aswgrerants (2)
Avallable FlexConflg © ) AesContiy Ghiject ™ Selected Prepend FlexConfigs
Save . Name Bescription
ISES_Uncantgure AL Uncardigures i # {J User Defned
. i it o
« (J System Defines
Defaut_DNS_Configure

Figure 5.3.2: DDoS Mitigation on FirePower Threat Defense, Option-2 [26].
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Here, we have set embryonic connection limitation where this embryonic connection is used to
prevent the three-way handshake between source and destination. So, if we keep down the
number of embryonic connections that can helped us to prevent SYN flooding attacks.

Option 3. Enable rate-based attack prevention

Enable Rate-Based Attack Prevention

Overview Analysis Polides Devices Objects AMP  Intelligence ploy © System Help v

Edit Policy: NAP

DCE/RPC Configuration

s i o=t o Tinema
(—T;w\
—
i @ Specify parameters for SYN Attack Prevention

Figure 5.3.3: DDoS Mitigation on FirePower Threat Defense, Option-3 [26].

Here, we have rate limit the attack where if there is a SYN packet has a 20 rate at per second it
will be dropped or has timeout the connection which can prevent the attack successfully.

Il.  Foritnet: Now-a-days Fortinet is one of the most popular networking device
manufacturer in the world. They have set their position strongly in the market for their
product feature and user acceptance satisfaction. To combat against DDoS attack Fortinet
have their own appliance named FortiDDoS. It’s now most effective hardware appliance
of Fortinet. It must be positioned between the internal network resources like server and
outside network or internet. After deploying it first monitor the traffic (for both incoming
& outgoing) and record it and after 1 to 7 days later it will prevent the DDoS attack after
enabling the prevention method configuration. When it detects any abnormal traffic or
legitimate traffic it will then successfully drop that traffic to prevent DDoS attack. To
deploy the DDoS prevention configuration we need to configure the basic configuration
i.e add admin password, configure management network interfaces, add static routes, set
system time and register with Fortinet technical support etc. on our FortDDoS appliance.
Now, we firstly Enter the Global Settings and under this settings we’ll select the “Service
Protection Profile” or SPP and then Click “Config”. Now, we will create a new Service
Protection Profile as “web_servers” and Save it which is shown in below:
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FortiDDoS : F- "RTINET

Create System [ Protection Profiles

service t;lobal Settings
P rotection == Service Protection Profiles Service Protection Profile Name
WY Gonfg )

. 9 i
profile @ Switching Policy e
@ SPP Policy
5 & Settings =
i e
Gt Proxy IP
o Arires Name:  web_servers
415 Do Not Track Policy I0: |2 B
)5 Access Control List
25 Bypass MAC

Protection Profiles
Monitor

Figure 5.3.4: Create Service Protection Profile (SPP) [27].

At this stage, we need to create a profile policy or “SPP Policy” which consists of a “Profile
Name” as ecommerce, a “Subnet ID” as 2, “IP address / Mask” as 172.0.20.0/24 and pre-
configured “Service Protection Profile or SPP” as web_servers which is shown in below:

FortiDDoS : F "RTINET

System I SPP Policy
Global Settings T Add g Edit (or double-ciick on record) 3¢ Delete Total: 0 g Refresh Data

=8 service Protection Profiles [ # Name Subnet ID IP address/ Service Protection Profi Enable SPP Switching = Alternate Service Protec Tl
@ Config
@ Switching Policy
o
Create 3 satings :
- [ e
profile G Prowy 1P

. Name*: ' ecommerce
policy

Subnet ID*: 2
IP address/Mask: ' 172.0.2.0/24
Service Protection Profile: | web_servers|

Comments:

Protection Profiles

Monitor
Log & Report

Figure 5.3.5: Create Profile Policy or SPP policy [27].
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Now, we need to “Set Operating Mode” and by-default it is in “Detection” phase. In this phase
the FortiDDoS just tracks and record and examine the incoming traffic towards the network
resources. In this stage it doesn’t blocked any traffic where it should be keep in detection mode
for 2 to 7 days generally. The below figures illustrates the same which is given below:

FortiDDoS "]

Q) (D] (&) ()

F  RTINET

[ Sevice Protection Profile Settings

Sevice Protection Profile Settings

SPP Id: 2

Set

operating
mode Outbound operating mode: © Detection Prevention

Inbound operating mode: @ Detection _) Prevention

SYN flood mitigation direction: [ | Inbound "] Outbound

SYN flood mitigation mode: @ SYN Cookie ) ACK Cookie
Adaptive mode: ) Fixed © Adaptive
Adaptive limit (in percentage): 150

Source penalty factor inbound 1
(Power of 2):

Source penalty factor outbound 1
(Power of 2):

penalty factor 1

Figure 5.3.6: Set Operating Mode as Detection in SPP settings [27].

After define the Service Protection Profile and Policy now we need to connect our FortiDDoS
with our network. Here, under the Shared Interfaces there is 2 pair of RJ-45 Ethernet port (1 to 4)
and SFP Port (1 to 4) which connects Fiber optic network. If we use Ethernet port 1 & 2 which is
used as LAN 1(port 1) and WAN 1(port 2) and if we use port 3 & 4 which is also used as LAN
2(port 3) and WAN 2(port 4). So if we use port 1 for LAN we must use port 2 for WAN which is
given below:
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SHARED INTERF
7

11 5

CONSOLE

MGMT 2 2 4
FAIL OPEN FAIL OPEN

b4

WAN 1 WAN 2

Connect
to network

Figure 5.3.7: Connect FortiDDoS to the Network [27].

When the FortiDDoS passed the learning period then we can set the custom threshold to get best
result. We can set the maximum value parameters to protect DDoS attack in a wider range.
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FortiDDoS < ® PF::RTINET
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@ SPP Settings SPP Id: 2
= @) Traffic Statistics Layer 3: © Percentage () Factory defaults
@ Generate
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=151 Thresholds
@ Thresholds
@ Factory Defaults Layer 4: (
@ Percent Adjust
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Configure
initial
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Figure 5.3.8: Configure the Threshold [27].

Here, we can see the default threshold value for Layer 3,4 & 7 where FortiDDoS calculate the
threshold value in this parameter against the attack. Now, we’ll keep that configuration for few
days as “Detection” mode to track any abnormal or legitimate traffic. After that, we we’ll check
the Log to find any malicious traffic on the FortiDDoS appliance which is given below:

FortiDDoS E F "RTINET

s poris ® s s LT
= © status I System Information 1 2 S Z 2 2 18
5 N ' License Information . = ] = - - — .
155 config Port 2 4 6 8 10 12 14 16
#1153 Admin CJ CLI Console @ ® ® ® ® ® Py ®
4 (=] Certificates

SPP Attacks @ 4
+1[55] Maintenance = Copper Bypass ... @ @ @ @ @ @ @ @
160K ] SPP ID ] 1 2 3 4 5 6 7
140K - ° Inbound Operating .. @ @
120K | .'k Outbound Operating... @ o @ N o A\ A A
-
5 100k 4 sPP-0
° Drop Count: 118.7 K I Count of Unique Sources Sl Salle S
g 80K w - Yime:Thu 12:55 Data Resolution: 5 Minutes SPP: SPP-0 ~ Poriod: 1 Ho}
2 60K+ =
=
(=] '." 120
40K - £ ol
20K "
80 -|
04— e T T 1| B
Thu 07:10 Thu 13:10 Thu 19:10 Fri 01:10 Fri 07:10 3 60
o
Time 5.
® SPPO x wonseners
20 |
Global Settings LI'SPP ACL Drops o
T T T T
Protection Profiles 06:10 06:20 06:30 06:40 06:50
Monitor Time
Lo 8 gt

Figure 5.3.9: Check the Log for abnormal traffic [27].
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As we can see that, the FortiDDoS find the abnormal traffic in “Detection” mode by checking
the Log and now we’ll switch the protection profile from “Detection” mode to “Prevention”
mode which is given below:

FortiDDoS : ® F:RTINET

Logout

System SPP: web-servers

Global Settings [ Sevice Protection Profile Settings

b osisabbinsod

=3 SPP Settings
°
4 @4 Traffic Statistics

SPPId: 2

Inbound operating mode: (") Detection © Prevention

%51 Thresholds
:IAddress

Outbound operating mode: () Detection @ Prevention

SYN flood mitigation direction: || Inbound ['*; Outbound

SYN flood mitigation mode:

© SYN Cookie © ACK Cookie

() SYN Retransmission

Adaptive mode:

©) Fixed @ Adaptive

Adaptive limit (in percentage): 150

<P <P

Source penalty factor inbound 1
(Power of 2):

Source penalty factor outbound 1
(Power of 2):

<>

Application penalty factor inbound
(Power of 2):

penalty factor
(Power of 2):

Destination penalty factor inbound
(Power of 2):

penalty factor 1
(Power of 2):

Monitor
Log & Report

Figure 5.3.10: Set the Protection Profile as Prevention Mode [27].

I11.  Palo Alto: Palo Alto is renowned for its firewall feature in the networking area. It’s
unique feature make it more popular in the current world. Now, we’ll demonstrate how
can we take steps against DoS / DDoS attack by using Palo Alto Firewall in our network.
The overall process is given below step by step:

First of all we need to configure the profile under “Object” tab > “Security Profiles” > “DoS
Protection” and the click Add.
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Figure 5.3.11: Create DoS Protection Profile [28].

Here, we giving a profile name as “DosProtection”, and select the profile type as “Aggregate”
and now we’ll select the “Flood Protection” tab and give tick mark on the “SYN Flood”, “UDP
Flood”, “ICMP Flood”, “ICMPV6 Flood” and “Other IP Flood” respectively which is given
below:

Gontosd

Aen Bant foy Do | v ) rT————Y M Dl (e}, 10080 Horn s o} 10
Ppr—Y il il A e et 00 [raspTp—y [reTep—
At e (b 1080 blood o i) o ) 00 o it et} € ey p———Y
N e (peretn) 0Kt o ] Sk en ) 10 O (0 o Ounten § 10

okt i X0

Figure 5.3.12: Select all the Flood types under Flood Protection Tab [28].

In “Resource Protection” tab we’ll tick the “Session” and keep the default “Maximum
Concurrent Session” as it is which is given below:
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2 palo

Figure 5.3.13: Select the Session under Resource Protection Tab [28].

After Save the configuration we’ll see our below configuration-

palog tto - - n— Bt & B Swe Q Soweh

- Name Locaton Trve SYN Flood UDP Flood 1OMP Flood JOMPV6 Flood Other IP Flood ‘Sessiors.

Figure 5.3.14: Configuration of DoS Protection Profile under Object [28].

Now, we go to the Policy tab to configure the DoS Policy as similar way. After clicking the Add
button we’ll configure the “General”, “Source”, “Destination” and “Option / Protection” tab
respectively which is appended below:
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Figure 5.3.15: Configuration all DoS Rule under Policy Tab [28].

Now, Click ok and Commit the configuration to save our configuration and then we get the
following illustration:

Figure 5.3.16: Configuration of DoS Rule after Commit [28].
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IV.  Check point: At this stage we’ll discuss about world’s another most famous network
device manufacturer named Check Point. Here, we only discuss about how Check Point
DDoS Protector can be configured on the Check Point DP-1006 with screenshots which
is given below:

To configure DDoS protection steps first of all we need to enter the Check Point DP-1006 device
by using its username and password and then Click the “DDoS Protector” and to create a
“Policy” we need to select & “Table” which is shown in below:

Check Point

-3 DP-1006
File Modify Network Table ?
De
Router Rows: 2 Reset Filter
D0GS Protector DoS Signature: » J
A -
Ser »
n

Secur ity »
Clar » 000 255.255.255.255 0.0.0.C 0.0.0.0 P Mask r
Perfor mance Infrusion Prevention >l 162.168.1.0 162.168.1.25% 1P Mask r
Help White List

Black List Delete | Create |

Black-White Lists »

Policies ¥ table

Global »

Reporting »

Attack Datsbase »
Powered by =
wes! =

Figure 5.3.17: Create a Policy under DDoS Protector Tab [29].

After that, Click “Policy Default” to configure the policy which is given below:

Check Point
-4 DP-1006

File Network Protection Policies ?

Powered by:

Figure 5.3.18: Create Network Protection Policy [29].
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Keep the Configuration by-default which is appended below:

(] Check Point
- DP-1006

Status: Network Protectior

File Network Protection Policies Update P W
Device
Router Cornection Limit Profiles ‘[ Ant-Scaning Profiles U 8-00S Profiles ” SYN Protection Profiles H SSL Mitigation Police: H DNS Protection Profile: wt-of-State Profiles
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.........
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Source Addre [y Destination Address

Parformance

Help Inbound Physical Port Group Vian Tag Group

tate active | Action

Signatures Profile DoS-All -
Out-Of-State Profile mz]
Behavioral Dos Profile [NetFicod Deg]  SYN Protection Profile
DNS protection Profile m Packet Trace

Packet Trace configuration on policy takes precedence [dsable ®] Senice Discovery Profile [S

Anti Scanning Profile

@ Set Cancel

Powered by
weBSERVER =

Figure 5.3.19: Configure Network Protection Policy [29].

Now, we set the “Global Parameters” from DDoS Protector < Reporting < Global Parameters
which is shown in below:

F‘ Check Point
} DP-1006

File Reporting Global Parameters ?

Help »
N rap nding R o -
De Boss |
Se enable -
& Se!
Powered by %

Figure 5.3.20: Set the Global Parameter [29].
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V. Cyberoam: Cyberoam is the global network security appliance provider which is also a
Sophos subsidiary in the current network industry. Here, we demonstrate the steps against
DDosS protection on Cyberoam Next Generation Firewall which is given below step by
step:

At first we need to enter the appliance by using the administrative username and password. Now,
Go to IPS < Policy and Click “Add” to create a new IPS Policy named "DDOS_Attack™ and then
select the "generalpolicy" from ‘Template’.

Bl Dashboard == Wizard [ Report - Console Logout @

Cybe%;)am

CRIV-TR - 10.6.1 MR-3

7Ad% Delete

' name « Description Manage

=
|

A

NETV

L DMZTOLAN A default IPS policy template to scan the traffic flowing from DMZ to LAN; Primarily intended to secure server(s) hosted in the LAN zone 9%
3 IDENTITY
|/ DMZTOwAN A default IPS policy template to scan the traffic flowing from DMZ to WAN; Primarily intended to secure the DMZ-based client(s) 9%
S5 FIREWALL NTTOMD A default 1PS policy template to scan the traffic flowing from LAN to DMZ; Primarily intended to secure the LAN-based client(s) and DMZ-based 9,
] server(s) hd
L LANTO wan A default 1PS policy template to scan the traffic flowing from LAN to WAN; Primarily intended to secure LAN-based client(s) 9,
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Figure 5.3.21: Create Policy from IPS [30].
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Figure 5.3.22: Add the Policy Name and Template [30].
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Now, click “Add” to configure the “Rule” for the “IPS Policy”.

Bl Dashboard mm Wizard [} Report - Console Logout (@

Cybeﬁ)am

CRIV-TR - 10.6.1 MR-3

SYSTEM

Name*

DDOS_Attack
OBJECTS

Description
NETWORK
3 IDENTITY ok | | cancel
FIREWALL
Add || Delete
L Name Signatures Signature Filter Criteria Action Manage
|| Default policy 1 All Category = All Categories Recommended LX)

‘_A@ Delete

QoS
ANTI VIRUS
NTI Si
TRAFFIC DISCOVERY

W) LOGS &REPORTS

Figure 5.3.23: Add the Rule name for the Policy [30].

Now, name the Rule name as “DDOS_Attack Block™ and select all “Individual Signature” and
search for DDoS signatures and select all the Name which relates only to DDOS and finally
select the “Drop Packet” under Action function and then Click Ok to save the Rule
configuration.
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Figure 5.3.24: Configure the Rule Name, Select Individual Signature & Action [30].
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At this stage, go to FIREWALL < Rule < LAN - WAN < Click LAN_To_WAN_SSH_Monitor.

Bl Dashboard mm Wizard [ Report - Console Logout @
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FIREWALL +  LAN - VPN (Total 2)
= LAN - WAN ( Total 6 )
Ll |2 oN Any Host Any Host Any Service  Accept o Load Balance »
Ll 20 oN Any Host Any Host Any Service | Accept © Load Balance »
Ll 18 oN Any Host Income Tax Site Any Service Drop [~ Load Balance »
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o 2 o Any Host Any Host Any Service  Accept Any Live User ) Load Balance »
-1 oN Any Host Any Host Any Service Droj ° Load Balance [}
WEBFILTER i i i i
+  DMZ - VPN (Total 2)
i APPLICATION FILTER
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4/ VPN - VPN (Total 2)
4+ VPN - DMZ ( Total 2)
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Figure 5.3.25: Configure the Firewall Rule for LAN - WAN [30].

Now, Click IPS and select "DDOS_Attack" and then Click Ok which to save the Firewall Rule is
shown in below:

- Bl Dashboard = Wizard [} Report - Console Logout ®
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AV & AS Scanning  LJSMTP || POP3 |_|IMAP || FTP |_|HTTP |_|HTTPS

QoS & Routing Policy

WEB FILTER QoS |None vO
: APPLICATION FILTER DSCP Marking  Select DSCP Marking [~]
WAF Route Through Gateway Load Balance (Applicable only in case of Multiple Gateways)
] Backup Gateway | None 1
Log Traffic
NTI VIRUS
Log Firewall Traffic (¥ Enable
gA ANTI SPAM
B8 TRAFFIC DISCOVERY
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Figure 5.3.26: Select the DDOS_Attack from IPS [30].
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When the IPS policy is once applied, Cyberoam keeps monitoring the packets that match the
configured “IPS signature™. If any such packets are found, Cyberoam drops that particular packet
successfully which then protect the network against DDoS attack.

Now-a-days, networking manufacturer are working hard for deliver the best appliance to protect
DDosS attack. As we can see from our above discussion there are various criteria to setup the
configuration against DDoS and it can be vary from vendor to vendor. In this chapter, | had only
mention the world’s famous networking device manufacturer which they deliver their customer
for protecting the DDoS attack and earlier 1 was proposed my personal solutions against DDoS
attack. Here, I couldn’t show the configuration process for different vendor to protect DDoS
attack because it is impossible to me to do show it in real time in a live network and it is also
tough to manage such kind of several appliance to show the process for the same. So, | Google
for it to find the best way and as well as easy process to show the configuration demonstration
from the particular resources. I think I learned a lot about this and introducing the new parameter
during configuration process. | had try my best to show it for demonstration and as well as
understanding also.
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CHAPTER 6

Conclusion

DDosS attack is considered as the premium security issues in the present internet world.
Protection against DDoS attack should be taken in an effective way by the companies and ISPs.
DDoS detection is considered as one of the main steps to avoiding the DDoS issues. In chapter 3,
| have demonstrate a DoS simulation where | was tried to show how a DoS attacks look like
which isa TCP SYN flood based on Python script over a VM. We have observed that after
executing the attack the particular website response slowly or it was take more time to restore the
page. In chapter 4, | have tried to discuss most of the DDoS attack tools and its detection method
also. Now-a-days, the behavior of DDoS attack evolving day by day so the tools of this attack is
changed or developed at the same time. It is very important to when a web server got the attack
by a network admin or system admin. If we can’t coordinate the attack strategies it will then
tough to defend the attack. | think early detection is very much helpful to defend the attack. In
chapter 5, | have discuss my proposed solution to protect DDoS attack and how can we configure
the steps against DDoS attack in our network devices by using different network manufacturer in
the world. Here, I merge today’s most famous and effective network appliance for their
configuration steps against DDoS attack with the screenshots. As the attack evolving day by day
so we shouldn’t depend on the appliances but we should also gather information when and
what’s the status of the attack to successfully prevent it. If we doesn't maintenance the most
unsafe machines from the internet then attacker can use them to execute the DDoS attack by
using their vulnerabilities. So, we have to focus on that particularly very strongly if we always
keep our system/network safe from such a dangerous attack which is mainly connected to the
internet. As well as, we have to take measures in a various level to ensure the protection against
it. Actually, most of the people aren’t aware about the security issues in today’s insecure internet
world so that we have loose many valuable data or information for the same. The number of
website increases day by day so that we should also take prevention protect them from such a
DDosS attack. | have put in a lot of effort and thought to build this project. May be there is some
limitations in this project | think so. If T get time in future I’1l try to develop this project fruitful
and will provide more information. As I’m responsible for networking jobs in my organization
and I’ve achieved a number of network security certificates so that I think such a project will be
very much helpful for my future endeavor and as well as my upcoming career. It took three
months to complete the project. I must say that these three month were an amazing experience of
my life. The practical knowledge I gathered through this project will have enormous effect in my
life.
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