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ABSTRACT

The report is based on the operation of Cisco and MikroTik routers for an office
network. Different types of switches, hubs, routers, etc. are used in a broadband
network in the office. The nature of switches, hubs, router types and work speeds
have improved over time. Cisco and MikroTik devices are among the most
popular routers. Different types of routing procedures are followed to facilitate
uninterrupted data transmission over the network. TCP or IP is also used to
strengthen a network. Where data transmission is done through some rules and
policies. Control and security of data flow is also an essential issue. Different
types of routers are used depending on the work of the office network. Cisco
routers are considered great in the workplace for some of their features. For
example, Cisco routers can be hosted in a database without hosting costs and
other costs. But it is more convenient for large companies to provide high-quality
bandwidth contracts through MikroTik routers. Which can act as a firewall and
filter through a single device. To create a network, we need to combine computer
and peripheral devices. This is a very basic topic when it comes to networking.
So, we can connect to the internet to share resources, files and other documents

for daily basis needs and necessary purposes.
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CHAPTER 1: INTRODUCTION

1.1 INTRODUCTION:

An internship is a strategy to become experienced in the job sector and refer to as
gain knowledge by work practically and learn through it. An internship provides
us an experience of real-life work and helps us to assist in company rules,
environment, culture and behavior. Internship helps to develop our carrier, the
real-life working environment can be perceived and the ability to undertaking

responsibilities in corporate life can be built up through this.

1.2 MOTIVATION:

| found out that aamra Network has an excellent reputation for customer service
and satisfaction. aamra network is well known and first category 1.S.P. service
provider in Bangladesh. | expect to enhance my skills by experiencing several
challenges. |1 am very confident to get it from aamra Network Limited. | hope this
internship will allow me to extend my professionalism. | was contributing as
much as possible in the field of networking in aamra network limited and learning

as much as | can.

1.3 OBJECTIVE:

Acquiring knowledge for Office networking

Gain knowledge about our countryside 1.S.P.

Gain essential background knowledge of Networking

Develop and improve the impersonal ability

YV V V V V

Develop and increase communicative, administrative, analytical,
professional and all other necessary skills

> Gain the ability to work with colleagues
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1.4 SCOPE:

Networking has the potential to lead to career development, establishment and
success in professional life. A person can acquire knowledge in his/her own
educational and professional perspective in a very willful manner. aamra network
is a way of such a manner to fulfill once expected to make dreams come true.

1.5 LAYOUT OF THE REPORT:

In this record, | have illustrated the initial thinking of a few activities that analyze
and work through this 4-month timeline.

In CHAPTER 1 i discussed about the creation of internship.

In CHAPTER 2 i tried to give a brief picture about my internship organization.

In CHAPTER 3 i give an over view of my work inclusion during the internship
period.

In CHAPTER 4 i construct the design of a small office

In CHAPTER 5 i showed The virtual configuration of a small office and output
At last in the CHAPTER 6 i ended my report by conclusion

| have composed almost every work here that | have finished and tried to illustrate

what | have performed.
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CHAPTER 2: COMPANY’S PROFILE

2.1 ABOUT aamra NETWORK:

aamra network is the most popular and well-known I.S.P. in our country. Their
service is global. They are consistently giving services to their customers of I.T.
communication. The service of aamra is comparatively good. So customers feel
minimal worry about their I.T. communication because of dependency.

More than 322 employees are working with their diverse skill sets and expertise.
Because of experience, aamra network can assure their services to their
consistently changing customers.

aamra network use about their 30% budget to adopting new technologies. The
company also maintains a standard of products and services. aamra network is
upholding 9001:2008 certification for the last 8years.

aamra network is one concern company of their company. They also have textile,
lifestyle sectors in Bangladesh. aamra group started their business in 1985 and

today their employee amount is around 500.

2.2 PRODUCTS AND SERVICES:

aamra networks mainly giving services in four purposes. Bandwidth transmission,
infrastructure, VAS and software-related services.

Bandwidth transmission are partitioned in two ways. One is the internet which has
formed new internet connection fiber optic or wireless radios and another one is
WAN as build to provide communication solutions those need to exchange digital
information between/among the offices within desired areas.

Infrastructure is divided into three segments. The first one is Data Connectivity.
This means a dedicated link can be established where ensures excellent quality,

high capacity and low latency with QoS over the network are providing by aamra
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networks. Then MPLS, it enables enterprise and service providers to build next-
generation networks. Delivering highly scalable, differentiated, end-to-end IP
services with simple configuration for providers and subscribers.

I.T. infrastructure management for aamra networks to satisfy the company’s
information technology needs, A.M.C. solution. By which it should be able to
focus on core business rather than dealing with the I.T. issue.

VAS is referring to as multi-operation such as video surveillance, video
conferencing, colocation service, call center service and business emails and
hosting solutions for aamra’s management operation.

Software work as office management system, network monitoring solution and

hosted anti-spam firewall for aamra.

2.3 MISSION:

aamra’s mission is to keep carry on their excellence, unlimited innovation and

thought of the organization aamra network limited.

2.4 VISSION:

aamra network is consistently working to empower their customers, employees,

partners and communities by providing the finest products, services and practices.

2.5 OFFICE SCHEDULE:
» The office starts from 09:00 am — 6.00 pm, from Sunday to Thursday.

» Help center services always open 24 hours a week.
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CHAPTER: 3 INTERNSHIP ACTIVITIES

3.1. Cisco:

Cisco is a type of networking where two or more devices can connect and
communicate with one to another using router, switch, wireless router etc. It is a
technique by which a network can be handled securely and reliably throughout the
entire network and also can be handled by virtually using its platform. So we can

provide very smooth and consistent services to users.

Router

Firewall

— b
Swillch i
Server WIRELESS

|

ACCESS POINT
| : LAPTOPS

2 [ WS
i:] 1 L\% '\,,.'Li/ é?}d Phone

== Lapto
PC PC PC Workstation ey

Figure 3.1: Cisco

3.1.1. IP addressing:
IP means Internet Protocol. IP addressing means the numerical method of labeling

of devices to uniquely identify a device in a network. In IPv4 IP address is 32 bit
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in size. It limits the address space in between 42949672 IP’s approximately. IP
addresses are consisting of four-octet numbers from 0 to 255. The IP address is
shown in decimal form instead of its octet in binary form. The IP address has Five
classes: Class A, Class B, Class C, Class D and Class E. Every class has its own
range and limit. Among of them First Four classes used Mostly and another one
reserved for special purposes. Normally this address is two types: Public and
Private. Public IP is normally generating IP used by router and clients directly but
Private IP is special and dedicated that is only known to a router and its client
network. The name IP address can identify uniquely a TCP/IP network as a host
network. Private IP might be uniform and Public IP may uniform or non-uniform.
Now, IPv6 has formed instead of IPv4 which is giving a very wide and healthy

area of IP address.

3.1.2. IP subnetting:

Subnetting refers to an operation that subdivides an IP network. So the system of
the subdivision process of two or more networks is called subnetting. A subnet
mask is used to divide the IP address into two parts. One part identifies as the host
and another part as it belongs. Subnetting calculates as two-class: Class full inter-

domain routing and classless inter-domain routing.

1P Address: 192 1658 1_0O

MNetwwork Address: 192 16885 1 _ 0

Usable Host 1P Range: 192 1885 1.1 - 192 1631 .2

BEBroadcast Address:© 192 188 1 _ 3

Total Numiber of Hosts: =1

MNMumber of Usable Hosts:- |2

Submnet hviask: 2595 255 . 2905 .22

wwildcard hWMiashk: o0 O 3

Binary Subnet Wiask: T 1TTT1TT1 1T . 1T TTTTTT_TT T T 11111111711 OO
1P Class- L

CIDR Notatiorn: £330

1P Twpoe: Frivate

Short:- 192 1658 1. 0O 730

Bimnary [D: phlslelaleleleiyleoylegalelslelelalelelalelyielalelelelelele]
Imteger 1 B23I223IDTFT IS

Hex 1 OxcOas0 100

imn-addr.arpa: D1 1688 192 in-addr.arpa

IPw<1d Mapped Address: R cOas O 10Ok

Sto-d Prefis: 2002 cCcOas O1 00 748

Figure 3.1.2 A: IP subnetting Class C
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IP Address:

170 .0.0.1

MNaetwork Address:

170 .0.0.0

Usable Host IP Range:

170001 - 170.0.31.254

Broadcast Address:

17¥0.0.231.255

Total Number of Hosts:

8. 192

Number of Usable Hosts:

5190

Subnet Mask:

255 255 224 0

WWildcard Mask:

0.0.31.255

Binary Subnet Mask:

11111111 11111111 11100000 00000000

IP Class: B

CIDR Notation: M9

IP Type: FPublic

Short- A70. 00 1 /19

Binary 1D: 1010101 0000000000000000000000001
Integer 1D: 28592126721

Hex ID: Oxaal0o0o001

in-addr.arpa:

1.0.0 170 . in-addr.arpa

IPwvad Mapped Address:

. aad0. 01

Stod Prefix:

2002 aa00.01:./48

Figure 3.1.2 B: IP subnetting Class B

IP Address: 126 .0.0.0
Network Address: 126 .0.0.0
Usable Host IP Range: 126 001 - 126 255 255 254

Broadcast Address:

126 . 255 255 255

Total Number of Hosts:

16,77 7.216

NMumber of Usable Hosts:

15,77 7. 214

Subnet Mask:

255.0.0.0

WWildcard Mask:

0.255 255 255

Binarny Subnet Mask:

11111111 . 000000 OOO00000_ 0000000

IP Class: o

CIDR Notation:® s

IP Type: FPublic
Short: 126 0.0.0 /8

Binary 10:

OT11 1111 00000000000000 00000000000

Integer 1

2112929215

Hex ID:

OxrFe000000

in-addr.arpa:

0.0 0 126 in-addr.arpa

IPw4 Mapped Address:

T Fe 0D . 00

Sitod Prefix:

200220000548

Figure 3.1.2 C: IP subnetting Class A
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Class Name Address range

1.D 224.0.0.0 - 239.255.255.255
2.C 192.0.1.0 - 239.255.255.254
3.B 128.1.0.1 - 191.255.255.254
4. A 1.0.0.1 - 126.255.255.254

3.1.3 Routing protocol:

Routing protocol means to exchange routing information and reachability from
one hop to another with each other. It means some rules that distribute
information and enable themselves to select routes between each other. Some
examples of routing protocol are EIGRP, OSPF, RIPv1, RIPv2 etc. There are two
routing protocols has used. It can be static or dynamic. In a static algorithm, it is
required to assign IP manually and in dynamic Routing, it doesn’t require to
assign IP dynamically. To find the best path for transport information several
algorithms are used in routing protocols. Such as distance-vector, path vector,
link-state etc.

R.IP features:

1. Distance vector routing protocol

2. Bellman ford Algorithm

3. Local Broadcast to share routing information
4. Class full routing protocol

5. Broadcast update 30 sec

6. Hold down Timer 180 Sec

7. Flash Timer 240 sec

8. Uses Hop count as Metric
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9. Maximum hop count 15

10. Four equal-cost load Balance

| Routirng Prc:tocoll

EGP
Path vek:torl Dynamic
BGP | (user defined) | I Distance Vector] | Link State‘

[ripva]| [1cre]| [oser]| [1s0s

[ ripv=] leicre |

Figure 3.1.3: Routing protocol

3.1.4. Administrative distance:

Administrative distance is a technique to select the best path to reach the
destination whether there have other more different routes to the same destination
from another more routing protocol. It helps to find the destination from one to
another router most efficiently. In a word, it gives the reliability of the routing
protocol. Administrative distance is not permanent and it can be changed or
modified. The best way to reach in a destination is based on the value or metric.

The best path is the lowest metric to a network.

Routing Protocol Administrative Distance

Directly connected (8]
Static route 1
Internal EIGRP 90
OSPF 110
RIP 120
External EIGRP 170
Unknown 255

Figure 3.1.4: Administrative distance
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3.1.5. Rip basic:

R.IP means routing information protocol. It is one of the oldest routing
protocols used in small geographical areas to find small routes to various
networks within that network. The R.IP protocol sends the entire routing
table to directly neighbors within 30 seconds simultaneously. This a
dynamic routing protocol that uses hop count as a routing metric to find
the best path between the source and the destination. Its A.D. value is 120
and works on the application layer.

/ 2y
- Router1

2311
Routerd 2311
Ro \rz
groewin Pl aa
A / PYAC fiswitch2
\ £ /
/ Y
7/
PC-PT
PCO PC-PT
PC1 PC-PT

PC2

Figure 3.1.5: R.IP basic

3.1.6 R.IP configure version 2:

Some features of RIPv2: RIPv2 uses the Hybrid routing Protocol which is Based
on rip V1. Moreover, it is multicasts to disseminate routing information
224.0.0.9ans supports triggered update also supports VLSM. Then others are
same to rip V1

© Daffodil International University
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Router#conf

Router#configure

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#inte

Router(config)#interface se

Router(config)#interface serial 0/3/0

Router(config-if)#ip add

Router(config-if)#ip address 10.0.0.1 255.0.0.0
Router(config-if)#no shu

Router(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/3/0, changed state to down
Router(config-if)#exit

Router(config)#inte

Router(config)#interface fa

Router(config)#interface fastEthernet 0/0

Router(config-if)#ip add

Router(config-if)#ip address 192.168.11.1 255.255.255.0
Router(config-if)#no sh

Router(config-if)#no shutdown

Router(config-if)#
%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0,
changed state to up

Router(config-if)#exit

Router(config)#host

Router(config)#hostname Router-1

Router-1(config)#exit

Router-1#

%SYS-5-CONFIG_I: Configured from console by console

%LINK-5-CHANGED: Interface Serial0/3/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/3/0, changed
state to up

Router-1#conf

© Daffodil International University
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Router-1#configure te

Router-1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router-1(config)#inte

Router-1(config)#interface ser

Router-1(config)#interface serial 0/3/0

Router-1(config-if)#cloc

Router-1(config-if)#clock ra

Router-1(config-if)#clock rate ?

Speed (bits per second

Router-1#conf

Router-1#configure te

Router-1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router-1(config)#route
Router-1(config)#router ri
Router-1(config)#router rip ?

<cr>

Router-1(config)#router rip
Router-1(config-router)#ver
Router-1(config-router)#version 2?

<1-2>

Router-1(config-router)#version 2
Router-1(config-router)#netw
Router-1(config-router)#network 10.0.0.0
Router-1(config-router)#netw
Router-1(config-router)#network 192.168.10.0
Router-1(config-router)#exit
Router-1(config)#exit

interface FastEthernet0/0
ip addresses 192.168.10.1 255.255.255.0
duplex auto

speed auto
I

interface FastEthernet0/1
no ip address
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duplex auto

speed auto
shutdown

I

interface Serial0/0/0
no ip address

clock rate 2000000
shutdown

|

interface Serial0/0/1
no ip address

clock rate 2000000
shutdown

|

interface Serial 0/1/0
ip address 10.0.0.50 255.0.0.0
|

interface Serial0/1/1
ip address 172.16.0.1 255.255.0.0
clock rate 64000

|

interface Ethernet1/0
no ip address

duplex auto

speed auto

shutdown

I

interface Ethernet1/1
no ip address

duplex auto

speed auto

shutdown

I

interface Ethernet1/2
no ip address

duplex auto

speed auto

shutdown

I

interface Ethernet1/3
no ip address

© Daffodil International University
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duplex auto

speed auto
shutdown

|

interface Vlanl

no ip address
shutdown

|

router rip

version 2

network 10.0.0.0
network 172.16.0.0
network 192.168.20.0
|

ip classless
!

ip flow-export version 9
|

!
!
--More--

router-2#conf

router-2#configure te

router-2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
router-2(config)#rou

router-2(config)#router r
router-2(config)#router rip
router-2(config-router)#ver
router-2(config-router)#version 2
router-2(config-router)#net
router-2(config-router)#network
router-2(config-router)#network 10.0.0.0
router-2(config-router)#net
router-2(config-router)#network 172.16.0.0
router-2(config-router)#network 10.0.0.0
router-2(config-router)#net
router-2(config-router)#network 192.168.20.0
router-2(config-router)#

© Daffodil International University
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interface FastEthernet0/0

ip address 192.168.300.1 255.255.255.0
duplex auto

speed auto

|

interface FastEthernet0/1

no ip address

duplex auto

speed auto

shutdown

|

interface Serial0/3/0

ip address 172.16.0.2 255.255.0.0
|

interface Serial0/3/1
no ip address

clock rate 2000000
shutdown

|

interface Ethernet1/0
no ip address

duplex auto

speed auto
shutdown

|

interface Ethernet1/1
no ip address

duplex auto

speed auto
shutdown

I

interface Ethernet1/2
no ip address

duplex auto

speed auto
shutdown

I

interface Ethernet1/3
no ip address

duplex auto

speed auto

© Daffodil International University
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shutdown
|

interface Vlanl
no ip address

shutdown
|

router rip
version 2
network 172.16.0.0

network 192.168.30.0
I

ip classless
|

ip flow-export version 9
!

lineconO

3.1.7 EIGRP basic:

EIGRP means Enhanced interior gateway routing protocol. It’s a part of Cisco
proprietary. It uses a hybrid routing protocol and it’s based on IGRP. It can
communicate among the EIGRP routers that are handed by RTP reliable transport
protocol. Advantages of EIGRP are: Best paths are selected using a dual
(Diffusing update algorithm. It has fast convergence and loop-free topology. It
also supports VLSM. It can calculate Auto and manual route summarization by
default auto summarization. It supports IP, AppleTalk. Therefore, Metric used
bandwidth, delay, load, reliability MTU support from EIGRP. It has features of

multicast and incremental update multicast address.

© Daffodil International University
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EIGRP maintains three tables:

1. It has a neighbor table.
2. It generates Hallow Message after 5 sec
3. Maintain K Values (Means Metric)

Troubleshooting command:

Router#show ip route
# show ip protocols
#show ip eigrp neighbors

#show ip eigrp neighbors topology

2411

Routero == 18]

Router2

2950-T >gf0_oaTT
SwitchQh, witch1 2#E0 2aTT

® 7 Aiswvitch2
4 x

PC-PT
PCO PC-PT
PC1 PC-PT
PC2

Figure 3.1.7: EIGRP basic

3.1.8 EIGRP configuration:

4 Router#enable

5. Router#conf

6. Router#configure te

7 Router#configure terminal

8 Enter configuration commands, one per line. End with CNTL/Z.
9. Router(config)#inte

10. Router(config)#interface se

11. Router(config)#interface serial 0/3/0

12. Router(config-if)#ip addr

13. Router(config-if)#ip address 10.0.0.1 255.0.0.0

© Daffodil International University 17



14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24,
25.
26.
27.
28.
29.
30.
31.
32.
33.

34.

35.
36.
37.
38.
39.
40.
41.
42.
43.
44,
45.
46.
47.
48.
49,
50.
51.
52.

53.

Router(config-if)#clock
Router(config-if)#clock ra
Router(config-if)#clock rate 64000
Router(config-if)#no shu
Router(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/3/0, changed state to down
Router(config-if)#exit

Router(config)#inte

Router(config)#interface fas

Router(config)#interface fastEthernet 0/0

Router(config-if)#ip add

Router(config-if)#ip address 192.168.10.1 255.255.255.0
Router(config-if)#no shut

Router(config-if)#no shutdown

Router(config-if)#
%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN:  Line protocol on Interface
FastEthernet0/0, changed state to up

Router>

Router>ena

Router#confi

Router#configure te

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#rote

Router(config)#roter

Router(config)#rou

Router(config)#router eig
Router(config)#router eigrp ?

<1-65535> Autonomous system number
Router(config)#router eigrp 5
Router(config-router)#netw
Router(config-router)#network 10.0.0.0
Router(config-router)#netw
Router(config-router)#network 192.168.10.0
Router(config-router)#
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54.
55.
56.
57.
58.
59.

60.

61.
62.
63.
64.
65.
66.
67.
68.
69.
70.
71.
72.
73.
74.
75.
76.
77.
78.
79.
80.
81.
82.
83.
84.
85.
86.
87.

88.
89.
90.
91.
92.
93.

C 10.0.0.0/8 is directlly connected, Serial0/3/0

D 172.16.0.0/16 [90/2681856] via 10.0.0.2, 00:02:56, Serial0/3/0
C 192.168.10.0/24 is directlly conneccted, FasthEthernet0/0

D 192.168.20.0/24 [90/217241] via 10.0.0.2, 00:17:41, Serial0/3/0
D 192.168.30.0/24 [90/268441] via 10.0.0.2, 00:02:12, Serial0/3/0

Router(config-if)#exit

Router(config)#inte

Router(config)#interface ser
Router(config)#interface serial 0/3/1
Router(config-if)#ip add

Router(config-if)#ip address 172.16.0.1 255.255.0.0
Router(config-if)#no shut

Router(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/3/1, changed state to down
Router(config-if)#clock

Router(config-if)#clock ra

Router(config-if)#clock rate 64000
Router(config-if)#exit

Router(config)#inte

Router(config)#interface fas

Router(config)#interface fastEthernet 0/0
Router(config-if)#ip add

Router(config-if)#ip address 192.168.20.1 255.255.255.0
Router(config-if)#no shu

Router(config-if)#no shutdown

Router(config-if)#
%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN:  Line protocol on Interface
FastEthernet0/0, changed state to up

Router(config)#rout

Router(config)#router eig

Router(config)#router eigrp 5

Router(config-router)#net

Router(config-router)#network 10.0.0.0

Router(config-router)#
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94.

95.
96.
97.
98.
99

100.
101.
102.
103.
104.
105.
106.
107.
108.
109.
110.
111.
112.
113.
114.
115.
116.
117.
118.
119.
120.

121.
122.

123.
124.
125.
126.
127.
128.
129.
130.
131.

%DUAL-5-NBRCHANGE: IP-EIGRP 5: Neighbor 10.0.0.1
(Serial0/3/0) is up: new adjacency

Router(config-router)#net
Router(config-router)#network 172.16.0.0
Router(config-router)#net
Router(config-router)#network 192.168.20.0
Router(config-router)#

Router#show ip rout

Router#show ip route

Router#configure te

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#inte

Router(config)#interface ser
Router(config)#interface serial 0/3/0
Router(config-if)#ip add

Router(config-if)#ip address 172.16.0.2 255.255.0.0
Router(config-if)#no sh

Router(config-if)#no shutdown

Router(config-if)#
%LINK-5-CHANGED: Interface Serial0/3/0, changed state to up

Router(config-if)#exit

Router(config)#i

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/3/0,
changed state to up

%DUAL-5-NBRCHANGE: IP-EIGRP 5: Neighbor 172.16.0.1
(Serial0/3/0) is up: new adjacency

nte

Router(config)#interface fas

Router(config)#interface fastEthernet 0/9

%Invalid interface type and number
Router(config)#interface fastEthernet 0/0
Router(config-if)#ip add

Router(config-if)#ip address 192.168.30.1

% Incomplete command.

Router(config-if)#ip address 192.168.30.1 255.255.255.0
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132.
133.
134.
135.
136.
137.
138.

139.
140.
141.
142.
143.
144.
145.
146.
147.
148.
149.
150.
151.
152.

Router(config-if)#no sh
Router(config-if)#no shutdown

Router(config-if)#
%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN:  Line  protocol on Interface
FastEthernet0/0, changed state to up

Router(config)#route
Router(config)#router eig
Router(config)#router eigrp 5
Router(config-router)#net
Router(config-router)#network 172.16.0.0
Router(config-router)#net
Router(config-router)#network 192.168.30.0
Router(config-router)#

Router>

Router>en

Router>enable

Router#show IP rout

3.1.9 Static Routing basic:

Routing in a secure way is known as static Routing. It decreases overhead from
network resources. For static Routing, we need to route manually in the routing
table. It is useful for limited network routing.

Advantage of Static Routing:

The most effective feature is, easy to implement and the most secure way of
Routing. Because information is not shared with other routers. It doesn’t put
overhead on resources such as CPU or memory.

Disadvantage of static Routing:

It is not suitable for a large network and once a link fails it cannot reroute the

traffic.
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Figure 3.1.9: Static router basic

3.1.10 Static Routing configure:

Router#enable
Router#conf
Router#configure te
Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#inte

Router(config)#interface se
Router(config)#interface serial 0/3/0
Router(config-if)#ip addr

Router(config-if)#ip address 10.0.0.1 255.0.0.0
Router(config-if)#clock
Router(config-if)#clock ra
Router(config-if)#clock rate 64000
Router(config-if)#no shu

Router(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/3/0, changed state to down

Router(config-if)#exit
Router(config)#inte
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Router(config)#interface fas

Router(config)#interface fastEthernet 0/0
Router(config-if)#ip add

Router(config-if)#ip address 192.168.10.1 255.255.255.0
Router(config-if)#no shut

Router(config-if)#no shutdown

Router(config-if)#
%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0,
changed state to up

Router(config-if)#exit

Router(config)#inte

Router(config)#interface ser
Router(config)#interface serial 0/3/1
Router(config-if)#ip add

Router(config-if)#ip address 172.16.0.1 255.255.0.0
Router(config-if)#no shut

Router(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/3/1, changed state to down
Router(config-if)#clock

Router(config-if)#clock ra

Router(config-if)#clock rate 64000
Router(config-if)#exit

Router(config)#inte

Router(config)#interface fas

Router(config)#interface fastEthernet 0/0
Router(config-if)#ip add

Router(config-if)#ip address 192.168.20.1 255.255.255.0
Router(config-if)#no shu

Router(config-if)#no shutdown

Router(config-if)#
%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up
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Router#configure te

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#inte

Router(config)#interface ser

Router(config)#interface serial 0/3/0

Router(config-if)#ip add

Router(config-if)#ip address 172.16.0.2 255.255.0.0
Router(config-if)#no sh

Router(config-if)#no shutdown

Router(config-if)#
%LINK-5-CHANGED: Interface Serial0/3/0, changed state to up

Router(config-if)#exit

Router(config)#i

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/3/0, changed
state to up

%DUAL-5-NBRCHANGE: IP-EIGRP 5: Neighbor 172.16.0.1 (Serial0/3/0) is up:
new adjacency

nte

Router(config)#interface fas

Router(config)#interface fastEthernet 0/0

Router(config-if)#ip add

Router(config-if)#ip address 192.168.30.1

% Incomplete command.

Router(config-if)#ip address 192.168.30.1 255.255.255.0
Router(config-if)#no sh

Router(config-if)#no shutdown

Router-1#conf

Router-1#configure te

Router-1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router-1(config)#ip rout

Router-1(config)#ip rout

Router-1(config)#ip route

Router-1(config)#ip rout

Router-1(config)#ip route

Router-1(config)#ip route 192.168.20.0 255.255.255.0 10.0.0.2
Router-1(config)#ip route
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Router-1(config)#ip route 172.16.0.0 255.255.0.0 10.0.0.2
Router-1(config)#ip rout

Router-1(config)#ip route 192.168.30.0 255.255.255.0 10.0.0.2
Router-1(config)#exit

Router-1#

%SYS-5-CONFIG_I: Configured from console by console

Router-1#sho ip rou
P - periodic downloaded static route

Gateway of last resort is not set
Router-1#

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0,
changed state to up

Router(config)#rout

Router(config)#router eig

router-2>

router-2>en

router-2>enable

router-2#conf

router-2#configure te

router-2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
router-2(config)#ip rout

router-2(config)#ip rout

router-2(config)#ip route 192.168.10.0 255.255.255.0 10.0.0.1
router-2(config)#ip route 192.168.30.0 255.255.255.0 172.16.02
N

% Invalid input detected at "' marker.

router-2(config)#ip route 192.168.30.0 255.255.255.0 172.16.0.2
router-2(config)#

Router#

Router#configure te

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#inte
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Router(config)#interface ser
Router(config)#interface serial 0/3/0
Router(config-if)#ip add

Router(config-if)#ip address 172.16.0.2 255.255.0.0
Router(config-if)#no sh

Router(config-if)#no shutdown

Router(config-if)#
%LINK-5-CHANGED: Interface Serial0/3/0, changed state to up

Router(config-if)#exit

Router(config)#i

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/3/0, changed
state to up

%DUAL-5-NBRCHANGE: IP-EIGRP 5: Neighbor 172.16.0.1 (Serial0/3/0) is up:
new adjacency

nte

Router(config)#interface fas

Router(config)#interface fastEthernet 0/0
Router(config-if)#ip add

Router(config-if)#ip address 192.168.30.1

% Incomplete command.

Router(config-if)#ip address 192.168.30.1 255.255.255.0
Router(config-if)#no sh

Router(config-if)#no shutdown

Router(config-if)#
%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0,
changed state to up

Router-3>en

Router-3>enable

Router-3#conf

Router-3#configure te

Router-3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router-3(config)#ip rout

Router-3(config)#ip route 192.168.20.0 255.255.255.0 172.16.0.1
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Router-3(config)#ip rout

Router-3(config)#ip route 10.0.0.0 255.0.0.0 172.16.0.1
Router-3(config)#ip route 192.168.10.0 255.255.255.0 172.16.0.1
Router-3(config)#exit

Router-3#

%SYS-5-CONFIG_I: Configured from console by console

Router-3#show ip rout

3.2 Mikrotik router:

Latvian company developed a router and wireless devices which are known as
mikrotik router. This a quality router type that includes better performance and
services. To enter a mikrotik router we have to enter 192.168.88.1 in a web
browser. It vulnerable at risk and not fully secured. Mikrotik is an operating
system that can be used as a reliable router network. Mikrotik router configuration

is very simple and easy that’s why it’s being popular day by day.

3.2.1 Mikrotik router Features:

Figure 3.2.1: Feature of Mikrotik router
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3.2.2 MikroTik router interface:
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Figure 3.2 3: Bridge interface
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3.2.4 B/W control:
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Figure 3.2 4: B/W control.

3.2.5. DHCP server basic:

DHCP means dynamic host control protocol. It is a type of server that provides
automatically IP address assign, default gateways, and other network parameters
to the client end. DHCP allows a router to reserve the lease of IP address on
network devices which assures that no IP has been assigned to other devices

through this network.

3.2.6. DHCP server configure:

Figure 3.2.6: DHCP server configuration
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3.2.7. How to assign an IP address:

An IP address is required for any computer or device that wants to connect with
the internet or another computer. Addresses are assigned to devices in one of two
manners statically or dynamically. The dynamic address set from the server is
called DHCP and the static address needs to assign manually. DHCP is
configured with the database which contains IP addresses available for uses in the
network. Entering IP addresses, Subnet Mask, Router, and DNS server addresses

as required and then applying it to finalize the assigning process.
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Figure 3.2.7: IP address assigning procedure

3.2.8. N.AT.:

N.A.T. means network address translator. It is a technique to reducing network
traffic using a router that involves re-writing the source to destination IP
addresses and TCP/UDP port. It works by modifying the network address
information through the IP header. N.A.T. has two types as source N.A.T. and
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hairpin N.A.T. Source address works as it can hide local devices behind a public
IP address. Therefore, hairpin means devices on the same LAN can access one
another via public IP and gateway of the router.
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Figure 3.2.8: NAT

3.2.9. Routing:

Routing can be static or dynamic. In dynamic Routing, IP has been assigned

automatically and in static Routing needed to assign IP manually.

Figure 3.2.9: Routing
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3.3. Windows server:

Windows server is a combination of an operating system designed by Microsoft.

Which

supports enterprise-level management, data storage, applications and

communications. Earlier versions focused on security, stability, networking and

various improvements of a file system. Windows server is a server operating

system that enables us to handle networks such as print, domain controller, web

server and file server. It also works as a platform of exchange server or SQL

Server.

3.3.1. DNS server:

DNS means a domain name system. It provides the solution to match names to IP

addresses. DNS server is required for the proper functioning of the domain. If we

don’t use a DNS match with IP it will be tough to memorize every IP address, we

need. To improve the reliability of domain at least two DNS server is required.

3.3.2. DNS server configuration windows server 2016:

Dashboard
Local Serve:
All Servers
AD DS

File and Stq

DESTINATION SERVER

t installation type hafiwhite.com

0
i)
0
N

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

@) Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

) D Services i
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.

P | [Nem

TASK

TASK
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Figure 3.3.2.1: DNS server configuration
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Figure 3.3.2.3: DNS server configuration
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Figure 3.3.2.4: DNS server configuration
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Confirm installation selections DESTINATION SEAVER

Before You Begin

Installation

nafizwhits.com

To install the following roles, role services, or features on selected server, click Install.

Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

DMS Server
Remaote Server Administration Tools

Role Administration Tools
DNS Server Tools

Hide

Export configuration scttings
Specify an alternate source path

Bl | e Cancan

BPA results | ‘ BPA results

Figure 3.3.2.5: DNS server configuration
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é, DMNS Manager

[ELELT

& P I
o g

File Action View Help
goe= H ez BEI§84
i L &, DNS Mame
5 Harz o v
is A FlHerz -
Al

2 DNS Manager

File Action View Help

Figure 3.3.2.6: DNS server configuration

~ [ ] Forward Lockup Zones
|57 _msdcs.white.com
~ [Z] white.com
[ DemainDnsZones
7] ForestDnsZones
) || Rewverse Lookup Zones
o [] Trust Points

] Conditional Forwarders

ocBElz 2 - ©

The Domain Mame System (DNS) allows a DNS namespace to be divided into zenes. Each zone
stores information about one or more contiguous DNS domains.

To add a new zone, on the Action menu, click New Zone.

== 2 | Hml 8 8
2 DNS .
~ H HaRz Add a New Zone =

TASKS =

Figure 3.3.2.7: DNS server configuration
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d Mew Zone Wizard
A Welcome to the New Zone TASKS +
idd e Wizard Data Timestam )
i= a1l This wizard helps you create a new zone for your DNS )
L] server.
il A A zone translates DMNS names to related data, such as IP 192.168.0.100 127772020 pws Activation
m addresses or network services.
= o conte, ek et otz ]
& Fi
<Eadk Canl
TASKS =
()
< > < >

Figure 3.3.2.8: DNS server configuration

® rcnao oo
" MNew Zone Wizard
| @ Zone Type
D'_ The DMS server supports various types of zones and storage. TASKS
L4 & Data Timestarm I
- ~
Al Select the type of zone you want to create:
Al ey e 192,168.0.100 12/7/2020fws Activation
: Creates a copy of a zone that can be updated directly on this server. ' -
E ratea |
D () Secondary zone
Creates a copy of a zone that exists on another server. This option helps balance
Fi the processing load of primary servers and provides fault tolerance.
() Stub zone
Creates a copy of a zone containing only Mame Server (MS), Start of Authority
{S0A), and possibly glue Host (&) records. A server containing a stub zone is not
authoritative for that zone.
[-] Store the zone in Active Directory (available only if DMS server is a writeable domain
controller)
<o e
TASKS
~
< > < >

Figure 3.3.2.9: DNS server configuration
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¢ ‘ — O >

Mew Zone Wizard *
= Zone Type
- D"_ The DMS server supports various types of zones and storage. |
i Ld 3 Data Timestam
~
Is A Select the type of zone you want to create:
al Al (®) Primary zone 192.168.0.100 12/7/2020 pw

Creates a copy of a zone that can be updated directly on this server.

B n (") Secondary zane
= Creates a copy of a zone that exists on anather server. This option helps balance
ii Fi the processing load of primary servers and provides fault tolerance.

(") Stub zone
Creates a copy of a zone containing only Mame Server (NS), Start of Authority
{S0A), and possibly glue Host (A) records. A server containing a stub zone is not
authoritative for that zone.

Store the zone in Active Directory {available only if DNS server is a writeable domain
controller)

Figure 3.3.2.10: DNS server configuration

& o docmces
" Mew Zone Wizard
Mo
=8 Di_ What is the name of the new zone? IASKS
o
"R Data Timestam .
- 1 ®
5 Al The zone name specifies the portion of the DMS namespace for which this server is
authoritative. It might be your organization's domain name (for example, microsoft.com)
Al or & portion of the domain name (for example, newzone. microsoft.com). The zone name is 192,162.0.100 12/7/2020
not the name of the DNS server. e
2o Zone name:
T F | white. com|
<o =
TASKS =
< >« >

Figure 3.3.2.11: DNS server configuration
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ATV VRS-
d MNew Zone Wizard
A Eitinipitgonsd [Tasks ~
D‘f You can specify that this DNS zone accepts secure, nonsecure, or no dynamic TASKS ¥
4 .
Ld = updates. Data Timestam .
~ { Y-I
A Dynamic updates enable DNS dient computers to register and dynamically update their
resource records with a DMS server whenever changes occur.
Al ws Activation
E Select the type of dynamic updates you want to allow: 192.168.0.100 12/7/2020 =
D () allow only secure dynamic updates (recommended for Active Directory) _
This option is available only for Active Directory-integrated zones,
Fi (®) Allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any dient.
This option is a significant security vulnerability because updates can be
accepted from untrusted sources,
(C)Do not allow dynamic updates
Dynamic updates of resource records are not accepted by this zone. You must update
these records manually.,
<o s
TASKS
< > € >

Figure 3.3.2.12: DNS server configuration

B MNew Zone Wizard
i Dl 4 Completing the New Zone Wizard [Tasks ~
PE = Dats Timestam )
= Al N ‘You have successfully completed the New Zone Wizard, You )
L] specified the following settings:
Al Mame:  white,com 162.168.0.100 12/7/2020 pws Activation
n Type: Active Directory-Integrated Primary
i
1D Lookup type: Forward
§Fi
Mote: You should now add records to the zone or ensure
that records are updated dynamically. You can then verify
name resolution using nslookup.
To dose this wizard and create the new zone, dick Finish.
= o
TASKS =
< >|| < >

Figure 3.3.2.13: DNS server configuration

© Daffodil International University

38



& e

2o R
Mew Zone Wizard

5 4 Welcome to the New Zone TASKS
!*5 Wizard

™ This wizard helps you areate a new zone for your DNS B=Ney
Al Server., Download updates 1
A A zone translates DNS names to related data, such as IP ce to be divided into zones. Each zone 127472020 4:35 AM

addresses or network services.

3 omains.
2 To continue, dick Next. Real-Time Protectio:
I

Settings

jguration Cn
(UTC-08:00) Pacific 1
Mot activated

Intel(R) Core(TM) i3

59.45 GB
TASKS
| Filter 0o v
Figure 3.3.2.14: DNS server configuration
1
B
f: S — O >
d MNew Zone Wizard >
@ Zone Type
- The DNS server supports various types of zones and storage. il
@
5
~
Select the type of zone you want to create:
(®) Primary zone . . ce to be divided into zones. Each zone
Creates a copy of a zone that can be updated directly on this server. ormains.
() Secondary zone
Creates a copy of a zone that exists on anather server. This option helps balance
the processing load of primary servers and provides fault tolerance.
() Stub zone k
Creates a copy of a zone containing only Mame Server (NS), Start of Authority
{s0a), and possibly glue Host (A) records. A server containing a stub zone is not
authoritative for that zone.
Store the zone in Active Directory (available only if DNS server is a writeable domain
controller)
<ok cance

Figure 3.3.2.15: DNS server configuration
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13

N — O >

MNew Zone Wizard =
Active Directory Zone Replication Scope
‘You can select how you want DNS data replicated throughout your network.

Select how you want zone data replicated:

() To all DMS servers running on domain controllers in this forest: white.com
ce to be divided into zones. Each zone

_ ; e ; ; omains.
(®) To all DNS servers running on domain controllers in this domain: white.com

() To all domain controllers in this domain (for Windows 2000 compatibility): white.com

To all domain controllers specified in the scope of this directory partition: guraticn

< Back Cancel

Figure 3.3.2.16: DNS server configuration

& i

2o P
MNew Zone Wizard

F
& Reverse Lookup Zone Name -
Dy A reverse lookup zone translates IP addresses into DMS names, TASKS
r |
&
~ Never
Al Choose whether you want to create a reverse lookup zone for IPv4 addresses or IPvG Download updates on
addresses.
A ce to be divided into zones. Each zone (221200 0EE S
D (®) IPv4 Reverse Lookup Zone omains.
D () IPvE Reverse Lookup Zone g Real-Time Protection: |
Fi Settings

guration On
(UTC-08:00) Pacific Tinr
Not activated

Intel(R) Core(TM) 13-41

<ok s

5945 GB

TASKS -

il [a]

Figure 3.3.2.17: DNS server configuration
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Epd

Mew Zone Wizard

Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DNS names.

=
o 9o = >
£ Eaw

i B¥ i
T

To identify the reverse lookup zone, type the network ID or the name of the zone.
(®) Network ID:

|192 1es 0 .

The network ID is the portion of the IP addresses that belongs to this zone. Enter the
network ID in its normal {not reversed) order.

If you use a zero in the network ID, it will appear in the zone name. For example,
network ID 10 would create zone 10.in-addr.arpa, and network ID 10.0 would create
zone 0, 10.in-addr.arpa.

(O Reverse lookup zone name:
0,168, 192,in-addr.arpa

ce to be divided into zones. Each zone
omains.

T — =
Figure 3.3.2.18: DNS server configuration

fgurat

&

Mew Zone Wizard

Dynamic Update
‘fou can specify that this DNS zone accepts secure, nonsecure, or no dynamic

updates.

Dynamic updates enable DNS dient computers to register and dynamically update their
resource records with @ DNS server whenewver changes occur.

Select the type of dynamic updates you want to allow:

) allow enly secure dynamic updates {recommended for Active Directory)
This option is available only for Active Directory-integrated zones.

(@) allow both nonsecure and secure dynamic updates

Dynamic updates of resource records are accepted from any dient.

A This option is a significant security vulnerability because updates can be
= accepted from untrusted sources.

() Do not allow dynamic updates
Dynamic updates of resource records are not accepted by this zone. You must update
these records manually.

= Gancel

ce to be divided into zones. Each zone
omains.

IFigure 3.3.2.19: DNS server_confi/gj'ljrationﬂ
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Completing the New Zone Wizard

TASKS v

You have successfully completed the New Zone Wizard. You
spedified the following settings:

Name:  0.168.192.in-addr arpa
omains.

Type:  Active Directory-Integrated Primary

Lookup type: Reverse

Mote: You should now add records to the zone or ensure
that records are updated dynamically. You can then verify
name resolution using nelookup.

To close this wizard and create the new zone, dick Finish.

Cancel

< Back

Never
Download updates o
12/4/2020 4:35 AM

ce to be divided into zones, Each zone

Real-Time Protection
Settings

guraticn Cn
(UTC-08:00) Pacific T
Not activated

Intel(R) Core(TM) i3~
2GR

59.45 GB

TASKS ™

Figure 3.3.2.20: DNS server configuration

le  Action View Help

= | HFIXE = HEE 8

DMS Narme Type Data Timestamp
= HAFIZ [Eltsame as parent folder) Start of Authority (SOA) [11. hafiz.white.com., host...  static
M ﬁ”ma'ddLDDk:EZD"ES [Flisame as parent falden hlame Sencer (MS) hafizauhite.com static

=] medesivhite.com New Resource Record >

=1 DNS-1

Gl white.com Pointer (PTR)

Reverse Lookup Zones
-1 0.162.192.in-addr.arp Host IP Address

Trust Points. [192.168.0.

Lele Lo

Conditional Forwarders
Fully qualified domain name (FQDMN}:

0.168.152.in-addr.ama

Host mame:
[ Browse

[ Allow any suthenticated user ta update all DNS records with the same
name. This setting applies only to DNS records for 3 new name

Cancel

Figure 3.3.2.21: DNS server configuration
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le  Action View Help

B nE XBez HElE 8

[ENS MName Type Data Timestamp
5 HAFZ jdc
w || Forward Lookup Zones jdomalns

des.white.
([ meesWie-com jgc Mew Resource Record *

- DNS-1
= white.com e Pairter (PTR) .
~ | Reverse Lookup Zones E—I(same as parent : ftic
=] 0.168.192in-addr.arp Eltsameas parent . piogt 1 address: ftic
“| Trust Points [Eloogedcas-p342-4 |152 168.0.100 ‘ 7/2020 T:00:00 AM

| Conditional Forwarders
Fully qualified domain name (FQDON)

| 100.0.168.192in-addr apa ‘

Host name

|haﬁz.wh'rte.com || Browse.. I

[[] Allow arry authenticated user to update all DNS records with the same
name. This setting applies only to DNS records for a new name

OK Cancel

Figure 3.3.2.22: DNS server configuration

3.3.3. DHCP server basic:

DHCP server work into four steps: (i) Server discovery, (ii) IP lease offer, (iii) IP
lease request, (iv) IP lease acknowledgment. The process begins when clients

broadcast a request.
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3.3.4. DHCP server installation windows server 2016:

| Server Manager — X

e ~  Server Manager * Dashboard @ |V Monsge Toos  View Hep

= Dashboard WELCOME TO SERVER MANAGER

§ Local Server

& All Servers

@ AD DS

®R File and Storage Services b | QUICK START

WHAT'S NEW

Hide

LEARN MORE

ROLES AND SERVER GROUPS

Roles: 2 | Servergroups:1 | Servers total: 1
gl ADDs 1 tig File .?nd Storage 1
Services
@ Manageability @ Manageability
Events Events
Services Services
Performance Performance
BPA results BPA results

7:18 AM
AT 000 BB

e Add Roles and Features Wizard

< + . DESTINATION SERVER
il Dashboard Select destination server e b b
ocal Server

B tocarse Select a server o a virtual hard disk an which to instal roles and features
BE Al Servers
W AD DS ®) Select a server from the server pool
> ) Select a virtual hard disk

BE File and Storag »
Server Pool

Filter:

Name 1P Addre Operating System

1 Computar(s) found
Thiz page shows servers that are running Windows Server 2012 or a newer releaze of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline zervers and
newly-added servers from which data collection iz still incomplete are not shown.

| [ENea] : [ ]

Performance Paerformance
BPA results BPA results

Figure 3.3.4.2: DHCP server configuration
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% Add Roles and Features Wizard = ] =

DESTINATION SERVER

Select server roles hafiz white com

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description

(] Active Directory Certificate Services
Active Directory Domain Services (Installed) (AD CS) is used to create
RetveDiracion Fedaration Serkces certification authorities and related
Active Directory Lightweight Directory Services role services that allow you to issue
Active Directory Rights Management Services and manage certificates used'ina
DHCP Server variety of applications.

DNS Server

Fax Server

File and Storage Services (4 of 11 installed)

Hyper-V

Network Policy and Access Services

Print and Document Services Hide
Remote Access

Remote Desktop Services

Volume Activation Services

Web Server (1IS)

Windows Deployment Services
Windows Server Essentials Experience
Windows Server Update Services

0000000000m000000k

e
Services Services

Performance Performance

BPA results BPA results

Figuration 3.3.4.3: DHCP server configuration

Server Manager * Dashboard Manage  Tools  View
Dishboard WELCOME TO SERVER MANAGER
# Local Server & Add Roles and Features Wizard = (=] x

All Servers

DESTINATION SERVER

il AD DS Select server roles hafiz whitecom
ii File and Storageq

BeloreVouBeain Select one or more roles to install on the selected server.

Installation Type Roles Description

Dynamic Host Configuration
Protocol (DHCP) Server enables you
to centrally configure, manage, and
provide temporary IP addresses and
related information for client

[] Active Directory Certificate Services

Active Directory Rights Management Services
COMpULELs, Hide
DNS Server

Fax Server

File and Storage Services (4 of 11 installed)
Hyper-V

Network Policy and Access Services

Print and Document Services

Remote Access

Remote Desktop Services

Volume Activation Services

000000mO0ORO

a
5
o
0
o
2
8
g

[] Windows Deployment Services
[] Windows Server Essentials Experience
] Windows Server Update Services

Figure 3.3.4.4: DHCP server configuration
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Server Manager * Dashboard

Dashboard
Local Server
® All Servers
AD Ds

WE File and Storage

WELCOME TO SERVER MANAGER

Add Roles and Features Wizard

Installation progress nat

DESTINATION SERVER
hite.com

View installation progress

@ Festure installation

DHCP Server
Remote Server Administration Tools
Role Administration Tools
DHCP Server Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

Close Cancel

Hide

Dashboard

Local Server
& All Servers

AD Ds

WE File and Storageg

A~ Tl ds

Manage  Tools

WELCOME TO SERVER MANAGER

AM
12/6/2020

View

fE Add Roles and Features Wizard

Confirm insta

Instaliation

s

mnon
D D 0

DH

lation selections

= [} Pas

DESTINATION S
hafizwhite

To install the following roles, role services, or features on selected server, click Install.

[¥] Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

DHCP Server
Remote Server Administration Tools
Role Administration Tools
DHCP Server Tools

Export configuration settings
Specify an alternate source path

Hide

Figure 3.3.4.6: DHCP server configuration
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Server Manager * Dashboard Manage  Tools

All Servers

File and Storagg

Local Server [ Add Roles and Features Wizard — [m] b'Y
DESTINATION SERVER
ADIES DHCP Server hafzita.com

Before You Begin
Installation Typ
Server 5

server Rolas

Confirmation * Before you install DHCP Server, you should plan your subnets, scopes and exclusions. Store the plan

WELCOME TO SERVER MANAGER

The Dynamic Host Cenfiguration Protocol allows servers to assign, or lease, IP addresses to computers
and other devices that are enabled as DHCP dients. Deploying a DHCP server on the network provides
computers and other TCP/IP-based network devices with valid IP addresses and the additional
configuration parameters these devices need, called DHCP options. This allows computers and devices
to connect to other network resources, such as DNS servers, WINS servers, and routers,

Things to note:

* You should configure at least one static IP address on this computer.

in a safe place for later reference.

Hide

DHCP
ile  Action View Help

s = || = | HIE &

Figure 3.3.4.7: DHCP server configuration

¢ DHCP
-+ E hafizwhite.com
~ G IPva
& Server Options
=il Policies
| Filters
~ & IPvE
-3 Server Options

Contents of DHCP Status Actions

H hafizwhite.com DHCP

More Actions

Figure 3.3.4.8: DHCP server configuration
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le  Action View Help

vep ||| 2| HE B

. DHCP

= hafizwhite.com

v T IPvd
=3 Server Options
2| Policies
F| Filters

v & IPvE
=3 Server Options

ile  Action View Help

o ep |5 (2| HIE B

Contents of DHCP Status

= hafizwhite.com

Mew Scope Wizard

Welcome to the New Scope
Wizard

This wizard helps you set up a scope for distributing IP
addresses to computers on your network

To continue, click Next.

Next > Cancel

Figure 3.3.4.9: DHCP server configuration

Actions
DHCP

More Actions

£ DHCP

& hafizwhite.com

~ 3 IPva
3 Server Options
| Policies
#| Filters

~ G IPvE
3 Server Options

Contents of DHCP Status

= hafizwhite.com

New Scope Wizard

Scope Name
*You have to provide an identifying scope name. You also have the option of providing
a description

Type a name and description for this scope. This information helps you quickly identify
how the scope is to be used on your networ

Name: [ERI_DHCPI

Description: |

Figure 3.3.4.10: DHCP server configuration
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DHCP
le  Action
° Es‘l E]
. bHCP Contents of DHCP Status Actions
5 hafizwhite.com 5 hafizwhite.com DHCP -
~ T IPva
(o5 Server Options Mare Actions >
[T Policies New Scope Wizard
> [# Filters
~ Gy IPvE IP Address Range
[Z4 Server Options You define the scope address range by identifying a set of consscttive IP addresses
—Corfiguration ssttings for DHCP Server
Entter the rangs of addresses that the scope distributes
Start IP address: | 172,16 . 0 . 1
End IP address: | 172. 16 . D . 254
—Corfiguration settings that to DHCP Client
Length: | 24 _,;'
Subnet mask: |255 255 255 . O
< Back MNext > Cancel
DHCP o x
e Action View Help
= m@l= HE &
DHCP Contents of DHCP Status Actions
& hafizwhite.com 5 hafizwhite.com DHCP -
~ b IPvd
(4 Server Options More Actions >
[l Policies New Scope Wizard
> [ Filters
~ F IPvE Add Exclusions and Delay

[ Server Options

Exclusions are addresses or a range of addresses that are not distrbuted by the

DHCPOFFER message

server. A delay is the time duration by which the server will delay the transmission of a

Type the IP address range that you want to exclude. If you want to exclude a single
address, type an address in Start IP address only.

Start IP address: End IP address

Excluded address rangs

17216.0.20 to 172.16.0.30

Remove I

‘Subnet delay in milli second:

0=

« Back MNext >

Cancel

Figure 3.3.4.12: DHCP server configuration
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ile  Action View Help

sep || = H

t DHCP Contents of DHCP Status Actions
* B hafizwhitecom 5 hafizwhite.com DHCP
v IPvd
3 Server Options Mare Actions
:J_ Policies New Scope Wizard
F| Filters
v & Ipvé Lease Duration SN
:3 Server Options The lease duration specifies how long a client can use an IF address from this scope
Lease durations should typically be equal to the average time the computer is
connected to the same physical network. For mobile networks that consist mainky of
portable computers or dial-up clients, shorter lease durstions can be useful
Likewise, for a stable network that consists mainly of desktop computers at ficed
locations, longer lease durstions are more appropriate
Set the duration for scope leases when distributed by this server.
Limited to:
Days Hours: Minutes:
= [ [H
< Back Mendt > Cancel
Figure 3.3.4.13: DHCP server configuration
le Action View Help
I Al=1NEY | B
%HCP Contents of DHCP Status Actions
hafiz.white.com =
-~ EnEE = hafizavhite.com DHCP
3 Server Options More Actions
gl Policies New Scope Wizard
| Filers
~ G IPwE Configure DHCP Options

3 Server Options

You have to configure the most common DHCF options before clients can use the
scope

WWhen clients obtain an address. they are given DHCP options such as the 1P
addresses of routers (default gateways). DNS servers. and WINS settings for that
scope

The settings you select here are for this scope and ovemde settings corfigured in the
Server Options folder for this server.

Do you wart to configurs the DHCP options for this scope now?
¥ Yes, | want to configure these options now

" No. | will configure these options later

< Back Next >

Cancel

Figure 3.3.4.14: DHCP server configuration
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E DHCP
File Action View Help

=2 2 HE &

s [!HCP Contents of DHCP Status Actions
v 8 Eﬂwlte.com 3 hafizwhite.com DHCP
v
(23 Server Options Mare Actions
Q‘_ Policies Mew Scope Wizard
» [#] Filters
v G IPvE Router (Default Gateway)
(.3 Server Options You can specify the routers, or default gateways, to be distributed by this scope
To add an IP address for a router used by clients, enter the address below.
IP address:
| [ . Add |
1721601 Remaove |
Up |
Do |
< Back Mext > Cancel
Figure 3.3.4.15: DHCP server configuration
DHCP o
le Action View Help
L= | | = H | B
DHCP Contents of DHCP Status Actions
é ;ﬂm""e“'"" = hafiz.white.com DHCP
(.3 Server Options More Actions
? z_‘l’"ﬂas New Scope Wizard
> [ Filters
~ &b IPvE Domain Name and DNS

4 Server Options

Servers
The Domain Name System (DNS) maps and translates domain names used by dlients
on your network.

You can specify the parent domain you wart the client computers on your network to use for
DNS name resolution

Parent domain:  [white com

To configure scope dlients to use DNS servers on your network, erter the IP addresses for those
servers.

Server name IP address
[re== [ Add
Resolve | 8888 Femove |
Up I
Dovor |
< Back Next > Cancel

Figure 3.3.4.16: DHCP server configuration
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le Action View Help

== = HE &8

DHCP Contents of DHCP Status Actions

E P[aﬁlz';\::lta.mm =l hafizwhite.com DHCP
vim
-4 Server Options
Zi| Policies
¥| Filters

v i IPvE WINS Servers ==y
.4 Server Options Computers running Windows can use WINS servers to convert NetBIOS computer
names to |F addresses

Entering server IP addresses here enables Windows clients to query WINS before they use
broadcasts to register and resolve MetBIOS names.

More Actions

MNew Scope Wizard

Server name: IP address:
1721601 [T

Resolve 172.16.01

To change this behavior for Windows DHCP clients modify option 046, WINS/NET Node
Type. in Scope Options

(L

< Back Cancel

Figure 3.3.4.17: DHCP server configuration

3.4. Wi-Fi basic:

Wi-Fi means Wireless Fidelity. Wi-Fi is a typical internet connection without
wire. It creates a wireless local area network or wide area network which allows
pc to communicate one to one connection without cables. There are Wi-Fi types:
A, B, G and A.C. Where B and G use 2.4GHz frequencies. For home and business
connections use G, N and A.C. 2.4GHz provides longer coverage but slower data
transmit and 5GHz provides less coverage but faster speed. Higher frequencies
allow faster transmission of data than lower frequencies. So 5GHz is better for

download and upload at the fastest speed.
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3.4.1. Wi-Fi configuration:

TP-LINK'

300M Wireless N Router
Model No. TL-WRB4ON / TL-WRS4OND

Status

Quick Setup

WPS

Network

Wireless

Guest Network
DHCP
Forwarding
Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
1P & MAC Binding
Dynamic DNS
1PV6 Support
System Tools

Logout

TP-LINK'

Status
Firmware Version: 3.16.9 Build 160406 Re 407920
Hardware Version:  WR840N v2 00000000
LAN
MAC Address:  84-16-F9-A8-DF-42
IPAddress:  192.168.0.1
SubnetMask:  255.255.255.0
Wireless
Wireless Radio:  Enable
Name (SSID):  Hafiz New
Mode:  11bgn mixed
Channel Width: ~ 40MHz
Channel:  Auto (Current channel 3)
MAC Address:  84-16-F9-A8-DF-42
WDS Status:  Disable
WAN
MAC Address:  84-16-F9-A8-DF-43
IPAddress:  27.147.176.248 Dynamic P
Sub " -

TeaUTTy

LAN - The following Daramelers apply to the LAN port of the Router. You can configure
them in the Network -> LAN

« MAC Address - The physical address of the Router, as seen from the LAN.
« IP Address - The LAN IP address of the Router
« Subnet Mask - The subnet mask associated with LAN IP address,

Wireless - These are the current settings or information for Wireless. You can configure
them in the Wireless -> Wireless Settings page.

« Wireless Radio - Indicates whether the wireless radio feature of the Router is
enabled or disabled.
Name ($SID) - The SSID of the Router.
Mode - The current wireless mode which the Router works on.
Channel Width - The bandwidth of the wireless channel.

hannel - The current wireless channel in use.
MAC Address - The physical address of the Router, as seen from the WLAN.
WDS Status - The status of WDS connection, Init: WDS connection is down; Scan:
Try to find the AP Auth: Try to authenticate; ASSOC: Try to associate; Run:
Associated successfully.

WAN - The following parame!els apply 1o the WAN ports of the Router. You can configure
them in the Network -> WAN p:

« MAC Address - The physical address of the WAN port, as seen from the Intemet

« IP Address - The current WAN (Intemet) IP Address. This field wil be biank or
0.0.0.0 if the IP Address is assigned dynamically and there is no connection to
Internet.

« Subnet Mask - The subnet mask associated with the WAN [P Address.

« Default Gateway - The Gateway curtently used by the Router is shown here. When
you use Dynamic IP as the connection Intemet type, the Renew button wil be
displayed here. Ciick the Renew button to obtain new IP parameters dynamically
from the ISP. And if you have got an IP address Release button wil be dispiayed
here. Ciick the Release button to release the IP address the Router has obtained
rom the ISP.

« DNS Server - The DNS (Domain Name System) Server IP addresses currently
used by the Router. Mutiple DNS IP setiings are common. Usually, the first
available DNS Server is used.

« Online Time - The time that you online. When you use PPPOE as WAN connection
type, the online time is displayed here. Click the Connect or Disconnect button to
connectto or disconnect from Intemet.

Secondary Connection - Besides PPPOE, if you use an extra connection type to connect
10 local area network provided by ISP, then parameters of this secondary connection wil
be shown in this area.

Traffic Statistics - The Router's traffic stafisi

Figure 3.4.1.1: Wi-Fi configuration

Status
Quick Setup

-LAN
Wireless

Guest Network
DHCP

Forwarding
Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
1P & MAC Binding
Dynamic DNS

1PV Support
System Tools

Logout

WAN Connection Type:

1P Address:

Subnet Mask:

Default Gateway:

MTU Size (in bytes):

Primary DNS:
Secondary DNS:

27.147.176.248
255.255.255224
27.147.176.241

(The defaultis 1500, do not change unless necessary.)

123.200.0.254
203.76.96.5 (Optional)

300M Wireless N Router
Model No. TL-WR840N / TL-WRB40ND

WAN Help
WAN Connection Type:
If your ISP is running a DHCP server, select the Dynamic IP option

If your ISP provides a static or fixed P Address, Subnet Mask, Gateway and DNS setting,
select the Static IP option.

I your ISP provides a PPPoE connection, select PPPoE/Russia PPPOE option.

If your ISP provides BigPond Cable (or Heart Beat Signal) connection, please select
BigPond Cable option.

If your ISP provides L2TP connection, please select L2TP/Russia L2TP option
If your ISP provides PPTP connection, please select PPTP/Russia PPTP option.

If you don't know how to choose the appropriate connection type, click the Detect button to
allow the Router to automatically search your Internet connection for servers and protocols.
The connection type will be reported when an active Intemet service is successfully
detected by the Router. This report s for your reference only. To make sure the connection
type your ISP provides, please refer to the ISP. The various types of Intemet connections
that the Router can detect are as follows:

Save

Figure 3.4.1.2: Wi-Fi configuration

© Daffodil International University

ia PPPOE - Connections which use PPPOE that requires a user name.

and password.
« Dynamic IP - Connections which use ﬂvnamvc IP address assignment
« StaticIP n use static 1P

1P Address - Enter the IP address in dotted-decimal notation provided by your ISP.
Subnet Mask - Enter the subnet Mask in dotted-decimal notation provided by your ISP.

Default Gateway - Enter the defauit gateway in dotted-decimal notation provided by your
ISP,

MTU Siz Hthemet
networks || meetgooglecom is sharing your screen. [ETUESIIEN Fide |s rarely
required __wrisp

connection. ————

Primary DNS - Enter the DNS IP address in dotted-decimal notation provided by your ISP.

Secondary DNS - Enter another DNS IP address in dotied-decimal notation provided by
your ISP.
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300M Wireless N Router

‘Model No. TL-WRB40N / TL-WRB40ND

MAC Address:
1P Address:
Subnet Mask:
IGMP Proxy:

84-16-F9-AG-DF-42

192.168.0.1
255.256.255.0 v

Note:IGMP(Internet Group Management Protocol) works for IPTV multcast stream. The device supports
both IGMP prozy with enabledicisabled option and IGMP snooping

TP-LINK

Save

LAN Help
‘You can configure the IP parameters of LAN on this page.

= MAC Address - The physical address of the LAN ports, as seen from the LAN. The
value cannot be changed.

IP Address - Enter the IP address of your Router in dotted-decimal notation (factory
default - 192.168.0.1).

Subnet Mask - An address code that determines the size of the network. Usually it is
255.265.255.0.

» IGMP Proxy - If you want to watch TV through IGMP, please Enable it

Note:
1.1f you change the LAN IP address, you must use the new IP address to login to the
Router.
2. If the new LAN IP address you set is not in the same subnet with the previous one, the
IP Address pool in the DHCP server will be configured automatically, but the Virtual
Server and DMZ Host will not take effect until they are re-configured

Click the Save button to save your settings.

meetgooglecom is sharing your screen. [SRUNIERN Fide

Figure 3.4.1.3: Wi-Fi configuration

300M Wireless N Router
Model No. TL-WR840N / TL-WRB4OND

Status
Quick Setup

ttings
- Wireless Security

- Wireless MAC Filtering
- Wireless Advanced

- Wireless Statistics
Guest Network

DHCP

Forwarding

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control

1P & MAC Binding
Dynamic DNS

1PV6 Support

Wireless Seftings

Wireless Network Name:
Mode:
Channel Width:

Channel:

[HafizNew  J(Asocaledthessi)
(Ao |

Enable Wireless Router Radio
Enable SSID Broadcast
() Enable WDS Bridging

192.168.0.1/KTUSGWSCTQPZNEAA/userRpm/DateTimeCfgRpm.htm

Save

Figure 3.4.1.4: Wi-Fi configuration

© Daffodil International University

Wireless Settings Help

Note: The operating distance or range of your wireless connection varies significantly
based on the physical placement of the Router. For best results, piace your Router.

« Near the center of the area in which your ireless stations wil operate.

« In an elevated location such as a high shel.

« Away from the potential sources of interference, such as PCs, microwaves, and
cordless phones.

+ With the Antenna in the upright position

« Away from large metal surfaces.

Note: Failure to follow these guidelines can result in significant performance degradation or
inabilty o wirelessly connect to the Router.

Wireless Network Name - Enter a value of up to 32 characters. The same Name (SSID)
‘must be assigned to all wireless devices in your network.

Mode - Select transmission mode according to your wireless devices.
Channel Width - The bandwidth of the wireless channel.

Channel - This field determines which operating frequency will be used. It is not necessary
to change the wireless channel uniess you notice interference problems with another
nearby access point. If you select auto, then AP will choose the best channel automatically.

Enable Wireless Router Radio - The wireless radio of the Router can be enabled or

disabled to allow wireless stations access. If enabled, the wireless stations wil be able to
access the Router. Otherwise, wireless stations will not be able to access the Router.

Enable SSID Broadcast - If you select the Enable SSID Broadcast checkbox, the
wireless router will broadcast its name (SSID) on the air.

Enable WDS Bridging - You can select this to enable WDS Bridging, with this function, the
Router can bridge two or more WLANs. NOTE: If this checkbox is selected, you had better
make sure the following settings are correct

SSID (to & client.
Youzan| mestgaoglecom is sharing your screen. [ECCTEIIIN Fide

BSSID (to be bridged) - The BSSID of the AP your Router is going to connect to as a
client. You can also use the survey funcion to select the BSSID to join.

Survey - Click this button, you can search the AP which runs in the current channel.

WDS Mode - This field determines which WDS Mode will be used. It is not necessary to
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TP-LINK

300M Wireless N Router
‘Model No. TL-WRBAON / TL-WRB40ND

Status
Quick Setup
wps

DHCP Settings

Network
Wireless
Guest Network

- DHCP Client List
- Address Reservation
Forwarding

Security

Parental Control

DHCP Server:

Start IP Address:
End IP Address:
Address Lease Time:
Default Gateway:
Default Domain:
Primary DNS:
Secondary DNS:

() Disable @) Enable

minutes (1~2880 minutes, the default value is 120)

Access Control
Advanced Routing
Bandwidth Control
1P & MAC Binding
Dynamic DNS
1PV6 Support
System Tools

Logout

TP-LINK'

Save

Figure 3.4.1.5: Wi-Fi configuration

DHCP Settings Help

This device is set up by default as a DHCP (Dynamic Host Configuration Protocol) server,
wihich provides the TCP/IP configuration for althe PCs that are connected to this device in the
LAN

+ DHCP Server - Enable or Disable the server. I you disable the Server, you must have
another DHCP server within your network or else you must configure the IP address of
the computer manually.

Start IP Address - This field specifies the first address in the IP Address pool.

192.168.0.100 is the default start IP address.

End IP Address - This field specifies the last address in the IP Address pool.

192.168.0.199 is the default end IP address.

Address Lease Time - The Address Lease Time is the length of time a network user
will be allowed to keep connecting to this device with the current DHCP Address. Enter
the amount of time, in minutes, that the DHCP address will be “leased". The time range
is 1~2880 minutes. The default value is 120 minutes.

Default Gateway - (Optional) Suggest to input the IP Address of the LAN port of this
device. The default value is 192.168.0.1.

Default Domain - (Optional) Input the domain name of your network.

Primary DNS - (Optional) Input the DNS IP address provided by your ISP. Or consult
your ISP.

Secondary DNS - (Optional) You can input the IP Address of another DNS server if
‘your ISP provides two DNS servers.

Note: To use the DHCP server function of this device, you should configure all computers in
the LAN as "Obtain an IP Address automatically” mode. This function will take effect until this
device reboots.

Click Save to save the changes.

300M Wireless N Router
Model No. TLWRB4ON | TL-WRB4OND

Status
Quick Setup
Wps
Network
Wireless
- Wireless Settings

Wi ty
- Wireless MAC Filtering
- Wireless Advanced
- Wireless Statistics
Guest Network
DHCP
Forwarding
Security
Parental Control
Access Control
Advanced Routing
Bandwidth Control
1P & MAC Binding

() Disable Security

@ WPA/WPA2 - Personal(Recommended)

Version:
Encryption:
Wireless Password:

Group Key Update Period:

() WPAIWPA2 - Enterprise
Version:
Encryption:
Radius Server IP:
Radius Port:

Radius Password:

Dynamic DNS
1Pv6 Support Group Key Update Period:
System To O WEP
Logout e
WEP Key Format:
Key Selected
Key 1:
192.168.0.1/KTUSGWSCTC e R

Nasif@4321

(You can enter ASCII characters between 8 and 63 or Hexadecimal characters between 8 and 64.)

(Keep it default if you are not sure, minimum is 30, 0 means no update)

Automatic v
1812 (1-65535, 0 stands for default port 1812)
[0 |ansecond, minimum s 30, 0 means no update)

Automatic v

WEP Key Key Type

Disabled v |

Picnblnd |

Figure 3.4.1.6: Wi-Fi configuration
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Wireless Security Help
You can select one of the following security options:
+ Disable Security - The wireless security function can be enabled or disabled. If
disabled, the wiireless stations will be able to connect this device without encryption.
It is recommended strongly that you choose one of following options to enable
security.
» WPA/WPA2 - Personal - Select WPA based on pre-shared passphrase.
= WPA/WPA2 - Enterprise - Select WPA based on Radius Server.
« WEP - Select 802.11 WEP security.
Each security option has its own settings as described follows,
WPA/WPA2 - Personal
Version - You can select one of following versions,
+ Automatic - Select WPA-PSK or WPA2-PSK automatically based on the wireless
station's capabiity and request.
» WPA-PSK - Pre-shared key of WPA.
» WPA2-PSK - Pre-shared key of WPA2.
Encryption - You can select either Automatic, or TKIP or AES.
Wireless Password - You can enter ASCII or Hexadecimal characters. For Hexadecimal,
the length should be between 8 and 64 characters; for ASCII, the length should be between
8 and 63 characters.

Group Key Update Period - Specify the group key update interval in seconds. The value
can be either 0 or at least 30. Enter 0 to disable the update.

WPAWPA? - Enterprise
Version - You can select one of folowing versions
« Automatic - Select WPA or WPA2 automatically based on the wireless station's

c
« W || meetgooglecom is sharing your screen
oW

Stop sharing IS

Encryption - You can select either Automatic, or TKIP or AES.
Radius Server IP - Enter the IP address of the Radius Server.

Radius Port - Enter the port that radius service used. b
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3.4.2 Cloud controller basic:

The Cloud controller works as a storage appliance. It can move data from one
premise to another cloud storage automatically. Cloud controller is a java program
that provides high-level resource tracking and management. It handles AWS-
compatible APIs. This feature accepts a request from the command line clients or
web-based interfaces.

3.4.3. Cloud controller configuration:

@Cambium Networks Register  Help  Signin

chMaestro’

Integrated. Intelligent. Easy.

* Monitor * Operate
* Configure * Manage
s N 25 i S U e St

Join Cambium

Signin

A Company Account allows you to manage your devices. Create an account for your Login using your Cambium user login.... the same login you use to access
company. the Cambium Community and Support Center.

You can also be invited to manage an existing account - contact the administrator of the Ifyou don't have a user login yet, click here to register.

account to receive an email invitation.

Figure 3.4.3.1: Cloud controller account create
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@ Cambium Networks

Thanks for registering!

A confirmation message ha:
receive it. please follow t

Regards

Camblum Networks

Figure 3.4.3.2: Cloud controller account create

Il

M Gmail Q  search mall .

¢« B8 0 §F & 0 ¢ D ®» 1 of > m- @
|- Compose
T = Cambium Networks Support Site Registration nbox x & 2
*  Starred support@cambiumnetworks.com 1001 PM (O minutes ago) Y 4} o
© Ssnoozed L
> sent L
B Dnfts We've received a request to create an account on the Cambium Networks .

support site for cridhanmondi@gmail com If you made this request, you can visit
v More this page 1o complete your registration,
Meet hitps //support. 176dadb6 11b0ate2f4
¢ New meeting If you didn't make this request, then we're sorry for bothering youl
inam
B Join a meeting —
Hangouts Cambium Networks
= CRI i
4+~ Roply ®» Forward

No recent chats
Start a new one

20 s

Figure 3.4.3.3: Cloud controller account create
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(f. Cambium Networks Help & CRI dhanmondi~

Crividestro

Integrated. Intelligent. Easy.

* Monitor * Operate
* Configure  * Manage
\ & SSERVIRIRY TIPS SSRGS N
Create a Company Account
ACompany Account is required to manage devices in cnMaestro.

Cambium ID:* @

The Cambium ID is a string that uniquely identifies this account. It consists of letters, numbers, and underscores, and it is used to onboard devices. It is also written to devices managed
by cnMaestro (and can be accessed in their UI). Once set, the Cambium ID can only be changed by contacting Cambium Support.

CRI_dhanmondi_32

Company Account Name:
Afriendly name for this account. This could be the name of the company.
CRI

Country:* @
The country where devices in this account are located.

Bangladesh v

Time Zone:

Figure 3.4.3.4: Cloud controller account create

@ Cambium Networks

- / 8 A 22
/ petdmin Cambium ID: CRI_DHANMONDI_32
Welcome, CRI dhanmondi (super scm ambium N i e ed
-Gelslamsd
Onboard Devices Update Software
£

Add devices to your account. @/ Create jobs to automatically update software images on your devices.
S

©

Quick Links

i)

°4 . . . 7
N Monitor Network Configure Devices | quickstartcue

View dashboards,statistics and maps at each level of the device tree. ~ Setup templat t AP 2

- I
P Troubleshooting Wi-Fi
Support Center

AS Manage Alarms Add Users
2 A =

View and acknowledge live alarms and review alarm history. Q Invite users to manage your account. g 00 ﬂ

Documents Community \deas Support

Pro

Reports Wi-Fi Guest Portals
Generate inventory, performance, events and alarms reports in CSV Create Guest Portals and configure Splash pages, Access Policies and
format available at System, Network, Tower and Site level. monitor Client sessions.

MU

Copyright © 2015 - 2020 Cambium Networks, Ltd. All rights reserved. | Version2.4.2-r14 | Community | Support | Help S

Figure 3.4.3.5: Cloud controller Dashboard
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@ Cambium Networks

POl Onboard e
A Claim from Device
nd
ding Que e st be approved in o board em. etting location,
Claim Device ‘ Approve All Export v
Type Serial Number Device MAC 1P Address Added By Status Duration Configure
cnPilot e410 W8VJODFLNKOH £410-3028C4 BC:E6:7C:30:28:C4 10.20.8.20 FCI cambium @ Onboarded 1d 10h 32m Summary ONBOARDED ¢
Using Serial Nu.
{‘i} cnPilot e410 W8VJ051T59XB E410-E96771 FCI cambium @ Onboarded 1d12h22m Summary ONBOARDED
Using Serial Nu...
% cnPilot e410 W8VJODFNOQ18 E410-3028C6 FCI cambium @ Onboarded 3d6h39m Summary ONBOARDI
Using Serial Nu..
/.\/g cnPilot e410 W8VJODPCBGDO E410-3048F3 :7C:30:48:F3 10.20.32.79 FCI cambium 3d7h1Tm Summary ONBOARDED
Using Serial Nu...
cnPilot e410 W8VJODLTFQJL £410-302961 BC:E6:7C:30:29:61 FCI cambium @ Onboarded 3d7h1Tm ONBOARDED ¢
Using Serial Nu...
cnPilot e410 W8VJODLBTGNO E410-302952 6 FCI cambium @ Onboarded 3dgh19m
Using Serial Nu...
cnPilot e410 WBVJOBHFLFVX E410-E FCI cambium 3dgh3Tm Summary ONBOARDED
Using Serial Nu...
cnPilot e410 W8VJ05B92T74 E410-E987B5 FCI cambium @ Onboarded 4d9h33m Summary ONBOARDED ¢
Using Serial Nu...
cnPilot e410 W8VJ04ZQQHX9 E410-E967: FCI cambium @ Onboarded 4d9h48m Summary ONBOARDED M
Using Serial Nu...
£nPilat a410 WRV 10D CTSRY. £410 207052 BOcRTraNN0ED 10902772 ECLcamhium a rdad 4A.0h 4 o P ———

Figure 3.4.3.6: Cloud controller Dashboard A.P.

g
) i-Fi > E410-E96770 <
o Wi-Fi AP Groups Dashboard  Notifications ~Configuration Details Performance ~ Software Update | Tools | Clients Mesh Peers@® wiaNs
tnd v ® system Status Debug PacketCapture Network Connectivity Wi-FiAnalyzer Flash LEDs
&+ default = == o
v &* FCI_GROUP E410E *)° S

v € FCLNETWORK m
RoE410-3028C4

@
‘f R E410-3028C6

52

@ DoE410-3
RE410-302953
R E410-302961
R £410-3048D5
RoE410-3
RE410-304973
ZoE410-304982
Soes10

o E410-E96T3F

48F3

& EA10-E96770
E410-E96771
E410-E96TAC
E410-E96786

D EA10-E96

E410-E967BE

L

0 Cambium Networks, Ltd. Al rights reserved. | Version 2.

Community | Supoort | Help ol
S\ £410.509785

Figure 3.4.3.7: Cloud controller Dashboard A.P. Restart Process
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(f. Cambium Networks

- = System =
5 Networks Wi-Fi AP Groups Dashboard | Notifications ~Configuration ~ Statistics Report @ Software Update Map Clients
i - ©
v ® system ) ) .
Devices Devices By Type Totali20  Connection Health Last24 Hrs) Resolution: 1 hr
& default
o I I 0 (:nerpris)
v 4+ FCI_GROUP 20 11 0 COPIO " yome M
OFFLINE ONBOARDING
v €y FCILLNETWORK 1
s 10
oE410-3028C4 Alarm:
@/‘ = Alarms 5
S E410-3028C6 .
® S et0a052 ’0 : 240 0500 120 1800
cRmOAL MAJOR NOR
410302953 ®0ffline @Total Devices
) B £410-302961 2
S 805 il Top Networks v Last 5 min:
M o )
et F3 : S I NAME TOTAL DOWN DEVICES BY TYPE ALARMS
Soea10-304973 FCl GROUP 20 1 I
- g @ Metrics
dE410-304982 y ®ciRanger @cnPilot @¢PHP OPHP @ ° !
Seeto-terz2 RECOMMENDED SOFTWARE 100%
= I -
ZoE410-E96T3F 4 9
)
o E410-E96770 . _ i1
FoE4 -
o NETWORKS 2 @
EE41
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ZpE410-E96786 o -
TE
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Figure 3.4.3.8: Cloud controller Dashboard

3.5. Microsoft Outlook 2016 basic:

The outlook is a platform, which allows us to send and receive a message, store
name and numbers and can be manage calendar etc. Using this we can exchange
messages when we are offline. So this is using to personalize various tasks and
entities. The outlook is free for windows and mobile but we can upgrade it to
premium through paying. However, mostly using mail companies allows Outlook
to exchange their messages. We can exchange via POP3 and IMAP protocol.
Where POP3 providing the only service to outlook to send and receive massage
and IMAP provide service both in mail agent and in outlook. The mail
transmission system uses the SMTP protocol. SMTM means a simple mail

transfer protocol. Nowadays extended edition is using widely.
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3.5.1 Microsoft Outlook 2016 configuration:

Welcome to Outlook 2016

Outlook is your personal assistant, helping you manage your life with
powerful tools for email, calendar, contacts, and tasks.

Let's get started. In the next few steps, we’ll add your email account.

< Back Next > | | Cancel

Figure 3.5.1.1: Microsoft Outlook configuration

Microsoft Outlock Account Setup

Add an Email Account

Use Outlook to connect to email accounts, such as your organization’s Microsoft Exchange Server or an Exchange
Online account as part of Microsoft Office 365. Outlook also works with POP, IMAP, and Exchange ActiveSync

accounts.

Do you want to set up Outlook to connect to an email account?

@) Yes
O No

< Back _ ‘ Cancel
Figure 3.5.1.2: Microsoft Outlook configuration

© Daffodil International University
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Add Account

Choose Service

O Outlook.com or Exchange ActiveSync compatible service
Connect to a service such as Outlook.com to access email, calendars, contacts, and tasks

(® POP or IMAP
Connect to a POP or IMAP email account

< Back I MNext > I Cancel

Figure 3.5.1.3: Microsoft Outlook configuration

Add Account

POP and IMAP Account Settings
Enter the mail server settings for your account.

User Information

Your Name: |Elite
Email Address: elite.fortinet@gmail.com
Server Information

Account Type: POP3

Incoming mail server: Vpop3.gmai|.c0m
Qutgoing mail server (SMTP): smtp.ghail.com

Logon Information

User Name: |elite.fortinet@gmail.com
Password: AAAARARARE

Remember password

[l Require logon using Secure Password Authentication

(SPA)

Test Account Settings

We recommend that you test your account to ensure that
the entries are correct.

Test Account Settings ...

Automatically test account settings when Next
is clicked

Deliver new messages to:

(® New Outlook Data File
O Existing Outlook Data File

Browse

More Settings ...

< Back Next > Cancel

Figure 3.5.1.4: Microsoft Outlook configuration
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POP and IMAP Account Settings

Enter the mail server settings for your account.

Use
You

Em

Acd
Inc

Oui

mend that you test your account to ensure that

omatically test account settings when Next

Cancel

ting Outlook Data File

r Information Test A Settings
Internet E-mail Settings
are correct.
General Qutgoing Server Advanced
Mail Account = 1
. . punt Settings ... |
Type the name by which you want to refer to this account. For — -
example: "Work™ or "Microsoft Mail Server”
elite.fortinet@gmail.com icked
Other User Information 4 9es to:
Organization: 'Elitei ¥ Outlook Data File
Reply E-mail: :elite.fortinet@gmail.com

Browse

| More Settings ... |

[ < Back Next > Cancel

Figure 3.5.1.5: Microsoft Outlook configuration

POP and IMAP Account Settings

Enter the mail server settings for your account.

General Outgoing Server Advanced
Server Port Numbers

Incoming server (POP3):

| Use Defaults
This server requires an encrypted connection (SSL)

OQutgoing server (SMTP):

Use the following type of encrypted connection: SSL

Server Timeouts

Short L J Long 1 minute
Delivery

Leave a copy of messages on the server

Remove from server after 14 3 days

[C]Remove from server when deleted from ‘Deleted ltems’

OK [ Cancel

Test Accoynt Settings

mend that you test your account to ensure that
are correct.

Junt Settings ...

omatically test account settings when Next
icked

w messages to:

¥ Outlook Data File
ting Outlook Data File

Browse

More Settings ...

< Back 1| MNext > | Cancel

Figure 3.5.1.6: Microsoft Outlook configuration
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CHAPTER 4: ASMALL OFFICE DESIGN

4.1. Network design method:
After performing the above activities at least one network should be designed and

implemented which is a prerequisite of a corporate office network.

Analyze the requirements

l

Network topology develop

l

Determining conversation

l

Hardware management

l

Protocol and feature development

l

Network implementation, monitor and maintain

A

Figure 4.1: Corporate office design steps
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4.2. Office design requirements:

For office:
i.  1IProuter
ii. 1 Dataserver
iii. 1 IP printer
iv. 2 1P phone
v. 7 Computer
For lab:
i.  The lab has 5 computers and 1 IP printer
Office design:

I.  One data server for official
ii.  One wireless access point
iii.  Two IP telephone for official
iv.  Four computers for official
v.  IP printer for official

vi.  Laptops connected over Wi-Fi

vii.  Smartphone for employees

{
PHONE FOR OFFICE- {

PHONE FOR OF FICE = S108E

1S
"
"
\ O
\ 3
\r
2
c
&\
m\
2
"
( 3
O V——— =
X
i
- -
v
0
-

[—==3] ==

Figure 4.2: Simple office design (Network diagram)

© Daffodil International University 65



CHAPTER 5: RESULTS

5.1. Packet tracer (Cisco):

Cisco packet tracer is a cross-platform for visual simulation. It allows a computer
user to create network topologies and emulate a computer network. It is the most
powerful simulator. This software allows users to simulate the configuration of
Cisco router configuration. It allows students to simulate virtual networks with
features like switches, routers, end-user gadgets etc. Using these features | can
demonstrate, how to create a lab for a small office. | use the advantage of this
software to construct this network. Very firstly I install the packer tracer and then

design this network manually.

D Router-2 Router: 2 N\
Seril: /20 Seri: 0/2/1 {
= P: 10002 P 20001 ke 2 !
R Clockrate: 64000‘___.1 tSEﬂa\ 02) e e LL‘E'J;EET SMARTPHONEPT
F/‘i“_J ot P 20002 L ‘ PO cmartphared
Router-1 Router2 Al /\
P00 1 pasend . 1 Router /
=, P12t 101 fROuED  Serd:00 e E?EUtE;UZ Router: 3 \
P 10.0.0.1 FlA: /0 SMARTPHONE-PT
Clock rate: 64000 P 172.188.10.1 P 21001 Snartchone]

ServerPT

ZQSDT H Serverl

Switch1
760
IP Phoned

T
PCET printer T
PC4 Printer0

7980
TP Phonel

Printer-PT
' o Printerl

Figure 5.1: Final office network topology
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5.2. IP configuration:

FPhysical Config CLI Attributes
GLOBAL FEIStEthEFI'IEtﬂ.l"l
Settings Fort Status on
Algorithm Settings Bandwidth 100 Mbps 10 Mbps Auto
ROUTING Duplex Half Duplex Full Duplex Auto
Static MAC Address 0002.4A51.04902 |
RIF IF Configuration
SR IR R IP Address 50.0.0.5
e SEEcecE Subnet Mask 255.0.0.0
INTERFACE
FastEthernet0y/0 . .
T Ring Limit 10
FastEthernet0,/1
Serial0/2,/0
Serial0/2/1
Eguivalent I0S5 Commands
Bouter (config) finterface FastEthernetl/s, 1 ~
Bouter (config—if) #
Bouter (config—if) fexit
Bouter (config) #interface Serialldys 270
Bouter (config—if) #
Bouter (config—3if) exit
Bouter (config) #interface FastEthernetd/,1l
Router (config—if) # hadl

Figure 5.2: IP configure in packet tracer

5.3. Link check:

PC>ping 10.0.0.1

Pinging 10.0.0.1 with 32 bytes of data:

time=15ms TTL=128
time=7ms TTL=128
time=8ms TTL=128
time=%Sms TTL=128

10.0.
10.0.
10.0.
10.0.

from
from
from
from

Reply
Reply
Reply
Reply

bytes=32
bytes=32
bytes=32
bytes=32

Ping statistics for 10.0.0.1:
Packets: Sent = 4, Received = 4, Lost = O
Approximate round trip times in milli-seconds:
Minimum = 7ms, Maximum = 15ms, Average = 9Sms

(0%

Figure 5.3: Ling check using command prompt
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5.4. Packet check:

Realtime
. Fire LastStatus Source Destingtion  Type Color Time(sec) Periodic Wum 4
1) | Scenario 0 v
@ Successhl  Routerd PC4 ICMP . 0.000 N
b N Delete @ Successhl Router)  Printer)  ICMP . 0.000 N
@ Successful Routerd PC2 ICMP . 0,000 N
Toggle PDU List Window )

1
2
3

Figure 5.4: Packet checking (Pack sending successful)

5.5. Result:

| analyzed every task and operation of the project very carefully. | tried to
describe and display every part of my activities particularly. At last, my network
design topology for a small office is running correctly. 1 just plan and design for
the office but still project implementation has not started. Hardware parts, fiber
optic setup work performed by the transmission team and software part is the
responsibility of the administrative team. If the project fully implements, | hope it

will bring consistent output.
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CHAPTER 6:

Conclusion:

| performed internship for 4-month. During my internship session, | learned a lot
of things like formality, punctuality, responsibility etc. and learned about
network-related theoretical and practical knowledge. I hope it will help me much
in my future professional life and I will be able to create a more successful project
and to promote myself in a better position. 1 am very optimistic about my
internship and | believe that in the 4-month duration of my internship | worked
consistently as an employee does his job.

During the internship, | had to face some obstacles. It was great to work with risk
in this time of global crisis but I enjoyed those times much. I think we have huge
possibilities in the networking sector. In this age of information technology, this
internship is one of the possibilities to dream of moving forward through the
successful implementation and use of up to date technology which is challenging

for me.
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APPENDIX:

Appendix A: Internship Reflection

The internship in networking has been a growing experience for me for the first
time. | learned about the value of practical work and relationship experience. |
know how unique my beliefs are but it may not be accurate or right from other's
points of view. But i believe that If anyone sets a target to achieve a goal then
their success is what they expect. All the lessons i learned here at aamra network
limited can and will be useful for my future life and | feel blessed to conclude so
very early part of my life. This internship introduces me to doing what I love to
do in my engineering carrier. Overall it was a great opportunity to prove myself
and prepare for the carrier. This internship has guided me with much more

technical and professional skills that will make me more successful.

Appendix B: Company Details

Company name: aamra networks limited.

Address: Safura Tower (12 Floor)
20 Kamal Ataturk Avenue, Banani C/A
Dhaka-1213, Bangladesh.

Tell: +8802222281100

Email: dhakasupport.networks@aamra.com.bd
Web: www.ticket.aamranetworks.com

Type of organization: I.S.P. (Internet Service Provider)
Employees: 150
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