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ABSTRACT

This internship file is based on “ISP Setup configuration and administration using
MikroTik and basic Linux system”. The use of MikroTik router is essential in ISP
company companies in the current world. This is the MikroTik router board hardware
operating system. Anyone can install and install all kind of useful features such as-
bandwidth maintenance, routing, wireless, firewall, hotspot, VPN server and more
then. There is different kind of work in the system that is the reason likewise unique
sorts of server have. For Example- FTP Server, Firewall, Interfaces, Routes, DNS,
DHCP, VLAN, NAT, ARP, and Bridge. Each of them works contrastingly and
without them it is difficult to keep up a system. In the event that system is associated
with the Internet and we need to secure your data they should setup server utilizing
Linux Operating System. That is the reason I pick this subject of my report is "Server
Installation and Configuration on ISP (Linux Platform)". The report talked about the
reason for the particular server utilizing on ISP, equipment prerequisite for the server,
picking programming and establishment procedure of the product, well ordered server

arrangement process and straightforward investigating of the server.
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CHAPTER 1
INTRODUCTION

1.1 Introduction

We cannot identify anything without the server during this data type. Therefore, the
DNS server is required for the web server. Now a day’s each businesses programming
is characterized by particularly web-based innovations. Web banking system, SMS
alert system banking as well as an EFT (electronic Fund Transfer) server, so many
fictional imageries. It is an information nature area is currently a comprehensive
number of days people around the world are using web discovery and servers an
important part is Linux is the most important free-for-programming program to
achieve, the first spacecraft or the delay is more.

This report done a lot about computer networking in such a way that the Linux server

has setup configuration and network monitoring system.

1.2 Motivation

I am a student of computer science and engineering in Daffodil International
University. I have realized that there is a great reputation of Daffodil Online Limited
(DOL) to achieve customer gratification. Daffodil Online Limited has many
renowned and one of the leading ISP services provides in Bangladesh. After
completing months of internship, I was able to complete the work of MikroTik Router
and Linux. [ was able to communication better with the clients as well as the supplier

on the Internet.

1.3 Internship Objectives
Linux operating system provides a graphical user interface, so that all the users can
work very easy. Main goal and purpose is to provide security to network servers.
More objects are given bellow:

e Install Linux interactively and with kick start.

e Hardware system.

e File system Create and maintain in Linux.

e Carry through user and group administration.

e Maintain the server system.

e Create a Linux server and workstation with an existing network.
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1.4 Introduction to the company

As a student and I took my internship from Daffodil Online Limited which take a
pride in as a leading statewide Internet Service Provider (ISP) in Bangladesh. They
are most experienced in the ICT field as well it is an ancient company in Bangladesh.
They have ethics to make relationship longer with customers by giving well services.
From their inception, they got lots of national and international prizes from the
domestic and outer platform. Because they worked with many national and
international project and organization to accomplish reputation. They started their
operation in 2002. In this time, they have various services to provide customer. in the
past years of their inception they extended the operation and service portfolio
according to customers demand. They usage the modern and latest technologies for
upgrading the required service. They have a group of employees who are very co-

operative and capable to provide technical and communication solutions [1].

1.5 Report Layout

In the chapter (1): I discussed details on objective of internship, Motivation of

internship and Introduction to the company.

In the chapter (2): I discussed details on the IT services provide in DOL, swot

analysis and organizational stricter.

In the chapter (3): I discussed details on daily task and operation, Events and

challenges.

In the chapter (4): I discussed details on the Competencies Earned, Smart Plan and

Reflections.

In the chapter (5): I discussed details on the perfecting and Future Scope.

©Daffodil International University



CHAPTER 2
ORGANIZATION

2.1 Introduction

Daffodil Online Limited itself as an unparalleled collection of Bangladesh largest ISP
service provider. This is the well reputed and the ancient organization in this ICT
Sector, where there is a lot of relationships with customers and good relationships.
They started their journey since 2002, which has contributed a lot to the present. In
the previous years, they were able to expand their work and administration profile,
according to customer advice and requests. Their Corporate Network Solution
Division has been working with the collection of highly specialized expertise to

achieve the expertise of state technical business and media conservation business. [2].

2.2 IT Services Provide
IT Services
> Dedicated Internet Bandwidth
e Corporate Dedicated Internet
¢ Indoor & Outdoor Wi-Fi Solution
e Network Infrastructure
e Corporate Office Networking
» Domain & Hosting
e Domain Registration
e Web Hosting (c-Panel), Dedicated Hosting
e Shared Hosting Packages
» Colocation
e Dedicated Server
e Shared VM server
e Server Packages
e Amazon Cloud Servers
e Network & multiple IP
e Custom Configuration
» G Suite

e Google Business account Overview

©Daffodil International University



Benefits of Your Organization

Existing Local Clients, FAQ

» Professional Training Services

Providing Linux System and Network Administration
Providing ISP Setup and Administration using MikroTik.
ISP Setup and administration using Linux.

Providing Certified Ethical Hacking (CEH).

Providing Red Hat Certified Security Specialist (RHCSS).

2.3 SWOT Analysis

SWOT Analysis is a strategic planning technique to Strengths, Weaknesses,

Opportunities and Threats analysis both opportunities open to you and your threat.

» Strengths:

v" We are always ready to provide our highest quality service
v Very easy to operate every place
v Business in online platform

v" We promise about the work efficiency

> Weaknesses:

v’ Tt is a bit difficult to give time to all types of service customers
v To set up a business, more money is required
v Competition for small quantities

v’ There is a different between different types of prices and services

» Opportunities:

v" The local government will have to strengthen the surrounding
organizations

v Currently, business areas are expanding a lot

v Easy Custom Launch

v Regulatory framework correction

» Threats:

v Some of them have reached very high and especially financing
v' Financial crisis their forestry subscription is low probably to rise the

confidence of the stock market and digital market [3]
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2.4 Organizational Structure

Below Shows the Organogram of Daffodil Online Limited in Figure 2.1

I<|

|<I

|\|\ I

|

Figure 2.1: Organogram of Daffodil Online Limited
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CHAPTER 3
TASKS, PROJECTS AND ACTIVITIES

3.1 Daily Task and Activities

» Month - 1: The I* one month I learned about what I have learned is
described below:
+ [P versions
* About MikroTik Router
* Installation VMware
» Uses win box
* Basic command
> Month - 2: The 2" month I learned about what I have learned is described
below:
* How to configure ISP link: Static Router Configuration,
* Dynamic Router Configuration,
* PPPoE Configuration user password
* Bridge Mode Configuration
* Bandwidth uses/consumption Interface wise, per client, per group,
with restriction/security.
* How to configure Local Area Network (LAN)
* Giving [P/Internet to the client in the way of Static, DHCP, PPPoE.
» Website block using firewall
» Month — 3: The Third month I learned about what I have learned is
described below:
* Linux Installation process in VMware
* Managing User Accounts and passwords
* Basic Command
* Driver partition
* Network Configuration

* File and Directory details and permit

©Daffodil International University



3.2 Events and Activities

Preparation is a critical issue for temporary positions, when a shortage in the level of

entry level facing some problems, at that time it is obligatory to give prepare to deal

with the problem.

Learning and understanding about what the network is about
Understanding of basic Linux system

MikroTik and Linux installation

Technical support and maintenance of the clients.

Basic Command of MikroTik and Linux system

Day to day monitoring of network use.

Permissions File and Directory Fixing network with error

3.2.1 Basic Concept on IP Addressing

An IP address, or simply an "IP," is a unique address that identifies a device on the

Internet or a local network. It allows a system to be recognized by other systems

connected via the Internet protocol. Below Shows the Network addressing

classification in Figure 3.1.

Logical Address (IP) Physical Address ( MAC-48 bit)

Network Address

IPv4-32 bit IPv6-128 bit

Figure 3.1: Network addressing classification
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1. Total bits=32
2. Total portion/octet=4
3. Each portion divided by a single dot (.)
4. Each portion contains 8 bits
5. There are 2 main parts of all IP address
a) Network(N)
b) Host(H)
3.2.2 Classes of IP Address
a) Class-A: N.H.H.H
b) Class-B: N.N.H.-H
¢) Class-C: N.N.N.H

Below Shows the IP Address Class in Table 3.1
Table 3.1: IP Address Class

Class 1°*Octet  Network/Host Default Subnet Number of Hosts per
Decimal 1)) Mask Networks Network
Range (N=Network, (Usable

H=Host) Addresses)
(2*-2)

B 128-191 N.N.H.H 255.255.0.0 16,382 (2'4-2) 65,534(2'6-2)

C 192-223 N.N.N.H 255.255.255.0 2,097,150 (22'-2)  254(28-2)

D 224-239 Reserved for Multicasting

E 240-254 Experimental; used for research

IP class and Range:

Class-A: 0-127

Class-B: 128 — 191 Public IP
Class-C: 192 - 223

Class-D: 224 — 239 } Use for Multicast
Class-E: 240 — 255 } Use for Research

Private IP Range:

Class-A: 10.0.0.0-10.255.255.255
Class-B: 172.16.0.0-172.31.255.255
Class-C: 192.168.0.0-192.168.255.255 [4]
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3.2.3 MikroTik Router Concepts

A MikroTik router was established for the development of a router and ISP system of
1996. These routers are now available for network connections by providing hardware
and software to different countries of the world. These routers provide all operating
systems and easy installation and maintenance features based on the Linux B 2.6
kernel.

Now I say to something about that hEX Router. This router has five ports Gigabit
Ethernet, Dual Core 880MHz CPU, 256MB RAM, USB, microSD, routrOSL4. There
is no need of wireless connection here. It is easy to see and available at a very low

price in the market. [S].Below shows the MikroTik router hEX in Figure 3.2

- e

Figure 3.2: MikroTik router hEX
3.2.4 Install MikroTik On VMware

Step to step install:
1. Download ISO image MikroTik-
» Select x86, CD image
» MikroTik- 6.22.is0
2. Create new VM on VMware.
3. Setting VM MikroTik.
4. Booting up-
» Now booting up your VM
5. Install-
» For select, press [space]
For unselect, press [space] too
Now, install, press [i]

Install finished

Y V V VYV

System reboot....
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Wait, until login page....
Now, login
Default login

Username: admin

YV V V V V

Password: [none], press Enter... (no password show)
» Done
Below shows How to Add ISO file in Figure 3.3

» MikroTik Virtual Machine Settings =

Hardware | Options

Device status

Device Summary
v
5 Memory 256 MB Connected
[l Processors 1 ] Connect at power on
{2 Hard Disk (IDE) 8G8
CD/DVD (IDE) Using file C:\Users\Enamul\Downloads\. .. Connection
T& Network Adapter Custom (VMnet1) Use physical drive:
T&Network Adapter 2 Custom (VMnet8)
@) sound Card Auto detect
nJ‘,D\splay Auto detect © Use ISO image file:
C:\Users\Enamul\Downloads\mit ~ [ Browse...
Advanced...
Add... Remove
oK Cancel Help

Figure 3.3: Add ISO file

Below shows How to Login in VMware Figure 3.4

& MikroTik - VMware Workstation o || &=
File Edit View VM Tabs Help
v (O} QJ N =X g (D3
Librai X
2 (p MikroTik
Ml ikroTik 6.22
= @ My Computer MikroTik Login: _
41 Other (6)
Lp MikroTik
CentOS 64-bit
Shared VMs
To direct input to this VM, click inside or press Ctrl+G. QB =

Figure 3.4: Login in VMware
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3.2.5 Router Configuration Steps Using Winbox

Before configuring a MikroTik router, you need to know the following

>

YV V. V VYV V V

Must have basic concepts about ip address.

A MikroTik Router Board or MikroTik Router OS will be setup in a PC.
Winbox software.

Windows operating system installed and RJ45 cables with PC.

Click on power button in MikroTik router.

Combine wan cable with router and connect LAN cable to router and PC.

Open the Winbox in the PC.

» After opening the Winbox, the IP address and the MAC address will come in
then the MAC address will be added.

Shows the Connect VMware using MAC address in Figure 3.5

© WinBox 318 (Addresses) (= | O >
File Tools
Connect To: |00:0C:29:A2:1E:E6 v| Keep Password
Login: |admin Open In New Window
Password:

Managed Neighbors

V| | Refresh al ¥
MAC Address IP Address Identity Version Board Uptime v
00:0C:29:A2:1E:E6 0.0.0.0 Mikro Tik 6.22 x86 00:13:24
00:0C:29:A2:1E:E6 fe80::20c:2%f fea2:1e... MikroTik 6.22 x86 00:13:24
00:0C:29:A2:1E:DC 0.0.0.0 Mikro Tik 6.22 x86 00:13:23

3items (1 selected)

Add/Set Connect To RoMON

Figure 3.5: Connect VMware using MAC address

3.2.6 Static Routing Configuration

Static: For static configure complete need five step. Now we following these

steps:

Step-1: Setting Interface

Interface>" +”>Ethernet]-WAN
Interface>" +”>Ethernet]-LAN>Apply>ok

11
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Below shows the Setting Interface in Figure 3.6

O ad :0C:29:A2:1E:E6 (V
Session Sdhngs Dashboard

[ ][c«] [ sefe Mode | session: 00.0c:29A2:1E:E6] e

Figure 3.6: Setting Interface
Step_2: Setting IP Address

IP>Address>” +” Address>192.168.110.10/24>Network>192.168.110.0>
Interface>Ether-WAN
IP>Address>"+"Address>172.16.10.1/24>Network>172.16.10.0>
Interface >Ether-LAN

Shows how to Add Static IP Address in Figure 3.7

© 2dmin@00:0C:29:A2:1 E:E6 (MikroTik) - WinBox v6.22 on x86 (486) EE)=]
Session  Settings Dashboard

(0[] [ sfe Mode | Sesson:[000C 252 1E 88

Interface | Ethemet | EolP Tunnel | IP Tunnel | GRE Tunnel | VLAN VRRP Bonding LTE

EEI@@I

[Address 7 [ Network [interface |52
°172.16.10.1/24 172.16.10.0 ether2-LAN

(5] Files °192.168.110.1... 192.168.110.0  ether-WAN

|| Log

. Radius

2 Tools r

[ New Teminal i D

ISDN Channels 2items (1 selected)

5 KVM

| 3 Make Supout sf

@ Manual

@ New WinBox

[ 2items

Figure 3.7: Add Static [P Address

12
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Step-3: Setting DNS
IP>DNS>Servers-8.8.8.8
IP>DNS>Servers-8.8.4.4 >Apply> Ok

[Note: Here we use google public DNS ip, you can use your server DNS ip]
Below shows how to Add DNS Server IP in Figure 3.8

Session  Settings Dashboard

Safe Mode | Sesson:[000C23A2TEDC] Na

Max UDP Packet Size: |4096
Cache Size: 2048 KB
Cochelsed:f ]

Figure 3.8: Add DNS Server IP

Step-4: Setting Firewall

[P>Firewall>NAT>" +”>Action>Masquerade>Apply>Ok

Below shows how to Setting Up Firewall of Static Configuration in Figure 3.9

@ 2dmin@00:0C:29:D2:56:24 (MikroTik) - WinBox v6.42.6 on x86 (x86)
Session Settings Dashboard

&
=
o
&
sz =P ==

X Tools r

Fiter Rules NATlW Raw Service Pots Connections Address Lists Layer7 Protocols

E]E} [2][] [=] (7] Iwwwm wanm J

Figure 3.9: Setting Up Firewall of Static Configuration
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Step-5: Setting Routes
IP>Routes>" +”>Gateway>Dst. Address>0.0.0.0/0
[P>Routes>” +”>Gateway>Gateway>192.168.110.1

Step-6: Implement Static Connection to PC
Go to Open Network and Sharing Center
Option>Ethernet>Properties>IPV4 (TCP/IPV4)>double click> following
IP address then use following DNS Server Address>OK

Below Shows the Implement Static Connection to PC in Figure 3.10

L e R e il % VMware Network Adapter VMnetl Propertie| Internet Protocol Version 4 (TCP/IPvd) Properties 7)==
Gerteral | Networking | Sharing General
Connection Connect using: You can get IP settings assigned automatically if your network supports
3 this capability. Otherwise, ieed to ask your network administrator
IPv4 Connectivity: No Internet ac 9 VMware Vitual Ethemet Adapter for Vinel - maép:ppl(tgwme I;\'Iss:m:;:n e your network administra
IPv6 Connectivity: No network ac
Media State: Eng Obtain an IP address automatically
Duration: 05:1 This connection uses the following items: @ Use the following IP address:
Speed: 100.0 [ o™
e o et for Mcrosol Nelvorks 1P address: 192168110 . 10
[ JSvMware Bridge Protocol
¥ =1 Fie and Printer Sharing for Microsoft Nef Subnet mask: 255 .255.255. 0
V] - Intemet Protocol Version 6 (TCP/IPv6)
sy Default gat i 192.168.110. 1
¥| - Intemet Protocol Version 4 (TCP/IPv4) il
Activity [V s Link-Layer Topology Discovery Mapper
: ¥ -4 Link-Layer Topology Discovery Respon: LY ST oo SLIRey
Sent — MMWE — Rece @) Use the following DNS server addresses:
&
P < Preferred DNS server: 8.8 .8 .8
Description Alternate DNS server: 8.8 .4 .4
- - Transmission Control Protocol/Intemet Protocq)
[ #y Properties } [ #y Disable J [ Diagnose ] wide area network protocol that provides comn| . y
across diverse interconnected networks. [Z]validate settings upon exit Advanced...
— (o ]

Figure 3.10: Implement Static Connection to PC

3.2.7 Dynamic Routing Configuration
Dynamic Host Configuration Protocol (DHCP). After static configure you can

complete dynamic routing. I have already configure static now I will show

Dynamic configure bellow-

» IP>DHCP Server>DHCP Setup>DHCP Server Interface>Ether LAN2>
DHCP Address Space>Next>Gateway for DHCP
Network>Next>Address to give out>DNS Server>Lease Time-
24.00.00>Next>0Ok

» To implement the Network to PC we setting up Network &
Internet>Change
Adapter>Ethernet>Properties>IPV4(TCP/IPV4)>Obtaining an 1P

Address Automatically and select Obtaining DNS Server Address
Automatically> OK

14
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DHCP Server setup:
Shows the Setting up DHCP setup for Dynamic Configuration in Figure 3.11

Session  Settings Dashboard

© 2dmin@00:0C:29:A2:1 E:DC (MikroTik) - WinBox v6.22 on x86 (86) [e®][=]

4& Quick Set
1 CAPsMAN
8 Interfaces
T w

gi Bridge DHCP Server

3 PPP DHCP | Networks Leases Options Option Sets Aletts

s O 312 00 L

&P / | Inteface |Relay  [Lease Time | Address Pool  |Add AR...

s [ (]lo] 7] [ rsee

58 IPv6 dhepl ether2-LAN 3d 00:00:00 dhep_pool1 no

)

)

< MPLS )

42 Routing »

;i}sﬁe'ﬂ P Setup has completed successfully
Queues

I s
| Log

. Radius

K Tools P
@ New Teminal

DHCP Setup

ISDN Channels 1item

| Make Supout rf
@ Manual
@ New WinBox

Figure 3.11: Setting up DHCP setup for Dynamic Configuration

3.2.8 PPPoE Routing Configuration

This is a Dial Up Connection. It gives an User, User Name and Password. It's

a secure connection. No one can access internet without user name and

password
We at first create a pool, need your any mbps, kbps or anything.
IP>Pool>” +”>Name>PPPoE6mbps
Address>172.16.10.0/24
Pool>Apply>OK (copy)
Name>PPPoE-10mbps>Add-172.116.20.0/24>Next
Pool>Apply>OK
Name>PPPoE-2mbps>Add-172.16.30.0/24>Apply>0Ok
[P>Pool>" +’>Name>PPPoE Gateway>Add-10.10. 10.0/24>Apply>OK
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Below Shows how to Creating IP Pool, Gateway in Figure 3.12

@ admin@D4:CA6D:86:CO:CD (MikroTik) - WinBox v6.42.6 on RB2011UAS-2HnD (mipsbe) - a >
Session Settings Dashboard
/=] SateMode | Session D4CAED86COCD -

Name Adoresses

FPPPOE M 17216 300724
FPPPOE-6M 17216 10024
zwpnz»m 17216200024

Addresses 1010102
NextPoot nore

Figure 3.12: Creating IP Pool, Gateway

PPP>” +”">PPPoE Server Binding>Name>PPPoE-inl
Type>PPPoE Server Binding>Apply>Ok

Now shows Creating profile for Limit in Figure 3.13

@ 2dmin@D4:CA6D:86:CO:CD (MikroTik) - WinBox v6.42.6 on RB2011UAS-2HND (mipsbe) - a x
Session Settings Dashboard
[« C=  SafeMode | Session D4 CASD 26COCD -
4& Ousck Set
i CAPsMAN Intertace | Interface List Ememet EolP Tunnel IP Tunnel GRE Tunnel VLAN VRRP Bonding LTE
"w""m"" - ] 1| ¥ | Detct
Fome | IName | TxPacket (p/s) RxPa v
3¢ Brdge 'R #2bndaei-Toml LLAN e ovos °
s e ol Prowcols Lmis Queve Scripts [ ok | si3bes :
S e
o Swatch oo Narme  probie-6M Cancel nor:,: $
Mesh etherd LAN e - kDos 1
. | = —aae 1o || i :
othe: 3 - - bos
| s Remote Address PE-Gutway | gboe e
¢ Routing 3| =eathed Bedge: - | LCeoer | 0bos 0
© Sysm Pou - | o= | o ———1
- Bndge Pronty
Bridge Pam Cost -
B Bridge Horzon: -~ ‘
- Incoming Fier: -
Ourgoing Filter -
Adcress List -
Intertace Lst -
DNS Server 203 19010252 .
20319210 253 *
WINS Server -
Change TCPMSS.
A no yes @ defauk
Use UPnP
Cno yes & defaul
. .

14 tems

Figure 3.13: Creating profile for Limit

PPP>PPPoE Server>+ Service Name>Interface ether4-LAN>Apply>Ok
Select (one session per host)>Ok

PPP>Profiles>" +’>Name>Profile-6M

Local Add.>PPPoE-6mbp

Remote Add.>PPPoE Gateway

DNS Server-203.190.10.252

Limits>Rate Limit>6M/6M>0Ok
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Below Show Making Profile & Limit in Figure 3.14:

) admin@D4:CA6D:86:CO:CD (MikroTik) - WinBox v6.42.6 on RB2011UAS-2HND (mipsbe)
o

- |
Session Settings Dashboard
| co  SafeMode | Session |D4CASD26COCD) -
B Cu o =
i CAPsMAN interface interface List Ememet EolP Tunnel IP Tunnel GRE Tunnel VLAN VRAP Bonding LTE
o el - ¥ | Detoct in

1 Ve VR

VT TR A

Figure 3.14: Making Profile & Limit

PPP>" +”>Name and Pass:

Below shows how to make user & password in Figure: 3.15

rk and Internet

Network and Sharing Cen
Control Panel Home - =<
Change adapter settin <@ Connect to the Internet
Change ect sha
seti Type the information from your Internet service provider (ISP)
Media streaming optic
T ’ ; ]
Password a d yo SP gave ou I
Show characters
[ Remember this password
CONRBCIOR S Broadband Connection
5 ] Allow other people 10 use this connection |
This option allows anyone with access to this computer to use this connection
0t have an IS
Cancer
Internet Options
Windows Defender Firewall

Figure: 3.15: Make user & password
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3.2.9 Bridge Mode configuration
To get more than 1 Interface in same network we configure Bridge
connection.
Now we are configuring after static and dynamic routing configuration.
Step-1: Go to bridge>click add (+)>write your bridge name>apply>ok

Below shows how to Create Bridge Name in Figure 3.16

© admin@00:0C:29:A2:1E:E6 (MikroTik) - WinBox v6.22

Session Settings Dashboard

Safe Mode | Session: (00:0C29A2TEEG e

Bidge le LT VRIS R interface <bridge 1-Enamul>

=8
3 o #][=] [V][] [] [¥] [§ Gonec |sTP statun | Tt ok
[Name

/[Type Name:
R #lbridgel-Enamul Bridge

Type: [Bidge ]

MTU: | v
Actual MTU: [1500 |
& Queves L2MTU: [65535 ]
Fies MAC Address: | ]
ARP: |enabled K3

Admin. MAC Address: | | v

&

=

o

- b
= | ' | %2 7 | =

XK Tools P
@ New Teminal
ISDN Channels
B4 KvM

3 Make Supout i
& Manual 2items
@ New WinBox

IE’d | —v—rs [ [

Figure 3.16: Create Bridge Name

¢I
1item out of 3
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Step-2: Then go to IP>Addresses> open LAN address> select your bridge
name in interface> Apply>ok. Now shows how to Add interface in bridge in

Figure 3.17

nin :A2:1E:E6 (MikroTik) - WinBox v6.22 on x86 (x86)
n Settings Dashboard

| Safe Mode | Session:[00:0C29:A2.1EE6

dge 1-Enamul>
General |STP  Status  Traffic

Name: Cacal

Te:[Bidge || [ A
L ] —

AcualMTU: [1500 ]

e L2 MTU: (65535 ] Commert
i MAC Address: | ] Copy
i) Remove
4B Rodus AP fenabled 3] | ——
KTos 0 D —
(@] New Teminal
ISDN Channels |
M 1item out of 3

| 3 Make Supout if
@ Manual
@ New WinBox

B et

Figure 3.17: Add interface in bridge
Final step-3: Bridge> ports> click add (+)> select bridge name in port

bridge>
apply> ok
Below shows how to Add port in bridge Figure 3.18

20:A2:1E:E6 (MikroTik) - WinBo

Settings  Dashboard

Safe Mode | Session:|00:0C:29:A2:1E:E6) J5)
& Quick Set
3 CAPsMAN
8 Interfaces
3 Wireless
4 Bidge
8 PPP
°18 Mesh
(/=]
P P , Tk &
L [=] E3
58l IPv6 r Hhether2 AN bridge1-Enamul
2’ MPLS r General | Status oK
# Rosing I Interface: [ETEZEN N ¥ | | [ Cancel
£ System X Bidge: [bridge 1-Enamu 31| [ reny
QQJeues
5] Fies Proty: (80 |hex | [ Disable
|| Log PahCost:[10 ||| Comment
& Radus Hozon: [ |~
X Tecs : | Remove |
2> : o ]
S — o rr— ]
ISON Charnsts |- PortToPort: fato %] -
5k qe | ctenafBlwo 3
[ JiWekce vt f [ Auto Isolate
@& Manual
@ New WinBox
la‘ lenabled ['3:1.&

Figure 3.18: Add port in bridge
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3.2.10Website Block

It uses for unnecessary access. Specially use in Office, Company and
Organization because they avoid restriction site due to security.
Process:
[P>Firewall>Layer7 Protocols>"+">Name>Facebook Block

Regexp>.+ (facebook.com). *$>Apply>Ok
[P>Firewall>General>Chain>Forward>Protocol>6(tcp)

Below shows Firewall Rule Protocol Figure 3.19

Fiter Rules | NAT Mangle Raw Service Ports Connections Address Lists Layer7 Protocols
[#|/=| [v][%] @] [ 7| |00 Reset Counters || 00 Reset Al Counters | al 3

[#] [action |[Chain Sre

| | |Src. Add 0 vM” :Packas [
:1; special dummy rule to show fasttrack cofi=SE-NTNPSY

3830.2 KiB 4518

0D (5pas.. forward
| 11 %drop  forward General | Advanced Extra Action Statistics [ ok || 2k ot
SX X s 1721600 ron: [ 3 B 1keTo7
S| =
Dst. Address: | | v
S —
S P -
ou. P -
o Pt -
o et | -
Out. Inteface: | v
In. Inteface List: | v
Out. Interface List: | v

4 items (1 selected)

Figilfe ”3;19: Firewall Rule Protocol

IP>Firewall>Advanced>Layer7 Protocol>Facebook Block

Below shows Firewall Rule for Layer 7 protocol in Figure 3.20
Firewall Rule <> =1 E3

General Advanced Extra Action Statistics | OK |
Src. Address List: [ 1~ || Cancel |
Dst. Address List: | |~ | | Apply |
Layer7 Protocol: [ _||Facebook_Block | ¥ | = l Disable |
Content: | |- | |
- : [ Copy I

Connection Bytes: S
: ) I Remove I

Connection Rate: SN
: ) I Reset Counters I

Per Connection Classifier: N
; : | Reset All Counters |

Src. MAC Address: | |~

Figure 3.20: Firewall Rule for Layer 7 protocol
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IP>Firewall>Action>drop>Apply>Ok

Below shows Firewall Action for DROP in Figure 3.21

Firewall Rule <> [=] ES
General Advanced BExtra Action | Statistics OK
Action: NI Cancel
| Log Apply
Log Prefix: W Disable

Copy

Remove

Reset Counters

|
|
|
[ Comment
|
|
|
|

Reset All Counters ]

Figure 3.21: Firewall Action for DROP

Blocked site
Now Shows Unable to reach Faceboo.com in Figure 3.22

£ yowwfacebookcom X +

3 X @ https//www.facebook.com % 0O

This site can't be reached
The connection was reset

TF‘/"
« Checking the connection
« Checking the proxy and the firewall
« Running Windows Network Diagnostics

Reload DETAILS

7:56 PM

ANED g0 B

Figure 3.22: Unable to reach Faceboo.com
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3.2.11 Centos Install Process

Install Centos 6.4 and select this option “Install or upgrade an existing system”.
Then Press [tab] to edit options (Enter). Now shows how to Linux Centos Install in

Figure 3.23

Welcome to CentOS 6.4!

ﬂnstall or upgrade an existing system
Install system with basic video driver
Rescue installed system

Boot from local drive

Memory test

Press [Tabl to edit options

Automatic boot in 53 seconds...

CentOS 6

Community ENTerprise Operating System

Figure 3.23: Linux Centos Install

Then select your country language and I select my choose language English

(English). Enter. Now Below Shows how to Select Language in Figure 3.24

‘@ What language would you like to use during the
installation process?

Bulgarian (Bbnrapcku)

Catalan (Catala)
Chinese(Simplified) (132 (&) )
Chinese(Traditional) (32 (IE82) )
Croatian (Hrvatski)

Czech (Cestina)
Danish (Dansk)
Dutch (Nederlands)

Estonian (eesti keel)
Finnish (suomi)
French (Francais)
German (Deutsch)
Greek (EAAnvIka)
Gujarati (21l
Hebrew (n'ay)
Hindi (=)

4mBack ‘ ) Next ‘

Figure 3.24: Select Language
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Now select your country location (Asia/Dhaka) and Time & Date. Then click
“Next”. Now shows the Set Time Zone Figure 3.25

Please select the nearest city in your time zone:

<
Selected city: Dhaka, Asia

Asia/Dhaka o] ‘

] System clock uses UTC

4mBack ) Next

Figure 3.25: Set Time Zone

Now set your Root Password of any character of combination and again confirm

same password. Below shows How to Set root password Figure 3.26

The root account is used for administering
Il the system. Enter a password for the root
user.

ROO[EaSSwofdj CEEE

_c.onﬁrm: .nonoootn{

Figure 3.26: Set root password
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Now select you which type of installation would you like. I would to like create

custom layout.

Below shows how to Set Create Custom Layout in Figure 3.27

Which type of installation would you like?

Use All Space
Removes all partitions on the selected device(s). This includes partitions created by other operating

. - systems.

Tip: This option will remove data from the selected device(s). Make sure you have backups.

Repl Linux )

P 9 Yy
Removes only Linux partitions (created from a previous Linux installation). This does not remove other
partitions you may have on your storage device{s) (such as VFAT or FAT32).

Tip: This option will remove data from the selected device(s). Make sure you have backups.

Shrink Current System
Shrinks existing partitions 1o create free space for the default layout.

Use Free Space
Retains your current data and partitions and uses only the unpartitioned space on the selected device
(s). assuming you have enough free space avallable.

Create Custom Layout
Manually create your own custom layout on the selected device(s) using our partitioning tool.

.
H

4mBack - ue;t

Figure 3.27: Set Create Custom Layout

Select mode need your screen. I choose minimal mode in my desktop.

Shows Select desktop mode in Figure 3.28:

The defauit installation of CentOS is a minimum install. You can optionally select a
different set of software now.

O

Minimal Desktop
@ Minimal
O Basic Server
O Database Server
Web Server
O Virtual Host

o8 Cofl Nainl 3 o an

Please select any additional repositories that you want to use for software installation.

v CentOS
<= Add additional software repositories =7 Modify repository
You can further customize the software selection now, or after install via the software
management application.
® Customize later () Customize now

Figure 3.28: Select desktop mode

©Daffodil International University
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Now CentOS 6.4 operating system start to install packages in Figure 3.29

CentOS 6 %

Community ENTerprise Operating System

Packages completed: 300 of 1089

Installing vim-common-7.2.411-1.8.el6.x86_64 (16 MB)
The common files needed by any version of the VIM editor

Figure 3.29: CentOS 6.4 installing

Now completed install CentOS 6.4. Give user name and root password then you can

use this operating system. [6]

3.2.12Creating Linux Partition

Linux partitions are divided into 3 parts root (/), boot, as well swap.

e Root Partition: /
There are a root / partition where all directories contain the original
files. Minimum space needs 5 GB HDD.

= Boot Partition: /boot
This boot partition size 200 MB.

= SWAP Partition: swap
Parcel swap is utilized to back virtual memory. In other words,
information put away on your framework isn't sufficient RAM to store
data stored on a swap partition. Partition Swap 2 GB virtual RAM for 2
GB of physical RAM and then there should be an extra 1x physical
RAM for any amount above 2 GB, but it cannot be less than 32 MB
[10]
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Below shows how to create driver partition in Figure 3.30

(51 Cent0S 64-bit (2)

Device

Size  Mount Point/
(MB) RAID/Volume

< LVM Volume Groups

v Vg

< Hard Drives

v sda

3.2.13

18276
LogVol01 10000 swap
LogVol00 8276 /home ext4
sdal 200 /boot ext4
sda2 2000 / ext4

sda3

18279 vg

Format

AN

physical volume (LVM)

Figure 3.30: Create driver partition

The Basic Command of Linux Centos

Some commands are needed to use the Linux system. Command is required for all

types of configurations, without command, these takes are not possible. Below are

some more commands: [8] in Table 3.2

Command
pwd

cat

is-1

cd

mkdir
touch
vim
rm-rf

cp

history

Table 3.2: Basic commands

Example

Pwd

Cat file name

Ls file name
Cd/root/Desktop
Mkdir directory name
Touch file name

Vim file name

rm-rf of folder name
Cp source destination
Myv source destination

History1000

©Daffodil International University

Description

Current working directory
Read file

List all Files

Change current directory
Create new directory
Create new file

Edit for file

Remove file or folder
Copy file or folder

Cut file or folder

Show the history
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Command mode of Linux

Below are shows current location & changing directory in Figure 3.31

E File Edit View
"N [root@localhost
Computer /root/Desktop

[root@localhost
[root@localhost
[root@localhost
. /root
root's Home [root@localhost
anaconda-ks.cf
=) ¢

Desktoj
[root@localhost
Trash [root@localhost
[root@localhost

root@localhost:~/Desktop/awal
Search Terminal Help
Desktopl]# pwd

Desktopl# 1s
Desktopl]# cd ..
~1# pwd
~]1# 1s
Docu install.log u f C
Down ad install.log.syslog F u Templa
~]# cd Desktop

Desktop]# mkdir awal

Desktopl]# cd awal

[root@localhost awall]# touch "text file"
[root@localhost awall# []

File Edit View Places Help

text file

Figure 3.31: current location & changing directory

3.2.14 Network Configuration

Open terminal types these commands:
#vim /etc/sysconfig/network-script/fcfg-etho
#service Networkmanager stop
#chkconfigNetworkManager off
Edit: -
ONBOOT=YES
BOOTPORTO=STATIC
IPADDR=192.168.50.187
NETMASK=255.255.255.0
GATEWAY=192.168.50.1 [9]

©Daffodil International University
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Below shows how to Set IP Address in Figure 3.32

File Edit Wiew Search Terminal Help

DEVICE=eth®

HWADDR=00:8C:29:3B: AF: 89

TYPE=Ethernet
UUID=cBdZ2d4Zf-21a9-4374-b58d-1az2l12975de81
OMNBOOT=yes

NM CONTROLLED=yes

BOOTPROTO=static

IPADDR=192.168.50.187
NETMASK=255.255.255 .0
GATEWAY =192 _.168 .58 .1

Figure 3.32: Set IP Address

3.2.15DNS Configuration

#vim /etc/resolv.conf
#service network restart

Below Shows service network restart in Figure 3.33

root@localhost:-/Desktop

File Edit View Search Terminal Help
# Generated by NetworkManager

No nameservers found; try puttimg DNS servers into your
ifcfg files in /etc/sysconfig/network-scripts like so:

DNSTI=xXxXX . XXX . XXX . XXX

DNS 2= . XX . XHX ., XXK
DOMAIN=1lab.foo.com bar.foo.com
nameserver B.8.8.8

[lameserver 8.8.4.4

“fetc/resolv.conf" 11L, 266C 11,1 ALL [

Figure 3.33: Service network restart
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ping google.com

Now ping google.com this server is ok. Below Shows ping to google.com in Figure
3.34

&=l root@localhost:~/Desktop 2
File Edit View Search Terminal Help

[root@localhost Desktopl]# service network restart =
Shutting down interface ethe:

Shutting down loopback interface:

Bringing up loopback interface:

Bringing up interface etho:

[root@localhost Desktopl# ping google.com

PING google.com (172.217.194.101) 56(84) bytes of data.
64 bytes from 172.217.194.101: icmp seq=1 ttl=43 time=57.
64 bytes from 172.217.194.101: icmp seq=2 ttl=43 time=51.
64 bytes from 172.217.194.101: icmp_seq=3 ttl=43 time=51.
64 bytes from 172.217.194.101: icmp_seq=4 ttl=43 time=51.
64 bytes from 172.217.194.101: icmp seq=5 ttl=43 time=51.
64 bytes from 172.217.194.101: icmp seq=6 ttl=43 time=51.
64 bytes from 172.217.194.101: icmp_seq=7 ttl=43 time=52.
64 bytes from 172.217.194.101: icmp seq=8 ttl=43 time=51.

——— —
(=]
A
(U —

ms
ms
ms
ms
ms
ms
ms
ms

OQUVOOKHKKH®

--- google.com ping statistics ---

8 packets transmitted, 8 received, 0% packet loss, time 7642ms
rtt min/avg/max/mdev = 51.038/52.130/57.895/2.249 ms
[root@localhost Desktopl# [

Figure 3.34: ping to google.com

3.3 Project Task and Activities

Here I have created a campus networking design using networking hardware and
some components of the software. [ use 4 routers to make the design. Multiplayer
switch is used in one number router and the last two sub switch serials of multiplayer.
The VLAN-3 used for the server and a PC using a switch. Using a switch on a PC,
and the Plan that created the wireless router for the lab. Four routers connected with
two Cloud-PT and a cloud-pt works as an ISP switches 1 router 1 switch as well 3
servers. The head office network from switch provides ip 192.168.2.0 and main
building network provide vlan-4 with the ip 192.168.4.0. Account office is connected
a switch which provide ip 192.168.3.0 and vlan-1 connected this switch and 3 pc also
connected in multiplayer switch, router and connected another 3 servers. This how i

design above campus network.
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Below Shows campus network design in Figure 3.35

VAN 19216810 | SUbited by; Abdul Avel Chowdhury
VAN2 192.6820 | Campus Network Desin 20008 VAN 192.18850

Wi

Ry

N
&

TR

Ny ST VANI.16860
VLAN3192.16830 . v
VLAW 19216840 Coud-p7 1
Coudo Iternet Rodferg B0/01 192.16851
/01 19216821 s 600212216851
000219216831 | ot
A 003 19216841 104
fa0/0.4 192.168.1.1 100, 5P Roted erver-PT
] tenetRoute 600 Serverl
Main Buldi | & 23 o1
19416840
50-
Switch2
Tnetsith -2
Mufayer Switth)
/ AN
_______ Soeer Sever-PT / \,
e Senver3 / N
MAL e e, .
b=
298004 S
- sfitc
Uy
LinkssS-VRT300N
igless Router]
s PCPT 1

DRPCPT  1abetpC.pT  PCPT PCL sy LI
Talet PO ablet pe1 2 PO v s
MAN2 Office

148
19216850

Serverd
FTP Server File Server

Figure 3.35: Campus network design

3.4 Challenges

I can learn around internship knowledge and share my happiness moments with my
batch partner. I uncovered a few common challenges amid the internship time.
However, I am revealed about some challenges during the internship. Below are the
following:

» Earn some of the necessary takes
Prepare yourself with the current time
Get some awards from various associations

Establish friendly relations with the authorities

YV V V VYV

Government discipline and quality compatibility
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CHAPTER 4
COMPETENCIES AND SMART PLAN

4.1 Competencies Earned

A learner can learn a learning outcome for achieving a statement capable of acquiring
skills or learning to succeed. Intern study results for many students in the student
association’s office Outcome: collecting and organizing internship project
information. Description: attend the new look at the Linux lab websites learning
outcome: install and configure software and upgrades internship supervisor on the site

will provide an orientation to corporate policy an accession.

4.2 Smart Plan

Each company have a inventive arrange to pick up success. Really a few common

things in combination make a innovative plan.

4.3 Reflections

In 2002, Daffodil Online Ltd inception their activities. In the past years, they amplify
operation and benefit portfolio concurring to customer's required request. From their
inception, they got lots of national and international prizes from the domestic and
outer Platform. Since they worked with numerous national and worldwide project and
organization to achieve reputation. They started their operation in 2002. In this time,
they have various customer in the past years of their inception they extended the
operation and service portfolio according to customers demand. They usage the

modern and latest technologies for upgrading the required service.
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CHAPTER 5
CONCLUSION AND FUTURE CAREER

5.1 Discussion and Conclusion

This internship review has outstanding and rewarded knowledge and real life
Wisdom. I am realized my professional career and I will be able to assist with career
opportunities that many people have been able to make sure. I discussed above about
the MikroTik router and Linux. I configured several connections in MikroTik such
Static, Dynamic, PPPoE, Bridge, Wireless and Bandwidth Management etc. As i learn
above mention configuration i think if any one-use static, there are several advantages
these are simple to configure and maintain, secure operation and it updates manually
of routes after changes. Dynamic routing would be best when more topology uses in
multiple router. Now i am going to talk about the main advantages of PPPoE routing
which builds a point to point tunnel between 2 network devices and makes username
as well password authentication. Another one is Bridge which can extend a network
by acting as repeater, it also reduces collisions but it has a big disadvantage that is
more expensive than repeaters. With this way of learning method i think i will get
opportunities to get a job any ISP company or any organization. As we know, every
company has a network design which configured above mention connection. So, there
is an opportunity to appoint in job by knowing these routes configure. It would be

more priority able who knows well in secure connection.

5.2 Scope for Further Career

As a Network engineer my professional Career are obtainable in various fields in
MikroTik and Linux. Linux is career opportunities do not just refer to the Linux
platform, it also includes many kinds of applications for kernel and device driver
development needs desktop application development, open source program engineers
and network engineers. Today many companies have moved to Linux and open
source software. Companies such as Google, Yahoo, Being, Wiki.org, and numerous
other companies have moved to taken toll viable open source arrangements. There are

huge demands for skilled IT person such as MikroTik and Linux.
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Appendices

Appendix A: Internship Reflection

The basic knowledge of my internship is to apply my professional knowledge and
serve the world. Building a suitable job, qualification and professional environment
makes it easy for a job. Applying knowledge from internship and deal with
professionals Field How to connect with new members, build new relationships with
colleagues, Supervisors and new organizations rely on learning ability. Competition
Best the way to prepare for the global market. Knowledge-making work is the key to
success Global Market Expert workmanship is a specialist in the field of MikroTik
and an expert Linux sector. My internship supervisor and internship provide an
Opportunity to take a professional opinion with an evaluation running through
personal meeting at the end of the experience. Experience internship ready for life in

global society, leadership and service, my gift is able to be able to use it.

Appendix B: Company Detail

Daffodil Online

Figure 5.1: Daffodil Online logo [7]

Head Office

Name Daffodil Online Limited (DOL)

Address 102, Shukrabad (3rd floor), Mirpur Road,
Dhanmondi, Dhaka - 1207, Bangladesh

Telephone 02-9143258-60

Fax 880-2-8116103

E-mail info@daffodilnet.com

Website www.daffodilnet.com

Type of Organization =~ Nationwide Internet Service Provider (ISP)
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