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ABSTARCT

In this modern era, everything is going to be digitalized based on internet. Globalization
networking is so important for a corporate office. Everything is need to upgrade. To upgrade a
network need to infrastructure design. Each and every Company and Institute need a safe and
efficient connectivity which can easier to accelerate their work. So, we decided to design a network
infrastructure for corporate office as our final year project. But establishing a network
infrastructure is never being an easy task. Our design is about to connect an office and their
branches to the same network to safe and faster connectivity through internet. For designing the
project, we used some networking devices, servers, personal computers, ISP connection, etc. For
a design security and durability is such an important thing. We try our level best to design this
project, so that design will be satisfied while the company will be benefited.
During COVID 19 we used virtual simulator for designing this project. We used GNS3 Software
to design this project and after implementing we tested this project on virtual machine (VMware).
Our design will be usable not only corporate office also other institute, companies. This is not only
a work for us, it was a passion which lead our team member to give the full effort to complete it.
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CHAPTER 1
INTRODUCTION

1.1 Introduction

The project about Design and Implementation of Network Administration for Corporate office is
an important aspect of networking which will make the networking sector more secure and easy
to use for corporate offices. This project builds a relationship that brings a head office and their
branches under a specific network from where easily maintain uninterrupted connect to share their
data also can observe from a particular place. By the design user can exchange data easily where
no need any kind of hassle to slow or data mess. We paid most attention about security and strong
connectivity because everything becoming insecure. We have too much concern about that. We
design a project which can be more user friendly which makes the environment sturdy. The design
implement on a simulator software which name is GSN3. We use some networking devices,
servers, virtual machine to different usability and also some user. We use virtual user as head office
and their branches. After that the devices and servers connect on a particular network like
MikroTik router. After configuration the devices and server it is an accomplished work. After

implementation we tasted this design on several ways.

1.2 Project Goal

Our final year project about Design and Implementation of Network Administration for Corporate
office. We design this Network Infrastructure to provide a batter service to the corporate offices.
Each office contains their branches and the project goal about establish a network system that will
connected head office to their branches. We will provide a network administration to provide also
different kind of services. Where they can store and access these data by several user. Also, our
goal is to provide a secure and faster network system. The main goal of this project is develop our
network infrastructure to desire a batter and strong communication which is really needed for our
corporate office. The offices are belongs various important and emergency services so they need
a network where they can get a super sturdy communication to connect their all services at specific

platform.
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1.3 Motivation

As a student of Computer Science and Engineering, we have been interested in Networking. We
also completed our six months internship after Diploma Engineering about Networking. The
Internship has ponder to lead us a design implementation about networking. This project has given
us opportunity to find out our inside questions about designing and implementing about
networking administration .Our knowledge of networking field at the start was casual. We know
generally about network developing without knowing anything specific about the networking
devices, servers and overall structure of a networking that we using. As this a subject we interested
in making our career in designing a network infrastructure and how this can be efficient by user.

It seems a natural choice of study which we knew would be both challenging and interesting.

1.4 Objectives

The core objectives which have been designated as fundamental to the project are:

e Developing a networking infrastructure for all corporate offices, Institute, etc.

e Learning more about networking through this project.

e Making a positive view of computer networking.

e The immediate goal of our project is to anticipate competitive developments and move
institute formation.

e Achieve a better understanding of the total competitive arena.

e To provide a secure and faster service.

e To provide comparatively money saving services.

e (Gain experience about networking devices and servers through this project.

e To establish future career through this project.

e To desire to income of sources.
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1.5 Scope of Studies

This report is based on Networking Infrastructure design and Implementation. Along with this, the
project report will also specifically describe the whole Network System about Corporate Offices.
This project is mainly valuable for the Networking related organizations to understand the network
system that includes several networking devices, physical and wireless devices communications,
routing protocol and configuration, network monitoring tools, servers, network security tool, and

MikroTik router and so on.

Another thing is data storing easily, data access from branch office to head office, transferring files
through private networking. Data will be encrypted on servers using some protocol to secure the

data from hacker also unauthorized user.

Another thing is security using Firewall and VPN. Firewall is a security device which protect the
networking system from unauthorized user or hacker. Virtual Private Network (VPN) is also make
that network private or more secure. When branch office send any important file to another branch
office or head office that time it need to be secure. The firewall and vpn ensure that security to

protect from any threat.

1.6 Outcomes

When we start our project, we were very focused about expected outcomes. We found successful
accomplished our project. We are proud to say that this project will bring positive outcomes at

corporate arena. Few of major outcomes of our project is given bellow:

e The way of learning such as important continent about networking.
e The way of learning about multiple devices and servers.

e Provide an as expected consequences.

e Better proactive strategy.

e Better understanding about networking.
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1.7 Report Layout

We described our whole project about designing and implementing about Design and
Implementation of Network Administration for Corporate Office through this report. We divided
our whole report into sixth different chapter.

First Chapter: | have described in this chapter, Introduction, Our goal, Motivation, Objectives of

project, Scope of studies, Expected Outcome to introduce our Project.

Second Chapter: In second chapter we describe Introduction of Background, Related Works,

Comparative Studies, Scope of Problem, and Challenges.

Third Chapter: In chapter three we mention our Required Hardware and Software and their

specification.

Fourth Chapter: In this chapter we implement our design and configure these design also server

configuration. We discuss about server such as Windows server, File Server, iSCSI Server.

Fifth Chapter: In this Chapter we tested our network after Implementation that is network working

in system.

Sixth Chapter: Our project comes to an end with the conclusion chapter. In this chapter we write

about our future plan, final words etc.
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CHAPTER 2
BACKGROUND

2.1 Introduction

The background of our networking project is very simple. We just wanted to easier the network
infrastructure design to corporate office level which will represent a system which are secure and
faster. Everyone knows that, each part of communication is depend on networking system.
Regularly the offices and companies use their old infrastructure design which are vulnerable and
also have communication lagging to connect with other branches or head offices. There is data
sharing, accessing, transferring and so on problem. The system we designed after implementing
that will make easier the communication system. That will provide a smooth and secure services

which will be accelerate the working through this network system.

In this system, head office can be monitor other branches, their work, and their update. The
branches can send information, get access, data sharing, transferring over this network privately.
The design belong with very efficient security system that makes the network system invulnerable

also protect important data and files.

After all of these effort when the project is done and we will look that the customers are happy by

this project then there was an absolute feeling of satisfaction which is a lot to us.

2.2 Related Works

Design and Simulation of Banking Network System: The banking system growth day by day
and bring many security issues and increasing cost of implementing higher security system for
both online banking user and the bank also their branches. In this modern age, the bank system
update their networking sector between head office and their branches also online banking user.
Several bank of Bangladesh, have been attacked many times by hacker [1]. After these attack the

bank simulate the network system which are more secure than previous.

We are influenced by Design and Simulation of Banking Networking System. We followed the

design of banking system to implement this project. But this project is completely different.
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Design Implementation and Monitoring of an ISP’s Network: The ISP Xenial Brodband in
Baridhara area of Dhaka [2], monitoring their customers and bandwidth provider though a network
system. Which have a good infrastructure design. They also provided some extra services through

this network system like FTP Servers.

We also influenced by their network system. We collect some data to implement our project. But

our project is completely different.

2.3 Comparative Studies

We are influenced by Design and Simulation by Banking Network System and ISP Network
System. So we studied a lot about these two Network System to implement our project. In Banking
Network System have improvement than previous network system. Now the system connected in
a private network system where communicate between their branches and head office also online

banking user. The system are now more secure.

We influenced by this two Networking System, but there is no similarity in our project. Our project
is also based on same system as they use, but the infrastructure design and many extra services are
totally different from their system. And we followed the better security system using by hardware
devices and software packages like Firewalls, VPN, NAT, etc. Our project also provide some extra
services which modernize this project and being user friendly. We collect data from these two
system and we find that how to improve and how to provide a better services then which are belong

in this market level.

2.4 Scope of Problem

In the time of internet, with the easy availability, every system has under the threat. The system
attacked by several hacker in several times. The insecurity of system user doesn’t feel safe. Not
only user sometimes government networking system attacked by hacker. Also trafficking of
system slow down the slow down the system. That can be make a major problem in a corporate
office because they depend on this system where they need a better optimized and enough secured

network system.
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But in our project we try to include something that make sure the system is more secured and
faster. The design will attract corporate offices to get better communication platform also. We
designed this to provide not only network system also have the extra services like faster

transferring, transmission, quick responsive, etc.
2.5 Challenges

At the time of designing our project we had faced a lot of challenges. During COVID 19 we didn’t
get proper guideline, we didn’t managed any lab. Causes of lockdown we shifted our hometown
where we faced huge internet connection issues. Also we have communication issue to each other.
We faced major problem that we didn’t arranged the requirement instrument and required machine
to configure. Then we choose virtual simulator GSN3 to implement the design. After implement
we had face the other problem that to taste the project. Then we create virtual machine in one pc

and tasted the project. We know how to overcome and finally we did it by grace of Almighty.
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CHAPTER 3
REQUIREMENT SPECIFICATION & USAGE

3.1 Hardware Requirements

For making a networking project, a pc must need a minimum hardware requirement. There is

Figure 3.1 about hardware requirement which is shown below.

Device specifications

Device name

Processor

Installed RAM
Device ID
Product ID
System type

Pen and touch

Figure 3.1: Hardware Specification

Processor: Intel(R) Core(TM) i5-5200U

CPU: 2.2 GHz
RAM: 8.00 GB
GPU: 4.00 GB

We face several issues while render the project for low configuration PC.
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3.2 Project Requirements

Table 3.1: Implementation Tool

Logo of Tools Product of Tools Usage Work Exp.
. Cisco[4] Cisco Managed Connecting
¥ : Switch Devices
MikroTik[5] MikroTik Internet Explore Routing and
Ethernet Router Routed
Cisco Cisco Router Networking Routing and
Device Routed
Software Requirements
Microsoft[6] Windows 10, User operating
Windows 7 system
il Microsoft Windows Establish
WELEVS Servers Server
Server
GSN3[7] Simulator Design
Implement
MikroTik Winbox GUI
Configuration
f I VMware[8] VM Ware To make virtual
D Workstation Pro Computer
Version 16.

In Table 3.1 we mentioned Networking Devices and Software are used in this project. We used

also some software and hardware devices which we didn’t mention on Table 3.1 but we used these

device and software to implement this project.
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3.3 Switch

Figure 3.2: Cisco Switch

Figure 3.2 Cisco Switch

We use some switches in our project to implement. We choose cisco switch, the switch design by
cisco is too relible and give better services. Basically Network Switch used for to connect
networking devices in a particular platfrom like a computer connect to printer, router, server, other

resources.

Systems Administration is the need to some component for the switches, and switches that let our
connection associate at least one PCs to another PCS, even various systems. A network switch that
operates in the Data Link Layer of OSI model. Which are belong Layer 2 of OSI model. A
networking switch is also known a switching hub, bridging hub, MAC Bridge, etc. This is a device
on a network. Which using packet switching to receive and sent again data to the destination

device.
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3.3 MikroTik Router
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Figure 3.3: MikroTik Router

Figure 3.3: MikroTik Router

In Figure 3.2 we mention a router which developed by MikroTik. The name of the device MikroTik
router. This is the major device in our project we use most. We choose use to MikroTik Router
because the capability of this router. The MikroTik Router is a more powerful device than other
routers, which has many good reason to use, including internet sharing and bandwidth control. It
is a device like a switch/router, ranging in size from a small box to a large box. This device has
one port for the internet connection and LAN port for local area network as like other routers. This
router will act as an internet sharing server and is possible to use multiple devices on the same

network using this device.

MikroTik Operating System (ISO): The developers of MikroTik Router have also developed it as

an operating system.
Why we choose MikroTik Router the answer given below:

e Easily Bandwidth control and distribution,

@Daffodil International University 11



e Auto system backup,

e Filtering, Firewalls, Hotspot, OSPF, MPLS Routing,
e Winbox graphical interface, remote,

e Website Blocking,

e Easy Monitoring,

e Virtual Private Network (VPN),

e Various benefits including load balancing.

3.5 GSN3: Graphical Network Simulator

) LUNS3
=) f . sllace y -y ) i = | =
AN LY O4L3 > T EHE 2a@O
Nodes Types 20 Topology Summary @

& Router c1700 | R2 > @ W2

& Router c2600 L U

& Router c2691 » @ QEmu3

& Router c3600 » @ QEMU4

& Router 3700 » @R1

& Router c7200 » @ R2

& Pix firewall » @R3

& ASA firewall

@ Juniper router

& Ethernet switch

#¥ ATM bridge

ATM switch

B Frame Relay switch

EtherSwitch router

B 1os
I

Cloud

» @ R4
» B sw1

Figure 3.4: GSN3

In Figure 3.4, we mention the Graphical Network Simulator (GNS3). Where can design high
quality and complex network topology. Basically it’s used for to emulate, configure, test and
troubleshoot virtual and real network. The simulator can run in low configure pc. GNS3 is an open
source software which can download and use free. That support multiple switching, routing option.
The availability of each and every networking devices. The configuration process are easier

comparatively. Even some devices are pre —configured and optimized.
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During COVID 19, we faced some major issues. We didn’t arrange the devices, machine, PCs,
resources. That’s why we choose for a Simulator for implement this project. We used the devices
for free whatever that was easy to configure in this platform. There are some simulator like Cisco
Packet Tracer, Boson Netsim, EVE-NG, etc. But we choose to implement on GNS3. Some features
of GNS3 attracted us.

There are some features of GNS3:

e Design of high quality and complex network topologies.

e Packet capture using Wireshark.

e Simulation of simple Ethernet, Frame.

e GNS3 supports devices and 10S of more vendors.

e Easy to hardware emulation

e Connect and simulate VMware/Virtual Box to GNS3 and can create some of
complex network labs.

e We can design network diagram and can represent network architecture easily.

3.6 Winbox

Winbox is a small utility software application which allow administration of MikroTik RouterOS
using simple graphical user interface. Winbox Manage and configure MikroTik RouterOS. We
choose Winbox to configure our router because in Winbox has some interesting features and
services such as easy to configure devices and manage these devices. We used Winbox to
configured MikroTik Router.

There are other some alternatives of Winbox but in the worst scenario comparatively easy to use

and reliable to get expected outcome.
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CHAPTER 4
DESIGN AND IMPLEMENTATION

4.1 Design a Network

Below the Step of project that define network design. It will fulfill all of the requirement of any

W
1 [ Logistics Network
) -1 rengineering team involved
Define Process Steps | _ l e e\ﬁ-ey step

A
2

Perform lugistics audit

3.
Examine logistics network

alternatives "—]
: ’

Conduct'facility

[

[ 6.
. . _f;_ . =
Location Selection Network & Server Decision Develop implementation
Making plan

Figure 4.1: Network Design Process

In Figure 4.1 state that a process of designing network. This diagram show what are these step to

designing network.
4.2 Backbone Network Design

To design a netwrork, we would like to follw some rules make it more economical and provides

high perfomance. There are some goal that squeare a designed network that mention earlier.

e Confidentiality
e Availability
e Scalability

e Security

To get better outcome a network should be well engineered that enable flexibility and growth.

We try to manage.
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4.3 Overall design of a Network Planning

Figure 4.3: Overall Design of Network Planning for Corporate Office

In Figure 4.3 state that Overall Design of Network Planning for Corporate Office. We designed
this Network Infrastructure for corporate office as our final year project. We designed this project

on a simulator which name is GNSS3.

Some important info given below about our designed Network planning:
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e The mentioned Image above shown that it consist with several WAN and LAN and
its Head office and their branches and servers. Servers and Head office and their
branches communicate each other via internet.

e We can see in Figure 4.3 that the server and Offices associated by using routers and
switches.

e InFigure 4.3 we see a small connecting using some workstation and server is LAN
stands for Local Area Network.

e Here we see another network connected to internet that consist with three branch

office and every branches workstation .This is WAN stand for Wide Area Network.

4.4 Layer Network

Core

Distribution

Access

Web server Email server PCA1 PC2

Figure 4.4: Layer Network of Designed Project

4.5 Design Implementation on Head Office

At first we implement our design to organize Head Office. Our step to implement design for Head
Offices are need to establish Internet Connection, Installation of Networking devices,

Configuration of Networking Devices, Checking Connectivity to get expected outcome. Instance
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get information from a reputed ISP to establish connection like IP Address, Subnet Mask,

Gateway, and DNS and so on.
4.6 Internet Connectivity

To implement the design we must need a good internet connection. In this design, we used several
networking devices which need a strong and reliable internet connection to associate each other.
So, we explore a package of corporate offices. Which are provided by AMBER IT LTD [9]. The
package specially featured for corporate purpose. There are some features of ISP that are Real IP,
Free Talk Time, Reduce Call Costs, Redundant Link, Safe DNS, and Video Conferencing and so
on.

Amberk(ISP)

HeadOffice /

/

TewY TOCIY Tewi- .

Figure 4.6: Internet Connectivity

In Figure 4.6 shown that we taking broadband connection to our head office which provided by
Amber IT.

Connection Information:
IP Address:  192.168.101.156
Subnet Mask: 255.255.255.0
Gateway: 192.168.101.254

Primary DNS: 8.8.8.8
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4.7 Local Area Network of Head Office

» A]

UL L LIRS

Head0fficel

HeadlLan-1

y. FileServer WebServer1 WebServer2

Figure 4.7: Local Area Network Connection

In Figure 4.7 that shown local area network of head office. It is a group of associate Networking
Devices that share a common communication channel or wireless to communicate a server or user.
LAN encompasses computer and peripherals associate a server or among head office. User of head

office use LAN affiliation to share resources such as DC Server and Other servers to PCs.

In Figure 4.7 shown that the design, we used MikroTik Router which combined with another
MikroTik router which also associate with SW1 then SW2 which connect HR-1 and several
servers. And also use another switch Sw4 to extend some servers. Sw4 switch also connecting user
which is IT-1.
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4.8 LAN Configuration for Head Office

@ admin@0C:2%:E1:5F4C (Head Office) - WinBox (64bit) +6.48.1 on x86 (x86) — O =

Session  Settings Dashboard

T | T Safe Mode Session: | M:0C:25:91:A2:70 Uptime:00:35.47 W
& Quick Set DHCP Metwork <192.168.5.0/24>
4 CAPsMAMN e
':' L::::::S Gateway: [152.168.5.1 -
52 e -
+_ PPP Mo DMS
®12 Mesh OMNS Servers: |8.8.8.8 3
25 |P [2 Domain: -
== IPvE I WINS Servers: &
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System [
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Bs Files Boot File Mame: -
Log DHCP Options: &
&7 RADIUS DHCP Option Set: hd
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we LoRa
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More 2

Figure 4.8.1: DHCP configuration

In Figure 4.8 we configured DHCP for Head Office Router 2. We follow certain steps to configure
DHCP for Head Office Router 2 which given below.

DHCP Configuration Procedures:

> Step-1:
Login into head office main router through Winbox.
» Step-2:

IP> Addresses > ether3 > 192.168.5.1/24 > enable > apply > ok.

» Step-3:
IP> DHCP Sever > DHCP Setup > DHCP Interface > ether3 > DHCP Address >
192.168.5.0/24 > Gateway > 192.168.5.1 > Address to give out > 192.168.5.2-
192.168.5.254 > DNS > 8.8.8.8 > lease time > 24:00:00 > ok.

» Step-4:

IP > Firewall > NAT > Action > Masquerade.
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@ admin@O00C: 2%:FD:25:C7 (Head Lan) - WinBox (84bit) w6.48.1 on x86 (x88) — (] =

Session  Settings Dashboard

Safe Mode Session: Uptime:[00:15:33 W

& Cuick Set
L CAPsMAN
WA Interfaces DHCF Client | DHCP Client Options

< Wirsless [#1[=] [w][2]

Ghh—i [Interface [U.“ [Add D...[IP Address | Expires After | Status
== FPP etherl yes yes 192.168.5.25 00:09:50 bound
®I2 Mesh

DHCP Client <etherl:>

%= 1P

=8 IPwE DHCP | Adwvanced  Status

MPLS
Interface: [ETE NG| = |

¥ Routing
Sratem Use Peer DNS

@ Queues Use Peer NTP

E Files Add Default Route: |yes
Log

a7 RADIUS
2. Tools

Bl Mew Terminal
wm LoRa
< Dot1X

@ Dude

More

|enabled |Status: bound

Figure 4.8.2: WAN and LAN Connectivity in Head Office

In Figure 4.9 establish WAN and LAN Connectivity for Head Office router 2. In figure shown
that DHCP Client and DHCP Server Setup. We follow some step to establish connectivity for

Head Office. The steps are given below.
WAN Connectivity through DHCP Client:

» Step-1:

Login into Head Office router 2.
» Step-2:

IP > DHCP Client > New DHCP Client > Interface > etherl > Enable > Apply >
Ok.

DHCP Server Setup:

» Step-1:
IP > DHCP Sever > DHCP Setup > DHCP Interface > ether2 > DHCP Address >
10.1.1.0/24 > Gateway > 10.1.1.1 > Address to give out > 10.1.1.2-10.1.1.254 >
DNS > 8.8.8.8 > lease time > 24:00:00 > Ok.

» Step-2:
IP > Firewall > NAT > Action > Masquerade.
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Machine Connectivity:

» Step-1:
Login DC Server
» Step-2:

Go to Internet and Network setting > Change Adapter Setting > Ethernet > Properties
> |PV4 > Obtain an IP address automatically > Obtain DNS server address automatically >
Apply > Ok.

Now each of devices of LAN will get IP from DHCP Server. Now need to check connectivity that

configuration are ok.
Connectivity Check:

» Step-1:

Open cmd > type ‘ping google.com’ > Enter.

Cormmand Prompt

oft Windows [Version 18.8.19842
Microsoft Corporation. All rights

C:WsershLutfur R. Limon> ping goog

Pinging google 4.125.° i 2 bytes of data:

from 74. . =1 i TTL=181
from 74. . =1 td TTL=18&"

i
ed y
rip times in milli
Maximum = 29Sms, Awv

Figure 4.8.3: Connectivity Check

In Figure 4.8.3 we tested LAN Connectivity. We can see in shown image we type “ping

google.com” on cmd. The outcome ensure that the connection established. Our configuration are
all ok.
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4.9 Design implantation on branch 1

AmberIt(ISP)

PN 0 0 O RPN Sty
e L I

Branch-1

sl

g

Figure 4.9: Design Implementation for Branch 1

According to Figure 4.9, we got some static IP from Head Office to connect Branchl. We used a
switch which associate with IT2 then connect with a Cisco router which make internet connection
with user by using another switch. To configure Branchl we need addresses to assign and

configure Cisco router.

@Daffodil International University 22



4.10 Branchl Configuration

Address Assign for Branchl

Session  Settings  Dashboard

LaRie Safe Mode Session: |00:0C:29:91:A2:70 Uptime:00:01:33 W
& Quick Set -
L CAPsMAM E] [=1/E3
o Irtorfaces Interfy| =k || ==| & | 3% O] T LTE
4 Wireless Address etwark efface - [=][x]
=& Bridge Routd Address <10.1.1.2/24>
== PPP Address: [10.1.1.1v24
=r* Mesh &= | 5 all -

- MES Metwork: [10.1.1.0 -
=8 |p I fting Mark |+
- AS Interface: |ether2 ¥
B
& IPv6 ™ |(oac P 1
wes 1 onc *
I Routing [
@ Goeues
B e
Log
29 RADIUS enabled
». Tools I~
B New Terminal 2 items (1 selected)
wm | oRa
< Dot1X
- »
Dud [
@ uae Jitems (1 selected)
More [

Figure 4.10.1: Address Assign for Branchl

In Figure 4.10.1 we assigning Addresses for Branch 1 on head office. The configuration procedures

of Static IP given below.
Static IP configuration:

» Step-1:
Login into Head Office main router through Winbox.
» Step-2:
IP > Addresses > ether2 > 10.1.1.1/24 > enable > Apply > Ok.
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Addresses Assign for WAN Connectivity

G admin@00:0C:29:51:DF: 39 (Branch-1) - WinBox (84bit) v6.48.1 on x86 (x86) — ] =
Session  Settings Dashboard
KT || Safe Mode Session: | 0:0C:29:91:A2.70 Uptime:|00:14:15 W
& Cuick Set
4 CAPsMAN =13 [=1/E3)
W rterfaces Interf{ e || = halllE S &l T h LTE
4 Wireless - O[]
7% Bridge Routg
== PPP Address: [10.1.1.2/24
e &= |5 all ¥
o Mesh Metwork: [10.1.1.0 -
55 |p I~ iting Mark |+
- AS Imteface: ¥
=&l IPvE [ DAC 1
wPis 1| joac 1
Tt Routing [2
oo
B e
Log
= RADIUS enabled
-
2. Tools I
28 New Terminal 2 items (1 selected)
m LoRa
< Dotl1X
- »
@ Dude » Aitems (1 selected)
More [

Figure 4.10.2: Add Assigning for WAN Connectivity for Branchl

In Figure 4.10.2, we assigned addresses to Branchl main router for set up WAN Connectivity.

Configured with static IP from Head office. The processes are mentioned below.
Connection through Static IP:

» Step-1:
Login into Branchl1 main router through Winbox.
» Step-2:
IP > Addresses > etherl > 10.1.1.2/24 > Enable > Apply > Ok.
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Branchl Static Configuration

@ admin@O000C:25:51:DF:39 (Branch-1) - WinBox (84bit) v6.48.1 on x86 (x26) — ] e
Session Settings  Dashboard
LR Safe Mode Session: | 00:0C:25:91:A2:70 Uptime:(00:15:34 W
& Quick Set
4+ CAPsMAN [=1|E3
— = Route <0.0.0.0/0>
4 Wireless o :
enera i
=2 Bridge Attributes
== PPP Dst. Address: |[ENENNEET]
® : Mesh Gateway: |10.1.1.1 ¥ | |\reachable etherl
=25 P [2
=& IPvE I Check Gateway:
MPLS I~ Type: |unicast
I Routing r Distance: |1
System [ = o
cope:
B Queues P
B Files Target Scope: |10
Log Routing Mark:
&7 RAaDIUS Pref. Source:
». Tools [
Bl Mew Teminal
==
= enabled active static
<& Dot1X
- »
@ Pz 4 3 items {1 selected)
Mare (b

Figure 4.10.3: Branchl static configure

In Figure 4.10.3 we assigned Gateway and DNS through Static IP. Previous Figure 4.10.2 we
assigned address to initiate connection through static IP. Now we need to configure by allocate
Gateway Addresses and DNS.

Gateway and DNS Assigning

» Step-1:

IP > route > gateway > 10.1.1.1 > Ok.
» Step-2:

IP > DNS > 8.8.8.8 > Ok.

Connectivity check for branchl

» Step-1:
Go to cmd
» Step-2:
Type ‘ping google.com’
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cs.] Command

Prompt

Microsoft Windows [Version 10.0.19042.928]
(c) Microsoft Corporation. All rights reserved.

:\Users\Lutfur R.

Pinging google.com [74.125.138.138]

from
from
from
from

74.125
74.125
74.125
74.125

.138.138:
.138.138:
.138.138:
.138.138:

bytes=3

bytes=32
bytes=32
bytes=32

Ping statistics for 74.125.138.138:

Packets

: Sent

= 4,

Received = 4,

Limon> ping google.com

with 32 bytes of data:

time=295ms
time=295ms
time=295ms
time=295ms

Lost = @ (0% loss),

TTL=101
TTL=101
TTL=101
TTL=101

Approximate round trip times in milli-seconds:

Minimum = 295ms, Maximum = 295ms, Average = 295ms

Figure 4.10.4: Connectivity Check Branchl

In Figure 4.10.4 ensure that the connection are established.
Address Assign for Cisco Router

We used a cisco router in our Branchl. We assigned addresses then we configured the router.

& admin@0D0:0C:29:51:0F:39 (Branch-1) - WinBox (B4bit) v6.48.1 on x86 (x86) — O 4
Dashboard
Session: | 00:0C:259:91:A2:70

Session  Settings

LRl Safe Mode Uptime:|00:16:17 1

[=1/E3

& Quick Set
4 CAPsMAN
wm Interfaces = | x| O T

4 Wireless
%2 Bridge
==z PPP
“I5 Mesh
sl P
£l IPvE
MPLS
J* Routing
System
B Queues Copy
B Files
o =
RADIUS

.
-
». Tools

Address <192.168.4.1/24>

Address: [[EFREERIE oK

Network: [182.168.4.0 - Cancel

Interface: |ether2
Apply

L

Digable

Comment

Remove

enabled

B New Teminal 2 items (1 selected)

W LoRa
4 Dot1X

(@ Dude

Mare

Figure 4.10.5 Address assign for Cisco Router
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In Figure 4.10.5 state that we used a Cisco router in Branchl which build connection from Head

office. The router connect Branchl user into Network System.
Assigning Address Procedure on Cisco Router for Branchl

» Step-1:
Login into Branch1 main router through Winbox.

» Step-2:
IP > Addresses > ether2 > 192.168.4.1/24 > Enable > Apply > Ok.

» Step-3:
IP > DHCP Sever > DHCP Setup > DHCP Interface > ether3 > DHCP Address >
192.168.4.0/24 > Gateway > 192.168.4.1 > Address to give out > 192.168.4.2-
192.168.4.254 > DNS > 8.8.8.8 > lease time > 24:00:00 > Ok.

» Step-4:
IP > Firewall > NAT > Action > Masquerade.

Now, Addresses are assigned in Cisco Router of Branchl.

Configuration of Cisco Router for Branchl

» Step-1:
Open Cisco Router Console

» Step-2:
Type Command for WAN connectivity.

Command:
CiscoR#conf t
CiscoR(config)#IP domain lookup
CiscoR(config)#int f0/0
CiscoR(config)#IP add dhcp
CiscoR(config-if)#no sh
CiscoR(config-if)#exit

CiscoR(config)#int f0/0
CiscoR(config-if)#IP nat outside
CiscoR(config-if)#exit
CiscoR(config-if)#int f0/6
CiscoR(config-if)#IP nat inside
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CiscoR(config-if)#iexit

CiscoR(config)#IP access-list standard 1
CiscoR(config-std-nacl)#permit any
CiscoR(config-std-nacl)#exit

CiscoR(config)#IP nat inside list 1 int fO/0 overload
CiscoR(config)#exit

» Step-3: DHCP Configuration for Branchl users under Cisco Router

Commands:

CiscoR(config)#int f0/6

CiscoR(config-if)# IP add 10.1.1.1 255.255.255.0
CiscoR(config-if)#no sh

CiscoR(config-if)# IP dhcp pool 1
CiscoR(dhcp-config-if)#network 10.1.1.0 255.255.255.0

CiscoR(dhcp-config-if)# default-gateway 10.1.1.1
CiscoR(dhcp-config)# dns-server 8.8.8.8

Now Cisco router is configured by above command. Which commanded from CLI.
User connectivity

After configured Cisco Router we need to connect user to the network of Branchl for they can use

internet connection. The steps are mentioned below that how initiate user connectivity.

» Step-1:
Boot and Sign in into User Machine

» Step-2:
Go to Internet and Network setting > Change Adapter Setting > Ethernet > Properties >
IPVV4 > Obtain IP Address Automatically > Obtain DNS Server Address Automatically >
Apply > Ok.

Check Connectivity

After Configured Cisco router and also ensure User connectivity we should to check that user of

Branchl getting internet. To check the internet of Branchl:

Open Terminal Type ‘ping google.com’ > Enter.
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4.11 Design Implementation for Branch2

AmberTt(ISP)

HeadOfficel
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BackupM

Figure 4.11: Overall Design for Branch2

According to Figure 4.11, by using PPPOE we connect Branch2 and Head Office. PPPOE stand
for Point-to-Point over Ethernet. The overall design of Branch2 state that the design to connect
each device to on a network which associate with Head office. From Head Office can monitor

Branch2. Devices Installation and Configuration processes explain below.
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Why We Choose PPPOE?

Point-to-Point over Ethernet refers to the system used in connecting multiple devices, computer,
laptop, smartphone and so on an Ethernet Local Area Network (LAN). The main purpose of PPPoE
used in a building or office allow that user can share a common digital subscriber line. PPPOE has
some specified features. That’s why we choose to use this system. The feature of PPPOE are
mentioned here.

Advantages of PPPoE:

Easy to Configure

Support Multiple Devices and Users on a local area network (LAN)
Authentication, Encryption, Data Compression

Widely Deployed and 8 bytes Header

DHCP Based on User Login

V V VYV V V

4.12 PPPOE Server Configuration

I. Address Assigning in PPPOE

@ admin@00:0C:29:21:93:23 (Head Office) - WinBox (64bit) w6.43.1 on x86 (x26) — O x
Session  Settings Dashboard

Safe Mode Session: Uptime:lm
& Quick Set
7. CAPsMAN
W Interfaces
4 Wireless
%2 Bridge
*. PPP
12 Mesh
5 |p
IPvE
() MPLS
J* Routing
il System
& Queues
B§ Files
=l Log
a7 RADIUS
#. Tools 2
B Mew Terminal
™ LoRa

@ Dot1X
@ Dude P 4 items (1 selected)

- 7 7 77

Figure 4.12.1: Assign PPPOE IP Addresses
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PPPOE IP Address Assign:

» Step-1:
Login into Head Office Main router through Winbox.
» Step-2:
IP > Addresses > ether2 > 10.1.1.1/24 > enable > Apply > Ok.

In Figure 4.12.1 above mentioned, we need to assign IP Addresses to configure PPPOE Server.

PPPOE Server Configuration:

ii. PPPoE Profile Generate

@ admin@00:0C:29:21:93:25 (Head Office) - WinBox (64bit) v6.48.1 on x86 (x86) — O *
Session  Settings  Dashboard
W3 || (4| | Safe Mode | Session:|00:0C:23:51:A2:70 Uptime:|00:00:52 B
# Quick Set PPP Profile <profile> = E3
JUIS i General | Protocols  Limits  Queus  Scripts [=IlE3
W Interfaces
4 Wireless e £
52 Bridge Interface  PPPoE Ser Local Address: |10.1.1.1 ¥ - Bpply
= FFP & = 0O T Remote Address: (10.1.1.2 F|
E
o Mesh Name Lod Remote IPv6 Prefix Poal: b
255 - I:
= | Qe DHCPV6 PD Pool: v =
5 |PyG P O default-encr...
= O profile1 10
MPLS M o : Bridge: <
T Routing [+ Bridge Port Priority: -
System I Bridge Path Cost: -
! Queues Bridge Horzon: hd
5 Files
Bridge Leaming: |default ¥
Log
&7 RADIUS Incoming Filter: -
#. Tools ¥ Outgoing Filter: hd
Bl N i ;
ew Teminal Address List: a
" LoRa
. Interface List: -
@ Dot1X
@ Dude [ || 3items (1 selected) DNS Server: >
More 2 ~

Figure 4.12.2: PPPOE Profile Generate

Configuration of PPPoE Profile Generate:

» PPP > Profile > General > Name > Profilel > Local Address > 10.1.1.1 > Remote Address
>10.1.1.2 > Apply > Ok.
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iii. PPPoE User Generate

@ admin@00:0C:29:21:93:25 (Head Office) - WinBox (64bit) v6.48.1 on x86 (x26) - O >
Session Settings Dashboard
Safe Mode | Session:|00:0C:29:91:A2:70 Uptime:|00:01:22 W
& Quick Set
T CAPSMAN =5
™ Interfaces :
% Wireless PPF Secret <userls>
== Bridge Interface  PPPoE Sel Hame: Z oK
2z PPP [#e][=] [w][2] | password [ 12| | [ | [
o Mesh [Name / |Passw Service: [pppoe [#] s |Last Logged Out [Last C:
| ——
o e —
MPLS r~ Profile: |profile 1 [ =] sane
) Comment
1 Routing y Local Address: [10.1.1.1 -
C
System : Remote Address: [10.1.1.2 -
> Cuoues Remote V6 Pric| |
5 Files
1o e
a7 A0S Pt v
2. Tools 2
B New Teminal Limit Bytes In: I:I Y el
wn LoR —
° [enabled
@ Dot1X « ! |
@ Dude [+ [|1item {1 selected)

Figure 4.12.3: PPPoE Secret/User
Configuration of User

> PPP > Secret > Name > userl > Password > userl > Service > PPPOE > Profile > Profilel
> Local Address >10.1.1.1 > Remote Address > 10.1.1.2 > Apply > Ok.

iv. PPPOE Server Generate
Configuration of PPPoE Server:

» PPP > PPPOE Server > Server Name > servicel > Interface > ether2 > default profile >
profilel > Apply > Ok.
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v. PPPoE Client configuration:

@ admin@00:0C:29:530:61:6C (Branch-2) - WinBox (64bit) v6.42.1 on x86 (x36) — O *

Session  Settings  Dashboard

Session: Uptime:|00:01:19 B

& Cuick Set
L CAPsMAN
W Interfaces Interface <pppoe-out1s = E

4 Wireless General  Dial Out |Status Traffic

%2 Bridge S =
Ej PPP Interface ‘ PPPGE § As:mce' :l l: Cence
o ame: -
N eI | | orason
= ::PLS :: [Name i :”se” | | | Disable | T Packet {p/
<=} pppoe-out 1 Password: |***** - Comment Obps
& IPvé P Profile: |defautt =
1 Rauting : Keepalive Timeout: |10 | & Lo
w1 |
B Queues [ Dial On Demand _Tord1
I Fies [] Use Peer DNS
o Can
Log Add Default Route
&7 RADIUS
Default Route Distance: |1 |
2. Tocls ¥
B Mew Teminal Mlow: [v| mschap?  [v| mschap
Wi LoRa [v] chap [vl pap
& Dat1X
@ Dude 2 o
More I | |1 item out of 5 (1 seleq
Figure 4.12.4: Configuration of PPPOE Client
Configuration of PPPoE Client:
» Step-1:
Login into Branch2 router through Winbox.
»> Step-2:
PPP > Interface > PPPOE Client > Dial Out > User > userl > Password > userl > Apply
Ok.

Connectivity Check of Branch2:

» Opencmd
» Command: ping google.com

We need to check that Branch2 internet connection that are established by above command.
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4.13 Windows Server Installation

In our designed Network Infrastructure, we used several server such as Windows Server, File
Server, ISCSI Server, etc. So we need to install and configure our servers. We install these servers
in our Virtual Machine.

Firstly we installed Windows Server. The version of Windows Server is Windows Server 2019.
We install the server in VM Machine due to physical opportunity. Windows Server 2019 is a one
kind of operating system which use as a server. The installation process are same as like how we

install operating system in our Pc.
4.14 ADDS Install in Windows Server

Active Directory Domain Services (ADDS) is a server role in Active Directory. Active Directory
helps that organize our office’s users, computer and more. IT admin of Head Office uses Active
Directory to organize our office’s complete hierarchy from which computers belong on head office
network. There are to division to install Active Directory Domain Services on Windows Server

System mention are below.
Prerequisite of ADDS Installation

» Assign Static IP Address
» Set strong Administration Password

> Set Time zone
ADDS installation processes

» Open Server Manager
» Server Manager > Dashboard > Manage > Add Roles and Feature > Installation Type >

Role based > server selection > current server > Server Roles > ADDS > Features > Default

Features > Overview > Install > Result > Restart Machine.
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=, Add Roles and Features Wizard — O >

DESTINATIOMN SERWVER

Select server roles Member Amindoptmizer joca
Before You Begin Select one or more roles to install on the selected server.
Installation Type Roles Description

Active Directory Domain Services
{AD DS) stores information about
objects on the network and makes

rver Roles

S Active Directory Lightweight Directory Services this information a\I.ra_llable e =T

AD Ds Active Directory Rights Management Services and nEhNC"_'k administrators. :E"D Ds
Dievice Health Attestation uses domain controllers to give

Confirmzation DHCP Server network users access to permitted
DMNS Server resources anywhere on the network

Fax Server through a single logon process.

File and Storage Services (3 of 12 installed)
Host Guardian Service

Hyper-W

Metwork Controller

Metwork Policy and Access Services
Print and Document Services
Remaote Access

Remote Desktop Services

Volume Activation Services

Web Server (IIS)

Windows Deployment Services

0 R N R

[ <Previous | [ mNea > Install Cancel

Figure 4.14.1: Selecting ADDS Role

In Figure 4.14.1, Shown that Selecting Active Directory Domain Services (ADDS) Role.
4.15 Promote Server as a Domain Controller

e Server Manager > Dashboard > Task > Promote this server to a Domain Controller >
Deployment Configuration > Add a new forest > domain > mindoptimizer.local > domain
controller options > Set DSRM Password > DNS Option > Additional Option > Path >
Review Options > Prerequisite Check > Install > Installation > Result > Restart Machine.

. . TARGET SERVER
Deployment Configuration ADDS

Deployment Configuration i
Select the deployment operation

@ Add a domain controller to an existing domain
0 Add a new domain to an existing forest
O Add a new forest

Specify the domain information for this operation

Supply the credentials to perform this operation

<No credentials provided >

Figure 4.15.1: Server to Domain Controller
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In Figure 4.15.1 mentioned that the promoting of Windows Server 2019 as a Domain Controller.
Domain Controller Promotion is a tool in active directory which install and removes ADDS and

promotes domain controllers.

After Promoting to DC (Domain Controller)

[E Server Manager - X

@ ¥ Server Manager * Local Server & Manage  Tools  View  Help
B PROPERTIES

IiE Dashboard . For DC TASKS ¥

i Local Server )

- Computer name DC Last installed updates MNever

& All Servers Domain mindoptimizer.local Windows Update Download upda

I—i-i AD DS Last checked for updates Mever

£ DNS

ii File and Storage Services [+ Windows Defender Firewal Domain: Off Windows Defender Antivirus Real-Time Prote
Remote management Enabled Feedback & Diagnostics Settings
Remote Desktop Disabled E Enhanced Security Configuration On
NIC Teaming Disabled Time zone (UTC+06:00) Dh
EthermnetD 192.168.1.1 Product ID Mot activated
Ethernetl IPv4 address assigned by DHCP, IPv6 enabled
Operating system version Microsoft Windows Server 2019 Datacenter Processors Intel(R) Core(Th
Hardware information VMware, Inc. VMware7,1 nstalled memory (RAM) 2GB

T an 4o
EVENTS
All events | 43 total TASKS =

Figure 4.15.2: Promoted server as a Domain Controller

Domain Joining in Windows Operating System

Computer Name/Domain Changes >

You can change the name and the membership of this
computer. Changes might affect access to network resources

Computer name:
I Memb er2) |

Full computer name
Member-4.mindoptimizer local

Mare
Member of
(®) Domain:
mindoptimizer local | I
() Workgroup:
oK Cancel

Figure 4.15.3: Attaching Domain with OS
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We follow some procedure to joining Domain into Operating System and mark in Figure 4.13.4.

e Go to Setting > about your PC > Properties > Computer Name > Change > Member of >

Select Domain > mindoptimizer.local > Ok.

For approval of Domain User need to provide DC Username and Password. (We can do it via into

specific user). By the same process we can associate each machine to Domain Controller.
4.16 Organizational Unit, Groups, User Creating

e Go to Server Manager > Tools > Active Directory Users and Computer > Expand
mindoptimizer.local > Right Click > New > OU > Name > IT > Ok.

e Right Click on OU > New > User >First Name > IT > Last Name > 1> Username > itl >
Password > Confirm Password > Check in User can’t change password > Ok> Finish.

e Right Click on OU > New > Groups > Group Name > it > Group Scope > Global > Group
Type > Security > Ok.

e Right Click on user itl > Add queue group > select group it > ok.

We can create multiple Organizational Unit (OU) groups, user though CSV File in windows
PowerShell.

User Login via Domain User

Boot User Machine > Username > itl@mindoptimizer.local > Password > admin@il > hit

Q E
S

Other user

Enter.

Figure 4.16.1: Sign in with Domain User
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In Figure 4.16.1 sign in machine with domain user which we Create d above.

Check Domain User

BN C\Windows\system32\cmd.exe

rights reserved.

Figure 4.16.2: Check Domain User Presence

After Sign in with domain user of Branches. To ensure that domain user can their work in the

network. Above Figure 4.16.2 ensure that the domain user who login into server are correct.
4.17 File Server

File Server is a one kind of server that provides access to files. File Server take action as main file
storage location that can be access by multiple users. A file server could be dedicated system as
like NAS which means Network attached Storage Device, or it can be simply a computer that host

share computer.

In our design, we create a file server which monitoring by Head office. Such as corporate office

they can easily work with the same document, spreadsheet and other data.
File server Installation

» Open Server Manager

» Server Manager > Dashboard > Manage > Add Roles and Feature > Installation Type >
Role based > server selection > current server > Server Roles > File Storage Service >
Expand >File and ISCSI Service > Expand > File Server Recourse Manager > Features >

Default Features > Overview > Install > Result.
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i. File Server Role Selection

= Add Roles and Features Wizard — O >
r‘: - | — = =T - | - DESTINATION SERWVER
Select server roles DC mindoptimizer.iocal
Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description

|| DHCP Server File and iSCSI Services provides

+| DMS Server (Installed) technologies that help you manage
[ Fax Server file servers and storage, reduce disk
4 [W] File and Storage Services (2 of 12 installed) space utilization, replicate and cache
PR 1lFil= and iSCSI Services (2 of 11 installed! files to branch offices, move or fail
+| File Server (Installed) over a file share to another cluster
[C] BranchCache far Network Files node, and share files by using the
[[] Data Deduplication NFS protocol.

[ oFs Mamespaces
[ ] DFS Replication

l ~*| File Server Resource Manager (Installed) I

] iscsi Target Server
] iscsi Target Storage Provider (WDS and VSE
[] server for NFS
[] Waork Folders
~| Storage Services (Installed)
[] Host Guardian Service
[ Hyper-v

(o] [ ] [ o

Figure 4.17: Role Selection for File Server

In Figure 4.17, we select the file server role from windows features. To installation of File Server
we must need to add server role. After selecting role we check that the role is installed in our

windows feature then we configure the server from server manager.
4.18 File Server Configure

To install File Server in our system. We need to follow some step. After installing File Server
Resources Manager (FSRM) the major part of server installation that configuration of File server.

There are few steps below that can create a file server on our system.

i. Create Quota Template: Configuration of File server, firstly we need create quota template.
We Create Quota Template by using following step that given below.

» Go to Server Manager

» Server Manager > Tools > FSRM > Expand Quota Management > Create Quota Template
> Template Name > Storage > Limit > 50 Gigabyte > Hard Quota > Notification Threshold
> Add > Event Log > Check in Send warning to event log > Report > Check in Generate

Report > Check in duplicate files, file screening, large files > Ok.

@Daffodil International University 39



File Action View Help

4= =p | = || H |

== File Server Resource Manager (Locqd Quota Template Properties for Storage >

Actions
-
~ &2 ‘?UDC‘;E '\':E”EQE""E“ Copy properties from queta template {optional): e Ly i
& Quotas = :
2] Quota Templates Sterage Cery ] Create Quota Templat...
5™ File Screening Management Settings |8 Refresh
54 storage Reports Management Template name w
& Classification Management [Storags | =
& File Management Tasks S —— EH Hep
| Selected Quota Templates -
Create Quota from Te...
Space limit
S Edit Template Properti...
50.000 GB ~ K Delete
(@) Hard quota: Do not allow users to exceed limit H Hep

(O Soft quota: Allow users to exceed limit (use for monitoring)

Notification thresholds i

Threshald E-mail Evert Log  Command Report
WWaming {(85%} - -~
Add

Figure 4.18.1: Creating Quota Template

After Creating Quota Template to share Folder where Domain user store Data.

Go to File Manager and Create folder > File Server > Right click > Properties > Sharing >
Advanced sharing > check in share this folder > Permission > Full Control > Add groups > it >
Ok.

ii. Quota Apply

File Action View Help
4= = | 2|
s File Server Resource Manager (Local) || Fiar g

< Actions
L Create Cucta
~ Cuota Management
& %} Quotas 9 d atch Temp... | Description | | Quotas
- Quota path:
3] Quota Templates uota p % Create Quot
a? File Screening Management |E' FileServer EEIEE )| Refresh
@ Storage Reports Management (@ Create quota on path View
‘5?; Classification Management () Auto apply template and create quotas on existing and new subfolders
7 File Management Tasks Help

Gluota properties
You can either use properties from a quota template or define custam
quota properties.
How do you want to configure quaota properties 7
(®) Derive properties from this guota template frecommended):

Storage ~

() Define custom gueta properties

Summary of quota properties:
= Quota: EvFileServer
- Source template: Storage
- Limit: 50.0 GB (Hard)
=) Motification: 2
WWaming(85%): Event log. Report

Create Cancel

Figure 4.18.2: Quota Applying
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For apply quota, Go to Server Manager > Tools > FSRM > Expand Quota Management > Quota

> Create Quota > Drive Quota Path > Drive Properties Storage which we Create d > Create.
iii. File Screening Management

File Screening Management is a feature that we can control the types of files that user can store on
a file server. We can set limit to user that can access and store. File management also blocking
specific types of files from specific user. In our system we use once more like Head office HR
department can access and edit specific files which worker of branches cant access. We can File
Screening Management by using following step given below.

Firstly, we need to Create File Screening Management Template.
File Screening Management Template Create:

Go to Server Manager > Tools > FSRM > Expand File Screening Management > Create file
Screening Management> Settings>Template Name>Block Audio and Video>Screening

Type>Active Screening>Select file groups>Audio and Video files>ok
Now we need to Apply File Screening after creating template.

Apply File Screening

ES
File Action View Help
&= | HE

Za File Server Resource Manager (Local) || Fger: Show all- 0 ftems Actions
~ &5 Quota Management
2 5 Quotas g File Screen Path Screening Type | File Groups Seurce Template Match... File Screens -
T S Create File Screen..
- 2] Quota Templates Create File Screen = —
~ £ File Screening Management /¥ Create File Screen Exce...
ﬁ :::e zcreen;-r \ File screen path @] Refresh
5] File Screen Templates - =
() File Groups E:\FileServer | [ Browss.. | View »
i Storage Reports Management Focsrmrrmiere H Hep

=1l Classification Management

L File Management Tasks You can either use properties from a file screen template or define custom
<]

file screen properties.
How do you want to configure file screen properties?
(®) Derive properties from this file screen template recommended):

Block Audio and Video Files -

() Define custom file screen properties

Summary of file screen properties:

=l File screen:
i+ Source template: Block Audio and Video Files
- Sereening type: Active
L. File groups: Audio and Video Files
i.. Notifications: Email, Event log

Create Cancel

Figure 4.18.3: Applying File Screening
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In Figure 4.18.3, after creating template we applying File Screening.

Fore applying File Screening, Go to Server Manager > Tools > FSRM > Expand File Screening
Management >File Screens> Create Screen >Drive File Screen Path>Drive Properties which we

Create d> Create.

Now, we can block or compress files to multiple user.
4.19 iSCSI Server

ISCSI Server stands for Internet Small Computer System Interface Server is a storage networking
protocol that easy to data transfer, share storage over IP/TCP. iSCSI server has two part such as
iISCSI Target and iSCSI Initiator. iSCSI target software run into iSCSI Server and define logical
units as iISCSI target devices. In other hand iSCSI initiator run on different servers and connect to
target server to make the storage visible that server. We configured that two part of iISCSI Server

in our design. The configuration mentioned below.
iISCSI Storage Target Server Configuration:

At first we need to configure target server. For configure Target Server we need to select server

role as like installing others server.

Go to ISCSI Server Manager > Dashboard > Manage > Add Roles and Features > Installation
Type > Role based > Server Selection > Default > Server Role > Expand File and Storage Services
> Expand File & ISCSI Services > Check in ISCSI Target Server > Features > Default > Overview

> Result.

After installing Target Server it create a storage which act as backup. The installed services of the
ISCSI storage that can never fault. If main server storage are full then head office and branches

can use iSCSI server as a cloud server.
ISCSI Server configuration

Go to Server manager > File & Storage Services > iISCSI > Create New iSCSI Virtual Disk >
Virtual Disk Location > Select Server > ISCSI Server > Select Volume > C: > Virtual Disk Name

> |SCSI1 > Select Virtual Disc Size > 10GB > Dynamically Expending > ISCSI Target > New
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ISCSI Target > Name > iSCSI1 > Add > Select enter a value > Type > IP Address > Value >
10.1.1.2, 10.1.1.3 (Clients IP) > Confirmation > Result.

EE_ iSCSl VIRTUAL DISKS
Servers Al iSCSI virtual disks | 2 total TASKS =
Volumes Fitter o =) - (A - n2
Disks
Storage Pools Path Status Virtual Disk Status Target Name Target Status Initiator 1D Size
Shares 4 Member-4 (2}
CAisesiiscsi-2.vhdx Not Connected  iscsi-2 Mot Connected  IPAddress:10.1.1.2, IPAddress:10.1.1.3  10.0 GB
Work Folders Chlscsivlscsi-1wvhdx Mot Connected iscsi-1 Mot Connected  IPAddress:10.1.1.2, IPAddress:10.1.1.3 5.00 GB

Last refreshed on 4/30/2021 8:01:04 PM

iSCSI TARGETS

Ciiscsiliscsi-2.vhdx on Member-4

Figure 4.19.1: iSCSI Virtual Disk Management

In Figure 4.19.1 iSCSI Virtual Disk Management state crating iSCSI virtual Disk which can use

multiple user if main server are full.
Disk Enabling to Client Side
Now need to enable that into Client Side. For enabling Disk:

Go to disk management > select iSCSI storage > new storage > name > iSCSI-2 > OK.

B serve anage
= | This PC — O ><

| computer iews [=]
~ -~ |l > This PC - T Search This PC e

~ Folders (7)

uick access

3D Objects Desktop
_. Documents Downloads
Jﬁ PMusic Pictures
etwork L=

~ Devices and drives (4)

Local Disk (C2) . §
== — == DT
50.6 GE free of 59.3 GB —
w Iscsi-1 (E:) w Iscsi-2 (F:)
| —— |
@ 4.92 GB free of 4.928 GB e 9.92 GB free of 9.98 GB

Figure 4.19.2: Creating iSCSI-2 Storage
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4.20 Failover Clustering

Failover Clustering is group of server that work together to the ensure availability and scalability
of clustered role. The Failover Clustering is independent group where servers work simultaneously
for increase more activity in server. Like when a server fail the failover cluster make sure same

services from another servers.

In our design of head office if any server fail of fault then by the failover clustering user can get
same services from another server in the same time. The main advantages of Failover Cluster is

without data losing server can switch if occur any problem of fail.
Failover Clustering Configuration

» Step-1:
Need to install failover clustering feature to machine which are want to setup failover
cluster.
» Step-2:
Each Cluster Node are must ensure that contain same iISCSI Storage.
» Step-3:
Validity Configuration Check of nodes that cluster nodes are suitable for failover

clustering.
Access Point for Administering the Cluster:

After checking validity Create new cluster > Access Point for administering the cluster > Assign

a unique cluster IP > Confirmation > Creating New Cluster > Summary > Ok.

In Figure 4.20.1, we assigning IP for creating New Cluster from Access Point for Administering

the Cluster which are mentioned below.

After creating Failover Cluster by assigning two IP we have got failover cluster manager from
where we can switch server if any server fail we can get same services from another server in the

same time.
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Bl Create Cluster Wizard =
j%i‘ Access Point for Administering the Cluster
e
Before You Begin Type the name you want to use when administering the cluster.
Cluster Name: Cluster-1 |
Confimmation The MetBIOS name is limited to 15 characters. One or more IPv4 addresses could not be configured
automatically. For each network to be used, make sure the network is selected, and then type an
Creating New Cluster address.
S
s Metwoarks Address
172.16.1.0/24 172.16.1.182
10.1.1.0/24
< Previous Mexd = Cancel
Figure 4.20.1: IP Assign for Creating Cluster
i &5 Failover Cluster Manager — [m| X
File Action View Help
=== H
% Failover Cluster Manager Nodes (2) Actions
v aﬁ%;‘:ﬂf'”mmi”d"pﬂ” | Queries ~ [k ¥ |(v] | Nodes -
I :53 Modes Name Status Assigned Vote Current Vote Site ? Add Node...
v [ Storage = Member-2 ® U 1 1 View 3
2 Disks 2 Ve
B Pools n Member:3 ®w t 1 [d] Refresh
BB Enclosures [ Hep
:_5;5 Metworks
Cluster Events L -
i, Pause »
i Resume »
8. Remote Desktop
@ Information Details...
Show Critical Events
More Actions »
ﬂ Help
{ >
v % Member-3
Status: Up ~
Node ID: 2
Uptime: 2:35:20
Memory: 893 ME Available, 2.00 GE Total
Processors: (2) Intel{R) Core(TM) i5-4210U CFU @ 1.70GHz
CPU Usaage: 12%
Figure 4.20.2: Failover Cluster Manager
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4.21 NLB Clustering

Network Load Balancing (NLB) Clustering is the ability to balance traffic of web server. When
user use single channel in web server then increase the traffic of server and it’s going to slow or
fail. In this case NLB balance the load of web server. If hundreds of user try to access the server it
getting busy in this time NLB divided user into two channels that can be reduce trafficking in
server. That ensure the scalability of server. In our design we configured Network Load Balancing

which explain below.

Network Load Balancing Configuration:

o Step-1:

Firstly need to install NLB Feature on nodes where we want to cluster.

o Step-2:
Server Manager > Tools > NLB > New Cluster > Connect to hostl > Priority > 1 >
Dedicated IP > Add IP Address > 192.168.1.250 > Cluster Permeates > Select IP Address
> 192.168.1.250 > Internet Name > www.mindoptimizer.local > Cluster operation mode>
multicast > Add Port > Port Range > 80, 443 > Protocol > Both> Ok.

o Step-3:

From NLB Manager > Add Host to Cluster > Host IP Address > Priority > 2 > Finish.

Figure 4.19 mentioned below state that Networking Load Balancing configured.
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@ Network Load Balancing Manager — O = I
File Cluster Host Options Help
a EIE% Metwork Load Balancing Clusters Host configuration information for hosts in cluster www mindoptimizer local (152.168.1.250)
= @ y —
El" P'EE"IBI EE Host (Inteface) Status Dedicated IP address Dedicated IP subnet n
=l -3({Domain
MEMBER-2(Domain) MEMBER-3{Domain) Converged 152.168.14 25525852650
== MEMBER-Z({Domain) Converged 152.168.1.3 255.255.255.0
£ > £ >
Leg En.. Date Time Cluster Host Description
0001 5/1/2021 3:03:50 AM MLE Manager sessicn started
0002 57172021 3:03:55 AM Loading configuration information from host "Member-3.mindoptim
0003 5/1/2021 2:03:56 AM Leading configuration information from host "Member-2.mindeptim
< >

Figure 4.21: Network Load Balancing

4.22 Group Policy Management

Group Policy Management is an interface that simplifies administering GPOs. Group Policy
Management has key feature that monitoring ensure limitation of user computer from admin panel

which means GPOs uniform the user.

In our design, we installed some features like worker’s machine doesn’t able to access on control
manager that means they can’t install or uninstall any packages. We have used so many features

like that which we are mentioned below.

Features we used in machines under this network:
e Prohibited Control Panel,
e Lock taskbar,
e Software Deployment,
e Password Policy,
e Audit Policy,
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e Task Manager,

e Inbound /Outbound Rules,

e Disable Windows update,

e Bitlocker,

e Disable Local Admin,

e User Rights Assignments

e Mapped Driver,

e Prohibited Changing Proxy Settings,
e Setting the default lock screen,

e Prevent changing background,

e Set wallpaper, and so on.
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CHAPTER 5
TESTING

5.1 What is testing?

Network Testing, a subset of designing and development, is a whole design testing for quality
control of network infrastructure.

We tested several times to maintain quality and also check expected outcome. The testing, ensure
that the environment of networking is working perfectly. We are giving few test case for different

situation.

5.2 Test case 1

Test Case

Test Procedure
Expected Result
Actual Result

Comment

Conditional Test
Expected Result
Actual Result

Accuracy

5.3 Test case 2
Test Case

Test Procedure
Expected Result

Actual Result

: This test will be check internet connectivity Head Office and Branches.
: Open terminal and Type ‘ping 8.8.8.8” and hit enter.

: Internet works perfectly in this infrastructure.

: Internet connection filed on Branch1l.

: Need to check for Masquerade configuration on Firewall NAT Action.
Masquerade not configured properly. Configure it.

: Again open terminal and type ‘ping 8.8.8.8” and hit enter.

: Successfully data stored.

: Internet working properly.

: Accuracy depends on Networking Devices.

: Domain Controller (DC) control all the domain user perfectly.
: Try to share data in file server.
: Successfully data stored.

: Can’t share data in file server.
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Comment

Conditional Test
Expected Result
Actual Result

Accuracy

5.4 Test Case 3

Test Case

Text Procedure

Expected Result
Actual Result

Comment

: Networking and Sharing issue. Turn on Network Discovery and File and Printer

Sharing.

: Try again to share data.

: Successfully data stored.
: Data shared successfully.

: Perfectly accurate

: This test will check remotely connect using VPN.

: Try to connect VPN connection by username and password which provided by

VPN Server.
: VPN connected successfully.
: Working perfectly.

: VPN working as expected
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CHAPTER 6

CONCLUSION
7.1 Obstacles

A network project means a lot of experience. In this section we summarize the experience gained
by project team during development of “Design and Implementation of Network Administration

for Corporate Office”. At the same time, we faced so many problems.

1. Working with networking devices completely a new experience for us. Normally we are

working with simple networking, using simple devices, servers, etc.

2. We adopt these things by video tutorials, text tutorials, and internet and learning materials given

by the tools themselves. It's a matter of time, patience and hard work.

3. It is very sensible work and it demands much time because the networking designing try to

connect networking environment with the real world.

4. Network designing is very difficult because you need to work with each and every point of the

model.

5. The Exists design demands vast knowledge about its properties, sections and sub-sections.

After all the thing is that a networking project is not a project of 6 or 8 months for two people.
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7.2 Achievements

1. Now we know much more about networking device. How it works? The properties, objects and

others.

2. We know how design and implement.
3. Co-Operation between group members.
4. Develop communication skills.

5. Growing creative thinking and imagination capability.
7.3 Future Plan

e Level Extension

e Improve Hardware Configuration

e Develop Infrastructure of Networking project

e Introduce new environment and scenes

e Maintenance Server

e Now our final year project designing and implementing virtually. In future, we will make

it using physical Devices and Server.

@Daffodil International University 52



7.4 Appendices

We learned a lot through this project. This project has sharpened our concept in Networking sector,

installation devices and the software-hardware interface.

We learned a lot about networking. The success of this project may give pleasure to corporate user

among in our country. This project only tested our technical skills but also our temperament.

There were times that we almost lost hope but we recovered through constant concentration and

hard work.
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