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ABSTRACT

In the 21st century digital lifestyle in a smart city, security is one of the core ingredients
in order to ensure the digital continuity. For ensuring money, premises and personal
belongings safe and secured from unauthorized person this project is conceptualized. This
proposed project titled "A Smart Face Recognizing Offline Lock™ a system developed
for protecting assets using digital system. Although this system works even without
Internet that means a user can use it through offline by an android application. The
system will furnish a complete security solution and making disabled to access for
unauthorized people. Prohibited access is strictly controlled through the design of this
system. The system stores images of users and only authorized person will be granted by
this system. A user can register his image through an android application to unlock his
locked device. The proposed system is implemented using Python programming language
with OpenCV. As the realm of this research model, image detection are classified, and

94% accuracy are achieved which can obviously secure our principal things.
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CHAPTER 1

INTRODUCTION

1.1 Introduction

According to “Numbeo”[12] the percentage of home robbed and things stolen is 70.5% of
the total crime in last ten years. And this is escalating day by day.

Even with the utilization of locks, the crime, robberies get happened because of the very
fact that such locks were simply breakable. So, there's a necessity to create alternative
quite locks that cannot be simply broken.

Several researchers also proposed completely different sorts of digital door locks,
automatic countersign based mostly door locks, code based door locks etc.

So we wanted to use a smart lock for home security which will be unlocked by user’s
image detection. Because face-detection algorithms navel on the detection of frontal
human face, it's parallel to image detection within which the image of an individual is
matched bit by bit. The image matches the image stores in the information. Any change
to the facial features of the data, will rule out the system. So that without any authorized

person nobody can enter.

1.2 Motivation

According to Bangladesh Police only in year of 2018 approximate a number of 6123
cases have been filed for robbery and theft in houses, offices or in any other places.
Beside that many people even didn’t filed any complain to Police. Security is one of the
principal need of any person. So we thought that we could reduce this problem by using
face detection method. Face-detection is used massively for any security purpose now a

days. Our proposed method is capable of preventing unauthorized entry.

As for the purpose, we are extremely motivated to establish a system to secure home

security and recognize exotic persons to prevent crime.



1.3 Objectives

The main objectives of this project is to secure security of Home, Offices or any places.

To prevent externals from entering secure places.

To identified the criminals who wanted to enter secure places illegally.
To make security easier.

To construct a smart security system.

To make a secured country.

1.4 Expected Outcomes

In this digital era criminal are also using digital techniques to do crime. So it’s difficult to
secure any place with basic gadgets. For that we wanted to use modern technology. By
using Face-detection we could solve this problems. Some aspects come from our projects
are given below-

This projects can be applied at any places like house, office, or any institutions.
This system will keep places secure.

This model will prevent any unauthorized person from entering any secure places.
Only authorized persons will get access to enter.

It will reduces stole, robbery at home or any other places.

© Daffodil International University 2
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1.5 Report Layout

Chapter 1: Introduction- The introduction, motivation, objectives and expected outcome
of the project work we have done is written here and the report layout.

Chapter 2: Background- The following chapter is all about the background situation of
our work that we have done. We also provided the literature review of project, Relative
studies and tests of the system.

Chapter 3: Project methodology — This chapter has discussed about the method we used
to construct the system. This sector has the methods and steps, data collection procedure,
some numerical analysis of the cited system.

Chapter 4: Experimental results and discussion: - This chapter is discussed all the
experimental result that has been attained by the proposed system is discussed along with
the presentation analysis and a summary of the result is covered. Beside that we
submitted the system design in this chapter.

Chapter 5: Conclusions- In This chapter contains the conclusion part and the ideas of
implication of further study on this topic.

© Daffodil International University 3
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CHAPTER 2

Background Study

2.1 Introduction

In this chapter we will discuss on various research work. A lot of work has been done
regarding this topic. The concept of locks and keys were originate almost 4000 years ago.
The conventional door lock uses the key which was very easy to access any unauthorized
person by using a duplicate key. In addition, if the owner loses the key they will not be
able to open the door and need to wait more time for coming the technician. This is a
process that took a long time. To solve against this baulk, some security systems have
been developed with the advanced technology such as face detection, fingerprint based
door locking system, optimized door locking and unlocking using 10T, automatic door
locking and unlocking etc. Offline Smart Door Lock based on face detection is an
android based project where we proposed a system by using OpenCV and Python
language. In this method door will be unlocked by identifying and recognized images of
any actual authorized person.

Facial recognition system is a technology that can identify or approve a person from a
digital image or video frame. There are multiple ways within which biometric
identification systems work, however generally, they work by examination elite facial
expression from given image with faces at intervals an information. it's additionally
delineate as a Biometric computing primarily based application which will
unambiguously establish an individual by analyzing patterns supported the person's facial
textures and form.

In this system we used OpenCV to recognize the images. Normally OpenCV (Open
supply computer Vision Library) is associate open supply computer vision and machine
learning package library. OpenCV was engineered to produce a standard infrastructure
for computer vision applications and to accelerate the employment of machine perception
within the business product. It is an open source media. So everyone able to use it.

© Daffodil International University 4
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For face recognition the main two parts are

e Face Detection.
e Face Identifying.

At first we detect the face in front of our camera by using OpenCV. Then the image will
tested by LPGH algorithm. And it will be matched with the registered image. If the match
is completed successfully door will be unlocked easily.

2.2 Literature Review

Onoyan AO et al. [1] developed biometric based door lock system by using ATMEGA
328 ARDUINO microcontroller, fingerprint scanner R305. This system consisted into
two parts fingerprint inscriptions and fingerprint resemble. At first, it stores the verified
fingerprint information by scanning and then when a person puts his/her fingerprint on
the sensor, the sensor captures and estimates with the verified fingerprint library in
microcontroller. By using C language the microcontroller was paraded. If the fingerprint
matches with the registered fingerprint it will send a signal to incite the door lock process
and the door will open for 5 seconds then it closes automatically. Initially LCD displayed
the message for a user “insert fingerprint on the sensor” and after completing above
process if it matches the text converted into “access granted”. If the fingerprint doesn’t
matches with the registered fingerprint the door will be obstructed and LCD will shows
“Access Denied” also the buzzer will be actuated. The note is that LCD displays the
name with specific fingerprint.

Adarsh V Patil et al. [2] manifested an android based smart door locking system. This
paper proposed the cost effective solution with the advanced technology. This system
provides a complete security for Business organization, home, school and office etc.
Arduino Uno, android, smartphones are used to complete this lock security system. It
works on pre-determined password concept. By using Arduino Uno, this system accepts
the indication from the smartphone. It controls the electric door strike. Then the
Bluetooth module HC-05 is used for communicating between the smartphone and
Arduino Uno. The system is also multimode functionalities. A user can login from an
android smart phone then entered the password from the keypad. If the password is
correct the door is opened by the motor. After entering the door using GSM SIM 800 a
user can send message to others user. Apart from these, there are many flexibilities like a

© Daffodil International University 5
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user can reset the password if he/she forgets the password or if anyone feels insecure
about his password. Recovery password will be available after forgetting the registered
email address. In future the system can also implement the face recognition, voice
conversation process for better security.

Anuradha. R.S et al. [3] had proposed an optimized locking and unlocking a system by
using wireless system. It is an application for smart home automation system for ensuring
our money, data, premises and personal belonging safe and secured from an unauthorized
person. They developed their proposal by using Arduino Uno, DC motor, Wi-Fi. The
ideal purpose of this systems is a user can lock and unlock a door within Wi-Fi range
from inside or outside a house. Create an Android application consisting of two buttons,
on and off. The system sends a signal to door from a computer or Tablet or a mobile
devices by using wireless system. Wireless LAN module fixed in Arduino Uno board.
When a user clicks a button, the door locked, otherwise it is unlocked. The interesting
part of the work is if a user forget to lock the door they can lock/unlock it from the first
floor or any other floor within the available rang

Agbo David O et al. [4] implemented a door locking system by using android app and the
Bluetooth module. The app can be installed on any android smart phone. There were two
buttons “open door” and “close door”. The app was connected with the Bluetooth
module HCO5 that shows the current activity about the door is open or close. The
Arduino Uno controls the locking unlocking process. When a user entire the password the
application requests a permission to turn on the Bluetooth. From the android smartphone
the Bluetooth receives the commands and passes to the microcontroller. If the password
is correct the door will open otherwise it will be closed.

Janaki Venukumar et al. [5] Security is the most vital issue nowadays for us when we are
out of our households. In these days trustable solution for the problem is not yet properly
identified. Here presented an automated locking system where Arduino plays a vital role
to process the whole thing. Arduino is basically a microcontroller board. It is a simple
tool. The ability of sensing, monitoring, storing and controlling had made it unique.
Arduino Uno can be perfectly used to control access. The project shows a keyless system
for operating lock using a pre-defined password.

© Daffodil International University 6
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Lia Kamelia et al. [6] Present days are the era of living in a smart technologies. So that,
the term “smart home” gives a wide thinking to us of living in new technologies.
Windows based PC are highly used to do these types of projects. We have worked hard to
make the smart home feeling just using the device of our pocket, the mobile phone where
Bluetooth will be enough to communicate with devices.

2.3 Challenges
We faced some problem with implementing our project.

1. If we run our project in a low brightness environment, it will not work
correctly. Therefore, we need a pleasant atmosphere with proper brightness.

2. We need a high quality-based camera to implement this project. So, it is a
very cost-effective problem.

3. If anyone registers with an image, unique id and name, the lock will be open.

© Daffodil International University 7
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CHAPTER 3
RESEARCH METHODOLOGY

3.1 Introduction

The method of completing the project is going to be written here. We have made our
research on face detecting systems and Embedded Systems. We have embedded some
devices including Camera and installed face detecting system on it. Beside of using
hardwire parts we also have an android app to give user easily usable interface to
registrar.

In previous chapter we discussed about how our system will work. We have also
discussed some others work also. This chapter will have discussed about the system
procedure what we are used to develop this system. Before starting to develop this
system, we studied about some related works of our system. We found out the
appropriate algorithm we have to use, which algorithm will be suitable for this system.
We have used Local Binary Patters histogram (LBPH) for identifying the face with Haar
cascade classifier for detecting the human face. We also have used Raspberry Pi to
unlock the door.

3.2 Methodology

The system will start with registering users face with information. For every lock the 1%
user will be able to registrar without hassle. Thus, the lock will be paired with 1% user.
Then if any family member needs to do registrar s/he have to give any previous user’s
unique information like 1D with name. This additional procedure will help the lock to be
registered with any new stranger person. Without this system any user could be able to
come to near the lock registrar himself with the lock to open using his face. This could be
a real disaster.

After completing the registration process throughout Bluetooth, the data will be saved.
And lock itself will capture some pictures of the user.

Our written code will train the device with newly captured pictures. Thus, the lock will
be ready to work with. To train our lock we have used python programming language.
Opencv which is an object detecting library written by intel has many build-in methods to

© Daffodil International University 8
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train our pictures. While the training is done a .yml file will be created that have all
necessary data to detect a face.

After completing all of these where user just need to give his/her data using android, our
lock will be ready to work. Whenever the lock will find out the registered face, it will be
unlocked itself. After staying unlocked for 7 second it will be ready for being locked
again.

%50
3
N iy

Figure 3.1: Registrar user using android app

Figure 3.2: Face is enough to open the lock

Now the methodology is going to be elaborately described.

In our system, it will work with 5 main steps which are given below

© Daffodil International University 9
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orwbpPE

Face Detection & Data set create

Train Data Set

Face Recognition

Send the data through Bluetooth to Raspberry Pi
Unlocked the lock.

1. Face Detection and Data set create: Face recognition technology is used in
many face recognition applications. Visual scene can be created where the
location of human and their faces with the process of psychology. Here we need
to detect face in real-time.

Now Some of the important topics are described in detail:

e OpenCV: Opencv is an Open Source Computer Vision Library. This is a
computer vision and ML (Machine Learning) software library. The library is
open source[7]. Opencv is licensed by BSD.

e What Do OpenCV Do: OpenCV has about 2500 algorithms. A huge number
of built-in methods help user in various ways.

o

O O O O o0 o0 O

o O O O

Detect faces and recognize faces,

Obiject can be identified,

Human actions can be classified from video,

camera movements can be tracked,

moving objects can be followed,

3D models of any objects can be extracted,

3D point clouds can be produced by using stereo cameras,

to produce a high-resolution image OpenCV can stitch images together
of an entire scene,

similar images can be identified from any database,

red eyes from images occupied using flash can be easily detached,
follow eye activities,

recognize background and found markers to overlay it with augmented
reality etc.

e NumPy: In Python NumPy is the central package for technical computing. It is a
Python library that offers a multidimensional array object [8], It is a Python
library that offers a multidimensional array object, various resulting objects, and
an assortment of routines for fast processes on arrays, including mathematical,

© Daffodil International University 10
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logical, shape manipulation, sorting, selecting, 1/0, discrete Fourier transforms,
basic linear algebra, basic statistical operations, random simulation and much
more.

the ndarray object is the core of the NumPy package. This summarizes n-
dimensional arrays of homogeneous data types, with many processes being
performed in compiled code for performance. There are some important variances
between NumPy arrays and the standard Python sequences:

o NumPy arrays work with a fixed length, Python lists (which can grow
dynamically) is quite unlike with it. A new array can be created by
changing the size of a ndarray and also let it delete the original.

o The NumPy array must-have elements of the same data type, which
can affect the operation if it is not, and, therefore, will have the same
size in memory. Exception: you can have arrays of objects (Python,
including NumPy), which allows you to use arrays of elements of
different sizes.

o NumPy arrays facilitate complex mathematical and other types of
operations with large amounts of data. Typically, such operations are
executed more efficiently and with less code than is possible using
Python’s built-in sequences.

e Cascade Classifier: Firstly, the classifier is trained with the help of several
hundred samples of views of a particular object, called positive examples that are
the same size, and negative - arbitrary images of the same size.

After learning the classification, it can be applied to any area of interest in the
input image. An area object can be displayed and otherwise display “0” in the
Search window classifier can be moved around the image to search for an object
in the entire image, and each position can be checked using the classifier. The
hierarchy is designed in such a way that it can easily find points of interest in
various forms, which is more efficient than resizing the image itself. Thus, the
scanning method must be performed several times at different scales in order to
find an object of unknown size in the image.

The word "cascade” in the name of the classifier means that the resulting classifier
consists of several simpler classifiers (steps), which are subsequently applied to
the area of interest until at some stage the candidate is rejected or all steps are
completed. The word “elevated” means that the classifiers at each stage of the
cascade are complex in themselves, and they are built from basic classifiers using
one of four different methods of raising (weighted voting). Currently supported

© Daffodil International University 11


https://fsymbols.com/computer/copyright/
https://fsymbols.com/computer/copyright/

are Discrete Adaboost, Real Adaboost, Gentle Adaboost, and Logitboost. The
basic classifiers are classifiers of the decision tree with at least 2 sheets. Haar-like
features are input to the main classifiers and are calculated as described below.
The current algorithm uses the following haar-like functions:

l. Edge features

1 =K’ 2\

{a} (h) (c) (d)

2. Line features

mom =E P

(1) (b)) © (@ (e (g) (B
3. Center-surround features

.
(a) [;;

Figure 3.3: Finding region of interest (ROI)

The characteristic used in a specific classification is characterized by its shape (1a, 2b,
etc.), its location in the region of interest and its scale (this scale is not the same as used
in step 1), although these two scales are manifold). For example, in the third line (2c), the
answer is calculated as the difference between the sum of the pixels of the image below
the rectangle covering the entire function (two white bands and the black band in the
middle) and the sum of the pixels of the image under the black band multiplied by 3 to
fill the field size differences. Was done the sum of the values of the pixels in a
rectangular region is calculated quickly using the integral image.-

e Haarcascade frontalface default.xml: this is the trained classifiers for
detecting objects of a particular type[10][11].

e Converting into Gray-Scale: Various reasons for converting RGB image into
grayscale image is,

1. Noise signal. For many image processing applications, color information does
not help us identify important edges or other features. There are exceptions.
Color information can be detected if the color is marked on a grayscale image
or if we need to detect known color objects (orange fruit in front of the green

© Daffodil International University 12
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leaf), we can consider the word if color is not needed. At first, the "scale” of
grayscale is a bit flexible, but you get used to it.

2. Code complexity. If you want to find edges based on brightness and date, you
need to do more if extra color information is not useful for the application of
interest, that extra work (and additional debugging, extra pain in software
support, etc.). is not.

3. To learn image processing, you should first understand gray processing and
how to apply it to multi-channel processing, not start with full-color imaging
and miss all the important insights that can be learned from single-channel
processing.

4. Difficult to visualize. In gray images, the concept of aquatic algorithms is very
conceptual because we can think of two spatial and one-dimensional
dimensions as a three-dimensional image of mountains, valleys, water basins,
veins, and so on. There are many algorithms that have intuitive "physical”
explanations that help us think about our problems. This kind of visualization is
much more powerful in RGB, HSI, laboratories and other color space because
there are additional dimensions that standard human brains cannot easily
imagine. Sure, we might think of it as a "red peak™ but what does that mountain
(x, y, h, s, i) look like in space? Second, one description is that any color
variable is thought of as a high-intensity image, but this goes back to our gray-
scale image processing.

5. Color is a complex thing. People understand colors and recognize colors with
captivating ease. If you want to distinguish colors, (a) you want to keep track of
results and ensure the best results, light, brightness, color camera calibration,
and Control other factors. The following is a long-term business trip on a topic
you want to resolve, or (c) We can give you black-and-white comfort, but at
least it seems to be the solution.

Add Convert into

classifier

Capture Get Unique
Video

gray Image

User ID

If Found Then save
into dataset.

Do it until 20 face is
saved with

Find
the face

formatted name

Figure 3.4: Flow Chart of creating dataset.
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1. Train Dataset: Face detection procedure cannot be completed without training
the system according to the dataset. The data set is combined with the Name, ID,
and image of the user. The name and ID will be collected from the Android App
and the pictures will be collected by the camera itself. Combining all of these
together a .yml file will be ready to work. When the file will be created, the
camera will detect and recognize face according to the training file of .yml
extension.

Now Some of the important topics are described in detail.

e OS: OS is a python library that’s full abbreviation is Operating System. This
python library works to walk through the file of the device. In our project, we
have saved the dataset and tanning file different locations. So that we need to
find and work with the files. OS module has a lot of built-in methods and
objects that can help us to walk through and work with various file of PC

e PIL: PIL is a python library that’s full abbreviation is Python Image Library.
The latest version of PIL is widely known as Pillow. This library is also
widely used for python programing to do image processing activities. This
library has a lot of built-in methods and object that can make easier for
programmers to edit, manipulate a control, change the images in various ways.
The library is capable to work in Windows, Linux, macOS perfectly. And we
will use it in our Linux OS of Raspberry Pi.

e LBPH Face Recognizer: The LBPH Face Recognizer is a mostly used face
detection algorithm. Here LBPH means Local Binary Patterns Histograms[9].

It works with the numpy array which is a ndArray created from the grayscale
image if input image. Now the algorithm is going to be discussed.

Local Binary Pattern (LBP) is a simple but highly efficient operator that labels
each image pixel with a pixel edge and considers the result as a binary number.

Now that we know a little more about face recognition and the LBPH, let’s go

further and see the steps of the algorithm:

1. Parameters: the LBPH usually requires 4 parameters to work properly:
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Radius: A circular Local Binary Pattern (LBP) uses the Radius and the radius
represents around the pixel located in middle. It is set to 1.

e Neighbors: The number of sample points that make up a local binary pattern in
around. Remember The more sample points you include, the higher the perceived
cost. Is usually set to 8.

e Grid X: Number of horizontal cells. The more cells, the finer the grid, and the
higher the resultant vector dimension. Is usually set to 8.

e Grid Y: Number of cells in the vertical direction. The more cells, the finer the grid,
and the higher the resultant vector dimension. Is usually set to 8. Don’t worry about
the parameters right now, you will understand them after reading the next steps.

2. Training the Algorithm: The algorithm needed to be trained. To do, we need to use a
dataset which is containing the images of the faces of users. The images need to be of the
people we want to recognize. We also need to set an ID (it must be a unique integer
number for individual person) for each image, so the algorithm will use this information
to recognize an input image and give you an output. Images of the same person must
have the same ID. With the training set already constructed, let’s see the LBPH
computational steps.

3. Applying the LBP operation: The first scheming step for LBPH is to create an
intermediate image that better describes the original image by enhancing facial features.
To that end, the algorithm uses the idea of a sliding window based on the parameter
radius and its neighbor.

The image below shows this procedure:

2001 50 | 50 1 ] ] 1501 90 | 80
50 | 90 100> 0 1 |=] 30 141
160 | 70 | 210 1 0 1
3x3 pixels Threshold Binary Decimal
90 10001101 141

Figure 3.5: Applying LBP Operation
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Based on the image above, let’s break it into several small steps so we can understand it
easily:

e Suppose we have a facial image in grayscale.
e We can get part of this image as a window of 3x3 pixels.

e A 3x3 matrix can help us to represent it. The matrix will contain the intensity of each
pixel (0~255).

e The central value is saved in the matrix will be used as the threshold.
« From the 8 neighbors, the values will be used to define the new binary values.

e For each neighbor of the central value (threshold), we must have a neighbor number,
we will convert them into a binary value. We customary 1 if the neighboring values
equal or higher than the threshold and 0 if the neighboring values lower than
the threshold.

e Now, the finally created matrix will comprehend only binary values (the central
value will be ignored). We will concatenate each binary value from each position of
the matrix line by line into a new binary value (e.g. 10100101). Other tactics to
concatenate the binary values like clockwise direction can be used, but the final
resulted matrix will be the same.

e Next, change this binary value into decimal value and set it to the matrix median.
This is truly a pixel in the inventive image.

o Finally, in this LBP method, an original image is created that better represents the
features of the inventive image.

o Note: The method we are using named LBP (Local Binary Pattern) method has been
protracted to use a large number of radios and neighbors and usually it is called

circular LBP.
[ [
, e ® =
=l 3 ?. - qggg’
{® .q,ﬁ’ . mp .:E:. .J ) l.. D D D
R I odl e - ot
P=8, R=2 P=8, R=1 P=12, R=2 P=12, R=3

(a) (b} (c) (d)

Figure 3.6: Visualization of circular LBP in large scale
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Using bilinear interpolation, it can be done. If some data point is among the pixels, it
uses the values from the 4 closest pixels (2x2). To guess the value of the new data point,
this technique will help much.

4. Mining the Histograms: In this case, we will be using the image generated in the final
step, we can split the image into several grids using the grid X and grid Y parameters,
like the image given below.

}_

» Illl-ll eee -IIlIII ’ Illllllllllll-ll'll
N h dJ 8 v ¥ )

L |
f

LBP Result

Histogram of each region Concatenated Histogram

(Grid X - Grid Y)

Figure 3.7: Extracting Histograms

Based on the image above, we can extract the histogram of each region as follows:

o Because there is a grayscale image, each histogram (from each grid) represents only
the presence of the intensity of each pixel in positions 256 (0-255).

o Next, you'll need to combine each histogram to create a new larger histogram. Given
an 8x8 grid, the final histogram has 8x8x256 = 16,384 positions. The final histogram
signifies the key image topographies of the image. The LBPH algorithm basically
works like this.

5. Performing the face recognition: This step is most significant because the algorithm
is now trained. Each histogram formed is mainly worked to signify each image in the
training dataset. Therefore, given an input image, steps will be taken to create a
histogram that displays the final image again.

e Therefore, just compare the two histograms to find an image that matches the input
image and return the image with the closest histogram.

e Hist Compare histograms using different methods such as Euclidean distance, chi-
square, and absolute value (distance calculation between two histograms). In this
example, the Euclidean distance (very well known) is based on the following
formula:
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n

D — Z[Iui.a—tlz- — hist2;)2
=L (1)

e So, the final algorithm output is the ID from the image with the neighboring
histogram. The algorithm also should return the calculated distance, which can be
used as a ‘confidence’ dimension.

e We also can then use a threshold and the ‘confidence’ to mechanically
approximation if the algorithm has correctly recognized the image. We can
undertake that the algorithm has successfully recognized only if the confidence is a
lower number than the threshold demarcated.

Creating .yml file: Completing the LBPH Face Recognizer Algorithm the face type data

be returned by cv2.face.LBPHFaceRecognizer_create( ) method. This face type value is
added with ID and combines to create tanning file with .yml extension.

2. Face Recognition: Face recognition is a process to understand the name of the
person. In this process, the camera is turned on and start capturing video. Video is
basically an infinite loop of still frames. The whole LBPH Face Recognition
process and matching with .yml keep going on for every frame. Whenever the
identifiable face be matched.

l Cature a frame l—> [ Apply the LBPH Method l - Yib Yes_b Output command to

open
‘I,No lNo

Figure 3.8: Flow Chart of whole face detection process

Difference between face detection and recognition is face detection means understanding
that there is a human face in that frame. On the other hand, the term face recognition
means to understand that whose face is it. Here a dataset is a must. Because without a
dataset, the system can not know the name of the face. The dataset should have enough
pictures of a specific face with a name. The .yml file be created with face and ID for the
individual which is unique.
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3. Send the Data Through Bluetooth to Raspberry Pi:

Whenever we need to registrar the user with the lock, we must use the
android app. The app will provide a completely user-friendly interface to input
user data. The data will be loaded to the lock and the lock is built with raspberry
pi. Officially, Raspberry Pi is implemented with Bluetooth. So, using Bluetooth
we can be connected with android and the lock.

Throughout Bluetooth, we will be able to send user information to the
raspberry pi. Then, the lock will be able to identify the face to be unlocked.

Bluetooth:

Bluetooth is a Small-range communication system that allows devices like mobile
computers, phones, and peripherals to transmit data or voice wirelessly over a small
distance.

Bluetooth uses something called frequency-hopping spread spectrum, which is a
radio technology. frequency-hopping spread spectrum (FHSS) is a technique of
transmitting radio signals by hopping or changing a carrier among many frequency
channels, using some sequence that is known to both transmitter and receiver.
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4. Unlock the Lock:

Whenever the lock will recognize any face from the database, the lock will
output an One “1” which will provide a current to a servo motor. The servo motor
will rotate a spin, the spin will help to unlock the lock.

Figure: 3.9: The procedure of being unlocked
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CHAPTER 4
DESIGN SPECIFICATION AND RESULT

4.1 Front-end design

The user will register his/her information by using an android application. This user id
registration needs to the precise identification of the user. Don’t use the same id to
registration.

PiLock 1

PiLock 2

-
D

PiLock 3

PiLock 4

PiLock 50
o

[ ] @ | [ ] @ |

LOG IN NOW

CREATE NEW ACCOUNT
FORGET PASSWORD

Figure 4.1: Android Interface to registrar new user
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4.2 Back-End design

When users register for id our system will take an image from the video then this image
will be detected by the system and stored with trained data sets.

7] s Manage dataSet a X

B o oo View | Picture Tools >}
« v > This PC > PERSONAL(E) > Python Project > pilock > dataSet v O | Search dataSet »
# Quick access
¥ Downloads *
B Desktop »*
[# Documents * . .
e < Afnan.1.1jog Afnan.12jpg Afnan.1.3jog Afnan.14jpg Afnan1.5jpg Afnan.16jpg Afnan1.7jpg Afnan.18jpg Afnan1.9jpg Afnan.1.10jpg
Big Brother watching
DoorlLock
Project
B Sawenshots Afnan111jpg  Afan112jpg  Afnanii3jpg  Afaniidjpg  AfmaniiSjpg  Afmanlibjpg  AfmaniiZjpg Afnan.1.18jpg Afnan.1.19jpg Afnan.120jpg
@ OneDrive
= This PC
2 3D Objects
B Desktop
 Docunts 1pti21jpg Ipti22jpg Ipti23jpg Ipti2.4jpg 1pti25jpg Ipti26jpg 1pti27jpg 1pti2.8jpg Ipti29jpg Ipti2.10jpg
¥ Downloads
D Music
5= Pictures
8 videos Ipti2.11jpg Ipti2.12jpg 1pti2.13jpg Ipti2.14jpg 1pti215jpg Ipti2.16]pg Ipti2.17.ipg Ipti2.18jpg Ipti219jpg Ipti2.20jog
Z. Local Disk (C) ; i E |
- SOFTWARE (D) ‘
- PERSONAL (E) . X \ . <
- MEDIA (F) i
& Network Samil.1jog Sami32jpg Samilljpg Sami34jpg SamilSjpg Sami.26jpg Sami37jpg Sami38jpg Sani 395pG Sami.3.10jpg
T T T O T N O T R S
60 items EE

Figure 4.2: Dataset

4.3 Experimental Result

This system was formed by using Pycharm on windows 10 operating system. While the
system will be used in raspberry pi it will be installed in Linux OS. In figure images of
faces are detected successfully.
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IDE and Plugin Updates
PyChag is 7eady to

Figure 4.3: New User Registration

IDE and Plugin Updates
PyChaggnis ready &

Figure 4.4: Detect ROI to get face data
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The process of face detection is formed by using video recording. In the next step
detected area of the image will be cropped and stored in a database as a dataset with the
given used id by the user.

Afnan.1.1jpg Afnan.1.2jpg Afnan.1.3jpg Afnan.1.4jpg Afnan.1.5jpg Afnan.1.6.jpg Afnan.1.7,jpg Afnan.1.8jpg Afnan.1.9,jpg Afnan.1.10jpg

Figure 4.5: Trained Dataset

After that, the next part will be to identifying the face with the registered face. For the
face, recognition is compared to two histograms and returns the closest histogram with
the registered user id. Then the system brings the Name from the database that is stored
in the database with registered user ID and Name.

IDE and Plugin Updates

Figure 4.6: Recognized the face to unlock
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Figure 4.7: System worked based on face

4.4 Implementation Requirement

When we started to execute this system, it was a very new task to us. It was hard to make
up these challenges. For execute this system we need both hardware and software tools.
For execution, a camera needs to detection and identify and need a computer to
implement the code.

Python

OpenCV

Android Studio
Raspberry pi
Bluetooth Module

® o0 T

Besides, it needs some soft skills also.
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CHAPTER S
IMPLEMENTATION AND TESTING

5.1 User Registration with Face Detection:

For face recognition, at first, a user has to register his/her name with an image by using a
camera. After input, the data by the user the system will detect the face in front of the
camera and store the image with trained data set.

IDE and Plugin Updates
haggnis seady toy

Figure 5.1: User registration Interface
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IDE and Plugin Updates

Figure 5.2: Detected face to unlock

5.2 Training Data:

The system creates a .yml file. This file holds all the matrix of each face. These matrix
are used for identifying authorized persons' face.

§ EAPython Project\pilock\recognizer\trainningData.yml - Notepad-++
ile Edit Search View Encoding Language Settings Tools Macro Run Plugins Window 7
) oladD ih by x ST EREAm® E AB¢
H trainningData ymi E3
e :

cpencv_lbphfaces:
threshold: 1.7976931348623157e+308
radius:
neighbors:
grid_x:
grid_y:
histograms:
- !lopencv-matrix
rows:

1
2

oo

.v 0., O.,
2.34375000e-02,

. 3.90625000 .
., 3.906250008-03,
0., 0.,
7.81250000e-03,
00e-03, 0., 0.,

wWooooWwao

T @
=

Figure 5.3: The matrix of the .yml file after training
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5.3 Testing Implementation

The testing part was an amazing experience for us. In this period we registered 50 images
for each person for finding the laxness of our system. But our system gives us an
excellent output. It can detect images successfully and after that, the identification result
was also satisfactory.

It can

Detect Face

Identify face

Show details of a person who is registered
Add new user information by registration
Unlock lock system

P00 T

5.3.1 Acceptance Test

We didn’t find any system which is working exactly the same as ours. Besides that, we
used some face detection and recognition system but our system works much better in
case of face detection and face recognition.

5.4 Test result and report

All of the tested results was up to the point. We should need to focus on the light of the
images.

5.4.1 System Testing

The system testing result was very satisfactory. Due to the android application, a user can
easily access this system and acceptance will be positive.
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CHAPTER 6
CONCLUSION AND FUTURE SCOPE

6.1 Conclusion

This project is ended up successfully with identifying, detecting human face and also the
ability to open or close the door by an android application, python programming and also
a Raspberry pi. The most interesting part of this project is that it will work even without
the internet.

> Develop a mobile phone application that can be installed on any android
smartphone.

» Design face identifying and detecting GUI in an android phone

» Design of a hardware Bluetooth module system.

The lock security system was designed to improve the conventional lock system to secure
our data, home, business organization, school, office and any other sophisticated system.
To identify and recognizing face, a user registered his/her name with an image. The door
was opened automatically if the user's image matches the registered images. By following
this process, this system prevents any unauthorized person to access. If any robbery
issues occurred in any organization or institution this system is successfully able to show
the evidence to the security management system.

6.2 Future Scopes

We have developed a system that can work successfully. But we have decided in the
future, we will develop this system more efficient by following this step.

e If anyone tries to break the lock, the system will capture the images and store
them.

e System will store the information of every accesses.

e Retina Scanning will make the lock more secure.
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