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ABSTRACT

Face recognition technology is gaining popularity around the world these days for delivering
highly safe and trustworthy security technology. Because of its high level of security and
reliability, it is gaining major importance and attention from hundreds of private and institutional
organizations. This type of security system will be more beneficial if it is connected on CCTV.
Our proposed approach is to develop a face recognition security system for organizations such as
university halls. By using our system we can track unknown and known people .We can also track
unknown people activity. Our software will examine the information and compare it to a database
of trusted individuals. When someone walks in front of the camera, our system logs the time and
date on an excel sheet.
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CHAPTER 1

INTRODUCTION

1.1 Introduction:

The field of biometrics includes real-time face recognition. Biometrics refers to a
computer's ability to distinguish a person based on a unique bodily characteristic. Face
recognition is the capacity for a computer to recognize a person based on their facial
features. Biometrics is one of the most rapidly increasing sectors in advanced technology
today. Biometrics are expected to explode in the next century to authenticate identities and
prevent illegal access to networks, databases, and facilities, according to predictions.

A facial recognition device is a device that matches an image or video of a human face to
other human faces stored in a database. During the face identification processes, the
structure, shape, and proportions of the faces are compared. Furthermore, the distance
between the eyes, nose, mouth, and jaw, the top contours of the eye sockets, the sides of
the mouth, the placement of the nose and eyes, and the area surrounding the cheekbones
are all compared[1].

Several images of the subject must be taken at different angles and with varied facial
expressions when utilizing a facial recognition program[1]. The issue stands in front of the
camera for a few seconds during verification and identification, and then the image is
compared to those previously recorded.

Because of its advantages, facial recognition is widely utilized. The benefits of facial
recognition include the fact that it is non-intrusive and may be performed from afar without
the subject being aware that he or she is being scanned[1]. Face recognition systems are
superior to other biometric techniques in that they may be utilized for surveillance reasons,
which is why they are used at banks, educational institutions, student halls, and government
offices.

© Daffodil International University 1



1.2 Motivation

Our primary motivation is to make a better security system for DIU Hall. We know
previously a few incidents happened by unknown people who are not authorized to enter
DIU Hall. To prevent future problems like that, we are making this security system.

For this reason, we have made this system that can recognize face and show his/her
information using CCTV. We choose this platform because it is easy to maintain. This
face recognition system will make our DIU hall more secure than before.

1.3 Objective

1. To make a better security system for DIU Hall.

2. To prevent future problems that can be occurred by unknown people.

3. This system is helpful and low in cost.

4. This system also can use to get exact information about a student just taking an
image.

1.4 Expected Outcomes

We have designed the project to work on CCTV/Webcam/IP Camera. Also we will work
on android based system so that it can more user friendly. Our expected outcomes will be:

1. Any institution's security system, such as banks, educational institutions, student
halls, and government offices, will be enhanced.

2. The incidents occurred by unauthorized people will be reduced.

3. Authenticating a trusted individual will become much easier and faster.

4. Using this system, administrator can deal with any undesirable situation that may
arise.

5. Companies and Institutions that need security service at a low price and more
reliable can use our system.

© Daffodil International University 2



1.5 Report Layout

We addressed our purpose, objective, and expectations from this application in the first
chapter of this project report. The second chapter will focus on the background of this
project, and we have enlisted many other studies of this field, and we talked about the
challenges that come with this application.

Following that, we have chapter three, discussing. The requirement specifications, use case
modeling, description, and design requirements.

The fourth chapter covers Design Specification, where we discuss Front-end, Back-end,
Interaction Design and User Experience (UX), Implementation Requirements. Then in
chapter five, we talk about implementing and testing the application.

After that, chapter six discusses our application's impact on society and we analyze the

application’s future scope, discuss other areas where we may enhance, and summarize our
project and reach a conclusion.

© Daffodil International University 3



CHAPTER 2

BACKGROUND

2.1 Related Works

FacePRO™ Facial Recognition [2] Solution automatically compares a person's face to a
database of enrolled faces using live or recorded footage from Panasonic i-PRO cameras,
and conducts face match notification and alerting. It can analyses up to 20 cameras in real
time per server and do high-speed searches of up to 30,000 registered reference faces.

Panasonic face authentication system

Best Shot images

/!E
: ’; ’ I L

Facial detection / cropping <

Best shot determination processing (Age- Geﬁé‘;‘%se':ﬁcation)

The digital world has seen some ground-breaking developments in the form of Al-based
facial recognition software since the introduction of biometrics. In 2019, the global facial
recognition market was worth $3.2 billion, and it is predicted to increase at a CAGR of
16.6% by 2024]3].

A few years ago, the concept of mobile face recognition seemed more like science fiction.
However, the facial recognition program now aids in the prevention of wrongful arrests
and the reduction of cybercrime and malware attacks.

© Daffodil International University 4



Some applications in the market use facial recognition. One of them is Luxand Face
Recognition Application. Luxand is more than simply a single app. It's a whole hi-tech
corporation that was founded in 2005 and now offers a variety of services and apps [4].

Luxand
Face Recognition

It can memorize faces to recognize them for future references. It can confirm the profile
identity by recognizing faces in live video broadcasts or videos. With privacy concerns and
scrutiny for various face identification APIs, it makes the Face SDK functionality publicly
available.

There’s another app called Face Recognition Application, It can detect and recognize a
user's face. It has three main modules. One is to train a person by face detection and save
the user name. The second module recognizes trained users’ faces and displays names of
persons with matches for face detection. The third module is the face recognition gallery
consists of all trained faces by face detection and face recognition. Users can delete faces
as well. All images are saved in user mobile so your images are saved to train as many
faces as you can [5].

© Daffodil International University 5



Face Recognition

MMM developers Libraries & Demo * & 212

€ Everyone

Contains Ads
© This app is available for all of your devices

[#] Add to wishiist m

Railer is a mobile attendance system and face recognition attendance software. It's one of
the most effective face recognition applications for keeping track of staff attendance [6].
From attendance to leaves, all aspects of employee administration are smoothly integrated.
For keeping track of staff movements, the app delivers detailed analytics and data.

© Daffodil International University 6



2.2 Comparative analysis

There are some applications available for mobile in today's market. But they have some
limitations in terms of detecting face and recognition.

FacePRO™ is only made for Panasonic cameras. Using Panasonic cameras it can recognize
faces and this is highly cost for any company. Face Recognition app, for example, can
detect and recognize the user's face. However, because all photographs are saved locally,
there is no way to view the trained faces from a different device.

The Luxand Face Recognition Application memorizes faces so that it can recognize them
in the future. It can confirm the profile identity by recognizing faces in live video
broadcasts or videos. However, there is no camera on the back. It is solely equipped with
a selfie camera. Identical twins are not recognized by the app. At any given time, it only
identifies one view of your face.

Railer delivers precise analytics and data for keeping track of staff movements, and
employee administration is handled smoothly, with everything from attendance to leaves
effortlessly integrated. However, due to other facial recognition technologies created
expressly for it, the attendance app does not engage the crowd. For a facial recognition app,
the requirements are excessive.

Our application has a separate database that is not accessible locally on the phone. Our
application can be used by any school, college, or university that offers a dormitory option,
even at the entrance. It can recognize faces by comparing them to those in the database and
provide extra information about them. Not only that, our application guard can report any
occurrence that happens in front of them. Those data will directly go to the administrator
application.

2.3 Scope of the problem

The purpose of our project is to improve the security system in our DIU Hall. Security
guards are present in our hall to check for any difficulties and to keep an eye on the area at
all times to ensure that no strangers enter. However, it is a source of regret that all security
officers do not know all of the students in the hall, therefore many students or unknown
people can access the hall just by claiming to be staying there.

© Daffodil International University 7



This poses a significant risk to our DIU hall because anything can happen at any time,
involving unknown persons. So we're building a system with a database of all DIU
students, and we're using machine learning to recognize them.

2.4 Challenges

The challenge of our hall security system was to implement the face recognition system
into the android platform and in CCTV. We face many problem while developing our app
from android. For recognizing faces, we need a better CPU & GPU, so we have to do
something so that we first make a model using python language then using Tensorflow lite
we convert that model into TensorFlow lite model, and TensorFlow has a dependency that
we can use this into the android app. We use OpenCV to recognize faces using that
TensorFlow Lite model. OpenCV and Tensorflow are also in under-development. They
don't make a complete system that anyone can use for face recognition on Android.

We also face problems while training our model. If we want to update our face recognition
accuracy more, our app frame rate will drop, so using this app will be tricky because of lag
or screen hang. So we needed more faces of one person. That was also challenging because
we needed more than thousands of photos of one person to train the model. To collect that
many photos were challenging for us too. Also, we need to make our guard app totally in
Bangla language because we have to think about whether our users can adequately use our
app or not, so we decided to make this app totally in Bangla language.

© Daffodil International University 8



CHAPTER 3

Requirement Specification

3.1 Business Process Modeling

T
match with 3
train model Save Info
- Face Recognized? into Text

and Exec

Sheet

[

No
F

Figure 3.1: Business Process Modeling (Face Recognition System)

face face
detection recognation

Every project needs a design study in order to make it more user-friendly, and ours is no
exception. We simply tried to manage the scenario in an orderly and well-designed manner
with minimal complexity. We chose a high-end Android version that is compatible with

the majority of devices.
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Figure 3.2: Business Process Modeling (Guard App)
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7 Huome r; —,/ add security guard If
/ add face data /‘_

viewlupdate security View report
guard

Figure 3.3: Business Process Modeling (Admin App)

3.2 Requirement Collection and Analysis

There are some basic requirements that are required for using the system.

Some of them are given below in the table:

© Daffodil International University

11



Serial no Requirement name

Requirement analysis

01 Admin We need the admin to maintain
the system and collect
necessary data for improve the
system.

02 Student Information We need to collect student

information like name, id, and
room number

Table 3.1 Requirement Collection and Analysis

© Daffodil International University
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3.3 Use case modeling and description

The needs of a system, including internal and external factors, are gathered via use case
diagrams. Our system's use case diagram is presented below.

Actors: - Admin, Security guard
The corresponding use cases for these actors are: -
System: Detect face, verify face, and gather student info

Admin: Gather student info, add student info and delete student info

—

Detect face

v

‘--._._‘_‘__‘_‘_-__._'_'___,_,_.--‘

verify Face

Admin
gather student info

—

7

Add Student data

Delete Student data

Figure 3.4: Use case Modeling (Face recognition system)
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Admin: Maintain database, gather student information, add student information, delete
student information, and Check reports about unauthorized people.

Security guard: check students and unknown people. The security guards can report to the
authorities through this app if a guest enters the hall.

;@

gather student info

add student info

h 4

delete student info

Report to authority about cutsider

Figure 3.5: Use case Modeling (Guard App)
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admin

adsd security
guard

view report

view or update

security guard

Figure 3.6:
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3.4 Logical Data Model

ID(pk) mnt ID(pk) int
Image (Multi) image Image image
s ID String 5 1D String
§ Name String
S RoomNo String

3.5 Design Requirements

A proper design is critical in the development of this project. Every developer attempts to
do good work with a project, and the look of a good project is quite important. As a result,
we focus on making our Face recognition app as user-friendly as possible. So we use XML
- for Design

JAVA - Android CODE

OpenCYV - (For Recognize Face in Android)

Firebase - (For Student Database)

Android Studio - Make Android App

Firebase - Online database

Tensorflow - machine learning library for train model
EfficientNet - (CNN based neural network algorithm to scale all
Dimensions of depth/width/resolution from image)

Python - Code for train model

Kaggle - Software for training the model

© Daffodil International University 16



CHAPTER 4

Design Specification

4.1 Front-end Design

Figure 4.1: Detecting known faces
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B3 Terminal

Figure 4.3: Output of face info
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Hall Security

Powered by Team-Fix-it

Figure 4.6: SplashScreen of the application

This is the first screen that will appear when a user clicks on the app icon. This is an
animated splash screen where users can see our DIU logo along with the app name & our
team name. This screen will automatically change after 2 sec.
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Figure 4.7: Login screen for guard app

After the splash screen, this login screen will appear for the user if it is his/her first time
of the app. That user login information will be provided by the administration. Without
authentication, no user can log in to our app.
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DIU Security - Guard App

Figure 4.8: Home page of guard app

After successful login, the user will be intent into the home screen. From the home screen,
users can do 3 thighs which are already implemented in this app. Users can recognize faces

from gallery photos. Users can write reports about any student or any occurrence that
happened. Users can detect faces using live camera features.
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Figure 4.9: Getting storage permission from the user

When the user clicks on the test from the gallery option then this pop-up will come. To
access user’s storage so that users can select images from their gallery and check that faces
are recognizable or not.
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Figure 4.10: Gallery image chooser view

This is the screen for getting images from the gallery and recognizing those images. We
have a dedicated button to choose an image from the gallery then this image will be
chosen and detected from the gallery.
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Figure 4.11: Recognizing image after choosing

After choosing a photo from the gallery the image will be detected using face detection
technology we use in the background. If the image is detected then it will show the name
into the image view.
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Computer Science and Engineering

Figure 4.12: Details screen of the student

This is the detailed information screen of the student. After recognizing this feature will
work, if not recognized then it will not open the details screen. From this screen, users can

collect information about that student.

© Daffodil International University
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Figure 4.13: Report Screen for guard app

This is the report screen where users can report about a student if he/she does anything
wrong. This report will automatically go to the administration app.
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Figure 4.14: Getting camera permission from the user

When the user will try to open live recognition, the first time it will ask for camera
permission and if the user gives the camera permission then it will start recognizing images
using the backend code that we will use.
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Figure 4.15: Live recognition screen

This is the live recognition screen for the guard app where guards can detect faces using a
live camera. In this screen, we have a button below from where the user can get detailed
information about that student.
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Enter your email

ﬂ Password

Figure 4.16: Login screen (Admin App)

This is our Admin App Login screen where admin can log in to their account.
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Figure 4.17: Home Screen (Admin App)

This is the home screen of our admin app where an admin can add a guard, update guard
information, add trained face information, and also can view reports
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Figure 4.18: Add Guard Info Screen (Admin App)

From this screen, we are watching in figure 4.18 it is the add guard info screen where an
admin can add guard information. Using this information a guard only can log into their
account. So before giving guard this app admin need to create their account from this app.
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“Y| Phone: 01621893919

Designation: Hall Guard

Figure 4.19: Guard List Screen (Admin App)
This is the guard list screen where an admin can check how many guard account they

created and where they can edit/update guard information as they want also can delete
guard information if an admin wants.
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ADD FACE

Figure 4.20: Add Face Data Screen (Admin App)

This is the screen where the admin can add face information that was trained before in the
Kaggle model. This is mainly stored in the firebase database and from the guard app if a
guard checks a user and if recognizes faces this face info will be taken from this database
that the admin is adding.
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Reports

Figure 4.21: Reports Screen (Admin App)

In figure 4.21 we see a nice design. This is mainly an animated screen if there are no reports
then it will be animated automatically. And If there is any report by the guard then it will
appear here.
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4.2 Back-end Design
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Figure 4.22: Face data of hall student

B Terminal &
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Figure 4.23: Comparing images using OpenCV
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Figure 4.25: Code for recognize face from video
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Figure 4.26: Importing required libraries

First import the python libraries for training the faces. Some of them are NumPy, pandas,
0s, cv2, and tqdm. Then we import the list that we used to train.
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L

face_recognition_team_fix_it

Figure 4.27: Importing required libraries
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This is the output of the list that we will train faces. Then we are making two images to
append those images.

I
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face_recognition_team_fix_it

Figure 4.28: Then we clear ram memory and then check the array

Now we will clear ram memory then we check if the image array and label array are
appended or not.
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Figure 4.29: Converting image scale

Now we convert the time-image array and resize it to a 0-1 scale. Then we check the image
array.
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Figure 4.30: Split dataset and create a model using TensorFlow
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After checking the scaling then we split the dataset for training and validation. Now create
the model and using the image classification model we also import TensorFlow

1]
o
L]

face_recognition_team_fix_it

a

Figure 4.31: Model summary

Now we add some layers to improve accuracy and dense layers. After that, we show the
model summary.
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Figure 4.32: Create Checkpoint for best accuracy

Now we make a checkpoint that can save the best accuracy model and then create an LR

reducer which will decrease the learning rate if the accuracy doesn’t increase.
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Figure 4.33: The training model

Now we start training models. We make our batch size 64 and epoch size 300.
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Figure 4.34: Loading train model

After 300 epochs we load the best model. Then we convert this model into TensorFlow lite
format so that we can use this model in our android app.
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Figure 4.35: Predict value and trained value

Here are the predicted value and trained value of the result that we train.
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Figure 4.36: Output model after train model

After recognizing it we find the model and save it into our Kaggle account. We use this
model in our android app to recognlze faces
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Figure 4.37: Backend Code structure Guard App

In figure 4.36 we show you the backend code structure of our Guard App. Here is our
Activity, XML Design Code, and Tensorflow lite model.
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Figure 4.38: Backend Code FaceRecognition Class

This is a snapshot of the face-recognition class where we do the face detection and
recognition part. Here we used haarcascade_frontalface_alt to detect faces. Use Interpreter
to interpret our model with live or gallery images.
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Figure 4.39: Backend code structure (Admin App)
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This is the admin app structure in figure 4.38 where we have used the MVVM coding
pattern. We used model class, adapters, and activities. Also, we have XML design where
we have 2 different types of design one is for activity another is for creating model XML
design.

Hall Security - Admin  app

Figure 4.40: Backend code Update Guard Activity (Admin App)

In figure 4.39 is just a glimpse of code about update guard activity. Here we just take a
sample backend code screenshot.
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Figure 4.41: Dependency of Admin App (Admin App)

In the Admin app, we have used lots of dependency injections that help our app to make it
easy. For example, we have used Lottie[8] dependency injection for a nice animation
screen. We have used firebase dependency injection for using the firebase database.

4.3 Interaction Design and User Experience (UX)

Yes, we do our design in such a way that users can get the best user experience ever. We
first look at our app color combination and our button design is also elegant too. We try to
use animation and simple design concepts that all types of users like our design.

4.4 Implementation Requirements

For implementing these font-end designs and backend code we use PyCharm and Android
Studio. Mainly those are the complete version of the software where we can make desktop
software and an android application. To develop our project we used Python 3.9 and
Android SDK 30 [7]. We used this latest version of SDK to get the best user experience
for our users.
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Chapter 5:
Implementation and Testing

5.1 Implementation of Database
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Figure 5.1: Firebase database implementation

For implementing a real-time database for our application we use the firebase database
which is faster and easy to read and write from our android application. Also, we have used
our trained model database for recognizing the faces.
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5.12 Testing Implementation and Reports
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Figure 5.2: Testing face recognition

For testing our application we have used still images from the gallery and it can easily
recognize faces that we trained in the Kaggle model. Yes, we have some problems with
live image recognition because if we move our camera a little bit then the measure of the
value change that’s why it gives us a random value.
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Chapter 6:
Conclusion

6.1 Impact on society

The process of associating photos or data of a face with a specific individual is known as
facial recognition. In today's society, as well as in university halls, crimes are on the rise.
A better security system for university halls, private institutions, and other organizations
will be built as a result of the creation of this software. Our system detects intruders
accessing a restricted or private area of a person's home. The purpose of our security
system is to protect private places from theft, burglary, property destruction, and
invasions of privacy. Unknown people will not be able to cause problems in the future. It
can be useful and inexpensive because it is just a system which we can apply any CCTV.
This system may also be used to obtain precise information on a student by simply taking
a picture of them.

6.2 Conclusion

We have seen some applications that can detect faces and some are capable of recognizing
faces. But our system is more accurate and we can store the recognize face data info into
text or excel sheet which can use for future. Our target is using this technology we can
solve our problem and yes we are capable to do something that can use for many
organizations.
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6.3 Scope of further development

We tried to integrate a variety of current android technology into our system. We were
unable to cover all of them due to time and resource constraints. Many features will be
added in the near future to improve its efficiency. So we make our system into desktop
version only and our android app is now in beta version we are working to resolve those
problem. Some of them are pointed below —

1. We will add fingerprint recognition to our application.
2. Aswe are using TensorFlow lite, in the future, we can integrate the full version

for better accuracy.
3. We will add voice recognition to our system.
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