
 
 

DETERMINING CORRELATION BETWEEN SOCIAL ENGINEERING 

AWARENESS AND BECOMING VICTIM OF SOCIAL ENGINEERING 

 

BY 

K.B.M. TAHMIDUZZAMAN 

ID: 181-15-11150 

 TANMOY MONDOL 

ID: 181-15-11214 

FARZANA BABI 

ID: 172-15-9945 

This Report Presented in Partial Fulfillment of the Requirements for the Degree of 
Bachelor of Science in Computer Science and Engineering 

 

Supervised By 
 

Md. Sadekur Rahman 

Assistant Professor 

Department of CSE 
Daffodil International University 

 
Co-Supervised By 

 
Dr. Fizar Ahmed 
Assistant Professor 
Department of CSE 

Daffodil International University 
 

 

 

 

 

DAFFODIL INTERNATIONAL UNIVERSITY 

DHAKA, BANGLADESH 

04,JANUARY 2022 



©Daffodil International University  i 

APPROVAL 
 

This Project/internship titled Determining Correlation Between Social Engineering Awareness 

and Becoming Victim of Social Engineering, submitted by K.B.M. Tahmiduzzaman, Tanmoy 

Mondol, Farzana Babi, ID NO: 181-15-11150,181-15-11214,172-15-9945 to the Department of 

Computer Science and Engineering, Daffodil International University has been accepted as 

satisfactory for the partial fulfillment of the requirements for the degree of B.Sc. in Computer 

Science and Engineering and approved as to its style and contents. The presentation has been held 

on 04-01-2022. 
 

BOARD OF EXAMINERS 

 
________________________ 
Dr. S.M Aminul Haque (SMAH)  
Associate Professor and Associate Head 
Department of Computer Science and Engineering 
Faculty of Science & Information Technology 
Daffodil International University 

Chairman 

 
________________________ 
Tania Khatun (TK)  
Assistant Professor 
Department of Computer Science and Engineering 
Faculty of Science & Information Technology 
Daffodil International University 

Internal Examiner 

 
________________________ 
Md. Sazzadur Ahamed (SZ) 
Senior Lecturer 
Department of Computer Science and Engineering 
Faculty of Science & Information Technology 

Internal Examiner 



©Daffodil International University  ii 

 
 

______________________ 
Dr. Shamim H Ripon 
Professor  
Department of Computer Science and Engineering 
East West University 

 
 

External Examiner 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



©Daffodil International University  iii 

DECLARATION 

We hereby declare that; this project has been done by us under the supervision of Md.  Sadekur 

Rahman, Assistant Professor, Department of CSE Daffodil International University. We also 

declare that neither this project nor any part of this project has been submitted elsewhere for award 

of any degree or diploma.  

 

Supervised by: 

 
 
Md. Sadekur Rahman 
Assistant Professor  
Department of CSE 
Daffodil International University 
 

Co-Supervised by: 
 

 
Dr. Fizar Ahmed 
Assistant Professor 
Department of CSE 
Daffodil International University 

Submitted by: 

__________________ 

K.B.M.Tahmiduzzaman 
ID: 181-15-11150 
Department of CSE 
Daffodil International University 

__________________ 
Tanmoy Mondol 
ID: 181-15-11214 
Department of CSE 
Daffodil International University 

__________________ 
Farzana Babi 
ID: 172-15-9945 
Department of CSE 
Daffodil International University 



©Daffodil International University  iv 

ACKNOWLEDGEMENT 

First, I express my heartiest thanks and gratefulness to almighty God for His divine blessing makes 

me possible to complete the final year project successfully.  

I really grateful and wish my profound my indebtedness to Md. Sadekur Rahman, Assistant 

Professor, Department of CSE, Daffodil International University, Dhaka. Deep Knowledge & 

keen interest of my supervisor in the field of social engineering and security, influenced me to 

carry out this project. His endless patience, scholarly guidance, continual encouragement, constant 

and energetic supervision, constructive criticism, valuable advice, reading many inferior drafts and 

correcting them at all stage have made it possible to complete this project.  

I would like to express my heartiest gratitude to Dr. Touhid Bhuiyan, Head, Department of 

CSE, Daffodil International University, Dhaka, for his kind help to finish my project and also to 

other faculty member and the staff of CSE department of Daffodil International University.   

I would like to thank my entire course mate in Daffodil International University, who took part in 

this discuss while completing the course work.  

Finally, I must acknowledge with due respect the constant support of my parents. 

 

 

 

 

 

 

 

 

 

  



©Daffodil International University  v 

ABSTRACT 

The purpose of social engineering is to hack into a person's security system and lure them in with 

luring human behavior. The art of social engineering, also known as human hacking, involves 

tricking employees and customers into disclosing their credentials - then using those credentials to 

gain access to networks or accounts. Social engineering attacks are difficult to protect against for 

various reasons. For one thing, they aren’t well documented. For another, social engineers are 

limited only by their imaginations. Regardless of the method of attack they use, social engineering 

is always unpredictable. The best thing you can do is remain vigilant, understand social engineers' 

motives and methods, and ensure ongoing security awareness within your organization to guard 

against the most common attacks. We survey Bangladeshi people to know how much they are 

aware about social engineering attacks and at the same time what is the correlation between 

awareness and becoming the victim of social engineering attack. It was observed through our 

research that there is positive correlation between these two variables though not too much. 
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CHAPTER 1 

INTRODUCTION 

1.1 Introduction 

Nowadays people are connected to each other through the internet. We use social networking sites, 

online transactions, until we go to sleep on the bed. However, very few of us are aware of cyber 

securities through cyber-attacks are a common occurrence in the internet age. If we become aware 

of these threats then we can ensure a safe journey to the internet. In the recent COVID-19 pandemic 

period people are facing huge threats from cybercrime and losing money, personal information, 

and data. Among these cybercrimes social engineering is very common at present and considered 

one of the most devastating crimes also. 

Social engineering is a way to manipulate people psychologically and obtain confidential 

information. The concept of performing a social engineering experiment is a really cute one. 

Bangladeshi people attack social engineering with their online transactions. In rural areas people, 

affected more by these types of attacks. Bangladesh Govt gives money for student accounts. That 

time, Attacker called those numbers and said I am from school or the government office. Please 

give me your account password and I will fix the account problem. Those people are not aware of 

social engineering and for this reason they give passwords to unknown people. The Attacker 

performs successfully.   

Social engineering attacks are the most common and powerful type of attack against people. 

Bangladesh and the whole world face the biggest social engineering threat. Hackers sent fake news 

about covid-19-affected areas, hospitals, the WHO, and free medical tests to people. The victim of 

people responded to those mail and SMS they affected social engineering. People compromise 

their personal information because of this.  

A good social engineer can’t perform an attack one day. They gather information and analyze 

targets then perform. Social engineers gather information for social networking sites. We share 

our daily moments on social sites and share our information. The goal of attackers is some time to 

gain money, fun, revenge. We know about people and how they are affected by social engineering 

in Bangladesh. Aware of people about social engineering attacks and preventing solutions.    
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The aim of this research is to study the cases of social engineering that occurred in Bangladesh to 

understand the pattern of social engineering in Bangladesh. At the same time to make a dataset 

based on the information collected from these cases to predict the awareness of social engineering 

among the people of Bangladesh. 

1.2 Motivation 

Bangladesh is a small country where most of the village people are illiterate. Though our 

government is trying their level best to develop our country, a group of mean-minded people are 

trying to abuse our less techno literate people. They are taking chances with every new technology 

or tool launched by the government or any other technical organizations as most of the people are 

even able to use these technologies or tools properly. It has been observed that many people rely 

on others to use those tools and these make them vulnerable to social engineering. 

It is also observed that people in rural areas are not aware of using a secure password also. Most 

often they use very simple passwords which they consider easy to remember. Unfortunately, social 

engineers are aware of this weakness and grab this opportunity to expose their weakness most 

often for gaining money and valuable information, sometimes even for vengeance.  

In the recent past, Bangladesh has been through a number of devastating cybercrimes. Among 

those incidents, the Bangladesh Bank case, which took place in 2016, is especially notable. It cost 

the nation a loss of almost 8 crore and 10 lakh US dollars. In April 2020, there was another attack 

in different organizations which cost almost 200 billion takas.  Hackers also tried to fool illiterate 

financial app users to gain money from them. Among these incidents, BKash users are mostly 

known as victims. Whereas in India, some people target ATM booth users. They attach a scanner 

to the ATM machine keypad. And scan all the cards and their passwords and take money from the 

account. Many YouTubers lose their account by clicking on suspicious links. In 2019 December 

31-night Microsoft internal custom database was breached and 250 million entries were cloned 

[25]. 

All this pathetic news motivated us to conduct research to predict the awareness of social 

engineering threats among the people of Bangladesh. 
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1.3 Rationale of the Study 

Social engineering is a popular tactic among hackers because exploiting people is much easier than 

finding a software or network vulnerability. It is often used as a first step in a larger campaign to 

steal sensitive data or disperse malicious software from systems or networks. In the case of 

Bangladesh, where a lot of people who are less aware or completely not aware of social 

engineering, are under immense threat of being victims of this crime. Therefore, in order to 

understand the awareness level of the mass people of the country is very crucial and undoubtedly 

this research would play a significant role in understanding the actual situation of the country. It 

may be vital in the future to adopt necessary policies to educate the people of our country about 

social engineering.  

1.4 Research Questions 

In order to conduct the research, the following research questions have been adopted. 

1. What are the primary targets of social engineering? 

2. What are the common patterns of social engineering in Bangladesh? 

3.  Can we make a dataset to predict the awareness of social engineering among the people of 

Bangladesh? 

4. Can we determine the awareness level of social engineering among the common people of 

Bangladesh? 

1.5 Expected Output 

The expected outcomes of this research are: 

● A dataset that may help understanding the pattern of social engineering in Bangladesh as 

well as may help predict the awareness of social engineering of common people. 

● A model that can best fit to predict the awareness of social engineering by using different 

machine learning classifiers. 
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1.6 Project Management and Finance 

There is no financial back up or funding for this work, though the research is very focused and 

timely. We ourselves took all the responsibilities to collect the data manually and also by using 

google form. Later, Google Colab was used for further preprocessing and analyzing the data. 

However, we would express our heartiest gratitude to Daffodil International University to provide 

all kinds of support for conducting this research.    

1.7 Report Layout 

In this report there are seven chapters altogether and which chapter talks about what is 

mentioned below. 

Chapter 1 gives an idea about social engineering and the rationality of conducting a research on 

social engineering. It also includes research questions and expected outcome of the research. 

Chapter 2 talks about the key terminologies of the research as well as justifies the scope of the 

research by finding the limitations of existing research on social engineering and other cyber 

threats. 

Chapter 3 describes the data collection methodology and the overall methodology of how the 

research was conducted. 

Chapter 4 narrates the findings of the research that were obtained from the model proposed in the 

research using various machine learning classifiers.   

Chapter 5 describes the ethical aspects of the research and also about the social impact of the 

research. 

Finally, chapter 6 concludes the report narrating the outcomes, limitations and future scopes of 

this research. 
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CHAPTER 2 

BACKGROUND 

2.1 Preliminaries/Terminologies 

Cyber security: Cyber security involves the study and practice of securing systems, networks, and 

programs from external attacks. Cyber security is an interconnected security system that protects 

the internet against malicious cyber-attacks through hardware and software. Experts in cyber 

security work to protect user data and enterprise sensitive information from unauthorized access 

and data breaches. A strong cyber security program can also protect a system or device from 

attacks intended to disable or impair its operation. 

Social Engineering: A technique for getting information from people by lying to them. Being a 

good actor is part of social engineering. The goal of social engineering is to get free stuff. Social 

engineering is an art of human hacking. When you are vulnerable, you will be lured in by social 

engineering. Social engineering exploits human weaknesses and vulnerabilities to gain access to 

personal information and systems. It is the art of manipulating people and preparing for targeted 

attacks [1],[12], [13], [14]. 

 Phishing: Phishing is a type of online scam. The attackers send people targets via email, phone 

call, or message, so long as it looks real. Phishing attacks sometimes utilize URL manipulation on 

popular websites. Current events, charities, financial institutions, and government agencies are 

common phishing targets. Current events like the COVID-19 pandemic are common phishing 

targets. The main purpose of phishing attacks is to steal personal information. They can then use 

that information to access their social media accounts and bank accounts [1], [2].  

Spear Phishing: Spear phishing is a highly targeted and well-known information gathering 

technique. The main target of this type of scam is reputed companies, public figures and other 

lucrative targets. Spear phishing is similar to regular phishing, but the messages come from trusted 

sources as well. Such as Google, PayPal, Amazon, Facebook [1], [2]. 

 Vishing: Voice phishing is known as vishing. It's an online scam. An attacker calls you as a bank 

officer, law enforcement agency, or lucky draw winner. The methods for contacting more people 
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are getting easier. The VoIP technology can be used by scammers to place hundreds of calls 

simultaneously. The use of VoIP technology makes it more difficult for authorities to locate 

fraudsters [2]. 

Baiting: Baiting is called one type of phishing attack. Here victims get attractive offers from the 

hacker. Firstly, hackers are curious about the targeted person in specific things and also making 

good relationships. The hackers try to gain the targeted person's faith. They always try to confine 

the victim in a specific way and take all the vital information or install malware in the system. 

Sometimes hackers give some link according to the victim's curiosity and run away to the harmful 

side or download malware infected applications from online [1], [2]. 

Pretexting: This type of social engineering attack is not commonly used. This type of attack is 

based on a false story or scenario. Here attackers first find the weakness of the targeted person and 

then make a faithful false scenario to scare the target and pretend that is a necessity for the target. 

The attacker also pretends that he/she can solve this problem. By this way the hacker steals all 

types of information and vital data [1], [2]. 

Phreaking: It is a technique of attacking through a telephone system. That’s why sometimes it is 

called phone phreaking. The first case regarding phreaking was noted in 1960. The phreaker uses 

this technique to make free phone calls or free long distance phone calls or tap any other phone 

call [24].  

Tailgating: Tailgating is physical hacking. This type of hacking is used to gain access to a restricted 

area. Here hackers target a person who has access to this restricted area or who is able to grant 

access in this restricted area. Here hackers can take many forms to get access like a food delivery 

boy, electrician or any relative etc. [1], [3], [4]. 

Quid pro quo: This technique is a low-level hacking technique. Here hackers do not need high-

level equipment. Here the hacker calls in a random number for a technical problem and pretends 

to him/her as a technical expert or a company servicer and convinces the person to share her/his 

personal details to solve the problem. That way the hacker takes their personal details or banking 

information. Sometimes the hacker tries to install malware by providing it in SMS [1]. 
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2.2 Related Works 

A growing number of people are adopting technology today. Therefore, our cyberspace is 

vulnerable to security loopholes. Malware, Ransomware, DDOS, SQL Injection, Phishing, 

Password Attracting, Cloud vulnerability, Social Engineering are currently among the most 

dangerous cyber threats in the present age. In cyberspace, a threat is an act aimed at harming data, 

stealing data, or otherwise disrupting digital life. Social engineering is a most powerful attack. The 

majority of hacking attacks are performed through social engineering. Almost every attack starts 

with social engineering.  

Conteh and Schmick have worked out types of social engineering attack and how it performs. It 

also discusses social engineering and its role in cybercrime. It also provides individual guidelines 

on preventing social engineering. There is an explanation behind data collection results and output 

motivation behind social engineering [1].  

Bansla, Kunwar and Gupta describe the social engineering attack technique and types of social 

engineering skills in this paper. They focus on how prevention techniques can be applied to train 

people and create awareness [2].   

Breda, Barbosa and Morais defined social engineering and the social engineering approach in this 

article using Kali Linux operating system. They have described the execution of a simple example 

of a technical attack and demonstrated its methodology. They used the Social Engineer Toolkit 

(SET) that comes with Kali Linux pre-installed [3]. 

Chitrey, Singh and Singh in their paper, discuss the initial approaches to social engineering. 

Approximately 90 responses were collected via a questionnaire. Different IT domain experts 

participated in the study. In this paper, the main focus was on India's perspective on social 

engineering-based attacks [5].  

Albladi and Weir analyze the vulnerability of users using the model proposed in the paper. A 

survey invitation email was sent to the selected experts to ask them to participate. Participants are 

information security specialists. The survey data collection phase is divided into two phases [6].  
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Ghafir, et al., have described social engineering attack strategies in their work. Several general 

categories can be defined based on social engineering techniques. Describe defence mechanisms 

against social engineering attacks [7].  

Salahdine and Kaabouch describe that social engineering attacks can be classified into a number 

of categories based on several perspectives. It can be classified into two categories depending on 

the entity involved software or human. In this paper, the authors propose an overview of social 

engineering attacks, detection techniques, and countermeasures [8].  

Junger et al. presented a work based on a survey where a total of 290 people completed the 

questionnaire. They have also discussed the Phishing attack in detail and how it works. They have 

also demonstrated how one becomes a prey to spear-phishing by just clicking on an email assuming 

it has come from a nearby online shop [9]. 

A. Algarni, Y. Xu, Taizan Chan and Yu-Chu Tian, explain the risks associated with SNSs in terms 

of social engineering. This paper presents an in-depth analysis of the entities and subentities 

responsible for social engineering attacks on social networks. The article describes a social 

engineering attack plan, technique, and a potential method for closing the victim [10]. 

 S. Venkatesha, K. Reddy and B. Chandavarkar, in this paper discuss the impact of the global 

pandemic on social engineering attacks. A detailed analysis of COVID-19 themed attacks is 

included in this paper as well. The presentation also discussed targeted attacks such as Phishing 

attacks, Healthcare fraud, and health history-related attacks [11].    

Workman, in his paper describes background and previous research on social engineering attacks. 

He also describes the threats and how a person falls into a trap in his paper. This paper describes 

how they attacked common people and also gives the procedure to avoid those things. In this paper 

also conduct risk analyses for the application of technological defenses [16]. 

Hernández, Levy and Ramim describe cyberslacking and all about the social engineering threat. 

This paper showed many cyberslacking activities and item sources. In this section, they describe 

the impact of frequency and time spent on cyberslacking on the level of ethical severity of such 

activities [17]. 
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Laribee et. al. describe only how a hacker makes a trust and how to attack the targeted person. In 

this paper they build 2 types of model: “Trust Model”, “Attack Model”. Here, they describe only 

one type of attacking technique that Phishing [18]. 

Shindarev et. al., describe the overview of social engineering attack technique. Here only describe 

software base attack and here use training data to make analysis and that analysis only on company 

employee accounts in the website of social network VK.com [20]. 

Table 2.1 Comparative Analysis and Summary 

Reference Focus Data collection 

method 

Sample size Analysis technique 

Conteh and 

Schmick 

Social engineering types Primary N/A Descriptive 

statistics 

Bansla, Kunwar 

and Gupta 

Most fundamental social 

engineering attacks 

Primary N/A Descriptive 

statistics 

Breda, Barbosa 

and Morais 

Use Kali Linux and 

perform social 

engineering attacks   

Experimental 

Method 

N/A Experiment 

Chitrey, Singh and 

Singh 

India’s perspective of 

social engineering-based 

attacks 

Primary N/A Descriptive 

statistics 

Albladi and Weir User vulnerabilities, 

Behaviour, Perceptual, 

Socio‑psychological-

related attributes and 

User characteristics 

framework construction 

Primary 11 Descriptive 

statistics 

Ghafir, et al Social engineering attack 

strategies and different 

approaches to social 

engineering  

Primary N/A Descriptive 

statistics 
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Salahdine and 

Kaabouch 

Describes social 

engineering attacks, 

current detection 

techniques, and 

countermeasures. 

Primary N/A Descriptive 

statistics 

Junger et al Phishing and social 

engineering  

Primary 256 Descriptive 

statistics 

Algarni et al. Phishing attack, social 

engineer strategy, risk of 

victim  

Primary N/A Descriptive 

statistics 

S. Venkatesha, K. 

Reddy and B. 

Chandavarkar 

Social engineering attack 

during COVID19  

Primary N/A Descriptive and 

correlation statistics 

Workman 
Previous research paper 

and social engineering 

attack 

Primary 612 Descriptive and 

correlation statistics 

Hernández, Levy 

and Ramim 

Social engineering threat 

and cyberslacking 

Secondary 183 Descriptive and 

correlation statistics 

Laribee, Barnes, 

Rowe and Martell Social engineering attack 

with making trust  

Primary N/A Descriptive  

statistics 

Shindarev et al.  Software base social 

engineering attack 

technique 

Primary 700 Correlation 

statistics 

2.4 Scope of the Problem 

After a thorough literature review, it has been observed no work has been done on Social 

Engineering focusing the people of Bangladesh. Therefore, there lies a huge research scope to 

observe the trends of Social Engineering attacks in Bangladesh and also the awareness of Social 

Engineering among the people. Further we tried to find the correlation among awareness and 

victims. 
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2.5 Challenges 

The main obstacle to conduct this research was to collect data from the users as people of 

Bangladesh are suspicious about giving data. So, we had to adopt both online and offline data 

collection methods. 
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CHAPTER 3 

RESEARCH METHODOLOGY 

3.1 Research Subject and Instrumentation 

Nominal variable: Nominal variables are also known as categorical variables. Nominal variables 

can have more than one category, and they don't have a natural order. As an example, consider 

occupation and affiliation to a political party as variables without numerical values. A third concept 

related to nominal variables is that they are named (nominalis comes from Latin, meaning 

pertaining to names) [41]. 

Nominal variables: 

● Quantification is not possible. This means you can't use them as part of an arithmetic 

operation like adding or subtracting, or a logic operation like "equal to" or "greater than".  

● Cannot be assigned any order. 

Dichotomous variable: Dichotomous variables have two levels or classifications. In what is 

known as an analysis of variance, different levels and groups are comprised of the same 

independent variable (see What is Analysis of Variance? for more information on levels and 

groups) [41]. 

Dichotomous variables can be considered binary if they have either a 0 or a 1. For example, male 

(0) or female (1). 

In addition to discrete dichotomous variables, continuous dichotomous variables can also be 

described as dichotomous. In this way, continuous variables and discrete variables can both be 

compared. There are no possibilities between two discrete variables, nor can there be between two 

continuous variables. 

For determining how strong a correlation is between data, correlation coefficient formulas are 

used. Each formula returns a value between -1 and 1, where: 

A positive relationship indicates a score of 1. 
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A negative relationship is indicated by -1. 

Null results indicate no relationship at all. 

 

Fig 3.1: Graphs showing correlation of -1, 0 and +1 [41] 

If there is a correlation coefficient of 1, then a positive increase of a fixed proportion occurs in the 

other variable for every positive increase in the first variable. As an example, shoe sizes increase 

with the length of the foot in (almost) perfect correlation. 

A correlation coefficient of -1 signals that with every increase in one variable, there is a decrease 

in the other by a fixed proportion. As an example, the amount of gas in a tank decrease (almost) 

perfectly in correlation with speed. 

The concept of zero means that for every increase, there is neither a positive nor negative increase. 

The two are independent of one another. 

Relationship strength is determined by the absolute value of the correlation coefficient. The higher 

the value, the greater the strength of the relationship. For example, |-.75| = .75, which has a stronger 

relationship than .65. 

Phi coefficient: Phi coefficients are measures of the association between two binary variables, 

also known as mean square contingency coefficients. 
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For a given 2×2 table for two random variables x and y: 

 Y=0 Y=1 

X=0 A B 

X=1 C D 

Then, the Phi coefficient can be calculated as: 

𝛷𝛷 =  
𝐴𝐴𝐴𝐴−𝐵𝐵𝐵𝐵

�(𝐴𝐴+𝐵𝐵)(𝐵𝐵+ 𝐴𝐴)(𝐴𝐴+ 𝐵𝐵)(𝐵𝐵+𝐴𝐴)
 

Interpreting Phi coefficient:  

Phi coefficients take on values between -1 and 1 like Pearson correlation coefficients, where: 

The relationship between the two variables is perfectly negative at -1. 

No association between the two variables is indicated by 0. 

A value of 1 indicates a perfect positive relationship between two variables. 

An increasing Phi Coefficient indicates that the relationship between two variables is stronger 

when it is further away from zero. 

Phi Coefficients are a measure of how far from zero a variable is from zero, the more evidence 

there is for a systematic pattern between the two variables [42]. 

3.2 Data Collection Procedure   

No research has been conducted in Bangladesh on the subject of social engineering. The Covid-

19 Situation also made it more difficult to communicate directly with people to collect data. For 

this reason, data is collected through a Google form. Some of the data was collected in person. 

Later all these online data and offline data were gathered into one excel file.  
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3.3 Statistical Analysis 

After conducting both online or offline data collection methods we were able to collect 391 data 

altogether. A few demographic statistics of the dataset are given below.  

 

Fig 3.2: Age distribution of the respondents 

Among the 391 respondents 388 respondents responded about their age. From the pie chart is easy 

to understand that majority of these respondents belongs to 21 to 25 age group. 

 

Fig 3.3: Occupation of the respondents 

Among the respondents, most of them were students. If mentioned particularly, 62.7% of the 

respondents were students. However, among the students’ majority were university going students. 

They individually covered 37.6% of the overall sample size.  
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Fig 3.4: Distribution of living places of the respondents 

Though data were collected randomly, distribution dwelling places of the respondents were very 

balanced. 50.9% of the respondents were from city and the rest of the respondents were from 

villages. 

3.4 Proposed Methodology 

The overall methodology used to conduct our research is shown in fig 3.5. Later every step of this 

method is explained for further understanding. 

 

 

 

 

       

Fig 3.5: Proposed methodology 

3.4.1 Design questionnaire 

In order to study the social engineering attack methods, we have studied number of literatures and 

based on those literature we have decided our own variables to conduct our own research. Based 

on our selected variables we made google form which was shared online and the same form was 
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Online Data 
Collection 

Data 
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Data Cleaning EDA 
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Collection 

Data 
Transformation 

Finding 
Correlations 



©Daffodil International University  17 

used to collect data manually also.  The questionnaire we used for collecting data is included in 

the appendix section. 

3.4.2 Data collection 

We have already mentioned that we have adopted survey method to collect our data. Survey was 

conducted both online and offline. As a whole we have collected 391 data. Among them 331 data 

were collected through online and 60 were collected manually.  

3.4.3 Data cleaning 

Data cleaning is one of the most important task for analyzing data. In our case, while data cleaning 

we have focused on whether there is any missing values or not. To avoid any kind of biasness from 

our dataset we have decided to remove all the entries those carries any kind of null values. 

3.4.4 Exploratory Data Analysis (EDA) 

After removing all the null values from our dataset, we have decided to carry on some exploratory 

analysis to find the statistical analysis from our dataset.   

3.4.5 Data transformation 

Once EDA was done, we have further decided to study the correlation among the data in our 

dataset. In this case, it is mentionable here that the data those were collected to study the correlation 

were all dichotomous data. Therefore, to conduct the research most of variables were first encoded 

into a simple name along with their values. We have used One Hot Encoder for this purpose. 

3.4.5 Correlation finding 

Finally, when all the dataset is ready for the experiment, we have done correlation test between 

awareness against number of victims. 

3.5 Implementation Requirements 

For our overall research the following tolls were used: 

● Google form 

● Google Colaboratory 
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Google Form 

Google form were used to prepare the questionnaire and collecting online data. 

Google Colaboratory 

Google Colabratory was used to analysis data. In this context the following python libraries were 

used: 

● Pandas 

● Numpy 

● Seaborn 

● Matplotlib 

● Sklearn 
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CHAPTER 4 

EXPERIMENTAL RESULTS AND DISCUSSION 

4.1 Experimental Setup 

Before finding the correlation we have tried to observe responses of the tests’ outcomes that we 

conducted. Finding of those tests are presented sequentially here. 

 

Fig 4.1: Responses to understand the social engineering attacks 

Fig 4.1 shows the responses of how the respondents behave against three different types of social 

attacks. However, around 42.5% of our respondent didn’t experience any social engineering 

threats.  
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Fig 4.2: Responses to understand the social engineering attacks 

Fig 4.2 shows the responses of respondents against the awareness question. However, as per their 

opinion 54.2% of the respondents are aware about social engineering attacks and the rest are not. 

 

Fig 4.3: Frequency of usage of popular social media in Bangladesh 

Fig 4.3 shows the usage frequency of popular social media in Bangladesh. From the graph it is 

obvious that facebook is by far the most popular social media in Bangladesh. Instagram, Twitter, 

LinkedIn and Snapchat are next popular social media as per the statistics found from our dataset. 
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4.2 Experimental Results & Analysis 

 

Fig 4.4: frequency distribution of target and victim of various social engineering crimes 

This graph shows the percentage of Targets and victims. Target of Phreaking 35% and victim of 

Phreaking 7%. Target of Pretexting 27% and victim of pretexting 8%. 6% of victims have fallen 

victim to phishing. 

 

Fig 4.5: Outcome of awareness testing result 
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Results of non-awareness are displayed in this graph. Non awareness while making password 62%. 

Non awareness while using third party software 46%. Non awareness while registering on a social 

networking site 56%. 

Table 4.1: claimed case 

 Awareness = Yes Awareness = No 

Victim = Yes 28 37 

Victim = No 128 160 

Therefore, the coefficient calculated here is: 

𝛷𝛷 =  
28 ∗ 160− 37 ∗ 128

�(28 + 37)(128 + 160)(28 + 128)(37 + 160)
=  −0.0167 

 

This phi coefficient is negative but it is as close as 0. So this phi coefficient is not a perfectly 
negative relationship. It has a very small amount of negative phi coefficient relationship 
between awareness and victim of the claimed case. 

 

Table 4.2: test case 

 Awareness = Yes Awareness = No 

Victim = Yes 7 58 

Victim = No 28 260 

Therefore, the coefficient calculated here is: 

𝛷𝛷 =  
7 ∗ 260− 58 ∗ 28

�(7 + 58)(28 + 260)(7 + 28)(58 + 260)
=  0.013579 
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This phi coefficient is positive but it is as close as 0. So this phi coefficient is not a perfectly 
positive relationship. It has a very small amount of positive phi coefficient relationship 
between awareness and the victim of the test case. 

 

4.3 Discussion 

 

Fig 4.6: a sample case Facebook account hacking  

When a hacker or social engineer is logging into his own device. Facebook shows login alerts 

through email.  

 

Fig 4.7: Evidence of conversation of threating to account deletion 
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Conversion between hacker and victim in this case. The hacker scares the victim.  

 

Fig 4.8: Evidence of conversation for claiming money 

In this conversion Hackers try here to scare and take money from their victims. 

 

 

Fig 4.9: Evidence of a GD by the victim 

As a measure of safety, the victim files this diary with the police station. Otherwise, his social 
media accounts post about crime and illegal activities. 
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CHAPTER 5 

IMPACT ON SOCIETY, ENVIRONMENT AND SUSTAINABLITY 

5.1 Impact on Society 

Social engineering is very common nowadays. There are concerns that social engineering could 

have a negative impact on people's jobs and reputations as well as leaking confidential information. 

People cannot surf social networks safely because of this concern. Social engineering is a bad 

effect of our daily life. The findings of this study should raise public awareness about privacy and 

security issues. The research will also raise awareness about social engineering.   

5.2 Impact on Environment 

In this paper, we focus exclusively on the process of social engineering. Our focus is on software-

based social engineering. By our work there is no impact on the environment. Here we only try to 

make the common people aware of social engineering attacks. There is not a harmful process for 

the environment. Social engineering attacks can affect both men and the environment. Men who 

are aware of such attacks can protect their information and property without affecting the 

environment. 

5.3 Ethical Aspects 

The purpose of this survey is to learn how aware people are of social engineering. The survey is 

completely anonymous, and no personal information will be shared. Sole reason of collecting these 

data is only to conduct research. Keep private and confidential information private and confidential 

by never divulging it to third parties. Our goal is to not misuse any of the information or privileges 

you are given as a result of your responsibilities. There are strict guidelines and a code of ethics 

we follow.   

5.4 Sustainability Plan 

Identifying and responding to social engineering attacks is one of the best lines of defense against 

social engineering. Creating user awareness begins with training everyone and continues with 

security awareness initiatives to keep social engineering defenses fresh in everyone's minds. Align 



©Daffodil International University  26 

training and awareness with specific security policies.A dedicated security training and awareness 

program is essential. Every employee's job description should mention information privacy and 

security tasks and responsibilities. 
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CHAPTER 6 

SUMMARY, CONCLUSION, RECOMMENDATION AND IMPLICATION 

FOR FUTURE RESEARCH 

6.1 Summary of the Study 

Social engineering is one of the biggest problems in today's society. Around the world, some 

people have to deal with various types of social engineering attacks every day. As a small and 

developing country, Bangladesh is susceptible to these kinds of attacks that could hamper our 

development. We made this paper to make awareness among the common people. In this paper we 

discuss many kinds of social engineering techniques that are commonly used. We collect data to 

make predictions about what the common people think about social engineering. We collect both 

online and offline data since we gather information from all segments of the population. Using the 

phi coefficient, we make relationships among the data. The majority of people are not aware of 

social engineering, according to many coefficient relationships we made. Many of them claimed 

that they were aware but sometimes they face attacks. A majority of people are unaware of their 

password when they create it.  

6.2 Conclusions 

Nowadays, information security is of the most importance to everyone. A number of people lose 

their personal information through social engineering attacks every day. From a Bangladeshi 

perspective, it seems that most people don't know about their social media accounts or social 

engineering. In spite of the fact that social media companies update their security day-after-day, 

that's not enough for people without any tech education. In our paper, we try to understand the 

safest way of using computers for educated computer users. To make common people aware of 

the most basic social engineering techniques, we highlight the following. In particular, this paper 

will allow Bangladeshi researchers to better understand Bangladeshi people's attitudes toward 

social engineering. 

 

 



©Daffodil International University  28 

6.3 Implication for Further Study 

To ensure future work can be done as efficiently as possible, we have utilized all preliminary steps 

of the procedure. The research is focusing on social engineering attacks from the perspective of 

Bangladesh. Through our work, we demonstrate the awareness of Bangladeshi society to social 

engineering. We will work on preventing users from falling victim to social engineering in our 

future work. 
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